AUTHENTICATED 
US. GOVERNMENT 
INFORMATION ^ 


S. Hrg. 111-1070 

INTELLIGENCE REFORM-2010 
HEARINGS 


BEFORE THE 

COMMITTEE ON 
HOMELAND SECURITY AND 
G0AH]RNMENTAL AFFAIRS 
UNITED STATES SENATE 

OF THE 

ONE HUNDRED ELEVENTH CONGRESS 

SECOND SESSION 


JANUARY 20, 2010 

INTELLIGENCE REFORM: THE LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK— PART I 

JANUARY 26, 2010 

INTELLIGENCE REFORM: THE LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK— PART II 

MARCH 10, 2010 

THE LESSONS AND IMPLICATIONS OF THE CHRISTMAS DAY 
ATTACK: WATCHLISTING AND PRE-SCREENING 

MARCH 17, 2010 

THE LESSONS AND IMPLICATIONS OF THE CHRISTMAS DAY ATTACK: 
INTELLIGENCE REFORM AND INTERAGENCY INTEGRATION 

APRIL 21, 2010 

THE LESSONS AND IMPLICATIONS OF THE CHRISTMAS DAY 
ATTACK: SECURING THE VISA PROCESS 


Available via the World Wide Web: http://www.fdsys.gov/ 
Printed for the use of the 

Committee on Homeland Security and Governmental Affairs 



VerDate Nov 24 2008 


09:31 Oct 05, 201 1 Jkt 056838 


PO 00000 


Frm 00001 Fmt6011 


Sfmt6011 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 




VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt056838 POOOOOO Frm 00002 Fmt6019 Sfmt6019 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



S. Hrg. 111-1070 


INTELLIGENCE REFORM-2010 
HEARINGS 


BEFORE THE 

COMMITTEE ON 
HOMELAND SECURITY AND 
GOAH]RNMENTAL AFFAIRS 
UNITED STATES SENATE 

OF THE 

ONE HUNDRED ELEVENTH CONGRESS 

SECOND SESSION 


JANUARY 20, 2010 

INTELLIGENCE REFORM: THE LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK— PART I 

JANUARY 26, 2010 

INTELLIGENCE REFORM: THE LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK— PART II 

MARCH 10, 2010 

THE LESSONS AND IMPLICATIONS OF THE CHRISTMAS DAY 
ATTACK: WATCHLISTING AND PRE-SCREENING 

MARCH 17, 2010 

THE LESSONS AND IMPLICATIONS OF THE CHRISTMAS DAY ATTACK: 
INTELLIGENCE REFORM AND INTERAGENCY INTEGRATION 

APRIL 21, 2010 

THE LESSONS AND IMPLICATIONS OF THE CHRISTMAS DAY 
ATTACK: SECURING THE VISA PROCESS 


Available via the World Wide Web: http://www.fdsys.gov/ 
Printed for the use of the 

Committee on Homeland Security and Governmental Affairs 



U.S. GOVERNMENT PRINTING OFFICE 
56-838 PDF WASHINGTON : 2011 


For sale by the Superintendent of Documents, U.S. Government Printing Office 
Internet: bookstore.gpo.gov Phone: toll free (866) 512-1800; DC area (202) 512-1800 
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00003 Fmt5011 Sfmt5011 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 




COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTAL AEFAIRS 


JOSEPH I. LIEBERMAN, Connecticut, Chairman 


CARL LEVIN, Michigan 
DANIEL K. AKAKA, Hawaii 
THOMAS R. CARPER, Delaware 
MARK L. PRYOR, Arkansas 
MARY L. LANDRIEU, Louisiana 
CLAIRE McCASKILL, Missouri 
JON TESTER, Montana 
ROLAND W. BURRIS, Illinois 
PAUL G. KIRK, JR., Massachusetts* 
EDWARD E. KAUFMAN, Delaware* 


SUSAN M. COLLINS, Maine 
TOM COBURN, Oklahoma 
SCOTT P. BROWN, Massachusetts** 
JOHN McCAIN, Arizona 
GEORGE V. VOINOVICH, Ohio 
JOHN ENSIGN, Nevada 
LINDSEY GRAHAM, South Carolina 
ROBERT F. BENNETT, Utah** 


Michael L. Alexander, Staff Director 
Christian J. Beckner, Professional Staff Member 
Jeffrey E. Greene, Counsel 
Seamus A. Hughes, Professional Staff Member 
Gordon N. Lederman, Counsel 
Bias Nunez-Neto, Professional Staff Member 
Jason M. Yanussi, Professional Staff Member 
Brandon L. Milhorn, Minority Staff Director and Chief Counsel 
Robert L. Strayer, Minority Director of Homeland Security Affairs 
Ivy a. Johnson, Minority Deputy General Counsel 
John K. Grant, Minority Counsel 
Luke P. Bellocchi, Minority Counsel 
Matthew L. Hanna, Minority CBP Detailee 
Trina Driessnack Tyrer, Chief Clerk 
Patricia R. Hogan, Publications Clerk and GPO Detailee 
Laura W. Kilbride, Hearing Clerk 


* Senator Kaufman replaced Senator Kirk on the Committee effective March 9, 2010. 
** Senator Brown replaced Senator Bennett on the Committee effective March 9, 2010. 


(Il) 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00004 Fmt 5904 Sfmt 5904 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



CONTENTS 


Opening statements: 
Senator Lieberman 

Senator Collins 

Senator Tester 

Senator Burris 

Senator McCain 

Senator Ensign .... 
Senator Coburn .... 

Senator Akaka 

Senator Levin 

Senator McCaskill 

Senator Carper 

Senator Bennett ... 

Senator Kirk 

Senator Brown 

Senator Voinovich 
Prepared statements: 
Senator Lieberman 

Senator Collins 

Senator Carper .... 


Page 

1, 49, 81, 119, 153 

3, 51, 83, 121, 156 

17 

20, 74 

22, 68, 173 

24 

27 

30 

32 

36 

. 37, 65, 104, 136, 176 

70 

72 

86 

170 

185, 284, 301, 355, 453 

188, 287, 303, 357, 456 

305 


WITNESSES 

Wednesday, January 20, 2010 


Hon. Michael E. Leiter, Director, National Counterterrorism Center, Office 

of the Director of National Intelligence 5 

Hon. Dennis C. Blair, Director of National Intelligence, Office of the Director 

of National Intelligence 7 

Hon. Janet A. Napolitano, Secretary, U.S. Department of Homeland Security . 9 


Tuesday, January 26, 2010 

Hon. Thomas H. Kean, Former Chairman, National Commission on Terrorist 
Attacks Upon the United States, and Hon. Lee H. Hamilton, Former Vice 
Chairman, National Commission on Terrorist Attacks Upon the United 
States 54 

Wednesday, March 10, 2010 


Russell E. Travers, Deputy Director, Information Sharing and Knowledge 
Development, National Counterterrorism Center, Office of the Director of 

National Intelligence 86 

Timothy J. Healy, Director, Terrorist Screening Center, Federal Bureau of 

Investigation, U.S. Department of Justice 88 

Gale D. Rossides, Acting Administrator, Transportation Security Administra- 
tion, U.S. Department of Homeland Security 90 

David V. Aguilar, Acting Deputy Commissioner, U.S. Customs and Border 
Protection, U.S. Department of Homeland Security 93 

Wednesday, March 17, 2010 

Hon. Benjamin A. Powell, Former General Counsel of the Office of the Direc- 
tor of National Intelligence (2006-2009) 122 

Hon. Jeffrey H. Smith, Former General Counsel of the Central Intelligence 
Agency (1995-1996) 125 


(III) 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00005 Fmt 5904 Sfmt 5904 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



IV 


Page 


Richard Nelson, Senior Fellow and Director, Homeland Security and Counter- 
terrorism Program, Center for Strategic and International Studies 127 

Wednesday, April 21, 2010 

Hon. David F. Heyman, Assistant Secretary, Office of Policy, U.S. Department 

of Homeland Security 157 

Hon. Janice L. Jacobs, Assistant Secretary, Bureau of Consular Affairs, U.S. 

Department of State 159 

Hon. John T. Morton, Assistant Secretary, U.S. Immigration and Customs 
Enforcement, U.S. Department of Homeland Security 164 

Alphabetical List of Witnesses 

Aguilar, David V. : 

Testimony 93 

Prepared statement 328 

Blair, Hon. Dennis C.: 

Testimony 7 

Joint prepared statement with Mr. Letter 191 

Hamilton, Hon. Lee H.: 

Testimony 54 

Joint prepared statement with Mr. Kean 290 

Healy , Timothy J. : 

Testimony 88 

Prepared statement 310 

Heyman, Hon. David F.: 

Testimony 157 

Prepared statement 458 

Jacobs, Hon. Janice L.: 

Testimony 159 

Prepared statement 465 

Kean, Hon. Thomas H.: 

Testimony 54 

Joint prepared statement with Mr. Hamilton 290 

Leiter, Hon. Michael E.: 

Testimony 5 

Joint prepared statement with Mr. Blair 191 

Morton, Hon. John T.: 

Testimony 164 

Prepared statement 475 

Napolitano, Hon. Janet A.: 

Testimony 9 

Prepared statement 200 

Nelson, Richard: 

Testimony 127 

Prepared statement 445 

Powell, Hon. Benjamin A.: 

Testimony 122 

Prepared statement with attachments 359 

Rossides, Gale D.: 

Testimony 90 

Prepared statement 316 

Smith, Hon. Jeffrey H.: 

Testimony 125 

Prepared statement 427 

Travers, Russell E.: 

Testimony 86 

Prepared statement 306 

APPENDIX 

January 20, 2010 

Statement for the Record submitted by Mr. Blair 214 

Document titled “Office of the Director of National Intelligence Instruction 

No. 80.05,” submitted by Mr. Leiter and Mr. Blair for the Record 215 

American Civil Liberties Union (ACLU), prepared statement 234 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00006 Fmt 5904 Sfmt 5904 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



V 


Page 


Responses to post-hearing questions for the Record from: 

Mr. Letter 245 

Mr. Blair 251 

Secretary Napolitano 255 

Januahy 26, 2010 

Responses to post-hearing questions for the Record from: 

Mr. Kean and Mr. Hamilton 298 

March 10, 2010 

Responses to post-hearing questions for the Record from: 

Mr. Travers 338 

Ms. Rossides and Mr. Aguilar 339 

March 17, 2010 

Responses to post-hearing questions for the Record from: 

Mr. Smith 452 

April 21, 2010 

Responses to post-hearing questions for the Record from: 

Mr. Heyman and Mr. Morton 484 

Ms. Jacobs 515 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00007 Fmt5904 Sfmt 5904 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00008 Fmt5904 Sfmt 5904 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



INTELLIGENCE REFORM: THE 
LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK— PART I 


WEDNESDAY, JANUARY 20, 2010 

U.S. Senate, 

Committee on Homeland Security 
AND Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 9:33 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Levin, Akaka, Carper, Pryor, 
McCaskill, Tester, Burris, Collins, Coburn, McCain, Ensign, and 
Bennett. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. Good morning and welcome to the hear- 
ing. As we all know, on this past Christmas Day, December 25, 
2009, Umar Farouk Abdulmutallab slipped through the multi-lay- 
ered defenses we have erected since September 11, 2001, to stop at- 
tacks against our homeland and boarded Northwest Flight 253 
from Amsterdam to Detroit over which he attempted a suicide 
bombing. A faulty detonator and courageous and quick action by 
the passengers and crew prevented the deaths of 290 people on 
board that plane and many more on the ground below. We were 
very lucky. 

Because it has now been 5 years since the enactment of the 
9/11 Commission recommendations for intelligence reform. Senator 
Collins and I decided last year to initiate a series of oversight hear- 
ings this year to examine how well these reforms have been imple- 
mented and whether further changes in the law, regulation, or im- 
plementation are needed to protect our country. That is, in fact, the 
inquiry we begin today, but now, of course, we must carry out our 
oversight responsibilities through the unsettling prism of the 
Christmas Day breach of our homeland defenses by the terrorist 
Abdulmutallab. 

The Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA), which is commonly known as the “9/11 Commission Act,” 
was the most sweeping intelligence reform since the creation of the 
Central Intelligence Agency (CIA) more than 50 years earlier. 
Among its many significant improvements, the 9/11 Commission 
Act established a Director of National Intelligence (DNI) to inte- 
grate our 16 intelligence agencies. It also created the National 

( 1 ) 
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Counterterrorism Center (NCTC) to ensure that there was a single 
place in the government that would assess terrorism threats using 
the full resources and knowledge of the intelligence community. 

Earlier, in 2002, our government’s failures on September 11, 
2001, also moved Congress to act on recommendations to create a 
Department of Homeland Security (DHS) to better cope with the 
threats our country would face in the 21st Century. I believe these 
post-September 11, 2001, reforms have worked very well. The 
record shows that after the creation of the Department of Home- 
land Security in 2002 and the establishment of the DNI and Na- 
tional Counterterrorism Center in 2004, there was not a terrorist 
attack by Islamist extremists on America’s homeland for almost 7 
years. No one would have predicted that on September 12, 2001. 
So we have a lot to be grateful for. 

Some of the most successful defenses of our homeland, in my 
opinion, have been truly amazing, although the details of these, of 
necessity, remain largely unknown. Two of the most impressive of 
those successful defenses of our homeland occurring in 2009 with 
regard to Najibullah Zazi and David Headley. One of the most im- 
pressive cases to me was the Zazi case, he was arrested last Sep- 
tember with the plans and materials needed for devastating bomb- 
ing attacks on New York City. This was the most dangerous ter- 
rorist plot on our soil since September 11, 2001, dangerous in the 
sense of the consequences it would have had, and it was only 
stopped by brilliant, courageous, and cooperative work by our intel- 
ligence, law enforcement, and homeland security agencies. 

Senator Collins and I, and other Members of this Committee and 
other committees, have been briefed on the details, but everything 
worked just as we hoped it would when we adopted the post-Sep- 
tember 11, 2001, legislation. There was remarkable agility, bril- 
liant judgment, and total cooperation between intelligence, home- 
land security, and law enforcement communities both here within 
the United States and throughout the world. 

Notwithstanding these remarkable achievements over the 7 
years after the enactment of the Department of Homeland Security 
and some of the extraordinary defenses in the Headley and Zazi 
cases, which occurred in 2009, the record also shows that in 2009 
three Islamist terrorists broke through our defenses: Carlos 
Bledsoe, who murdered a U.S. Army recruiter in Little Rock, Ar- 
kansas, in June, simply because he was wearing the uniform of the 
U.S. Army; Nidal Hasan, who murdered 13 Americans at Fort 
Hood in November; and Umar Farouk Abdulmutallab, who would 
have killed hundreds more if the explosive he had hidden in his 
clothing on Christmas Day had worked. So, clearly, there are some 
things about our homeland defenses that are not working as we 
need them to, and we have to find out together what is going 
wrong and why and then fix it. 

I know it is probably not realistic to promise the American people 
that we will stop every attempted terrorist attack on our homeland, 
but I feel very strongly that must be our goal. It certainly is the 
standard that will guide our Committee in this inquiry and the 
other we are conducting on the terrorist attack at Fort Hood and 
any recommendations for Executive or Legislative action that we 
make as a result of our inquiry. 
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Our purpose is to review the current state of our homeland secu- 
rity through these cases and to make recommendations for reform 
that will get our homeland — America — as close as possible to 100- 
percent security from terrorist attacks. 

In the Christmas Day bombing case, there was so much intel- 
ligence and information available to our government that pointed 
to Abdulmutallab’s violent intentions that it is beyond frus- 
trating — it is infuriating — that this terrorist was able to get on that 
plane to Detroit with explosives on his body. He was able to do so, 
in sum, as President Obama has correctly said, because of systemic 
failures and human errors. 

Our responsibility is clear: We have to find what the systemic 
failures were and fix them, and if the Administration or we, in our 
deliberations, find that there were personnel of the Federal Gov- 
ernment who did not perform up to the requirement of their jobs 
in these cases, they should be disciplined or removed. 

As is clear from the Christmas Day attack which almost killed 
hundreds, the Fort Hood attack which did kill 13, and the thwart- 
ing of the Zazi plot that saved countless American lives, the deci- 
sions of the public servants who work to protect us from terrorists 
every day have life-and-death consequences. If we do not hold ac- 
countable those who made these human errors, the probability is 
greater that they will be made again. 

I have not called this hearing along with Senator Collins to 
knock down the new walls of homeland security that we built after 
September 11, 2001. We have called it to repair and reinforce them 
so that they better protect the American people from terrorist at- 
tack. It is in that spirit that I thank our witnesses, the Director 
of the National Counterterrorism Center, Michael Leiter; the Direc- 
tor of National Intelligence, Admiral Dennis Blair; and the Sec- 
retary of Homeland Security, Janet Napolitano, for being with us 
today. I look forward to your testimony and the questions and an- 
swers that will follow. 

Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. 

Every day the men and women of our military, homeland secu- 
rity, law enforcement, and intelligence community work hard to 
keep our Nation safe. They serve on the front lines of the war 
against terrorism, and over the last year alone, their efforts have 
helped thwart numerous terrorist attacks. 

But as the attempted Christmas Day attack demonstrates, our 
government’s efforts to detect and disrupt terrorist plots must be 
strengthened. 

We dodged a bullet in the skies above Detroit on Christmas Day. 
A mere fluke — a mistake by the terrorist on that plane or a failed 
detonator — prevented that attack from succeeding. The quick ac- 
tion of courageous passengers and crew helped spare the lives of 
nearly 300 passengers on Flight 253. 

We cannot escape the cold, hard facts. Terrorists have not re- 
lented in their fanatical quest to frighten our Nation’s citizens and 
to slaughter as many Americans as possible. Their tactics continue 
to evolve. Attacks inspired by al-Qaeda’s violent ideology, including 
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those by lone wolves or those perpetrated by smaller uncoordinated 
cells, are incredibly difficult to detect. The threat posed by Amer- 
ica’s enemies continues to grow, and our Nation’s efforts to defeat 
them must be nimble, determined, and resilient. 

In response to the terrorist attacks of September 11, 2001, this 
Committee offered the most sweeping reform for the intelligence 
community since the Second World War. The Intelligence Reform 
and Terrorist Prevention Act of 2004 did much to improve the man- 
agement and performance of our intelligence, homeland security, 
and law enforcement agencies. The increased collaboration and in- 
formation sharing have helped our Nation prevent numerous at- 
tacks, at least nine in the last year alone. 

But reform is not a destination. It is a work in progress. Reform 
requires constant focus and attention to stay a step ahead of the 
threats we face. 

For example, despite the considerable improvements in informa- 
tion sharing, our intelligence community continues to rely on inter- 
nal systems and processes that are relics from the days before 
reform. These systems did not effectively surface intelligence infor- 
mation so that analysts and security officials can effectively iden- 
tify threats in real time. 

The President has asserted — and I agree — that there was ample 
credible intelligence on Abdulmutallab to warrant his inclusion on 
the No Fly List, yet that did not occur even though his own father 
warned U.S. officials about his ties to Islamist extremists. Whether 
this failure was caused by human error, poor judgment, outmoded 
systems, or the sheer volume of data that must be analyzed, we 
simply must develop systems and protocols to prevent these fail- 
ures. 

Consider what I believe to be the most obvious error in handling 
Abdulmutallab’s case. After his Islamist extremist connections in 
Yemen were reported by his father, the State Department should 
have revoked his visa. At the very least, he should have been re- 
quired to report to our embassy and explain his activities and an- 
swer questions before he was allowed to retain his visa. 

The State Department has this authority. In fact, our law, the 
Intelligence Reform Act, protects the State Department from law- 
suits when its officials revoke a visa overseas. But the State De- 
partment failed to act. Most disturbing, the State Department is 
also pointing fingers at other agencies to explain this failure. 

The President has now directed the intelligence community to de- 
termine which of the 400,000 suspected terrorists in the Terrorist 
Screening Center’s watchlist have valid U.S. visas. But that re- 
sponse is not sufficient. 

The government should immediately identify and suspend the 
visas of all persons listed in the broadest terrorist database oper- 
ated by the NCTC, known as the Terrorist Identities Datamart En- 
vironment (TIDE) list, until a further investigation is undertaken 
in each case. These visa holders with suspected connections to ter- 
rorism should shoulder the burden of proving that they do not in- 
tend to harm this Nation or its citizens, and if they cannot meet 
this burden, then we cannot take the risk of permitting them the 
privilege of traveling to our country. 
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But immediately revoking the visas of suspected terrorists is only 
the first step. The Department of Homeland Security has an obliga- 
tion to confirm the validity of visas held by every foreign pas- 
senger. This is done only in some airports now. Instead, what hap- 
pens now is that confirmation of valid visas only occurs once the 
passengers have arrived on our land. There is no technological rea- 
son why this cannot occur. 

We did not choose this war. It was thrust upon us by terrorists 
who are determined to destroy our way of life. Our counterter- 
rorism efforts must be tireless and steadfast. We must continue to 
build on the intelligence reforms already in place to make America 
more secure. Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much. Senator Collins. 
Let us begin the testimony with Michael Leiter, who is the Director 
of the National Counterterrorism Center. Thanks for being here. 

TESTIMONY OF HON. MICHAEL E. LEITER, i DIRECTOR, 

NATIONAL COUNTERTERRORISM CENTER, OFFICE OF THE 

DIRECTOR OF NATIONAL INTELLIGENCE 

Mr. Leiter. It is my pleasure. Chairman Lieberman, Ranking 
Member Collins, and Members of the Committee. It is a privilege 
to appear before this Committee — again, the Committee that was 
most instrumental in reforming the intelligence community and 
creating the NCTC. 

To open, I want to offer what I hope is an absolutely crystal-clear 
assertion: Umar Farouk Abdulmutallab should not have stepped 
onto a plane on Christmas Day. The counterterrorism system col- 
lectively failed, and I, along with Director Blair and Secretary 
Napolitano and others, want to tell you and the American people 
the same thing we told the President: That we have to do better. 

As one of several attacks, several of which you cited, we have 
been reminded again how unceasing our enemy is and how com- 
mitted they are to attacking the United States and how committed 
we have to be in protecting Americans. 

To begin, I would like to give a short rundown of the bombing 
attempt and try to tell you from our perspective what we did miss. 
And I want to start by debunking what has become conventional 
wisdom to some, which is that this failure was just like September 
11, 2001. And, in fact, it was not. Now, that does not make the fail- 
ure any less significant, but it does mean that the solutions might 
be very different from what we approach in our reforms post-Sep- 
tember 11, 2001. 

It was not a failure to share intelligence. Instead, it was a failure 
to connect, integrate, and fully understand the intelligence that we 
had collected. Although NCTC and the intelligence community 
have long warned about the threat posed by al-Qaeda in the Ara- 
bian Peninsula, as I did in the fall before this Committee, we did 
not correlate the specific information that would have identified 
Abdulmutallab and kept him off that flight on Christmas Day. 

More specifically, the intelligence community, as I said, had 
highlighted the growing character of al-Qaeda in Yemen and the 


^The joint prepared statement of Mr. Leiter and Mr. Blair appears in the Appendix on page 
191 . 
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potential for it to strike targets not just in Yemen, but the possi- 
bility of reaching beyond Yemen to the homeland. And we also ana- 
lyzed information that al-Qaeda in the Arabian Peninsula (AQAP), 
was working with an individual who only after the fact did we real- 
ize was, in fact, Abdulmutallab. And I would also note that the in- 
telligence community repeatedly warned of the type of explosive de- 
vice throughout the fall that was used by Abdulmutallab in this at- 
tack, and the ways in which it might prove challenging to screen- 
ing in, of course, the way it did in Amsterdam. 

But despite all of that and the overall themes that we identified, 
again, we failed to make the final connections — the last tactical 
mile that linked Abdulmutallab’s identity to this plot. We had the 
information that came from his father saying that he was con- 
cerned that his son had, in fact, gone to Yemen, that he was com- 
ing under the influence of unknown religious extremists, and that 
he was planning not to return home. And we also had other 
streams of information coming from other intelligence channels 
that provided different pieces of the story. We had a partial 
name — Umar Farouk; we had the indication of a Nigerian; but 
there was no single piece of intelligence that brought that all to- 
gether, nor did our analysts at NCTC or elsewhere bring that infor- 
mation together. 

As a result, as you have both noted, although Abdulmutallab was 
identified as a known or suspected terrorist and his name was en- 
tered into our database, the Terrorist Identities Datamart Environ- 
ment, the derogatory information that we associated with him at 
the time did not meet existing policy standards — those that were 
adopted in 2008 and promulgated in 2009 — for him to be 
watchlisted, let alone placed on the No Fly List or Selectee Lists. 

But let me be clear again. Had all of the information the United 
States had available been linked together, his name undoubtedly 
would have been watchlisted, and, thus, he would have been on the 
visa screening list and the border inspection list. And whether he 
would have been placed on the No Fly or Selectee List then, would 
have been based on the existing strength of the analytic judgments 
at the time. And as I have already noted, one of the clear lessons 
that I think we have learned is the need, as the President has di- 
rected us to do, to re-examine those standards for inclusion in 
those critical lists before people reach our borders. 

Finally, Mr. Chairman, Senator Collins, and Members, without 
trying to make any excuses for what we did not do — because as I 
think I have already stated, as I hope I have made clear, we did 
not do things well and we did not do things right — I do think it 
is critical that we note some context in which this failure occurred. 
And I thank you for your kind words for the intelligence commu- 
nity, NCTC, law enforcement, and homeland security in noting 
some of the successes. But we have to have more successes. 

Each day NCTC receives literally thousands of pieces of intel- 
ligence related to terrorism. I will tell you it is more than 5,000 
pieces a day that flow into our center, and we review literally thou- 
sands of names each day — again, more than 5,000 names a day 
that we review. And every day we place more than 350 people on 
the watchlist. So although in hindsight we can assess with a very 
high degree of confidence that Abdulmutallab was, in fact, bonding 
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with AQAP, we did not do it at the time. Although we must and 
will do better — ^because I believe we have the people who will make 
sure we do better — we must recognize, as the Chairman did, that 
there is no silver bullet. And, in fact, as the terrorist threat be- 
comes more nimble and more multi-dimensional, as illustrated by 
the threats we have seen over the past year, we as well have to 
have a multi-dimensional, multi-layered set of defenses — intel- 
ligence, technology, international cooperation, law enforcement, 
and military — to keep our Nation as safe as possible. 

With that, I will turn the microphone over to Director Blair, but 
I do look forward to answering the Committee’s questions and, 
most importantly, I look forward to getting the Committee’s guid- 
ance on how you believe we can improve the system that we have. 
Thank you. 

Chairman LiEBERMAN. Thanks, Director Leiter. 

Admiral Blair, it is encouraging that your cooperation has even 
gone to your testimony before this Committee. Thank you. 

TESTIMONY OF HON. DENNIS C. BLAIR, i DIRECTOR OF 

NATIONAL INTELLIGENCE, OFFICE OF THE DIRECTOR OF 

NATIONAL INTELLIGENCE 

Mr. Blair. Sir, I am glad to be here to talk about this because 
you need to know and the American people need to know what we 
are doing and what we need to do, and so thank you for inviting 
me to talk with you this morning. 

Let me echo Director Letter’s words that Umar Farouk Abdul- 
mutallab should not have stepped on Northwest Flight 253 for De- 
troit. The overall counterterrorism system did not do its job. It is 
in large part my responsibility. I told the President that I and the 
other leaders of the intelligence community are determined to do 
better in the future. 

And you have heard from Director Leiter the sequence of events, 
and you would be correct to conclude that the system that existed 
to protect the country was capable of stopping this attack, but it 
did not do so in this case for a set of reasons that I think we under- 
stand and that we are working right now to fix. 

And I should make it clear to this Committee that a lot of the 
responsibility for pushing us forward in this area, that the system 
we now have, was due in great measure to the Intelligence Reform 
and Terrorism Prevention Act of 2004, which created my position, 
the National Counterterrorism Center, and other key parts of the 
system, such as the Terrorist Identities Datamart Environment; 
the watchlists, including the No Fly List; aggressive collection and 
analysis against terrorist threats; and a great improvement in 
sharing intelligence information across both the intelligence com- 
munity and the entire government. So we should not underrate the 
progress of the past as we move forward. But the threat is also 
evolving, and I would say we have a good capability to detect and 
disrupt these sort of multi-purpose teams that take months to plan, 
rehearse, fund, provide the logistics support for, and attack. 


^The joint prepared statement of Mr. Blair and Mr. Leiter appears in the Appendix on page 
191 . 
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But we are not as capable as we should be of carrying out the 
much more difficult task of detecting these self-radicalized citizens 
of the United States, Europe, and other countries like Nigeria, who 
are given a very simple mission and an advanced bomb to carry it 
out, or who plan their own attacks inspired by al-Qaeda’s message 
but not directed by al-Qaeda. 

Last year, as you mentioned, Mr. Chairman, we stopped Zazi. We 
also stopped Michael Finton and Hosam Smadi. But Hasan and 
Bledsoe we did not stop, and as you said, we were lucky with 
Abdulmutallab. So we have to improve our intelligence system fur- 
ther so that we can identify and stop these lone contacts with a 
minimum of communication and, frankly, with a lot more knowl- 
edge of how our system works due to the public discussion of it 
that is taking place. 

And as Secretary Napolitano will tell you, we have to improve 
not just the intelligence component of this but the active defenses 
which we have, some of which depend on intelligence, but some of 
which cannot depend on intelligence. 

So what are the improvements that we are making based on this 
incident and the other things that we have learned over the course 
of recent years? They really fall into four categories. They are cur- 
rently underway, but we will continue to refine them and work on 
them both in the short term and certainly over the long term. 

First, changing the way we apply these no-fly criteria so that 
they are less restrictive, more flexible, while at the same time they 
continue to protect the civil liberties of U.S. persons. The no-fly cri- 
teria that we were working under on December 24 of last year had 
been arrived at by a bureaucratic process that stretched across two 
Administrations. It started in the summer of 2008. They were im- 
plemented just before this Administration came in and were re- 
affirmed by this Administration, and they were, frankly, a too le- 
galistic and rote process rather than having the flexibility to react 
to the situation, which they really needed. And we have fixed that, 
and that is very important. 

Second, I need to assign more clearly defined responsibilities for 
analysis and follow-up of the information we now have. Frankly, 
we had a situation in which everybody was responsible for working, 
everybody had the dots to connect, but I had not made it clear ex- 
actly who had primary responsibility, who had secondary responsi- 
bility, so when the time crunch comes the people know who cannot 
go home at night until they carry that out while other people are 
working on other things. 

Third, we have to have an ability — and we are doing so — to ad- 
just the resources as the threat shifts. As Director Leiter said, we 
had strategic warning of al-Qaeda in the Arabian Peninsula’s in- 
tent to send operatives outside of Yemen, and yet I allowed the an- 
alytical resources focusing on Yemen to focus more on the internal 
Yemen problem, where we also had active threats to Americans 
and to American interests. We did not add more resources, shift 
the emphasis, ensure that both priorities were covered, and we 
need to do so. We are doing so. We are adding resources imme- 
diately, and we are setting up a system so that we can adjust more 
to threats. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00016 Fmt 6633 Sfmt 6633 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



9 


And, fourth — you have alluded to this, Mr. Chairman and Sen- 
ator Collins — we have to improve both the technical and the 
human ability to deal with this massive information that our ter- 
rorist analysts must distill to enable them to provide tactical level 
warning on individuals, which is a very tough task. And although 
we have used a lot of technical tools in recent years, we have put 
them in. Some were outdated, as you said. Senator Collins. We 
have a priority effort to re-examine those, make sure that we are 
going with the best that is available. We are using both outside ex- 
perts as well as those that we have inside. 

These improvements that we are making are not years in the 
making. We are working on them now. We have already made im- 
provements in the 3 weeks since that attack. We have a press on 
them for getting short-term ones done immediately, and, more im- 
portantly, we will continue to work them dynamically over time 
rather than waiting for artificial deadlines to take place. And I 
have also convened a panel of outside experts that will both review 
exactly what happened in the December case. We have done pre- 
liminary inquiries, but we need to take a more careful look, and 
also it will review the changes we are making to see if we are get- 
ting it right, to tell us what we are not doing that we should do. 

It is important — and I share your goal, Mr. Chairman, about the 
100-percent goal that we shoot for, but we have to make it clear 
that we cannot give an absolute guarantee of identifying every sin- 
gle one of these terrorists. We need a system of offense and de- 
fense, go after them where they are, push our intelligence on all 
points, and then have defenses that are strengthened by intel- 
ligence but do not completely depend on it in order to defend our 
citizens. And we are dedicated to pushing toward that 100-percent 
goal as quickly and with as much determination as we can. 

Thank you, Mr. Chairman. I turn it over to Secretary Napolitano. 

Chairman LiEBERMAN. Thanks, Director Blair. Secretary Napoli- 
tano, good morning. 

TESTIMONY OF HON. JANET A. NAPOLITANO, i SECRETARY, 
U.S. DEPARTMENT OF HOMELAND SECURITY 

Secretary Napolitano. Good morning. Chairman Lieberman, 
Senator Collins, and Members of the Committee. Thank you for 
this opportunity to testify on the terrorist attack aboard Northwest 
Flight 253 on Christmas Day. I am pleased to be here today with 
my colleagues Admiral Blair and Director Leiter. 

As President Obama has made clear, this Administration is de- 
termined to find and to fix the vulnerabilities in our systems that 
allowed this attack to occur. Our country’s efforts against terrorism 
include the actions of DHS and of many other agencies, as well as 
those of our international allies. 

I would like to take a moment to explain and describe the DHS 
role in securing air travel. 

First, DHS is and can be characterized as a consumer of the U.S. 
Government’s consolidated terrorist watchlists which we use to 
help keep potential terrorists from boarding flights and to identify 
travelers who should undergo additional screening. Within the 


^The prepared statement of Secretary Napolitano appears in the Appendix on page 200. 
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United States, DHS performs the actual physical screening at air- 
port checkpoints and provides further in-flight security measures. 
Outside the United States, DHS works with foreign governments 
and airlines to advise them on which passengers may prove a 
threat and required security measures for flights inhound to the 
United States. Transportation Security Administration (TSA), of 
course, does not screen people or baggage at international airports. 

Regarding the Christmas Day attack, Umar Abdulmutallab 
should never have been allowed to board this U.S. -bound plane 
with explosives. The interagency process to fix these vulnerabilities 
is well underway, and we are all working on it jointly. 

We welcome, at the Department, the opportunity offered by the 
process described by Admiral Blair and Director Leiter to con- 
tribute to improving the Federal Government’s ability to connect 
and assimilate intelligence, and we appreciate the work that they 
have done and the ongoing relationship that we have. 

We are also focused on improving aviation screening and expand- 
ing international partnerships to guard against a similar type of 
attack. I have submitted a longer written statement describing the 
various DHS programs that are at work to keep terrorists from 
boarding airplanes. But in terms of the DHS role in this case, the 
bottom line is this: He was not on the No Fly List, which would 
have flagged him to be prevented from boarding; nor was he on the 
Selectee List, which would have flagged him for secondary screen- 
ing. Furthermore, the physical screening performed by foreign au- 
thorities at airports in Nigeria and the Netherlands did not detect 
the explosives on his body. 

Now, immediately after the attack, DHS responded. We directed 
the Federal Aviation Authority (FAA) to alert all 128 flights from 
Europe bound for the United States of the situation. We increased 
security measures at domestic airports. We implemented enhanced 
screening for all international flights coming to the United States. 
We reached out to State and local law enforcement, air carriers, 
international partners, and other relevant agencies to provide them 
the information they needed on the ground. 

In our reports to the President, on fixing what went wrong on 
Christmas Day, we have also outlined five other areas of action. 

First, as this incident underscores, aviation security is increas- 
ingly an international responsibility. That is why I dispatched Dep- 
uty Secretary Jane H. Lute and other top DHS officials on a multi- 
continent tour to meet with our international counterparts about 
airline and airport security. This evening, I will travel to Spain to 
meet with my European Union (EU) colleagues to strengthen inter- 
national security measures and standards, and we will include in 
that information-sharing technology and other related issues. 

Second, DHS has created a partnership with the Department of 
Energy and the National Labs to use their scientific expertise to 
improve screening technology at domestic airports. 

Third, DHS will move forward in deploying enhanced screening 
technologies like advanced imaging technology and explosive trace 
detection machines to improve our ability to detect the kind of ex- 
plosives used in the Christmas Day attack. TSA currently has 40 
of the Advanced Imaging Technology (AIT) machines deployed now. 
We will deploy at least 450 more this year. 
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Fourth, we will and have strengthened the capacity of aviation 
law enforcement, including the Federal Air Marshal Service. 

And, finally, DHS will work with our interagency partners to re- 
evaluate and modify the way the terrorist watchlist is created, in- 
cluding, as mentioned, how names are added to the No Fly and Se- 
lectee Lists. 

I am glad to he working with leaders like Admiral Blair and Di- 
rector Leiter in addition to this Committee, who have done so much 
to improve our homeland security apparatus, and I am also grate- 
ful to the men and women of the Department of Homeland Security 
who do so much every day to guard our country against attack. 

Last, I wish I could tell you, with all of this ongoing work and 
all of these upcoming actions, that there will never again be an- 
other Umar Farouk Abdulmutallab. I cannot do so. What I can tell 
you is that this Administration and the men and women of the 
DHS are working 110 percent every day to minimize the likelihood 
of a successful terrorist attack against the homeland, and I am 
proud to be with the Department in that work. 

Thank you for the opportunity to testify, and I look forward to 
your questions. 

Chairman LlEBERMAN. I thank the three of you for the substance 
and spirit of your opening statements. 

I do want to indicate to my colleagues on the Committee that the 
three witnesses have made themselves available for a closed ses- 
sion with the Committee immediately following the public session 
if there are questions that are asked here that cannot be discussed 
in public session. We are going to have 7-minute rounds of ques- 
tions. 

Let me just go back to the post-September 11, 2001, period and 
to say what I think is common belief now, which is that our re- 
sponse at that point was to the fact that there was not information 
sharing going on among — there was enough information in the Fed- 
eral system that we should have found and been able to stop the 
attacks of September 11, 2001. That is a personal conclusion. But 
it was not, as we used the metaphor at that time, together on the 
same board, so the connections could not be seen. 

One of the great goals of the 9/11 Commission legislation was to 
make sure that, metaphorically speaking, all the information came 
together on the same board so it could be seen. I think what we 
have learned painfully now is that there is so much information 
that is being collected by the intelligence and other agencies of our 
government, it is not enough to put it on the same board. We have 
to create systems to find out how to connect the information that 
we have, either technological or human. 

As you mentioned, part of what emerges from the Christmas Day 
bombing case is there was intelligence information about al-Qaeda 
in the Arabian Peninsula being involved with somebody names 
Umar Farouk — not the full name but the beginning of the name. 
His father came into the embassy in Nigeria, and said he was wor- 
ried about his son, Umar Farouk Abdulmutallab. There are ref- 
erences from conversations picked up by the National Security 
Agency (NSA) from al-Qaeda in the Arabian Peninsula of a Nige- 
rian that they were going to use for an attack. Obviously, the fa- 
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ther indicates a Nigerian. And somehow that did not all come to- 
gether. 

Now, here is what troubles me. We live in an age when any one 
of us and our young children, our grandchildren now in my case, 
can go on the computers, go to Google, and search an enormous 
array of databases immediately. My impression — and. Director 
Blair, Mr. Leiter, you respond to this — is that at NCTC we do not 
have that ability now. You have a series of separate databases from 
different parts of the intelligence community and the government, 
and you have access to all of them, plenty of sharing. But there is 
not a program, a search engine right now by which you, by act or 
by some automatic software programming, can have expected in 
this case, for instance, that there would have been a hit and an 
alarm on Umar Farouk Abdulmutallab, a Nigerian, December 25 , 
2009. Am I right? Do we not have that capacity within the NCTC? 

Mr. Leiter. Senator, we do not have that exact capacity, but I 
would note that over the past several years we have worked with 
folks from across government and some of the private sector com- 
panies that you would expect have that technology. 

Chairman LlEBERMAN. Right. 

Mr. Leiter. And the answer uniformly has been that it is not as 
easy a problem as people would expect. I think we have some po- 
tential technological solutions on the very near-term horizon that 
we are attempting to implement within weeks. And, frankly, we 
were surprised, I was surprised, at the extent to which other agen- 
cies’ searches were not hitting against very critical data sets that 
might have uncovered this, and then highlighted them for NCTC 
and others. 

Chairman LlEBERMAN. Director Blair, do you want to add any- 
thing to that? 

Mr. Blair. I would only amplify on what Director Leiter said, 
Mr. Chairman. The search tools that we now have depend on cer- 
tain characteristics, and I do not want to describe them here, but 
they also have blind spots that do not allow the sort of Google-like 
idea that we have from our personal computers. 

Chairman LlEBERMAN. Right. 

Mr. Blair. Several of those shortcomings came up in this case, 
which we can fix. I think that the other thing that I have learned 
from this is that almost all of our energy was focused on building 
these systems, hooking together, and getting the search engines. 
We do not have enough of a testing regime so that we do the “what 
ifs” before we have one of these incidents, put partial information 
in and see where it goes, fix those and find those for ourselves. And 
that sort of continued self-testing is going to be a greater part 
going forward so that we can make some of these mistakes for 
practice before we make them for real. 

Chairman LlEBERMAN. So you are, with a sense of real urgency, 
going now after improving what I would call the search capacity 
across the databases you have automatically to come up with link- 
ages. Correct? 

Mr. Leiter. Correct. And I would just stress that this is not actu- 
ally a new problem from our perspective. 

Chairman LlEBERMAN. Right. You have been working at this. 
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Mr. Leiter. This is something we have heen working with vehe- 
mence on. We have obviously not gotten to the point we need to 
get, and we are trying to accelerate that now. 

Chairman LiEBERMAN. Now, the other way to deal with this, 
which I believe the President mentioned — or perhaps one of the re- 
ports to him did — is to assign cases, suspected cases, to people to 
follow. Now, that is a tough thing to do, so I would like to ask you 
to talk about it a little bit. In other words, presumably at some 
point somebody has to be concerned enough about picking a par- 
ticular matter out of the thousands of cases that you add every day 
to your watchlist concerns. Let us take this case, that somebody 
would have had to say, based on the father coming into the em- 
bassy, “We have to follow this,” or based on the intelligence stream 
that said al-Qaeda in the Arabian Peninsula was working with 
somebody named Umar Farouk, a Nigerian, and something was 
going to happen on December 25 , 2009, somebody had to make that 
baseline decision. 

But what then? Do you have the human capacity to assign people 
to chase these down and have a responsibility, almost as if this was 
a police department and you were assigning a detective to pursue 
a case — except, of course, here it is not to try to find the murderer, 
it is to try to prevent a murder from happening. So what is our ca- 
pacity to deal with this with better use of personnel? 

Mr. Leiter. Mr. Chairman, I think your question is exactly right. 
We do a very good job at hunting down the threats when we know 
it is a threat. 

Chairman LiEBERMAN. Right. 

Mr. Leiter. The more difficult thing is deciding what is a threat 
in the first instance and hunting it down. 

There are two things that we are doing to try to improve this. 
Right now, I have not had the capacity to do this in the way it 
needs to be done because we are going to expand the scale of it, 
the breadth of the things that we chase down. We have been very 
good at chasing down those threats that come out of Afghanistan 
and Pakistan. We are going to be better now at chasing down those 
small bits of data that come out of Yemen, North Africa, or East 
Africa. 

Two, with new resources, the plan is to establish teams that 
have no responsibilities other than to do that. We are calling them 
pursuit teams for the very reasons you identified, to find those 
small bits and hunt them down until we either figure out what is 
going on or there simply is nowhere else to go and there is no other 
data out there to be applied to the problem. 

Chairman LiEBERMAN. Director Blair. 

Mr. Blair. Just for context, Mr. Chairman, I would cite two 
things, not by way of excuses but just by way of understanding. 
The only conversation on resources that I had with Director Leiter 
in the weeks leading up to Christmas was a conversation a week 
before on how we were going to allocate a $30 million cut in the 
Office of the DNI, part of which funds the NCTC. So the general 
fiscal climate we are dealing with was one which was reducing re- 
sources to this. 

The second thing is the pressure on No Fly Lists, as you all 
know, for several years before 2008 had been to make them small- 
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er. My cousin has a name on it and gets hassled every time. And 
you can tell as you read through the guidance given to analysts 
that they were expected to cast a very fishy eye on the inclusion 
of lots more names, and the pressure was in the other direction. 
Shame on us for giving in to that pressure. We have now greatly 
expanded the No Fly List from what it was on December 24 , and 
have done a lot more of what is prudent; to put names on it just 
in case, and then take them off as we need to. But the pressure 
was quite the other direction, and as I say, I should not have given 
in to that pressure, hut it was a factor, and we have certainly 
changed that attitude, and we have to maintain that over a course 
not just of 6 years but of 12 years and until this campaign finally 
ends. 

Chairman LlEBERMAN. Director Blair, I cannot thank you enough 
for what you have just said because it seems to me that in the 
process for deciding what watchlists people were being put on, we 
were using a standard that was, as you said, legalistic. It was a 
legal standard. In fact, the very words, the terms being used, “rea- 
sonable suspicion,” come from Supreme Court cases that govern 
warrantless searches by police in the United States. But we are at 
war with these people, and it just seems to me that if somebody 
brings some information to the U.S. Government that suggests in 
any way that a person is involved in terrorism, it at least is jus- 
tification for putting them on a list that will subject them to sec- 
ondary screening before they board a plane to come to the United 
States. It is not being used as a basis for arrest, certainly not for 
conviction, but this is a classic example of the ongoing tension be- 
tween security and liberty. And I appreciate your admission here 
and your commitment to change this, that I think we were erring 
too much on the side of a legalistic vision of privacy or even con- 
venience that ultimately jeopardized the security of the majority. 
So that is very good news, and I thank you for it. 

Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

Good intelligence is clearly critical to our ability to stop terrorist 
plots, and that is why I am very concerned about the decision to 
quickly charge Abdulmutallab in civilian court because I believe 
that we, by doing so, have lost an opportunity to secure additional 
intelligence from him, not only about his own training, but intel- 
ligence that possibly would allow us to uncover other plots that are 
emanating from Yemen. 

We know that those interrogations can provide critical intel- 
ligence, but the protections afforded by our civil justice system as 
opposed to the military tribunal system can encourage terrorists to 
lawyer up and to stop answering questions. And, indeed, I am told 
that with Abdulmutallab, once he was Mirandized and received ci- 
vilian lawyers, that is exactly what he did. 

Mr. Leiter, were you consulted regarding the decision to file 
criminal charges against Abdulmutallab in civilian court? 

Mr. Leiter. I was not. 

Senator Collins. Mr. Blair, were you consulted? 

Mr. Blair. Senator Collins, I have been a part of the delibera- 
tions which have established this high-value interrogation unit 
which we started as part of the Executive Order and as part of the 
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decision to close Guantanamo. That unit was created exactly for 
this purpose, to make a decision on whether a certain person who 
is detained should he treated as a case for Federal prosecution or 
for some other means. We did not invoke the High-Value Interroga- 
tion Group (HIG) in this case. We should have. Frankly, we were 
thinking more of overseas people, and, we did not put it in. That 
is what we will do now, and so we need to make those decisions 
more carefully. I was not consulted. The decision was made on the 
scene. It seemed logical to the people there. But it should have 
been taken using this HIG format at a higher level. ^ 

INFORMATION PROVIDED BY MR. BLAIR FOR THE RECORD 

My remarks today before the Senate Committee on Homeland Security and Gov- 
ernmental Affairs have heen misconstrued. The FBI interrogated Umar Farouk 
Abdulmutallab when they took him into custody. They received important intel- 
ligence at that time, drawing on the FBI’s expertise in interrogation that will be 
available in the HIG once it is fully operational. 

Senator Collins. Madam Secretary, were you consulted? 

Secretary Napolitano. I was not. 

Senator Collins. Mr. Chairman, I think that is very troubling. 
It appears to me that we lost an opportunity to secure some valu- 
able intelligence information and that the process that Director 
Blair described should have been implemented in this case. And I 
think it is very troubling that it was not and that three key intel- 
ligence officials were not asked their opinion. 

I would like to move to another issue that I raised in my opening 
statement. The facts surrounding the failure to revoke Abdulmutal- 
lab’s visa really trouble me because it appears that ultimately no 
agency considered itself responsible for this decision. The State De- 
partment spokesman said, when asked why the State Department 
did not revoke the visa, “Because it is not our responsibility. It 
would be up to the National Counterterrorism Center to make the 
determination on whether to revoke a person’s visa.” That is not 
how I read the law. 

Secretary Napolitano, part of the Homeland Security Act of 2002 
gives DHS broad authority to set visa policy, and, in fact, it vests 
in the Secretary the exclusive authority to issue regulations with 
respect to administer, and enforce the provisions of the law relating 
to consular officers in connection with granting or refusal of visas, 
and it says the Secretary shall have the authority to review and 
refuse visas in accordance with the law. 

So I want to get at the issue of why Abdulmutallab was allowed 
to keep his visa and who has the authority to look at those individ- 
uals listed on the broadest terrorist watchlist, the TIDE list, iden- 
tify those who have visas, and take action to suspend those visas 
pending further investigation. Whose job is it? Mr. Leiter. 

Mr. Leiter. Senator Collins, I will admit that when I was told 
of that authority that I do not have, I was surprised to learn from 
the State Department that they thought I did have that. And I 
have since spoken with Secretary Clinton, and it is quite clear that 
the legal authority for revoking resides within the State Depart- 
ment, and NCTC does not have any authority to do so. 


statement for the Record provided by Mr. Blair appears in the Appendix on page 214. 
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To your question about have we reviewed visas against the entire 
Terrorist Identities Datamart Environment, we have, although the 
initial look was at the Terrorist Screening Center, and that number 
we have already reviewed, anyone who has a visa who has any in- 
formation on them in TIDE and re-reviewed whether or not we 
should recommend to the State Department that visa be revoked. 

We have also been quite aggressive in applying the no-fly criteria 
to individuals who have a visa, using, I would say, a less legalistic 
standard in applying those standards. 

Finally, I do want to note that beginning in the late summer — 
July 2008, we began fully, in conjunction with the State Depart- 
ment, reviewing these applications in a way that I believe is far 
more advanced than that which was previously used by the State 
Department, and in conjunction with the State Department, NCTC 
now provides the State Department, Department of Homeland Se- 
curity, the Federal Bureau of Investigation (FBI), and the CIA 
some more advanced Google-like technology to screen these visas 
more effectively. And I am happy to speak about that more in 
closed session. 

Senator Collins. Thank you. Director Blair, whose job is it? 

Mr. Blair. I think you are putting your finger. Senator Collins, 
on a characteristic of this combating terrorism effort that we need 
to tighten down with the strong enthusiasm for counterterrorism, 
the sense that we all ought to be working on it. I think we did not 
drive some of these responsibilities as far as we should have in 
terms of everybody is helping, but who is it at the end, and I think 
you have identified one more which we need to and are going to 
tighten right down so that primary, support, and ultimate respon- 
sibilities are made clearer, because there is a tendency to say, I 
have this new capability, let me help you, and we ought to do that. 
But we should not allow that to interfere with a clear under- 
standing of who has the ultimate call. 

Senator Collins. Thank you. Secretary Napolitano, you do have 
some broad authority in this area. Whose job is it from your per- 
spective? 

Secretary Napolitano. Well, under Section 428, the Department 
has the legal authority to refuse the issuance of a visa. The State 
Department has retained the ultimate authority to revoke a visa 
once issued. But I think all of us have a role, along with the State 
Department, in measuring pre-existing visas against information or 
subsequently acquired information that comes into the system. I 
think that is part of the tightening that Admiral Blair just talked 
about. 

Senator Collins. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thank you. Senator Collins. Those are ex- 
cellent questions. I want to make two brief points with regard to 
the questions you asked. 

The first is to say I share Senator Collins’ concern both about the 
decision to try Abdulmutallab in a regular Federal court as opposed 
to a military commission because, in my opinion, he is a prisoner 
of war, an enemy combatant. I am also troubled that the three of 
you were not asked to be involved in that decision before it oc- 
curred, and I want to say particularly as the Chairman of the 
Homeland Security and Governmental Affairs Committee, that I 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00024 Fmt6633 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



17 


am troubled that Secretary Napolitano was not asked to comment 
on that because there are obvious homeland security implications 
of a decision to try an accused terrorist in New York, Detroit, or 
Washington, DC, as we can see most practically and obviously in 
the recent request by Mayor Bloomberg for a first payment of $200 
million for additional security required in New York around the 
trial of Khalid Sheikh Mohammed and the other September 11, 
2001, suspects. 

In fact, the Committee, Senator Collins and I are going to con- 
vene a hearing on this subject in February, the homeland security 
implications of the decision to try terrorist suspects in Federal 
courts. 

The other point I want to mention very briefly — I apologize to my 
colleagues — is that in focusing on the visa question, I think Senator 
Collins has really put her finger on an important point, and we 
want to come back and raise a fresh question here, which is wheth- 
er the visa processing responsibility really ought to be with the 
State Department — in other words, whether it should be with the 
Department of Homeland Security, and this is not really a matter 
of foreign policy. In some sense it may be a waste of the time of 
Foreign Service officers to have them interviewing people to decide 
whether they are eligible for a visa or not. It really is much more 
a question of the law and homeland security, whether it is in terms 
of the legitimacy of immigration or the threat of terrorism. So we 
are going to come back and do a separate hearing on that as part 
of this oversight. I am not inviting a response unless you wish one. 
As a matter of fact, I am going to ask you to hold it until my time 
because I do not want to intrude on my colleagues’ time. 

I will call Senators in order of arrival, as is our custom. That 
would be Senators Tester, McCain, Burris, Ensign, Bennett, and 
Pryor. Senator Tester. 

OPENING STATEMENT OF SENATOR TESTER 

Senator Tester. Thank you, Mr. Chairman. I want to thank Di- 
rector Leiter, Admiral Blair, and Secretary Napolitano for being 
here today. 

There have been some reports coming out of Canada that suggest 
an increasing concern about radicalization of some Canadians with 
ties to the Middle East and the possibility of Canada becoming a 
stopover point for terrorists who try to enter the United States. 

What do you think about these assessments? How seriously 
should we take these reports? Canadian Television (CTV) reported 
regarding the efforts to actually bringing trained terrorists into the 
United States through Canada. Could you tell me what you think 
of that potential threat and potentially what we are doing about it? 

Secretary Napolitano. Senator Tester, I think the answer to 
that question should be discussed in the closed part of this meet- 
ing. 

Senator Tester. That would be fine. 

Secretary Napolitano. I will say, however, that we have had ex- 
tensive personal discussions with law enforcement and security of- 
ficials in Canada, not just in the wake of December 25, 2009, but 
also in preparation for the Olympics that will be held there. 
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Senator Tester. And no problem, we can do that in closed ses- 
sion. You feel the same way. OK, that will be good. 

Our borders are only as strong as the weakest link, and we do 
not want a panic and shut down of the border because we have 
trade issues and we need to have a balance there. But when folks 
can come into the country with explosives sewn into their clothes, 
as happened on Christmas Day, it means that we have issues not 
only in our airports but also our ports, and it means that the issues 
that you folks talked about in your opening statements are criti- 
cally important. 

I want to talk about the technology portion of this. Secretary 
Napolitano, you talked about this being an international situation 
as far as the screening goes. Director Letter and Admiral Blair deal 
with the issues before they get to the point where they walk in the 
airport, and if that information is sorted through correctly and 
went through the sieves right, we can catch them before they even 
go through the screening. 

Is the screening adequate in other countries to be able to even 
catch — I mean. Admiral Blair talked about the fact that these ex- 
plosives were known about, this type of explosive. Is the screening 
inadequate to catch the technologies that are coming down the 
pike, even when we know about them? 

Secretary Napolitano. Senator Tester, I think the point is that 
there are multiple layers of security that need to happen, no single 
one of which is a 100-percent guarantee or a silver bullet. The lay- 
ers, when they act properly, increase the likelihood that you will 
prevent something from happening. 

Once you get to the airport domestically, that includes explosive 
detection machines; it includes the advanced imaging technology; it 
includes law enforcement; and it includes dogs. Now, internation- 
ally, it is different. We do not control in that sense international 
airports or screening procedures. Indeed, we do not even do the 
screening ourselves. What we do is if we have somebody on the 
Terrorist Screening Database list, it is advised that additional 
screening should be done. 

What we are doing now is embarking on a very aggressive inter- 
national effort using this incident as the catalyst for all countries, 
all of whom have passengers who fly, to lift their overall screening 
and airport procedures because indeed there is great variation 
around the world. 

Senator Tester. OK. So what you are saying is at this point in 
time — and we are talking generally here — the screening that goes 
on in foreign countries is not as adequate as the ones that go on 
here domestically. 

Secretary Napolitano. It depends on which airport you are talk- 
ing about. For example, let us use Schipol, the airport in Amster- 
dam. The screening there is not dissimilar from the screening in 
the United States, and the screening that Abdulmutallab went 
through is not dissimilar from what he would go through in many 
of the airports in the United States. What we have added and are 
adding domestically are more canines, and more explosive detec- 
tions, more advanced imaging technology. 

Now, airports in other countries or other countries have resisted 
using some of those items because of other concerns that they have. 
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about privacy, for example. This incident, however, like I said, is 
serving as a catalyst to reopen that dialogue, particularly with the 
airports in countries where we have a large throughput of pas- 
sengers to the United States. 

Senator Tester. I want to come back to that, and I am assuming 
there will be another round of questions. We are going to shift to- 
tally off of this just for a second while I have you here. 

We all know what has happened in Haiti over the last 7 to 10 
days. It has been devastating, and that is an understatement. 
There is an issue about adoption of potential Haiti children who 
have been left without their parents. We have about five families 
right now that have completed all the paperwork to get the chil- 
dren from Haiti. And yet they are being held up. I need to get a 
commitment from you that the Citizenship and Immigration Serv- 
ices, an agency within your Department, will work with my office 
to help expedite our ability to get those kids out. As you can imag- 
ine, the constituency is very anxious. It is a terrible situation. I 
just need your help in making this work. 

Secretary Napolitano. Senator, you have that commitment, but 
may I give a longer answer to that? 

Senator Tester. Sure. 

Secretary Napolitano. Because I think the public needs an un- 
derstanding of this. 

Senator Tester. Yes, absolutely. 

Secretary Napolitano. And this actually has been one of the — 
the DHS can work at so many levels on so many things, so the 
Coast Guard has been in Haiti. The Federal Emergency Manage- 
ment Agency (FEMA) has been helping U.S. Agency for Inter- 
national Development (USAID) get help into Haiti. Customs and 
Border Protection (CBP) and Immigration and Customs Enforce- 
ment (ICE) have been providing assistance. The issue of orphans 
is one that is tragic, and I think as we go forward and begin to 
learn the amount or the number of casualties, it is going to grow. 

Senator Tester. Yes. 

Secretary Napolitano. It is something that needs to be handled 
very carefully because there are many issues involved in terms of 
making sure that people — I am not going to say these five children, 
but other children that come to us are indeed orphans until all the 
search and rescue is done or other families are located. 

There are other issues involved as to whether the adoptive par- 
ents in the United States are qualified for adoption under the ap- 
plicable law. 

There are issues about the health and welfare of the children 
when they are brought to the United States. Many of them need 
to be immediately put into the care of the Department of Health 
and Human Services (HHS) and checked over thoroughly before 
they can be moved. 

So we have formed a team — it is the State Department, it is us, 
it is HHS, as three of the big components, to really work on this 
adoption issue because we all want the right things for these chil- 
dren. This issue is only going to grow over time. 

Senator Tester. That is correct, and I appreciate the opportunity 
to work with you and your group of people on this issue. And I 
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thank the Chairman’s indulgence for pulling off topic for a moment. 
We will be back. Thank you very much. 

Chairman LlEBERMAN. Thank you very much for your questions, 
and particularly the last one, Senator Tester. We are all sharing 
your concern. 

Next is Senator Burris. Good morning. 

OPENING STATEMENT OF SENATOR BURRIS 

Senator Burris. Thank you, Mr. Chairman. Happy New Year to 
everyone. I was just going to say that it is crucial to recognize the 
contribution of Office of the DNI, NCTC, and DHS for making our 
homeland as secure as it is. So you all are to be complimented for 
the work that you have done. And there have been numerous ter- 
rorist plots foiled since September 11, 2001, some of which have oc- 
curred in my home State of Illinois. So we are very grateful to you 
all for that effort. 

And I just wonder, is there a resource problem here? Mr. Leiter 
or Mr. Blair, is there a resource problem? 

Mr. Leiter. Senator, first of all, thank you for your kind words. 
The kind words we really want are just the thank yon’s when we 
keep doing things right, so I appreciate the kind words now. But 
this is not an occasion that we are happy about in any way. 

Resources have been an issue. As Director Blair said, we were 
facing cuts at the end of last year. Thankfully, with the Director’s 
help, those have been avoided. And in order to do some of the en- 
hancement of the watchlists so we make sure that when you have 
an Umar Farouk, you put that together with Umar Farouk 
Abdulmutallab and all the information, and you have teams that 
can pursue the small bits of information rather than just the high- 
profile threats, it does take more resources. And Director Blair has 
been extremely supportive of that, as has been the White House. 

Mr. Blair. Senator, we have moved money and people in the 
near term to put more on helping NCTC, and there will probably 
have to be some adjustments in the overall budgets in order to sus- 
tain that. 

Senator Burris. I just wonder, in our democracy, as I was watch- 
ing the news on this issue of that Detroit bomber and watched it 
on Media Report, I just had some concern about what was being 
reported for future actions. And I do not know whether or not this 
can come up in a closed hearing or not, but I was concerned when 
the media was reporting where the airports are that we are now 
going to be screening from. So the simple response is, OK, if I am 
a terrorist, what am I going to do? I am not going to be bothered 
with it. There is some information that we have to keep classified 
in terms of where the international screening is going to come from 
and will not be knowledgeable to the general public. Americans de- 
mand our right to know, but there are some things that are not 
going to make us safe if we know them and everybody else knows 
them. 

Mr. Blair. I could not agree more. Senator Burris, that the pub- 
lic discussion of the specifics of the defensive measures we take are 
making it that much easier for people to evade our defenses and 
come in. The kind of hearings that we are having this morning 
where you have responsible witnesses who think through what 
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could be unclassified and what is classified I think are absolutely 
essential for the functioning of the democracy. The unauthorized 
leaks of the NSA intercepted this or a CIA human report said this 
or this airport is good, I think, is just making the job of those who 
are working hard to try to defend us that much harder. It costs the 
taxpayer that much more money, and I wish people would just shut 
up. [Laughter.] 

Senator Burris. It makes sense to me because that was my im- 
mediate reaction when I see this list reported on television of what 
airports we are now going to be putting in special screeners. 

Which leads to another question that might not be answered 
here, and I probably will not be able to attend the closed session 
because I have to preside very shortly. But I am concerned about 
the possibility and the techniques that are now being used by the 
terrorists. I mean, I did see a movie just recently coming back from 
China. There was a movie on the plane, Mr. Chairman, and the 
movie was “The Traitor.” I do not know if anyone has seen that 
movie. It is really about the terrorists and how they were going to 
set bombs here in America. And I just hope that we are antici- 
pating all the various processes. One time it was a shoe. This time 
it was underpants. What will it be the next time? And I am pretty 
sure you all cannot disclose this at this point, but please disclose 
this for the record in our closed hearing. What are some of the 
techniques that you all are assessing that would try to be on the 
offensive, as you said. Director Blair? You have to be on the offense 
and the defense, but we have to be on the offense in these regards. 
And I am sure that you are, but I just want to re-emphasize that, 
because I can say for the record I think about the small towns 
across America. If I were a terrorist, I would not go after Chicago, 
I would not go after New York. You know where I would go? I 
would go to my hometown of Centralia, Illinois, where there are 
14,000 people, and raise havoc in there which would scare Ameri- 
cans to death. 

So, Madam Secretary, we have to be concerned about homeland 
security as we look at our small communities and the resources 
that they would have in case of being struck by a terrorist. Is there 
a comment there, please? 

Secretary Napolitano. Senator, yes. One of the criticisms that 
we have talked about amongst ourselves is being reactive as op- 
posed to proactive all the time. Well, of course, you have to react 
and fix what went wrong. Once you have identified a problem, you 
have to fix it. But we also need to be thinking ahead to be 
proactive. 

That is why, for example, we have entered into this agreement 
to really get some of the best scientists in the world who are in our 
National Labs thinking well ahead about the next generation of 
screening technology and what it can show us. 

The other thing is that the threat is constantly evolving. Senator. 
When I came into office, I was receiving very little information 
about American or U.S. citizens that were themselves radicalized 
to the point of terrorism. That has changed over the course of the 
year. Director Leiter has already talked about the emergent threat 
out of Yemen. So there is a constantly evolving environment that 
we have to deal with and be thinking ahead. 
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So the challenge for us — and it is a challenge for us at this table, 
it is a challenge for others, it is a challenge for the Congress, it is 
a challenge for our international partners — is to always be thinking 
about the next iteration that is being conceived. 

Senator Burris. Mr. Chairman, just one quick point, and I would 
like to comment on something that Ranking Member Collins made 
in reference to where this person would be tried. And I understand 
that intelligence was gathered from this person prior to him being 
given his rights. So I do not know whether or not that could be dis- 
closed in a closed hearing as well to alleviate some of the anxiety 
in reference to whether or not we were able to get any information 
from this young man, which I understand there was substantial in- 
formation acquired prior to Miranda. 

Thank you very much, Mr. Chairman. 

Chairman LiEBERMAN. Thanks, Senator Burris. Senator McCain. 

OPENING STATEMENT OF SENATOR MCCAIN 

Senator McCain. Well, thank you, Mr. Chairman. I thank the 
witnesses, and I thank them for their continued service to the 
country. 

I think everybody knows the facts of the Christmas Day bomber. 
A person buys a ticket with cash, a one-way ticket. His father has 
already warned the CIA. The series of missteps that have taken 
place led to this near tragedy. And I thank the witnesses for their 
candor and being forthcoming about these failures. 

The President said, on January 7, “I repeatedly made it clear in 
public with the American people and in private with my national 
security team that I will hold my staff, our agencies, and the peo- 
ple in them accountable when they fail to perform their responsibil- 
ities at the highest level.” 

I would like to ask all three witnesses who has been held ac- 
countable. I will begin with you, Mr. Leiter. Has anybody been 
fired? Has anybody been transferred? Has anybody received a letter 
of admonition? Has anybody been put on leave? 

Mr. Leiter. Senator, we are, in fact, conducting internal reviews 
to determine whether or not any of those should be pursued. 

Senator McCain. And how long will those reviews take? It is 
fairly clear the facts of what happened. Isn’t it? 

Mr. Leiter. Well, actually, I think many of the facts are clear. 
I would correct the record on a couple of points. 

In fact, the fact is not that he bought a one-way ticket. He 
bought a round-trip ticket. 

The fact that he used cash, frankly, in Africa is completely and 
utterly 

Senator McCain. That was in Copenhagen, not Africa. 

Mr. Leiter. No, sir. I believe he bought that 

Senator McCain. Did he have someone who facilitated his — if 
you are defending 

Mr. Leiter. No, sir. 

Senator McCain. That we should not have found — should not 
have been alerted to this individual, sir, then 

Mr. Leiter. Senator, I apologize. I do not want to 

Senator McCain. All right. Has anybody been held accountable? 
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Mr. Leiter. We are reviewing all the individuals, and I think the 
President is reviewing my performance as well. That is absolutely 
appropriate. 

Senator McCain. Admiral Blair. 

Mr. Blair. You and I have a Navy background, Senator McCain, 
and you know that you do two investigations when something bad 
happens. The first is a safety investigation to fix the parts of the 
system so that you get the word out and ensure it does not happen 
again. The second is the accountability part of the investiga- 
tion — 

Senator McCain. Actually, it has been my experience. Admiral, 
that when the captain of the ship does something wrong, or some- 
thing goes wrong on his watch, the captain is relieved immediately. 
You can go all the way back to the USS Missouri, sir. 

Mr. Blair. The captain is sometimes relieved, and sometimes he 
is not. It depends what happened in the cases. 

Senator McCain. The captain is relieved until such time as he 
is cleared. So I will be glad to go over naval history with you. Has 
anybody been held accountable? 

Mr. Blair. We are doing the investigations now so that we do 
not hold people accountable based on bad information but we do 
hold them accountable based on what actually occurred and what 
the standards that they were expected to perform to were. And that 
is underway. 

As I said in my opening statement, the system was capable of 
doing this. All the pieces did not operate the way they should. I 
personally have a large degree of responsibility for making sure 
those pieces are working, and we are working to make that hap- 
pen. I do not feel good about it, and I am fixing it. 

Senator McCain. I was not asking whether you are fixing it or 
not. Admiral Blair. So far, it has been several weeks, and no one 
has been held accountable. Secretary Napolitano. 

Secretary Napolitano. Well, as you know. Senator, we do not 
prepare the No Fly or terrorist list, and we do not do the screening 
at international airports. However, I am the Secretary of Homeland 
Security, and I think I share responsibility for the enterprise that 
has to happen to prevent this from happening again. 

Senator McCain. I thank you. Madam Secretary. 

I understand. Director Blair, in response to Senator Collins, that 
you were not consulted as to what venue the Christmas Day bomb- 
er would be tried in. Is that correct? 

Mr. Blair. That is correct. Yes, sir. 

Senator McCain. How about you, Mr. Leiter? 

Mr. Leiter. No, I was not. 

Senator McCain. Secretary Napolitano. 

Secretary Napolitano. No. 

Senator McCain. So I guess I have to ask your opinion. Admiral 
Blair. Should the Christmas Day bomber be tried in civilian court, 
or should it be under military tribunal? Since they would not ask 
you, maybe I should. 

Mr. Blair. I am not ready to offer an opinion on that in open 
session. We can talk about it in closed session. Senator McCain. 

Senator McCain. Mr. Leiter. 
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Mr. Leiter. Senator, I honestly do not have a position. I have 
been fully engaged in trying to fix this, and I have not focused on 
where he would be charged. 

Senator McCain. Well, unclassified information indicates that 
the Christmas Day bomber was providing information that was 
necessary to try to crack this case, and when he got a lawyer, he 
immediately stopped that information. Now, that is according to 
public documents. I do not have any classified information. If that 
is the case, I think it is a terrible mistake. I think it is a terrible, 
terrible mistake, when it is pretty clear that this individual did not 
act alone. 

Admiral Blair, in your testimony before the Committee, you stat- 
ed you would exercise your authorities to the fullest and withhold 
judgment on whether the Intelligence Reform Act provided the DNI 
with sufficient authority. Now, can you share with the Committee 
whether you believe the DNI has sufficient authority to manage in- 
telligence issues that affect America’s public safety? 

Mr. Blair. Senator McCain, as this job continues — it has been 5 
years now since the Director of National Intelligence was estab- 
lished — I find that you discover new things that you have to fix as 
you go along, and this incident is exposing some of those. 

The authorities of the DNI I think heretofore were able to make 
the big pieces happen. There was lots of sharing of information in 
this case, but we are finding now some individual pieces in which 
I think more authority may be required. So the overall answer to 
the question is I do not know quite yet, but the authorities granted 
heretofore by the Congress have been adequate to make important 
improvements happen. 

Senator McCain. I thank you, Mr. Chairman. I thank the wit- 
nesses. 

Mr. Chairman, I do find it interesting that apparently none of 
the three top individuals were consulted on a decision whether to 
put the Christmas Day bomber into civilian court or military tri- 
bunal, and I think whoever advised them of that — and I think this 
decision was a terrible mistake which could impact our ability to 
defend this Nation. 

I thank the witnesses. 

Chairman LiEBERMAN. Thanks, Senator McCain. Senator Ensign. 

OPENING STATEMENT OF SENATOR ENSIGN 

Senator Ensign. Thank you, Mr. Chairman. 

Admiral Blair, you said that this HIG was not convened. Who 
made the decision — since none of you were consulted, who made 
the decision to go ahead and Mirandize the prisoner? 

Mr. Blair. It was a decision made by the FBI team, the agent 
in charge on the scene consulting with his headquarters and De- 
partment of Justice. 

Senator Ensign. Who authorized him at the Department of Jus- 
tice? How high up did this go? 

Mr. Blair. I do not know, sir. 

Senator Ensign. Do any of the rest of you know? 

Mr. Leiter. I do not know. Senator. 

Senator Ensign. Secretary Napolitano, you talked, in response to 
Senator Collins’ question, about you have some responsibility, you 
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have some authority to deal with the visas, and we understand 
that the State Department, I guess. Director Leiter, you talked 
about you did not know you had the authority — or did not have the 
authority. 

Mr. Leiter. I do not have the authority. 

Senator Ensign. Has there not been a case in the past where 
somebody brought to you rather, have we not rejected any visas? 

Mr. Leiter. The State Department has the authority to revoke 
the visas. 

Senator Ensign. I understand that. Has any one in your organi- 
zation before brought you a case where you thought that there 
should be a visa rejected where you actually found out that you did 
not have that authority before the Christmas Day bomber? 

Mr. Leiter. We routinely provide intelligence to the State De- 
partment to make that decision. 

Senator Ensign. That is not an answer to my question. In other 
words, somebody who is within your organization, they had infor- 
mation, this person should be rejected, did you not then make a 
recommendation and find out you did not have the authority? Or 
has anybody brought that information to you before? 

Mr. Leiter. Senator, I think the spokesperson for the State De- 
partment was simply confused, and no one in the State Depart- 
ment who works these issues actually thought that I had the au- 
thority to revoke a visa, because we do not. 

Senator Ensign. That is not what I am saying. Try to under- 
stand my question. 

Mr. Leiter. I apologize. Senator. 

Senator Ensign. Has somebody in your organization before 
brought you information about somebody who should be rejected? 

Mr. Leiter. The answer is no because no one in my organization 
believes that I have the authority to reject visas. 

Senator Ensign. So they know that already. 

Mr. Leiter. Yes. 

Senator Ensign. You just did not know it, but everybody in your 
organization knows 

Mr. Leiter. I apologize. Senator. My attempt at humor was 
clearly lost. I joked with Secretary Clinton I did not realize that I 
had the authority, because clearly I did not ever have it. It was 
only the State Department’s spokesman that was confused about 
where that authority lay. 

Senator Ensign. Secretary Napolitano, getting back to my ques- 
tion about Senator Collins — and this has been brought up, like who 
is responsible for this colossal failure. In business, you understand 
that if there is not one person responsible for making certain deci- 
sions, like if there are several people, then no one can be held ac- 
countable, and no one makes the decision. It has to do with wheth- 
er it is the visa rejection or whatever. It gets back to what Senator 
McCain was talking about, if no one really feels that they are ac- 
countable, the decisions are not made and people really do not 
know who is supposed to make the decision. 

Is that being addressed in this whole evaluation process of what 
went on? 

Secretary Napolitano. Senator, yes, in a variety of ways, but I 
think Admiral Blair explained in his opening statement that one 
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of the things that is being addressed is who has the responsibility 
to follow up on different lines of intelligence as they come in. 

Senator Ensign. And so are we going to have a clear set of guide- 
lines and know that this person is responsible for making that deci- 
sion. Is everybody going to know what they are supposed to do and 
what they are not supposed to do in the future, I guess is the best 
way to ask? And when will we have all those procedures in place 
to where everybody knows what they are supposed to and not sup- 
posed to do? 

Mr. Blair. We have a 30-day deadline that the President estab- 
lished to provide authoritative proposed pieces of paper that could 
be anything from an Executive order down to an intelligence com- 
munity directive, which I would sign, or similar authorities within 
Secretary Napolitano’s organization. So it will be quite clear as to 
who has responsibility for what. We agree that has been loose. 

Senator Ensign. As part of that, you mentioned the HIG that 
was not convened, and you said in the future that absolutely will 
be convened. 

Mr. Blair. Yes, sir. 

Senator Ensign. In any case like this, that is a guarantee from 
you. That is a guarantee from this Administration that is not going 
to happen in the future; this will be convened. 

Now, from what I understand, even with the HIG, though, you 
will only use intelligence techniques that are approved under the 
Army Field Manual. Is that correct? 

Mr. Blair. The type of interrogation techniques will be cal- 
culated by the purposes for which we want to make that informa- 
tion available, whether it be law enforcement or for intelligence. If 
it is intelligence, then, yes, the techniques that are in the Army 
Field Manual will be used by the interrogators. 

Senator Ensign. And the Army Field Manual is public, correct? 

Mr. Blair. That is correct. 

Senator Ensign. This Administration stopped using any kind of 
classified techniques so that terrorists basically can train to the in- 
terrogation techniques that are in the Army Field Manual since 
they are public. But if we use classified ones, in other words, keep- 
ing the terrorists kind of guessing what they were going to be going 
through, it would be harder to train. Wouldn’t you agree? 

Mr. Blair. The experience we have so far is that the amount of 
information that we get from somebody depends on the skill of the 
interrogators, and we will have the very best interrogators on this 
HIG unit. 

Senator Ensign. That does not answer my question. The terror- 
ists are allowed to train to the techniques in the Army Field Man- 
ual, which is a public document. Correct? 

Mr. Blair. The terrorists know what the techniques are, but as 
I said 

Senator Ensign. Right. But if they were classified — in other 
words, what the intelligence community used to use as far as clas- 
sified techniques — it is much harder to train to those. Wouldn’t you 
agree? 

Mr. Blair. I do not think it would make a decisive difference, no. 

Senator Ensign. You do not think that we get better informa- 
tion? Why do you think the intelligence community used classified 
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techniques before, then, where they thought it was better? Why do 
you think that throughout our intelligence community they used 
those kind of techniques before if they did not feel it was superior 
to the techniques used with the Army Field Manual? 

Mr. Blair. We have looked at that quite carefully. Senator, and 
we do not know whether that same information that was gained 
through enhanced interrogation measures could have been obtained 
without them. 

Senator Ensign. I guess that is something we will have to dis- 
agree on. 

I want to get to one last point, because you made this comment 
that I thought was pretty stunning, that whoever it was was more 
concerned about what folks were thinking overseas. You even used 
the word “duh” when you were talking about whether or not to try 
this person in civilian court and to Mirandize this person. Can you 
further explain what you were talking about, the Administration 
being more concerned with folks who were overseas and what their 
opinion of folks overseas was? 

Mr. Blair. That was not the context in which I made the re- 
mark, Senator? 

Senator Ensign. Can you further explain what you were talking 
about? 

Mr. Blair. It had to do with our being able to pursue both the 
threat to the United States coming out of Yemen and being able 
to pursue violent extremist activities or terrorist threats within 
Yemen itself We needed to be able to do both at the same time. 

Senator Ensign. Yes, this was in response to whether or not he 
was going to be tried in civilian courts, and that is when you said 
we were more concerned about what they thought overseas. 

Mr. Blair. Let me think back to that, right. I said that when we 
put the HIG together, the main use for it we were thinking of was 
when terrorists were captured overseas, and we did not think 
about that case in which a terrorist was apprehended, as this one 
was, in the United States, and we should have thought of that. We 
should have automatically deployed the HIG. We will now. We will 
make a new mistake. We will not make that one. 

Senator Ensign. Thank you. Thanks for clarifying that. 

Chairman LiEBERMAN. Thanks, Senator Ensign. I was going to 
suggest that we could run the search engine on the transcript of 
the hearing for the word “duh.” [Laughter.] 

We could find that. 

Mr. Blair. We have a search engine that can do that. 

Chairman LiEBERMAN. Thanks, Director Blair. 

Senator Coburn is next, to be followed, if they are present, by 
Senators Carper, Akaka, and Levin. Senator Coburn. 

OPENING STATEMENT OF SENATOR COBURN 

Senator Coburn. Thank you. I thank each of you for your serv- 
ice. You have a tough job, and when things go wrong, it is our job 
to help you figure out how to get it right. I think all of you are 
dedicated to fixing the problems. 

I have worked with my Intelligence Committee staff to make 
sure that I stay within the bounds of what we can ask in here. I 
was going to attend the closed hearing, but I will wait until our 
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Thursday meeting in the Intelligence Committee. I have a couple 
of questions for both Director Blair and Director Leiter. 

The intelligence community has been largely consistent in noting 
that had all the pieces of intelligence been connected, this indi- 
vidual would have met the criteria for the watchlist. However, 
there have been inconsistencies in views regarding whether he 
would have been put on the No Fly or Selectee Lists. You stated 
in your testimony that it would have been determined by the 
strength of the analytic judgment, but officials in your organization 
have said he would not have met the criteria for no-fly or selectee, 
and that is what they have reported to me. 

Can you explain the criteria in whether or not the information 
would have risen to the level of no-fly or selectee? 

Mr. Leiter. Senator, it is not an easy yes-no question. 

Senator Coburn. I understand that. That is why I have asked 
you to explain it. 

Mr. Leiter. Where he would have been placed. Selectee or No 
Fly List, really would have depended on what the analytic judg- 
ment was at the time. So looking at the signals intelligence and 
looking at what the father said, you put that together. Would the 
analyst have said we have a potential al-Qaeda in the Arabian Pe- 
ninsula operative, or we have a potential al-Qaeda in the Arabian 
Peninsula operative who may be boarding an airplane to use a sui- 
cide bomb, or this individual is involved in plotting around Decem- 
ber 25, 2009, to attack the United States? 

On that first one, under the existing standards, I think he is 
likely on the Selectee List but likely not the No Fly List. On the 
later analytic judgments, it is more likely that he gets into the no- 
fly criteria. 

It is easy after the fact to look back and say clearly he should 
have been on the no-fly, but it really would have depended on what 
the analysts said, putting all those pieces together about what kind 
of operative he was and what his intention was. 

I think from my perspective the right answer. Senator, is we 
should not try to parse it so closely in the first instance. 

Senator Coburn. I agree. 

Mr. Leiter. We ought to have standards that allow, frankly, a 
greater degree of flexibility that you do not have to be able to pre- 
dict exactly when the individual is going to do. If he has certain 
associations and is involved in any sort of operational activity, it 
is a pretty clear answer, and that should be no-fly. 

Senator Coburn. Right. So we ought to err on the side of cau- 
tion. 

Mr. Leiter. I think that is certainly my 

Senator Coburn. Is it not true that there was a lot of political 
pressure because of so many people on the No Fly List and duplica- 
tive names that we actually reassessed that in the recent past and 
made it harder to put people on that list? 

Mr. Leiter. That is absolutely correct. Senator. 

Senator Coburn. Director Leiter, in your testimony today, you 
said that Mr. Abdulmutallab was identified as a known or sus- 
pected terrorist and he was entered into the TIDE list. You went 
on to say that the derogatory information associated with him did 
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not meet the existing policy standards for him to be watchlisted, 
let alone be placed on the No Fly or Selectee List. 

Can you explain how someone who you have said was identified 
as a known or suspected terrorist and about whom you have re- 
quired biographic data does not meet the criteria for him to be 
watchlisted? 

Mr. Leiter. Yes, Senator, and I want to make clear at the begin- 
ning, we made a mistake in not associating all that information 
with him. 

Senator Coburn. Right. 

Mr. Leiter. And, obviously, at that point he would have been in 
the Terrorist Screening Database and on the watchlist. We have a 
not insignificant number, roughly 100,000 individuals, who have 
some association with terrorist groups. They may be family mem- 
bers or the like, or they may have lower levels of derogatory infor- 
mation. That standard is simply lower than what was adopted in 
August 2008 and promulgated in 2009 for inclusion in the official 
watchlist. So it was simply a matter of the data that we associated 
with him not meeting that higher standard. 

Senator Coburn. All right. Secretary Napolitano, thank you for 
your service. I am pretty concerned with a couple of things that are 
going on at TSA, and I would refer you to an article by Mr. Litwack 
yesterday in the Wall Street Journal about body scanners. I do not 
know if you have seen it. 

Secretary Napolitano. I have not. 

Senator Coburn. I would recommend it to you. 

The other thing that I wanted to raise with you which gives me 
great pause is the fact that when the inspector general (IG) looks 
at what TSA is doing in terms of screening techniques, in terms of 
the equipment, what we have is a failure to meet your own stand- 
ards as we install equipment. I would caution — and I will have this 
conversation with you privately based on the information we have 
looked at and gleaned from IG reports and also experience that we 
have seen — that as we respond to the public outcry for us to do 
more, the potential to waste a ton of money on something that is 
not going to be qualified to actually change the outcomes of this 
past December 25, 2009. I would just raise with you that I am 
highly concerned about that. 

As a medical doctor, I am highly concerned about the exposure 
we are going to expose people to. I also am highly concerned that 
the technology we have today would not have stopped this even if 
we had had full-body scanners in use — in fact, we would not have. 
I would love your comments on that. 

Secretary Napolitano. Right. Without commenting on a Wall 
Street Journal article that I did not read yesterday, I can say with 
respect both to a Government Accountability Office (GAO) and an 
IG report on the scanners that they were looking at a limited sam- 
ple of an earlier iteration of the technology. The technology has 
clearly evolved rapidly over time, but we are continuing to push the 
technology. That is why we have asked not just our Department 
but the Department of Energy and the National Labs to get in- 
volved. 

From the objective evidence, the scanners that are being de- 
ployed now clearly give us a better chance of picking up be it met- 
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als, non-metals, powders, or liquids that somebody may be trying 
to get onto a plane. 

Senator Coburn. Externally? 

Secretary Napolitano. We can talk in a classified setting about 
that, sir. 

Senator Coburn. What I will do then is, based on the analysis 
of my staff on the operational testing of your screening tech- 
nologies, I will send you follow-up questions, if I may, and if you 
would get those back to me fairly soon, I would appreciate it. 

Secretary Napolitano. We would be happy to do so. 

Senator Coburn. Thank you. And thank you again for your serv- 
ice. 

Chairman LlEBERMAN. Thank you very much. Senator Coburn. 

Senator Carper had to leave for a moment. Senator Akaka, you 
are next. 


OPENING STATEMENT OF SENATOR AKAKA 

Senator Akaka. Thank you very much, Mr. Chairman, for having 
this hearing, and I want to add my welcome to the witnesses who 
are here. 

I have been concerned about privacy and civil liberties in all of 
this. As President Obama has made clear, weaknesses in our 
counterterrorism systems and human errors have created gaps in 
our Nation’s defenses. It is vitally important that we address these 
gaps, of course, quickly. However, we should not sacrifice our prin- 
ciples nor undermine our long-term strategic efforts against al- 
Qaeda and other terrorists. So I would like to make two points. 

First, Congress, working closely with the Administration, must 
protect privacy rights and civil liberties while trying to improve our 
Nation’s defenses. 

Second, we should be mindful that passenger screening tech- 
nologies, better databases, and different procedures alone cannot 
ensure the safety of our flying public. I believe that we should en- 
hance our international partnerships, use imagination and risk- 
based thinking in exploring potential threats, and give our security 
workforce the range of tools, training, and support it needs to pro- 
tect the American people. 

Secretary Napolitano, you are tasked with quickly increasing the 
use of technology in air passenger screening consistent with pri- 
vacy and civil liberties. How involved will DHS’ Privacy and Civil 
Liberties Offices be as new technology such as whole-body imaging 
is deployed more widely? 

Secretary Napolitano. They are involved. Senator, right now 
and have been involved from the beginning in terms of how we deal 
with privacy and some of the objections raised particularly with re- 
spect to the advanced imaging technologies. I would iterate the face 
is screened, the person reading the image is not at the place where 
the screening is done, so there is a great deal of privacy in that 
regard with respect to an individual identity already built into the 
system. But even as we move forward, we have our Office of Pri- 
vacy and the Office of Civil Rights and Liberties engaged in the 
process and the decisionmaking. 

Senator Akaka. Director Blair and Director Leiter, the Corrective 
Action Statement also requires your organizations to improve tech- 
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nology related to intelligence and to enhance watchlisting capabili- 
ties. Unfortunately, the Privacy and Civil Liberties Oversight 
Board, which was created by the Intelligence Reform Act to protect 
Americans’ privacy and civil liberties, has not been set up. 

How will your agencies ensure that corrective actions in response 
to the Christmas Day plot take privacy and civil liberties into ac- 
count? 

Mr. Blair. Senator, let me say that I think that panel should be 
manned up and started. It would provide a very valuable service. 
We do have our civil liberties and privacy officer very much in- 
volved as we consider the changes that I described in my testi- 
mony. 

But I would take your question one other direction, and that has 
to do with families and the personal effect of what we are talking 
about. We have been pretty much about talking standards, regula- 
tions, screening, and so on. The Chairman introduced me to mem- 
bers of the families of some of the September 11, 2001, victims be- 
fore this hearing, which reminds us there are real people involved 
in this stuff, not just big bureaucracies. 

I am also reminded that it was a father who came into the em- 
bassy in Abuja and talked about his son that he was worried about 
who had gone to Yemen and was potentially falling under radical 
influence. 

We know that last fall there were five young men from Northern 
Virginia who went to Pakistan, and it was their parents, their fam- 
ilies who came in and told authorities about them so that they 
could be identified. 

And while we talk about all of the responsibility of government 
and everything we are doing at the bureaucratic level, I think con- 
cerned, aroused citizens, families, are an absolutely key part of 
keeping ourselves safe and, that we should not either underrate or 
neglect this, and that it is a very proper emphasis. And so when 
we are dealing with families, we need both to rely on their help 
and to make sure we are not violating their civil liberties that they 
expect as Americans. 

Senator Akaka. Director Leiter. 

Mr. Leiter. Senator, I fully agree with the view that we have to 
have civil liberties as a central tenet in all of this. In the Director’s 
Review Panel that he set up, it includes four individuals, one of 
whom is the civil liberties protection officer. We have had the civil 
liberties protection officer review the watchlisting changes we have 
made. The one thing I would note, though, is it is very easy for me 
to recommend to Secretary Napolitano to put everyone on the 
watchlist or on the No Fly List. There are enormous and I think 
unacceptable costs to doing that. So what we need to have is an 
agreement among the Executive Branch and Members of Congress 
about what the proper balance is because there is a balance that 
was struck prior to December 25, 2009, and I think, frankly, we are 
now being told that a different balance should be struck. 

So I am very eager to engage in that discussion with this Com- 
mittee and other committees to make sure we hit the right balance 
because I do not want to be here after the fact again saying, well, 
if only we could have done this. 
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Senator Akaka. Director Blair and Director Leiter, according to 
the 2009 Information Sharing Environment Report to Congress, 
DNI and NCTC had not completed their Information Sharing Envi- 
ronment privacy protection policies. DHS has developed its policy. 

What is the status of DNI and NCTC developing their policies? 

Mr. Blair. Senator, I am not sure exactly what policy that refers 
to. I will have to check and get back to you. But we are very vigi- 
lant about getting those policies out, so let me find out where the 
shortcoming is that was referred to in that report. 

Senator Akaka. Thank you. Director Leiter. 

Mr. Leiter. Senator, I believe it is actually one consolidated pol- 
icy. We are working on that, and we will supply that for the record. 
And, clearly, especially in light of these events, that has to be com- 
pleted so you understand what the rules are we are applying. i 

Senator Akaka. Thank you so much for your responses. Mr. 
Chairman, thank you. 

Chairman LiEBERMAN. Thank you. Senator Akaka. Senator 
Levin, welcome. 

OPENING STATEMENT OF SENATOR LEVIN 

Senator Levin. Thank you very much, Mr. Chairman, and I add 
my welcome to our witnesses. 

Apparently, somebody at DHS flagged Mr. Abdulmutallab for 
extra immigration screening while the plane was in flight. Is that 
correct? 

Secretary Napolitano. Yes. 

Senator Levin. What triggered that? 

Secretary Napolitano. Let me, if I might. Senator, explain the 
process. Customs and Border Protection, when it gets the pas- 
senger list, pushes out to the immigration group known as the Im- 
migration Advisory Program (TAP) in a foreign airport anybody 
that appears on the terrorist watchlist or the No Fly List. The No 
Fly List is a list given to the carrier, and basically it says do not 
put this guy on a plane. The terrorist list says to a foreign airport, 
a foreign government, you should put this person into more sec- 
ondary screening, whatever that happens to be. 

Now, there is other information that Customs has that involves 
whether that person should be questioned before they are admitted 
into the United States. It is the difference between whether they 
should be allowed on a plane, which is really a TSA, a national, 
a different standard than 

Senator Levin. This was an automatic process. 

Secretary Napolitano. Yes. Versus is there other information 
that should be explored when they are here, before they are actu- 
ally admitted into the United States. 

Senator Levin. I understand. This was a regular routine process 
that 

Secretary Napolitano. It was a regular routine process, and 
based on the regular routine process at that time, the information 
on the text list that would have led to the State Department note 
was something that they would have pursued when he got to De- 
troit. 


^The document submitted by Mr. Leiter and Mr. Blair appears in the Appendix on page 215. 
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Senator Levin. Right. Now, your DHS agent in Amsterdam, did 
he have access to that same information? 

Secretary Napolitano. No. He has access to the No Fly and the 
terrorist watchlist. 

Senator Levin. But should he not have access to the TIDE list? 
Your DHS agents in seven cities, or whatever the number is 

Secretary Napolitano. It is nine. Yes, nine airports. 

Senator Levin. Should they not have access to the TIDE list? 

Secretary Napolitano. Senator, let me, if I might, take that in 
two parts. 

One, with respect to that particular portion of a State Depart- 
ment list that listed him — it is known as the P3B — we have 
changed that in light of December 25 , 2009, to push that forward 
like we do the terrorist watchlist, like we do the No Fly List. 

Senator Levin. So would your agent in Amsterdam 

Secretary Napolitano. But the entire TIDE list, the entire TIDE 
list includes people who, were previously accused of bringing in the 
wrong type of ham across the U.S. -Mexican border. It is a huge list. 
And the question or the understanding we need to have with the 
Congress is, where is Customs done, where is admissibility, where 
are all those types of questions done. The staff, the resources, etc., 
for those questions is domestic. 

Senator Levin. The information that was pushed forward to your 
immigration folks here in this case now is being pushed forward to 
your DHS agents in other cities. Is that what you are saying? 

Secretary Napolitano. Yes, sir. 

Senator Levin. So that this man would have been subject to 
extra inquiry in Amsterdam if the current system had been in 
place then? 

Secretary Napolitano. Yes, sir. 

Senator Levin. OK. Now, Great Britain did not apparently allow 
this man to have a visa. Do we share information with Great Brit- 
ain or other EU countries as to who is on their lists? 

Secretary Napolitano. We share some, but that is one of the 
reasons that we have embarked on an international effort because 
that information sharing needs to be tighter more than it is, more 
real-time than it is, and more complete than it is in the air envi- 
ronment. 

Mr. Leiter. And, Senator, if I may, just to clarify, he was denied 
his visa for non-terrorist reasons, and the British did not share — 
and I have spoken with my British counterparts — did not have in- 
formation that he was associated with terrorism other than that 
which we have talked about in the signals intelligence 

Senator Levin. Other than that, though, we are now working out 
arrangements with other countries to share information about peo- 
ple who are on or should be on watchlists. Is that correct? 

Mr. Leiter. Absolutely, Senator. 

Senator Levin. How many people were recommended for the 
watchlist the way he was by our embassy that were not added to 
the watchlist in 2009? 

Mr. Leiter. Senator, I will have to take that for the record. I will 
say it is quite routine that the field simply makes a blanket rec- 
ommendation for an individual’s inclusion in all levels of the 
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watchlist, and it is the headquarters components that then apply 
those standards to figure out if that individual qualifies. 

Senator Levin. I understand. I just want to know approximately 
how many people were recommended to go on the watchlist by our 
own people in our embassies that were not added to the watchlist. 

Mr. Leiter. And, Senator, I will take that for the record. I hon- 
estly do not know. 

Senator Levin. You do not have that approximate number with 
you? 

Mr. Leiter. No, sir. 

Senator Levin. All right. How many that were on the watchlist 
last year, approximately, were allowed into the country? 

Mr. Leiter. A very significant number was on the watchlist. Just 
to give you a snapshot, of course, the watchlist is approximately 
400,000 names. Out of those, I believe only approximately 14,000 
were selectees and only 4,000 no-fly’s. So a very significant num- 
ber, had they traveled to the United States, at most would have 
been met at the border with some sort of secondary inspection. 

Senator Levin. It would have been a large number that would 
not have been allowed in. 

Mr. Leiter. It would have been a very large number eligible to 
come in. Whether or not they were ultimately turned away at the 
border, I cannot give you that number. 

Senator Levin. That is sort of instinctively troubling, is it not? 

Mr. Leiter. Senator, I think in one way it is, and I think that 
goes right back to the standards, which are the standards. Have we 
set the standards so low that we really have too high a bar to get 
somebody onto the No Fly and Selectee Lists before they get to our 
shores. 

Senator Levin. I am talking about the watchlist who were al- 
lowed — we do not know exactly how many came into the country 
who were on the watchlist. 

Mr. Leiter. No. I will tell you that when people come to the 
country if they are on the watchlist, it is because we have generally 
made the choice that we want them here in the country for some 
reason or another. 

Senator Levin. All right. The White House report says that ulti- 
mately placement on the No Fly List would have been required to 
keep Mr. Abdulmutallab off the plane inbound from the U.S. home- 
land, that he would have had to have been on the No Fly List, ac- 
cording to the White House report. However, in the next section of 
that report on the visa issue, the report acknowledges that Mr. 
Abdulmutallab’s visa might have been revoked if he had been suc- 
cessfully watchlisted. 

Now, if his visa had been revoked, he would have been prevented 
from boarding the plane. So is there not an inconsistency in those 
two comments in the White House report? 

Mr. Leiter. No, sir, because, in fact, as a general matter, indi- 
viduals who have had their visas revoked, this may not be known 
to the people who put them on the aircraft. So not only must the 
visa be revoked, in many instances they must also be placed on the 
No Fly List. 

Senator Levin. And that is not automatic. 
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Mr. Leiter. I would be happy to talk about it more in closed ses- 
sion, those processes are being modified. 

Senator Levin. That is a classified question as to whether some- 
one whose visa is revoked is automatically put on the No Fly List. 

Mr. Leiter. I can tell you the processes have definitely been 
changed. 

Senator Levin. Not the process. I am saying that is the goal. 

Mr. Leiter. Yes. The goal is to make sure that anyone who does 
not have a visa does not get on an airplane. 

Senator Levin. And the process is intended to achieve that goal. 

Mr. Leiter. Correct. 

Senator Levin. OK. Thank you. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thanks, Senator Levin. Senator McCas- 
kill. 

OPENING STATEMENT OF SENATOR MCCASKILL 

Senator McCaskill. Thank you, Mr. Chairman. 

To some extent, if any of this has been covered I apologize, but 
I want to make sure I understand about — and maybe you guys are 
not the right witnesses for this, and this may not even be the right 
Committee for this. It may be the Armed Services Committee, but 
the decision as to where terrorists that try to do our country harm, 
where they are tried and where they are processed. And I want to 
make sure I understand what the precedent was before December 
25, 2009. 

It is my understanding that there is no precedent in this country 
that anyone has ever been apprehended on our soil for a terrorist 
act and immediately gone into the military system. Is that correct? 
Do you all know? 

Mr. Blair. I think the right witness is from the Department of 
Justice, Senator McCaskill. I do not know the answer to 

Senator McCaskill. It is my understanding that, obviously, a 
number of terrorists have been prosecuted in civilian courts in this 
country and that there were a couple under the Bush Administra- 
tion that ultimately were taken to military court, but after they 
were initially arrested and arraigned in our civilian criminal 
courts. And I guess what I am trying to figure out is the process 
here and if we have a process. 

It is my understanding, Mr. Blair, that earlier you testified that 
you were not consulted about the decision as to whether or not this 
terrorist was going to go through a civilian court or through a mili- 
tary court. 

Mr. Blair. That is not quite right. Senator. I was not consulted 
whether the high-interest interrogation group was deployed so that 
the questioning of Abdulmutallab would be either admissible in 
Federal court or was being exploited for intelligence purposes. That 
is related to where they would be tried, but not exclusively. We 
would like to be able to do both. We would like to get the informa- 
tion that would help us for intelligence purposes and have evidence 
that could be used against the person in a Federal court. If we 
have to make a choice, then that ought to be made at a higher level 
with all of the considerations that you are talking about. 

Senator McCaskill. Well, I think my sense is what the Amer- 
ican people want is for our military and our intelligence and our 
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law enforcement community to have all the tools possible to get 
both good information and justice. 

Mr. Blair. Exactly. That is the goal. 

Senator McCaskill. And I think all the tools are very important, 
but I think we are going to lose the ability to use all those tools 
if we do not reassure the American people that there is a process 
in place that these decisions are being made with the right people 
in the room. 

I do not mean to be derogatory to my friends at the Justice De- 
partment, but I have had experience in my life where FBI takes 
over and nobody can talk to them. They just take over. And what 
I am worried about is can we reassure the American public that 
at these moments of decision — now, it is my understanding also 
that this suspect was not Mirandized for a long period of time. 

Mr. Blair. Not for the initial interrogations, that is right. 

Senator McCaskill. And the reason he was not Mirandized is, 
first of all, we did not need his confession or his statements be- 
cause we had plenty of witnesses in terms of prosecuting him; and, 
second, we had an opportunity to get more actionable intelligence 
information by not Mirandizing him. 

Mr. Blair. I do not know if the decision was made on the scene. 
The interrogation was done, and then the decision was made on the 
scene again that evidence ought to be taken for trial after consulta- 
tion which was not complete. So, yes, that is basically what hap- 
pened, and it should have been a wider process than was being 
made on those narrow grounds. 

Senator McCaskill. I am very proud of our justice system in this 
country. I am very proud of our military in this country. And I 
know if the two of them work together, we can punish these people 
the way the American people expect them to be punished, and we 
can get good information. These are not mutually exclusive goals. 
But I do think that what is happening, because we do not have 
enough information about how these decisions are being made, peo- 
ple are assuming the worst, that we are immediately calling a pub- 
lic defender and saying we want to make sure you do not say any- 
thing that could incriminate yourself and how can we coddle this 
guy who tried to blow up these people in this airplane. 

Now, I know that is not happening. I have been around too many 
interrogations to know that “coddle” is not the word that would 
come to mind. But I think that we are failing in explaining to the 
American people how this process is working, and I would certainly 
ask you. Secretary Napolitano, and all of you in your high-level 
meetings to discuss this process of the decisionmaking at the point 
of apprehension. If we are going to go down the path of imme- 
diately going into military custody — we have never done that be- 
fore, I do not believe, in this country — then I think we need to flesh 
that out. And I think even though there are a lot of things we can- 
not share with the American public because it will hinder our abil- 
ity to catch the bad guys, there is a process we can share with the 
American public that they will understand that all everybody 
wants is the same thing. We want to catch these guys, and we 
want to put them away where they can never hurt anyone for as 
long as we can possibly do it. And in some instances, we want the 
death penalty. 
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I think that we need to he very clear that we all have the same 
goal here. This goal should unite our country, not divide it. But it 
is being used to divide our country because we do not have enough 
information. 

Mr. Chairman, the remainder of my questions I have for closed 
session. 

Chairman LiEBERMAN. Thanks, Senator McCaskill. 

We are going to do a quick second round and see if we still have 
time within the generous commitment of time you have given us 
to go into closed session. 

Senator Carper, though you are aging, you remain very agile. I 
heard you were on the way and moments away. Why don’t you go 
ahead and ask your questions? 

OPENING STATEMENT OF SENATOR CARPER 

Senator Carper. Thank you very much. 

Let me just start off by saying I know one of you pretty well; the 
other two I do not know, but I know you by reputation. You have 
excellent reputations, and nothing you have said or done here 
today serves to demean those reputations. You have handled your- 
selves well. I appreciate not just your service but your forthright 
responses to us. 

In my old job, the job that Secretary Napolitano and I once 
shared, one of my cardinal principles was to focus on excellence in 
everything we did. I was an old naval flight officer, too, for a num- 
ber of years. There was focus on excellence in everything we did. 
I used to say to my cabinet and folks on my staff in the governor’s 
office, “If it is not perfect, make it better.” 

My family and I traveled outside the country over the holidays, 
once we left here, and I had a chance to see literally thousands, 
tens of thousands, maybe hundreds of thousands of people trying 
to move in and out of this country from all directions, going 
through security, checking their bags, being ticketed, having their 
identification checked again and again. And I thought to myself. 
My God, what a challenge to try to know who all these people are, 
to make sure they are who they say they are, to make sure they 
do not have on their bodies or in their luggage stuff that is going 
to harm somebody else. What a challenge. 

It has been over 8 years since September 11, 2001, and we have 
been facing these challenges literally every day since that time. 
And we have been lucky, but we have been smart. But we are not 
perfect, and we need to be as close to perfect as we can be. You 
know that and I know that. 

Our job here is to conduct oversight, to point out and help you 
point out what you have not done well, and to find out what you 
need to do differently to reduce the likelihood that we will have an- 
other guy with something in his shoes or in his underwear coming 
at us with the intent to do harm. 

What do we need to do differently to enable you to do more? We 
have spent many a day together here several years ago with the 
9/11 Commission sitting right where you are sitting giving us a 
whole bunch of recommendations and ideas. We acted on almost all 
of them. And I think we have come along and funded pretty well 
most of them. 
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It seems to me — and I will close with this — among the mistakes 
that occurred, one, when a distraught father, came into our em- 
bassy in Nigeria to report that his son was going the wrong way, 
whoever took that information down, as I understand it, may have 
passed along the information with the name of the person, the son, 
misspelled, and I am told that created some problems within the 
intelligence community and made it more difficult for us to connect 
the dots. 

I understand in a back and forth between one of my colleagues 
and, I think. Admiral Blair that the idea that somebody was using 
cash to pay for an airline ticket coming out of Nigeria, frankly they 
do not all have credit cards, and the idea that they are using cash 
may not be that much of a strange thing. 

The idea that this person had no luggage coming out of Africa 
with a one-way ticket, or maybe it was a round-trip ticket, I could 
understand how in Nigeria that might not raise a lot of eyebrows. 
Maybe it should have in Amsterdam, but if we had the right spell- 
ing of this guy’s name and if somebody along the line maybe in 
Amsterdam had picked up that this was a cash purchase and there 
is no luggage, that maybe should have helped us. 

The last thing I want to say is on the full-body scan, the tech- 
nology side here. We have a pretty good idea how to stop guys like 
this fellow that tried to blow up the plane over Detroit. The tech- 
nology is there. I know there are privacy concerns. I think they 
could be addressed, have been addressed. We need to buy them, we 
need to fund them, and we need to deploy them. We need to make 
sure that the folks that need to be trained to use them properly 
with respect to private sector, that they are in place. 

Now, what can we do to help? 

Secretary Napolitano. Well, Senator, I will just say thank you 
for your comments, and I think that there will be budget implica- 
tions moving forward looking at that. 

Second, my view is that — and I want to go back to a point that 
Senator Akaka asked me, the privacy versus security issue that 
gets raised in connection with the whole-body scanners. We do, as 
I said, look at privacy issues from the get-go, but ultimately the 
question is what do we need to do to protect the security of the fly- 
ing public, even as we take some measures to deal with privacy. 
But security is the No. 1 concern. 

One thing that this Committee and the Congress can do, how- 
ever, in addition to that is setting public expectations. We are 
doing and will continue to do everything we can to prevent this 
kind of event from ever happening again from whatever source, 
anywhere around the world, domestically. But there is no one sil- 
ver bullet. 

Yes, we can push some more State Department material out to 
nine airports around the world, and we have. But even if we had, 
that is just a tool for additional screening. That does not nec- 
essarily prevent someone from getting on a plane. 

Yes, we can put more people into secondary screening, but that 
totally clogs up the travel system unless that is informed by intel- 
ligence that has been connected. 
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So helping the public understand that everyone is working on 
this, there are multiple layers involved, but no single one will be 
the sole answer. If there were, it would already be employed. 

Senator Carper. Mr. Leiter. 

Mr. Leiter. Senator, I will offer a couple of comments. And as 
a former naval flight officer myself, I appreciate that if you have 
a bad day, it might be your last day. And I can tell you that the 
men and women who are doing this counterterrorism mission feel 
that way. And, frankly, the hardest thing about this entire experi- 
ence for our organization has been the people saying, this is not a 
9 to 5 job. I have not met somebody who thinks it is a 9 to 5 job 
yet. 

But in terms of specific actions, I think the issue about standards 
for inclusion in the watchlist and the need to have a good conversa- 
tion between the Executive and the Congress on determining what 
that balance should be between security and civil liberties is in- 
credibly important, and this Committee plays a key role in helping 
us set that spot and that balance. 

Second, I think screening, as Secretary Napolitano knows so 
well, remains critical. It is a critical tool because, frankly, I simply 
am not going to find all the bad guys. And I do not want us to 
overlearn the lessons of this case where we did have pieces and we 
should have connected on Umar Farouk because there will be other 
instances where with a different name, a different passport, we 
might not identify them. So we need to have that multi-layered de- 
fense. 

Finally, in terms of making sure we learn lessons from several 
incidents and not just one, going back to issues of Fort Hood and 
domestic radicalization, we have to — and the Congress plays an 
enormously important role in ensuring that our American Muslim 
population understands that we need a partnership between the 
government and these communities to identify individuals like 
Nidal Hasan or Carlos Bledsoe before they actually pick up a weap- 
on or pick up an explosive and strike. That is not a lesson directly 
out of December 25, 2009, but I think as we see a morphing 
threat — and we need the same agility you showed in jumping in 
your chair — we need to be agile, and that is going to require a part- 
nership with these communities and not an adversarial relation- 
ship. And I believe the Congress plays a critical role there. 

Senator Carper. Closing words. Admiral Blair. 

Mr. Blair. Sir, I would just add the request that you continue 
to keep the pressure on us. 

Senator Carper. That I promise we will do. That is an easy one. 

Mr. Blair. Well, frankly, I think the pressure was sort of going 
the other way in the last couple years: “Things are going pretty 
well. You have too many people on the No Fly List. Why are you 
searching grandmothers? These guys are broken up.” 

I think we are really learning from this incident, in which, 
thankfully, nobody was killed, and we will make a tremendous leap 
forward. Of course, the tragedy of September 11, 2001, impelled us 
to do things that have made a great deal of difference. The trick, 
as you know from being an executive, is how to keep the pressure 
on when the crisis does not happen. And I think congressional 
oversight, I think leadership from our point of view have to be the 
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keys to doing that so that it does not take a near tragedy or a trag- 
edy to make the improvements, but we make them as we go. 

Senator Carper. Mr. Chairman, I think that is a good note to 
end on. Thank you very much. 

Chairman LlEBERMAN. Thank you. I agree with you. Senator 
Carper. I appreciate the statement that was made, and I agree that 
in different ways there may have been not quite a “Mission Accom- 
plished” feeling around Washington, both branches of government, 
but a feeling that the war had reached a different level of intensity. 
It has not, and as the records show, we had a greater number of 
attempts to attack our homeland last year than in any year before. 
So it was a painful way to be awakened, but here we are. 

I appreciate very much the forthrightness of the witnesses today. 
Like a lot of other people, I was raised with parental wisdom that 
everybody either falls or slips in life. The question is how you get 
up, and most important of all, if you slipped and made a mistake, 
the only way you are going to deal with it effectively is to acknowl- 
edge it, acknowledge there is a problem, and then go on. I think 
that is the spirit of what your testimony has been today. 

I have a couple more questions. I know Senator Collins does as 
well. I want to come back to the watchlist because I appreciated 
again, I want to say. Admiral Blair, what you had to say. I think 
this has gone too much in the other direction, and, of course, we 
do not want Grandma being harassed, but there ought to be a pret- 
ty simple way to stop Grandma from being harassed without leav- 
ing out of pre-screening people about whom somebody has informa- 
tion that suggests that they may be terrorists. Again, all we are 
asking — we are not on the basis of their presence on the TIDE list 
going to arrest them or convict them. We are going to do a sec- 
ondary screening to make sure they do not blow up the plane or 
come to the United States with evil intention. And I appreciate the 
remarks you have made. Director Leiter. 

What is the process now by which the Administration is review- 
ing the watchlist? We are going to perform oversight here contin- 
ually. We want to have involvement in this with you. Director 
Leiter. 

Mr. Leiter. Senator, to begin, immediately after the event we 
took some near-term actions which were looking at categories of in- 
dividuals, rescrubbing their records, and, frankly, elevating large 
numbers of people, based on certain characteristics, that I can talk 
about more in closed session, to at least the selectee level, further 
scrubs of that involving people with visas and the like, so there 
were some immediate steps taken. 

In the slightly longer term — and I really should not say “long 
term” — this week — I expect that we will obtain interagency guid- 
ance out of this process, so within the next 30 days to more for- 
mally revise those standards so we can have routine inclusion of 
people at higher levels of that watchlisting. And certainly as we 
develop those standards, which I hope are simple for everyone to 
understand, we have to engage in real consultation with this Com- 
mittee and other Members of Congress to make sure that, again, 
we are hitting the right balance. 

Chairman LlEBERMAN. OK. We want to be involved in that. If I 
may, since you are here, just suggest that it seems to me that the 
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watchlist system is too complicated, that having four levels — TIDE, 
watchlist. Selectee, No Fly — may be complicated — is more com- 
plicated, in my opinion, than we need. There ought to be a category 
where there is some basis for concern about contact with terrorism 
and then some higher category where there is some greater evi- 
dence where you really want to stop somebody from getting on the 
plane. 

Mr. Leiter. And, Senator, I have heard that a lot. I can tell you 
that we have, to a vast degree, eliminated one of those levels, 
which are those who are on TIDE that are not in the watchlist at 
the Terrorist Screening Center. Not completely, and I can explain 
that more fully in closed session, but fundamentally that step does 
not exist. 

I will say that one of the good things about the watchlist is this 
ability — and this did work in this case. We simply had not 
watchlisted someone at the right level. But what we do have is 
something that did not occur before September 11, 2001, which was 
a seamless connection of information flow from that top secret level 
at the National Counterterrorism Center down to the screeners. 

Now, again, we had a different problem here, which was someone 
was at the wrong level of the watchlist. But the information did 
flow so that basic structure was not, in this case, one of the flaws. 

Chairman LiEBERMAN. OK. And, Secretary Napolitano, perhaps 
I should ask you this question because it goes to TSA and maybe 
CBP. These questions of Grandma getting screened or this young 
boy, Michael Hicks — the name sticks in my mind. Apparently there 
is somebody on one of the lists with a similar name getting 
screened all the time. There has just got to be a common-sense way 
when there is a little boy coming through to not subject him to this. 
It is not a terrible price to pay, frankly, to protect the country, but 
we ought to try to avoid it if we can. 

Secretary Napolitano. Indeed, Mr. Chairman, but I can talk 
about that particular case in a classified setting. 

Chairman LiEBERMAN. OK. 

Secretary Napolitano. What we are going to have to build or 
have as we make the actual watchlist and No Fly List more robust 
is a greater ability to have redress and remove people who are im- 
properly on the list from the list and a clearly understood non-bu- 
reaucratic process by which to do that. That is something we are 
looking at. 

Chairman LiEBERMAN. OK. Let me ask you a question about how 
the lists are used, and Senator Levin touched on this, and you have 
described it. This is a question of pre-screening of international air 
travel passengers to the United States. In the current system. Cus- 
toms and Border Protection accesses the airline’s passenger name 
record 72 hours before a flight is set to depart. But those records 
do not typically include important identifying information like 
passport or visa numbers, which obviously makes it harder to 
match the passenger manifests with the government databases, the 
terrorism watchlists. 

Customs and Border Protection currently does not receive that 
important identifying information about passengers on a U.S.- 
bound flight until they begin the check-in process and in some 
cases not until 30 minutes before the airplane’s door closes. 
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Also, although we are checking the No Fly and Selectee Lists in 
real time as passengers check into a flight, we are not running, as 
we described earlier, visa revocations in real time. 

Now, once the airplane’s door closes and CBP receives that batch 
of passenger information, officials at what we call the National 
Targeting Center begin a more in-depth analysis of the people on 
the flight to determine who will require additional attention once 
the flight lands. 

On Christmas Day, as you know, it was that in-depth analysis 
that led CBP to uncover Abdulmutallab’s father’s concern about 
him and to determine that he would require a secondary inspection 
once he landed in Detroit, but, of course, that was far too late to 
stop what he intended to do. 

So I wanted to ask you whether waiting until the airplane’s 
doors are closed to begin an in-depth check of our databases is too 
late and whether we need to thoroughly screen each flight’s pas- 
senger manifest list against all of our databases, such as we have 
described, at least 24 hours, if not longer, before the airplane is set 
to depart a foreign country to the United States. 

Secretary Napolitano. Mr. Chairman, I think some of that 
should be held for our classified briefing in terms of how that flow 
of information works. Obviously, where we want to get to is if we 
have derogatory information that someone is a threat to aviation, 
they never get on a plane. 

Chairman LlEBERMAN. Right. 

Secretary Napolitano. The problem here is when they put all 
the dots together, that derogatory information was enough to ad- 
vise the carrier not to put him on a plane. That was the problem 
here. 

In terms of the entire movement of information across the sys- 
tem with the millions of passengers that move every day, I would 
like to be able to talk with you about that a little more in-depth 
in the classified setting. 

Chairman LlEBERMAN. You understand my point. 

Secretary Napolitano. I do. 

Chairman LlEBERMAN. That if prior to boarding the plane what 
we have is basically the passenger identifying information — that is, 
his name, or her name — but not other information like passport or 
visa numbers, it may be that we are not going to be able to effec- 
tively match them on that basis against the watchlist, and, there- 
fore, they will get on the plane. But we will continue this conversa- 
tion. Thank you. 

Secretary Napolitano. Indeed. 

Chairman LlEBERMAN. Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

Mr. Chairman, before I ask a couple of final questions, I want 
to clarify an issue raised by the Senator from Missouri, and I told 
her as she was leaving I was going to do this. There is, in fact, 
precedent for detaining someone on American soil as an enemy 
combatant in the military system, and that is Jose Padilla. Jose 
Padilla was first arrested in 2002, and he was subsequently de- 
tained by the military for 3V2 years before being charged in civilian 
court. Whether that was the right way to handle the case or not, 
it is indeed a precedent. So it would not have been unprecedented 
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to detain Abdulmutallab, who, unlike Jose Padilla, was not an 
American citizen. So that could, in fact, have been done and would 
not have been unprecedented. 

The second point my friend from Missouri raised had to do with 
the amount of information that was given by Abdulmutallab. That 
is obviously classified and not for discussion here. But it is evident 
to me that you are going to get more information over a lengthier 
period of time than you are over just a few days, and it is clearly 
not a coincidence that Abdulmutallab stopped cooperating once he 
had his Miranda rights read to him and once he had lawyers who 
advised him to cease answering questions. So I have a very dif- 
ferent view from my friend from Missouri on this issue, but I did 
want to establish some facts on Jose Padilla as being a precedent. 

I want to follow up with another issue with Mr. Letter that Sen- 
ator Levin raised, and this is just to clarify the record. On the ter- 
rorist watchlist that contains 400,000 names, you had an exchange, 
Mr. Letter, with Senator Levin in which you and he talked about 
potentially significant number of those individuals would be able to 
travel to our country because they are not on the No Fly List or 
even the Selectee List. But, in fact, as I understand it — and, again, 
I realize the actual number is classified, but very few of those 
400,000 would have valid current visas. Isn’t that correct? 

Mr. Leiter. That is correct. Senator, but approximately 2 percent 
of the people who are in the Terrorist Identities Datamart Environ- 
ment (TIDE) are U.S. persons, so clearly that is an issue. Also, 
there are a significant number that are from visa waiver countries 
and could enter the United States without a visa. 

Senator Collins. That is an excellent point, and it is a point 
that has been of great concern to the Chairman and me for some 
time, particularly when we are looking at individuals in Great Brit- 
ain who may have dual citizenship with Pakistan and England and 
may be using one passport to travel to Pakistan and then the Brit- 
ish passport to travel to our country. I realize that is an issue for 
another day, but it is of great concern. 

Mr. Leiter. Well, I actually do not consider it an issue for an- 
other day because, as I said, we have to learn the lessons of this 
case, but we cannot overlearn the lessons. And I think Secretary 
Napolitano and I have spoken previously and view the issue of visa 
waiver and using Electronic System for Travel Authorization 
(ESTA) data appropriately to detect individuals who might want to 
do harm to the United States is very much integrated in this equa- 
tion. 

Senator Collins. Secretary Napolitano, in my remaining time let 
me ask you about a question that concerns me. When DHS was es- 
tablished in 2002, Congress authorized the Secretary of Homeland 
Security to assign DHS personnel to visa-issuing diplomatic posts 
overseas to review individual visa applications and to initiate in- 
vestigations of visa security-related matters. Well, fast forward 8 
years. It is 8 years later, and as I understand it, DHS personnel 
are only in about 15 out of the 220 State Department posts around 
the world. And that small number is even more disturbing when 
you consider that DHS and the State Department have identified 
57 posts as being high risk. 
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I also understand that requests to expand to three more of these 
high-risk posts were waiting in your office for more than a year, 
waiting for approval by the Secretary — I realize part of that pre- 
ceded you, but you have been in that office for about a year — and 
that you signed them just recently. 

Why the delay? Here you have a need in a high-risk area for 
DHS personnel. Why let it languish for a year? 

Secretary Napolitano. It was not languishing. Senator, and let 
me talk about this in several ways. It was being evaluated in light 
of all the work being done at the Department about where our peo- 
ple need to be to have their highest, most effective use around the 
world, and in conjunction with the work we were doing on the 
Quadrennial Homeland Security Review (QHSR), which is due to 
the Congress this month. 

Let me, if I might, though, talk about the Visa Security Program. 
Senator Carper asked, what we could do. Well, both at the TAP 
level and at the Visa Security Program level, there is a difficulty, 
and the difficulty is that they make the Department a little bit 
pregnant. Either we run visas or we do not. Either we do the rev- 
ocations or we do not. But we live in kind of a half-caste world 
right now, and I think it is important — and that is something that 
we ought to be — that is part of our review, but it also should be 
part of our ongoing dialogue with this Committee. 

Last, the Visa Security Program is a screening/investigative pro- 
gram where, in the embassies where we have it, with the agree- 
ment of the Department of State, they go out and do further re- 
search. But as you have mentioned, it is limited. It does not cover 
all of the embassies, nor can it by itself be more than and should 
be more than one of the many layers to be constructed here. 

So I would simply suggest to the Committee that this is one of 
the things we really need to look at, and areas of the Department 
where we kind of have authority but we kind of do not, we kind 
of have personnel, but we kind of do not. 

Senator Collins. But you did have the authority to deploy peo- 
ple to these high-risk posts. You had a request for these three, and 
I cannot publicly say what the three are, but they do not seem like 
hard calls from my perspective. 

If they did not languish for a year, are you saying that it took 
a year to evaluate the request? I mean, why the delay? 

Secretary Napolitano. No. What I am saying, it was not a delay. 
It was an ongoing process within the Department, led by leader- 
ship in the Department to look at this in conjunction with every- 
thing else we were doing internationally. 

Senator Collins. Was the request made a year ago? 

Secretary Napolitano. I do not know when the actual date of 
the request was. 

Senator Collins. It is my understanding that the request has 
been in your office for a year, and I will follow up with some addi- 
tional questions. 

Secretary Napolitano. I do not think that is accurate. We will 
be happy to have some correspondence with you and to get you the 
information. 

Senator Collins. Thank you. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thanks, Senator Collins. 
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Senator Akaka, do you have any further questions? 

Senator Akaka. Mr. Chairman, I do have further questions, hut 
I know there is a vote. 

Chairman LiEBERMAN. There is a vote, but if you would like to 
start, go right ahead. I think there are about 13 minutes left on 
the vote. 

Senator Akaka. Well, thank you, Mr. Chairman. This is becom- 
ing so obvious now, what has been going on with this Administra- 
tion and with different agencies and departments working together. 

Director Leiter, NCTC has a Directorate of Strategic Operational 
Planning to support effective governmentwide counterterrorism 
planning, which is essential to preventing attacks. Yet Congress 
also directed the State Department’s Coordinator for Counterter- 
rorism to conduct overall supervision and oversight of resources for 
international counterterrorism activities. NCTC’s and State’s au- 
thorities appear from our perspective to overlap. 

Are the State Department and NCTC cooperating in counterter- 
rorism planning? And, how are you doing this? 

Mr. Leiter. Senator, I think we are cooperating well, but I would 
go back to something Director Blair said earlier. There are so many 
people involved here, and I do not think the legislation that created 
NCTC’s Strategic Operational Planning, as I have discussed with 
this Committee before, I do not think the legislation gave clear au- 
thority — in fact, it did not give us clear authority to direct action, 
so we have become a negotiator and mediator of sorts rather than 
director of action. 

I think the President’s Directive of January 7, 2010, which asked 
or directed NCTC to design a process whereby there would be fol- 
low-up of priority threat streams, will be empowering of strategic 
operational planning, not to direct operations, contrary to the Intel- 
ligence Reform and Terrorism Prevention Act of 2004 (IRTPA), but 
at least to empower us to demand accountability at a more tactical 
level for more, and a broader range of threats than we see. I think 
that will require a new level of cooperation from the State Depart- 
ment, also not just the State Department, but Homeland Security, 
FBI, Justice, and the military. I believe the events of December 25, 
2009, at least give us the impetus to do that. 

Senator Akaka. Thank you for that. 

Secretary Napolitano, the public, of course, has been very con- 
cerned about what has been happening, and we are trying to put 
different measures in place. In your testimony, you state that, as 
an interim measure, you will deploy law enforcement officers from 
across DHS to serve as Federal Air Marshals to increase security 
aboard some international flights. 

When will these officers be deployed? And, what training do they 
receive to ensure that they are fully prepared to provide security 
inside an aircraft? 

Secretary Napolitano. Senator Akaka, if I might reserve the de- 
tails of the deployment for the classified briefing. 

With respect to training, there is specialized training. Indeed, we 
have a new, enlarged group that started training this week that 
will begin deployment on February 1. But it includes things, for ex- 
ample, about how to take down a passenger in a plane and keeping 
the other passengers safe while you are doing it, because you are 
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in a closed environment; how to take down a passenger in a plane 
without yourself causing damage to the structure of the plane. 
There are other things, but that gives you a flavor. There are some 
different things from a law enforcement perspective that happen in 
that airplane setting that are different than a normal setting. 

Senator Akaka. Finally, this came to me while you were talking 
about working with other countries. You testified that TSA’s secu- 
rity directive requires passengers who are from or who pass 
through 14 countries to undergo additional screening at inter- 
national airports prior to being allowed on flights to the United 
States. I am concerned that requiring additional screening of all 
passengers from certain countries may impact our relationships 
with those countries as well as the countries charged with pro- 
viding the additional security and could divert attention from other 
possible threats. 

Have you heard concerns about this directive from other nations? 
And what is being done to address those concerns? 

Secretary Napolitano. Senator, that list was developed from the 
State Department’s state sponsors of terrorists list plus add-ons to 
it in conjunction with the State Department. It is of concern to sev- 
eral of the countries that have been put on the list, recognizing 
that the enhanced screening is happening for over half of the pas- 
sengers from all other countries who are embarking for the United 
States. 

So this is a very aggressive, very all-inclusive method. Nonethe- 
less, we are talking with members of some of those countries and 
talking about ways or things that they could do that would allevi- 
ate concerns and allow them to be removed from the 100 percent 
list and go onto the list where we still do over half of the pas- 
sengers. 

Senator Akaka. Thank you very much for your responses. Thank 
you, Mr. Chairman. 

Chairman LiEBERMAN. Thanks, Senator Akaka. 

I would say to the witnesses that there is a vote on the floor now, 
and you have been really generous with your time. So I think it 
would be a mistake to go into the classified session now. It would 
take more of your time. We will try to reschedule it. It is even pos- 
sible, in the spirit of cooperation and one of the unadopted rec- 
ommendations of the 9/11 Commission Report, that we might sit in 
with another committee in a closed session with the three of you. 

I want to thank you — incidentally, just to say in public session, 
I know it is controversial. I have heard pushback from some of the 
14 countries, but stay tough on this. I am just saying that what 
is on the line here is so critical, which is the life and death of 
Americans, that, yes, it is inconvenient but, again, basically you 
are talking about just some more screening before you get onto a 
plane. It is done to achieve a public good. So I think you started 
out with the right position. I have already had people, friends of 
mine in other countries, complaining about it. But that is the world 
we live in. 

Secretary Napolitano. Indeed, Mr. Chairman. And as I re- 
sponded to Senator Akaka, our job is to make sure that the air en- 
vironment is as safe as it can be. 

Chairman LiEBERMAN. Good. I appreciate it. 
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Again, I thank you. You have heen forthright. We are in a world 
war with the Islamist extremist terrorists who attacked us on Sep- 
tember 11, 2001, and have heen coming at us in various ways from 
a diversity of places ever since. You had a little exchange with Sen- 
ator McCain before. I think one thing we all agree about war is 
that mistakes are constantly made, and when they are made and 
when the enemy breaks through your defenses, immediately you 
are tough about it, as you said; you close the gaps. You do hold peo- 
ple accountable, as is appropriate, and you go on with the aim of 
securing the country that we are all here to defend and the free- 
dom that we are all here to defend. 

So it is in that spirit that I appreciated very much your testi- 
mony. We have covered a lot of ground. We have learned a lot. I 
appreciate what you are involved in now to fix what did not work 
in these cases. And we are going to keep going with these oversight 
hearings. Next Tuesday we will have Tom Kean and Lee Hamilton 
and some other witnesses, and we are going to then go on to sepa- 
rate subject matter hearings in this oversight. We will issue some 
recommendations. But we want to work with you every step of the 
way. We obviously have a common goal, which is the greatest pos- 
sible homeland security for the American people. 

I thank you very much. Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. We are going to keep the record of the 
hearing open for 15 days for additional questions and statements 
from the Members. With that, I thank you again. The hearing is 
adjourned. 

[Whereupon, at 12:13 p.m., the Committee was adjourned.] 
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INTELLIGENCE REFORM: THE 
LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK— PART H 


TUESDAY, JANUARY 26, 2010 

U.S. Senate, 

Committee on Homeland Security 
AND Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:05 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph 1. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Carper, Burris, Kirk, Collins, 
McCain, and Bennett. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. The hearing will come to order. 

Good morning and welcome to this second in a series of hearings 
during which our Committee will examine how the intelligence re- 
forms passed by Congress in the wake of the attack of September 
11, 2001, are working, and examine the reforms in the light of re- 
cent terrorist attacks and the ongoing threat, and what parts of 
what we have done earlier may perhaps need further reform so 
that we can fulfill our responsibility to protect the homeland secu- 
rity of the American people. 

I want to just go back to last week’s first hearing in this series 
of hearings before I focus on this one and say that I very much ap- 
preciated the fact that all of our witnesses in last week’s hearing — 
Director of National Intelligence Dennis Blair, Director of the Na- 
tional Counterterrorism Center Michael Leiter, and Department of 
Homeland Security Secretary Janet Napolitano — acknowledged 
that mistakes were made with regard to the Christmas Day attack 
on the plane over Detroit, and all three of them offered to work 
with each other and with this Committee to make our existing 
multi-layered counterterrorist defenses quicker to react and harder 
to penetrate. 

I thought Admiral Blair was especially forthright, and I thank 
him for that. My guess is his forthrightness has probably brought 
him some criticism and made him the target of some displeasure, 
but it was definitely the right thing to do because it was the way 
he felt and he spoke in what he believed to be the national interest. 
It is self-evident that our homeland security intelligence and law 
enforcement agencies did not work as we on this Committee — and 
as Governor Kean and Congressman Hamilton in their work post- 

( 49 ) 
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September 11, 2001 — would have wanted those agencies to work. 
The point is that unless the people in charge admit that, as our 
three witnesses did last week, the problems will never be fixed. 
And when they do deal with their shortcomings forthrightly, then 
we have some hope that the problems will be fixed, and obviously 
whatever mistakes were made will not recur again. 

I do want to say that one of the most troubling revelations at our 
hearing last week was that none of the three witnesses was con- 
sulted before the Christmas Day bomber was turned over to our 
criminal courts rather than to the military where I believe he 
should have been held, since he was trained, equipped, and di- 
rected to attack America by al-Qaeda. 

Now, the fact is that since our hearing last week, Osama bin 
Laden himself has boasted of al-Qaeda’s sponsorship of the Christ- 
mas Day attack on America. And so while al-Qaeda claims credit 
for this attack, Umar Farouk Abdulmutallab, whom I think we can 
fairly describe as a soldier in al-Qaeda, and obviously not an Amer- 
ican citizen, now enjoys the constitutional protections of an Amer- 
ican citizen, including a lawyer who immediately counseled him to 
remain silent, even though he may have information that could 
protect the American people from another terrorist attack. To me 
this is outrageous — a kind of “Alice in Wonderland” situation turn- 
ing the world of common sense on its head. 

And that is why yesterday Senator Collins and I wrote to Attor- 
ney General Holder and Deputy National Security Adviser Bren- 
nan, urging them to immediately turn Abdulmutallab over to the 
Department of Defense, where he can be held as an enemy combat- 
ant, as a prisoner of war, which he is, acknowledging with some 
certainty and gratitude that this also means that he will be held 
and given rights far in excess of what the Geneva Convention re- 
quires enemy combatants or prisoners of war be given. Senator Col- 
lins and I, and our Committee, are going to stay on top of this and 
other aspects of it to make sure that this mistake, the failure to 
consult with intelligence and homeland security officials before de- 
ciding how to handle Abdulmutallab and then the decision to turn 
him over to the civilian courts, is never made again. 

I do believe our homeland security intelligence gathering and 
analysis have remarkably improved since the attacks of September 
11, 2001, and that the sharing of intelligence, as we said last week, 
at all levels of government is vastly improved. This is due in no 
small measure to the work of two gentlemen who we are proud to 
have as our witnesses today: Chairs of the 9/11 Commission Gov- 
ernor Tom Kean and Congressman Lee Hamilton. The passage of 
the Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA) has played a critical and extremely positive role in driving 
the changes that make the American people more secure today 
than they were on September 11, 2001. 

It is the work of these two gentlemen that leads us in part to 
refer to the Act I have just referred to as the 9/11 Commission 
Act — in part that is the reason. The other part is that it sounds a 
lot better than saying IRTPA, which is the acronym. The fact is 
that Act implemented most of the bipartisan recommendations of 
the Commission, and Governor Kean and Congressman Hamilton 
have been unique, not only in their bipartisan service in this re- 
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gard on the Commission, but in continuing to track the implemen- 
tation of their recommendations persistently over the last 5 years. 

They are testifying before us today in their current capacity as 
co-chairs of the National Security Preparedness Group. I welcome 
both of you, and I thank you very much for your service. 

Your 9/11 Commission’s recommendations were comprehensive, 
both in terms of long-term actions we can and should take to blunt 
the terrorists’ appeal and to stop their ability to recruit, and also 
more short-term actions that we need to take to defend our Nation 
against further attacks. 

One of the challenges revealed in our hearing last week was the 
overwhelming amount of information that is collected by our intel- 
ligence and law enforcement agencies for analysis. It has been esti- 
mated, as you gentlemen know, that the National Security Agency 
alone collects on a daily basis four times more information than is 
stored in the Library of Congress. Hard to imagine, but that is how 
much is being collected. 

I know that Governor Kean and Congressman Hamilton have 
been considering this challenge, and I will be interested to hear 
their thoughts on how we can better organize our intelligence-gath- 
ering and analysis efforts so that crucial information can be mined 
more quickly from the vast mountain of data we build. I mean, 
after September 11, 2001, we were saying, correctly I believe, that 
the dots that we were collecting did not come together on the same 
board, as it were. I think now, thanks to your recommendations 
and the legislation that followed, the dots are coming together on 
the same board. But there are so many millions, billions of dots, 
the question is how do we see the patterns to help us act preemp- 
tively to stop attacks against our country. 

Another question I would like to explore in more detail with our 
witnesses relates to the authorities that we provided to the Direc- 
tor of National Intelligence and the National Counterterrorism 
Center in the 9/11 Commission Act. Bottom line question: Do we 
need to give the Director of National Intelligence (DNI) and the 
National Counterterrorism Center (NCTC) additional authorities, 
or do we need to push them harder to use the authorities they al- 
ready have? 

And, again, I know that the two of you have done some prelimi- 
nary work on this, and I look forward to the guidance that you can 
offer our Committee as we go forward with this series of hearings 
which is aimed at coming up with a status report and perhaps rec- 
ommendations for legislation or further executive action. 

I cannot thank you enough for your unflagging efforts to secure 
our Nation against terrorism, particularly Islamist terrorism — a 
rootless and shadowy enemy, driven by theological extremism and 
unbound by any sense of morality or respect for life. That is the 
challenge of our time, and because of your extraordinary service, 
we are doing a lot better than we otherwise would have done in 
meeting that challenge. 

Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. I, too, join in wel- 
coming our two distinguished witnesses back to our Committee. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00059 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



52 


But for their efforts and the efforts of the families of the victims 
of September 11, 2001, many of whom are also here today, we 
would not have accomplished as much as we were able to. 

Nevertheless, we are hearing these words today: “Intelligence 
failures,” “calls for reform,” “lack of accountability,” “failure to con- 
nect the dots” — testimony by Governor Kean and Congressman 
Hamilton. As Yogi Berra once said, “It sounds deja-vu all over 
again.” But, in fact, there are significant differences between now 
and then. 

When our Nation was attacked on the morning of September 11, 
2001, our intelligence community was hampered by an organiza- 
tional structure that undermined unity of effort. It was led by a Di- 
rector that had little authority over its various elements and little 
incentive to focus beyond the mission of the Central Intelligence 
Agency (CIA). It was burdened with a culture that promoted paro- 
chial agency interests over the intelligence needs of a Nation. 

The Intelligence Reform and Terrorism Prevention Act of 2004 
fundamentally changed our intelligence community. Working with 
the families of the victims and with our two distinguished wit- 
nesses as well as the rest of the members of the 9/11 Commission, 
this Committee was able to pass the most substantial reforms of 
our intelligence agencies in more than 50 years. In fact, my favorite 
name for the bill is the Collins-Lieberman Intelligence Reform Act. 
[Laughter.] 

In the 5 years since this Act became law, information sharing 
and collaboration among the 18 elements of the intelligence com- 
munity have improved dramatically. And in 2009 alone, the intel- 
ligence community, working with Federal, State, and local law en- 
forcement and homeland security agencies, has helped to detect 
and disrupt numerous terrorist attacks targeting our Nation. Two 
of these successes were the arrests of David Headley and 
Najibullah Zazi in two separate terrorist conspiracies. Other suc- 
cesses also were made possible in part by the reforms that this 
Committee spearheaded in 2004. 

But, standing alone, a law cannot accomplish transformation. At 
the end of the day, even the most powerful laws are just words on 
paper. They rely on the President and leaders within the Executive 
Branch to produce reform, to aggressively carry out the authority 
that they have been given. And to fight the war on terrorism, the 
President, the Director of National Intelligence, the Secretary of 
State, and other leaders must use the laws we pass to their fullest 
extent. 

Unfortunately, the terrorist attack at Fort Hood and the failed 
Christmas Day plot are stark reminders of what can happen when 
those authorities are not used effectively. 

Let us just look at some of the authorities given under the 2004 
law. The DNI has the clear authority to determine requirements 
and priorities for the management and tasking collection analysis 
and dissemination of national intelligence. Yet the initial analysis 
shows that the DNI failed to respond to the growing threat that al- 
Qaeda in the Arabian Peninsula posed to the United States and ap- 
parently failed to target sufficient resources at this threat. 

The Intelligence Reform Act also provides ample authority to “en- 
sure maximum availability of and access to intelligence information 
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within the intelligence community.” Yet intelligence regarding the 
threat posed by Major Hasan apparently remained stovepiped at a 
Federal Bureau of Investigation (FBI) Joint Terrorism Task Force 
instead of being provided to officials within the Department of De- 
fense who might have been able to act to prevent that attack. 

Similarly, we saw failure to connect the dots, the streams of in- 
telligence reporting with regard to the Christmas Day attempted 
attack. 

The law directs the DNI to “ensure the development of informa- 
tion technology systems that include . . . intelligence integration 
capabilities,” yet here again the intelligence that may have allowed 
us to identify Abdulmutallab as a terrorist remained undiscovered 
in multiple intelligence community databases — disseminated, as 
the Chairman pointed out, those dots were out there. They were 
disseminated, but they were not connected. 

The law provides the Secretary of State with clear authority to 
revoke a visa “at any time, in [her] discretion,” yet Abdulmutallab’s 
visa remained valid when he boarded Flight 253. It remained valid 
despite the fact that the State Department had already decided to 
question him about his ties to extremists if he chose to renew his 
visa. I would ask: How could he have been a threat to the United 
States in the future based on these extremist ties, but not a suffi- 
cient current threat to cause his visa to be revoked? That defies 
logic and common sense. 

And, finally, despite the President’s authority to hold Abdul- 
mutallab as an enemy belligerent and subject him to a thorough in- 
terrogation for intelligence purposes, the Department of Justice, as 
we learned at our last hearing, unilaterally decided to treat him as 
a common criminal, as an American citizen, advise him of his right 
to remain silent, and grant him a lawyer at the taxpayer’s expense. 
It is outrageous that our Nation’s top intelligence officials were 
never even consulted on this vital decision. And Senator Lieberman 
and I introduced a bill last week to try to prevent that from ever 
happening again. 

My point is that the President must empower his senior officials 
to use every authority available to them to defeat the terrorist 
threat. Doing so does not require action by Congress. That is not 
to say that further reforms are not needed, but correcting those 
problems is possible under the current law. It is just a matter of 
using the authority. They do not require a 60-day review or more 
studies. They should be implemented now. Nothing less than the 
security of our Nation hangs in the balance. 

Thank you, Mr. Chairman. 

Chairman Lieberman. Thank you very much. Senator Collins. 

I also want to note with gratitude the presence of members of the 
families of some of those we lost on September 11, 2001, whose per- 
sistence has not just matched those of Governor Kean, Congress- 
man Hamilton, and Members of Congress, but really surpassed it. 
And it is just great that you are here. They are in the front row, 
various organizations, particularly Voices of September 11th. We 
thank you, and we are going to stick with it. I have often said it 
but it is true. If it was not for these folks, we never would have 
had the Commission. If it was not for the Commission, we never 
would have had the legislation. So thank you. 
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Do you two toss a coin as to who goes first in the spirit of biparti- 
sanship? 

Mr. Hamilton. I will go first. 

Chairman LiEBERMAN. Congressman Hamilton, it is great to see 
you and welcome. 

TESTIMONY OF HON. THOMAS H. KEAN, FORMER CHAIRMAN, 

AND HON. LEE H. HAMILTON,i FORMER VICE CHAIRMAN, NA- 
TIONAL COMMISSION ON TERRORIST ATTACKS UPON THE 

UNITED STATES 

Mr. Hamilton. Well, good morning to the Committee, and thank 
you very much for inviting Governor Kean and myself to be with 
you again. We are very cognizant, of course, of the fact that were 
it not for this Committee, many of the recommendations of the 
9/11 Commission would never have been enacted. Really, the Com- 
mittee has shown extraordinary leadership on these questions over 
a period of years, and I know that the country is safer, and the 
country should be very grateful because of the work of this Com- 
mittee. We thank you for it. 

Senator Lieberman, I want to say that you are exactly right 
about the families. This law would never have come into effect had 
it not been for them, and Governor Kean and I have had a mar- 
velous relationship and support from them over a period of years. 

As you suggested, we are appearing today because of the Bipar- 
tisan Center’s National Security Preparedness Group. Our written 
testimony gives the membership of that group. I will not go over 
them. I know their names are familiar to you. But it is an extraor- 
dinary group of national security professionals that joined Gov- 
ernor Kean and me in this review of the 9/11 Commission rec- 
ommendations. 

At the National Security Preparedness Group, we have been 
studying the implementation of the 9/11 Commission recommenda- 
tions. We are still pretty early on in that review. But we do have 
at least some tentative conclusions to present to you today. 

The Christmas Day event and Fort Hood, as well, give us the op- 
portunity to make two important points. One is an obvious one, but 
still very important, and that is that the threat from al-Qaeda and 
radical Islam remains very strong. 

One of the members of our group — you know him by name if not 
personally — Bruce Hoffman has observed that “al-Qaeda is on the 
march, not on the run.” And all of us agree with that. We have ex- 
pressed, Governor Kean and I, over and over again our sense that 
the urgency on terrorism has been too low, and we have to reject 
complacency and recognize that we still confront a very serious 
threat. That is not a reason for panic, but it certainly is a reason 
for a comprehensive, concerted effort. 

The second observation we would make is that we see that the 
determination of the terrorist to attack the homeland remains 
unabated, but it reminds us of the need for establishing the Direc- 
tor of National Intelligence and the National Counterterrorism 
Center in the first place. We need to support these entities and 


^The joint prepared statement of Mr. Kean and Mr. Hamilton appears in the Appendix on 
page 290. 
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build them into strong and enduring institutions. It is imperative, 
in our view, that the DNI and the NCTC be successful in their vital 
missions that they have been asked to undertake for the country. 

We have been pleased that your Committee has initiated this se- 
ries of hearings on how well intelligence reform has been imple- 
mented, and that is exactly the kind of congressional oversight that 
we called for in the report. 

There has been a debate within the intelligence community on 
the state of intelligence reform and the effectiveness of the DNI. 
The DNI has been hobbled by endless disputes over its size, mis- 
sion, and authority. We are concerned about the criticism that is 
sometimes made about the growth and bureaucracy of the DNI, 
and we support, as I am sure this Committee does, an ongoing vig- 
orous reevaluation of its functions to assure its leanness. But such 
a review must occur with the recognition that the Congress and the 
President gave the DNI a massive to-do list, a great deal of author- 
ity, as Senator Collins has pointed out, in the wake of the intel- 
ligence failures of September 11, 2001, and the weapons of mass 
destruction. 

It is not enough to say simply that the DNI bureaucracy should 
be reduced. We need to take a fresh look at how the DNI has per- 
formed on the essential tasks, clarify the mission, and then seek 
to adjust accordingly. 

In recent months as we have studied the effectiveness of the 
DNI, we have come to some preliminary conclusions. We have a lot 
more work to do, but we believe that the DNI has achieved a mean- 
ingful measure of success in its first years. It has been worth the 
inevitable turmoil. But it is a work in progress, closer, I think, to 
the beginning than the end of reform. 

Since September 11, 2001, the NCTC and other government 
agencies have repeatedly connected the dots and shared the infor- 
mation necessary to defeat terrorist attacks. Improvements have 
clearly been made on this point of sharing the information, al- 
though we continue to believe that sharing is not as prompt and 
as seamless as it should be. 

But many of the successes of the DNI have been heavily depend- 
ent on key personalities within the Executive Branch, both under 
the Bush Administration and the Obama Administration. We want 
to continue to look closely at the authorities of the DNI to make 
sure he has the authority to do his work, but it is our sense that 
the success of the DNI in the short term will not rise or fall on 
whether we make additional statutory adjustments to the Intel- 
ligence Reform and Terrorism Prevention Act. In other words, that 
was a difficult piece of legislation to get enacted. It is on the books 
now. It is going to be the governing statute for a period of time, 
probably a long period of time, and so you have to work with it. 

I think there probably are some ambiguities in the law, although 
you can argue, as I think Senator Collins was doing in her opening 
statement, that it is more a failure of exercising authority than am- 
biguity. But certainly, for example. Section 1018, the passage de- 
signed to ensure the chain of command in departments and agen- 
cies will not be abrogated — that is a provision in the law — raises 
some question of authority. And certainly there have been some 
problems resulting from that section. We hope those have been 
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cleared or at least improved by Executive Order 12333 put into ef- 
fect in the final weeks of the Bush Administration. 

Now, the greatest challenge facing the DNI then relates to his 
authorities and his role. From my point of view — and I think from 
Governor Kean’s as well — the burden is clearly on the President to 
be very specific as to who is in charge of the intelligence commu- 
nity and where final authority lies on budget, personnel, and other 
matters. Now, obviously you need a strong DNI as a leader of the 
intelligence community. That person has to drive interagency co- 
ordination and integration, which we all know in this intelligence 
community is a massive task. 

At the same time, the DNFs authorities must be exercised with 
discretion and consideration of the priorities and sensitivities of the 
other intelligence agencies. You really do need a diplomat in this 
job because you have 16 strong-willed agencies that are involved. 
But the President’s leadership is the key. It is crucial and must be 
continuing, or we run the risk of mission confusion and decrease 
the prospect of the long and lasting reform that was recommended 
after September 11, 2001. The DNFs ability to lead the intelligence 
community depends on the President defining his role or her role 
and giving them the power and the authority to act. 

Chairman LlEBERMAN. Thank you very much for a very strong 
and thoughtful statement. Very helpful to the Committee. 

Governor Kean, thank you. Welcome back. 

Mr. Kean. Thank you, Mr. Chairman, and I will just echo some- 
thing Mr. Hamilton said. I remember when we were all lobbying 
to our best to get this massive bill passed, and I talked to one of 
your colleagues, and they said, “This bill is going to pass. You know 
why?” And I said, “Why?” And he said, “Because of the leadership 
that has taken control of this bill in the Senate. Because of the re- 
spect for them, this bill is going to pass.” And so thank you. Thank 
you very much for your leadership in that area and, of course, 
again the incredible families of September 11, 2001. They were the 
wind in our sails on the Commission. They are still with us every 
day. They are still supporting the other families. They are still here 
lobbying to make this country safer. And every time I come here 
and see them — they are here more than I am, and I just echo Mr. 
Hamilton — and the Committee in saying thank you so very much 
to Mary Fetchet and to all of you. 

Much has been said about the lessons from the Christmas Day 
attack. I would like to highlight just a couple of issues. 

First, the greatest single challenge that arises from this incident, 
in our view, is the urgent need to strengthen the analytic process. 
The President himself said there was a failure to connect the dots. 
With more rigorous analysis, we might have been able to connect 
disparate pieces of information, and that, of course, might have 
foretold that Christmas Day plot. 

We are pleased the President asked the DNI to look at this issue. 
The DNI was charged by you to ensure the highest analytical 
standards within the intelligence community. The DNI is properly 
situated within that community to assume a leadership role in ap- 
plying the most rigorous standards to their analytical tradecraft. 
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Congress should also support these entities hy giving the DNI 
and the NCTC the resources they need and, above all, the ability 
to recruit and to keep the very best people available. 

Another part of improving analysis is judging sources of potential 
attacks properly. As the President’s review has shown, we had 
what he described as “a strategic sense” that al-Qaeda in the Ara- 
bian Peninsula (AQAP) was b^ecoming a threat, but, again, “we 
didn’t know they had progressed to the point of actually launching 
individuals here.” 

Now, we collect an enormous amount of intelligence, and we need 
the very best people not only sorting through it for tactical details, 
but in a strategic sense taking that and sort of making a decision 
as to where is the next attack liable to come from and what is hap- 
pening out there. 

You talked about more information coming in. Senator, than in 
the Library of Congress. It is absolutely incredible what comes in 
every day, and the intelligence community is awash with data. So 
in this age when we are collecting more information than ever be- 
fore, the real challenge is how do we understand it, how do we 
manage it, how do we integrate it. The DNI needs to develop ways 
of dealing with intelligence information overload. At the same time, 
we need to do a better job of pushing information to the right peo- 
ple within the intelligence community. We welcome President 
Obama’s order to distribute intelligence reports more quickly and 
more widely. We need better management of the data and to look 
to technology to help us better sort through massive amounts of in- 
formation to ensure that the right people are seeing it, and seeing 
it in time to make a difference. The technology we use must be 
state of the art, must be constantly upgraded to quickly put infor- 
mation together, and it must be properly placed instantaneously so 
better analysis can occur. 

We heard a number of times during testimony back 5 years ago 
before the 9/11 Commission that the analysts were sometimes 
treated as second-class citizens in the intelligence community. 
Hopefully that is not happening today. But these people are prob- 
ably if not the most important, among the very most important 
people in the whole community, and we should do everything we 
can to support them, to value their professionalism, and to get the 
best of them to stay in government and to attract others like them 
to the same job. 

A second lesson from the Christmas Day attacks is that it re- 
minds of the importance of eliminating terrorist sanctuaries. When 
we found out that the attackers from September 11, 2001, bene- 
fited so much from the time, space, and command structure that 
existed at that point in Afghanistan, the 9/11 Commission placed 
great emphasis on identifying and prioritizing actual and potential 
terrorist sanctuaries. We recommended strategies employing all 
elements of national power because the more we can keep terror- 
ists insecure and the more we can keep them on the run, the better 
off we are, the less able they are to attack us. We are very fortu- 
nate that the attack on Christmas Day emanating from Yemen did 
not succeed, but this episode reminds us again, let us look where 
are these people developing sanctuaries. 
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Again, Bruce Hoffman, our colleague, observed, al-Qaeda is ag- 
gressively seeking out, destabilizing, and exploiting failed states 
and any other area they can find of lawlessness, and over the past 
year has increased its activities in places such as Pakistan, Algeria, 
the Sahel, Somalia, and, of course, Yemen. The United States 
should take a fresh look at these areas and deepen our commit- 
ment to ensuring al-Qaeda cannot exploit those territories to 
launch attacks on our homeland. 

Then just a couple of matters that are left over in a sense from 
our report. We have talked a number of times, all of us, about bal- 
ancing the need between civil liberties and national security, and 
we have to get that balance right. It is absolutely important. To do 
that, we recommended and you enacted a Civil Liberties Board lo- 
cated in the White House which would look at the implications of 
whatever laws were passed from a civil liberties point of view. That 
board was staffed and became operational in 2006. Congress fur- 
ther strengthened it in 2007, made it an independent agency out- 
side the White House. 

Now, the board held at that point numerous sessions with na- 
tional security and homeland security advisers, the Attorney Gen- 
eral, and the FBI Director, among others, on terrorist surveillance 
and other issues that might arise from the collection of informa- 
tion. 

But that board has disappeared. It has been dormant since that 
time. We have now a massive capacity in this country to develop 
data on individuals, and the board should be the champion of see- 
ing that collection capabilities do not intrude into privacy and civil 
liberties. We continue to believe, Mr. Hamilton and I, that the 
board is critical in the overall functioning, and we urge President 
Obama to reconstitute it, to appoint its members, and to allow 
them once they are appointed full access to the information and the 
authority to perform what we consider an essential function. 

Let me give you one more leftover recommendation from the 
9/11 Commission Report. When those of us who are citizens come 
down to Washington and we want to find out about transportation, 
environmental protection, or education, we can go and we can hear 
from the various committees, and we listen and we can participate 
as much as we can as citizens as part of our democracy. For a lot 
of the information on intelligence we cannot do so because it is se- 
cret. And yet as we know, the functioning of the intelligence agen- 
cies is absolutely essential to this fight we now have and will be 
essential in the future. So the public cannot really get involved be- 
cause of the nature of the information, so we are dependent in this 
area more than any other on congressional oversight. And that is 
why we made such a point in our report of saying how important 
we thought congressional oversight was. 

In talking about it, we used the word “dysfunctional.” Now, that 
was not our word. That word came from members of both parties 
on the Intelligence Committees. 

Now, we made recommendations and Congress decided not to 
pursue those recommendations. But it is too important to just let 
it sit. It is too important that Congress’ oversight be as good as it 
possibly can be. 
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When we interviewed this Secretary of Homeland Security, she 
made exactly the same point that her predecessors have made: 
That she has to report to 60 to 70 congressional committees and 
subcommittees and, therefore, spent almost one-third of her time 
and the time of her deputies in testifying in this complex system 
rather than working to actually improve our overall security in this 
country. 

We also have suggested that perhaps the Intelligence Commit- 
tees have more authority, particularly over the finances, so that 
they could do a better job and command the answers we need from 
the intelligence communities. 

We point this out because we think it is so very important that 
congressional oversight ensures the intelligence community is oper- 
ating effectively, and also, by the way, to help resolve disputes 
about conflicting roles and missions. So we would urge the Con- 
gress to look at this issue again and take action to strengthen the 
oversight capabilities of the Intelligence Committees. 

Thank you very much. 

Chairman LiEBERMAN. Thanks, Governor Kean. Let me begin 
just by saying “amen” to what you have just said. As you look back 
at the 9/11 Commission’s recommendations and Congress’ response 
to them. Congress was really quite effective at taking on some of 
the status quo, and notwithstanding the resistance of different ele- 
ments of the intelligence community, the Department of Defense, 
existing agencies, we pushed through in the national interest to 
achieve the reforms we did. The one existing institution that Con- 
gress proved itself less willing to reform was Congress itself. So 
you are absolutely right. As you remember. Senator Collins and I 
tried on the floor a couple of times to adopt the reforms, we rec- 
ommend the reforms that you have gone back to this morning, and 
in an uncharacteristic experience for us, we lost miserably. 

But I want to challenge you, and I accept this challenge myself 
Let us figure out with the families again if we can make another 
run at this, because it really is important and it does hamper the 
conduct of our homeland security and intelligence communities by 
those involved. And there is no excuse for it except turf protection, 
frankly. So I thank you for bringing that up, and let us come back 
to it. 

Let me say that last winter we noted 5 years of the post- 9/11 
Commission Act, 5 years of the existence of the reforms. Senator 
Collins and I decided then actually to begin a 5-year oversight re- 
view this year, and then, unfortunately, it came after both the Fort 
Hood and the Christmas Day bombing. So we naturally begin this 
in the context of that. 

But the fact is, as we try to pull back from those two events par- 
ticularly — and we should not pull back all the way just for the mo- 
ment — the reforms really worked to protect us. Maybe we had some 
good fortune, obviously good luck. But the truth is that there was 
not a successful terrorist attack really since September 11, 2001. 

But then in 2009, it seemed to us that the pace of the attempted 
attacks against the United States picked up. There were at least 
12 that are publicly known. There were some others that have been 
not been discussed in public. And most troubling, of course, is that 
three attempted attacks actually successfully breached our home- 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00067 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



60 


land defenses: Carlos Bledsoe in Arkansas walked into an army re- 
cruiting office, killed an army recruiter just because he was an 
army recruiter; Major Hasan at Fort Hood; and then the attempt 
on Christmas Day. 

So I wanted to ask either of you or both of you to step back a 
little bit and give us your best judgment about what is going on 
out there, what happened in 2009 to increase the pace of attacks 
against our homeland. Is it just, as you said. Congressman Ham- 
ilton, a loss of the sense of urgency here? Is something different 
going on that we in Congress and the Executive Branch need to re- 
spond to? 

Mr. Hamilton. Senator, I think the immediate thought I have in 
response to your question is that al-Qaeda has changed. The Sep- 
tember 11, 2001, attack, as all of us know, was a highly sophisti- 
cated effort. 

Chairman LlEBERMAN. Right. 

Mr. Hamilton. It took a lot of planning. It took a lot of people. 
It did not take an awful lot of money, but it really was impressive 
from the standpoint of planning and execution. And I think the at- 
tacks that you referred to in 2009 have been largely solo perform- 
ances. 

Now, in some respects that probably indicates progress, and it 
means that our aggressive actions with regard to al-Qaeda have 
been successful, at least in part. And it is more difficult for al- 
Qaeda to organize the complicated attacks. But their intent re- 
mains, and perhaps their capabilities have been diminished. 

I do not have any doubt at all that they are sitting there some- 
where plotting how to get at us. And they are going to do it any 
way they can, with any capability that they have. And if they can- 
not organize an effort to fly airplanes into the World Trade tower, 
then they can get one person to get on an airplane and try to blow 
it apart. So our guard has to stay up. 

Now, I think, second, that our defenses and our offenses with re- 
gard to the terrorist threat have improved. We are a lot better than 
we were. And that is no reason for patting ourselves on the back 
or complacency, but it is a fact. You have a lot of people in the gov- 
ernment today who are very talented, and they are working very 
hard to block these attacks, not just the Federal Government but 
in city and State governments as well. We all know the efforts 
going forward in New York City, for example. So I think both fac- 
tors are present. 

Chairman LlEBERMAN. Governor Kean, do you want to add any- 
thing? 

Mr. Kean. Just a little bit. I think traditionally, at least, al- 
Qaeda used to talk about big things. 

Chairman LlEBERMAN. Right. 

Mr. Kean. And after September 11, 2001, they talked even about 
doing something, if they could — Osama bin Laden himself talked 
about nuclear attach and what have you. The last big attack, I 
think, they seem to have attempted was that one in Britain where 
they were going to blow up the airliners. 

It does say something that they have not succeeded in any of 
those things or not been able to pull them off, and now they are 
obviously saying, all right, in a sense, let us try the smaller stuff. 
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And for bin Laden himself, if that was bin Laden in that tape, to 
take credit for a failed bomber from Yemen, that is not all bad. It 
shows he has not much else to talk about at this point. But I sus- 
pect we are going to have to be aware that while they would still 
like to plan the big one, now they are going to let loose whatever 
they can because they want to show some success, I think, in our 
homeland. 

Chairman LiEBERMAN. I appreciate that response. It gives us all 
something to think about. Let me just, in the time I have remain- 
ing, focus in a little bit on the DNI. 

When we were having the legislative battles over creating the 
DNI, I think that a lot of us would have guessed that the toughest 
battles that the DNI would have, once created, would be with the 
defense intelligence community. In fact, that seems not to have 
happened, and if there have been battles internally, it has actually 
been within the intelligence community. 

Though I think you raised reasonable questions in your testi- 
mony about whether the DNI has become too large, you also are 
very strong in saying that we gave them a lot to do. But, bottom 
line, I want to just draw from you what I assume from your state- 
ments is your position, that you have no second thoughts about cre- 
ating the DNI. Am I right about that? 

Mr. Kean. Yes, absolutely right. We believe that the DNI is ex- 
actly what we need right now. 

Chairman LiEBERMAN. And, second, that though you raised ques- 
tions about the efficiency of spending money. I take it that when 
you are talking about clarifying mission, you are not talking about 
weakening the DNI. 

Mr. Hamilton. That is exactly right. We want to strengthen the 
DNI with regard to key authorities — budget, personnel, and other 
matters. We are not talking about weakening him in any way. 

I must say, I saw an organizational chart of the DNFs office the 
other day. Perhaps you have seen it. I was quite surprised at 
things they have taken on. It is worth a quick glance if you have 
not seen it. And to ask the question, is this really necessary to be 
done by the DNI, and I think valid questions can be raised about 
some of those efforts. 

For example, they have a university. I do not know what that is. 
I know what a university is, but in this context, I do not know 
what it is. And I am not sure that is the job of the DNI. But, any- 
way, I think all of that needs to be explored, but we have no second 
thoughts. 

Look, this is a great big, sprawling, aggressive, massive, hugely 
funded enterprise, the intelligence community. 

Chairman LiEBERMAN. Right. 

Mr. Hamilton. And you have to have somebody at the top of it 
with authority, or it just is not going to work. Now, that authority 
obviously has to be accountable authority. But somebody has to 
knock heads together to get over this mind-set of “I can have the 
information, you cannot,” and get outside the stovepipe and to 
force — I think the word is appropriate — the integration of the intel- 
ligence community. That authority should be given in the DNI. I 
think he cannot exercise it, no matter what the statute says, with- 
out very strong presidential backing. 
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Chairman LiEBERMAN. Well, I agree. I do not mean to ask an 
awkward question, but I will. Is it too early to evaluate President 
Obama’s relationship with the DNI and whether that measure of 
leadership that you would like to see from the President has been 
seen thus far in this Administration? 

Mr. Hamilton. It is my impression that the intelligence commu- 
nity is relatively new to the President. I think he began to receive 
intelligence somewhere along the campaign. Senator McCain can 
tell you when that happens. And my impression is that his in- 
stincts are probably good, but he is still kind of feeling his way. His 
preference may be — he said, “I have appointed good people here,” 
and he has done some good appointments, I think. But I do not 
think he has a firm grasp yet of the intelligence community, and, 
therefore, I am pretty strong in my thought that he has to step in 
pretty hard here, or some of these tensions which have surfaced 
will exacerbate. 

Chairman LiEBERMAN. Thank you. My time is up. Senator Col- 
lins. 

Senator Collins. Mr. Chairman, let me follow up on exactly the 
point that you just raised. 

The law is clear on who is in charge of the intelligence commu- 
nity. I remember the debates we had and how difficult they were 
in establishing the quarterback, the one person who was going to 
be accountable. And yet in spite of what appears to be a very clear 
legal mandate, the DNI and the Director of the CIA still seem to 
be engaged in significant turf battles. 

In just the past year alone, reports indicate that the White 
House has had to intervene in disputes over the CIA’s role in Af- 
ghanistan, the chain of command over covert action, and the des- 
ignation of the chief U.S. intelligence officer in overseas posts. 
Those conflicts undermine the unity of effort that was the goal that 
we shared and the very reason we created the DNI. And I am con- 
cerned by reports that the President may have inadvertently un- 
dermined the DNI by siding with the CIA in these disputes. So I 
have two questions for you. 

First, does the President need to more clearly indicate to the in- 
telligence community that the DNI is in charge and has his full 
support? 

And, second, do you believe that the relationship needs to be fur- 
ther clarified in law? Or is this a matter of the law being adequate 
for the most part and the President needing to lay down the law, 
if you will? Governor Kean, we will start with you. 

Mr. Kean. Yes, I think we have always thought — and Mr. Ham- 
ilton has been very articulate in this over the years — that the suc- 
cess of the DNI is going to depend totally on the leadership of the 
President. He has to make it absolutely clear. 

Now, in a way, this Christmas Day bomber did us a favor. I 
think we were not paying close attention to this, and it is under- 
standable. We were talking about health care, cap-and-trade, cer- 
tainly the economy, and we should have been. But we got dis- 
tracted a bit. I think everybody from the President on down got dis- 
tracted, and were not paying full attention to this area, and so 
these things were allowed to develop and cracks were allowed to 
form, and things got a little off track. Now I think we have a wake- 
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up call, and I think the President in his statements, in his news 
conferences, in this area has been clear. And I assume that the ac- 
tions are going to follow the statements and that he is going to pay 
now strict attention to this problem, and no matter what else is 
going on, his leadership is going to be called for in this area, and 
I assume he is going to exercise it. But it is not going to happen 
without that. I mean, he has to stay on top of this. He has to make 
clear what he believes the authorities are, and where there is any 
kind of dispute, he has to step in right away. He cannot allow it 
to fester. 

Senator Collins. Congressman Hamilton. 

Mr. Hamilton. My answer to your first question obviously is yes. 
I have tried to make that clear. The President does need very clear- 
ly to make it crystal clear to everybody in the intelligence commu- 
nity that the DNI is in charge. 

As I said in my testimony, the exercise of that authority — but the 
DNI requires a lot of diplomacy and sensitivity. And that is a real 
challenge in how you exercise that leadership, but he should be in 
charge. 

Now, do you need a change in the law? That is a little tougher. 
In the short term, it does not make any difference. You are not 
going to change this law. The threat is out there now. The flaws 
have been revealed. You have to deal with those flaws right now. 
You cannot wait to change the law. So it does not make any dif- 
ference in the short term. 

In the longer term, this is not the first law ever passed by the 
U.S. Congress that may have had some ambiguity in it. And it 
might very well be that you can refine it down the line. I do not 
have specific language to offer to you today, but I guess my central 
feeling is this is the law, it is going to be that way for a while, and 
you have to make it work. 

Senator Collins. Thank you. 

Last week I questioned the DNI, the head of the National 
Counterterrorism Center, and the Secretary of Homeland Security 
about whether they were consulted in the decision to charge 
Abdulmutallab as a criminal and give him his Miranda rights and 
give him a lawyer, which caused him to immediately stop cooper- 
ating and answering questions. 

I was shocked to hear from each of these top officials that they 
were not consulted about a decision that had such implications for 
our Nation’s ability to better understand what may be further plots 
emanating from Yemen. 

Governor Kean, what was your reaction to learning that our Na- 
tion’s top intelligence officials had not been consulted about that 
decision? 

Mr. Kean. I was shocked and I was upset. It made no sense 
whatsoever to me that here is a man who may have trained with 
other people who are trying to get into this country in one way or 
another; who may have worked with some of the top leadership in 
Yemen and al-Qaeda generally, and we do not know the details of 
that; who may know about other plots that are pending, and we 
have not found out about them. 

This is not just about prosecuting an individual. This is pro- 
tecting the American people. And decisions of this kind should 
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never be made without the full input of the greater intelligence 
community, particularly the DNI, but also the CIA, the FBI, and 
other members of the intelligence community. And the fact that 
this was done without that kind of consultation was to me upset- 
ting and shocking. And, by the way, I come from the New York 
area. Regardless of how we feel about whether that trial should be 
going on in New York, again, I gather that the Attorney General 
did not consult any member of the intelligence community before 
making that decision, which also has security implications. 

So I think we have to get our act together and recognize that we 
should not make any major decision like this without first con- 
sulting the members of the intelligence community. And I just do 
not believe this individual should have been given all these rights 
or the lawyers before he was questioned fully. 

Senator Collins. Thank you. Congressman Hamilton. 

Mr. Hamilton. Well, I agree with Governor Kean’s comments. I 
think we have to be guided by the principle, and we need to get 
all the information we can out of these people. That is the prin- 
ciple. 

Now, what concerned me in the answers that you referred to and 
the questions you put was there did not seem to be a policy of the 
government as to how to handle these people, and that has to be 
clarified. I am not surprised the FBI stepped in. They are there 
when the plane lands. They go in. But there has to be a policy. It 
has to be clarified. 

Your legislation or your proposed bill, which, as I understand it, 
mandates consultation with the DNI 

Senator Collins. Yes. 

Mr. Hamilton [continuing]. Makes all kinds of sense to me. The 
Director of National Intelligence surely should be consulted, but, 
importantly, there must be a policy. 

One of the things we learned in the 9/11 Commission Report, as 
we got into this question of interrogation, is that this is a difficult 
business, interrogating people, and you better be very sure that you 
have the right people asking the questions. 

Now, we can have differences of opinion as to what kind of pres- 
sure ought to be put on a suspect. But interrogating people takes 
patience and it takes skill, and you have to train an interrogator 
very carefully. 

I am attracted to the idea of a High-Value Interrogation Group 
(HIG). I do not think we have paid enough attention to the profes- 
sionalism, if you would, of the interrogator. And I am not ac- 
quainted with the details of that, but I hope it is developing highly 
skilled people who know how to interrogate. An awful lot is at 
stake in finding out all you possibly can. 

Senator Collins. Thank you. 

Chairman LiEBERMAN. Thanks, Senator Collins. 

I would just say briefly that one of the surprising sort of facts 
we learned afterward is that there was a recommendation and I 
thought an announcement at the beginning of a High-Value Inter- 
rogation Group. As a matter of fact, one of the witnesses last week 
referred to it by the initials HIG. We are going to ask this question, 
but as far as I can determine now, the group was never fully oper- 
ational, never set up, so it was not in a position to be called on to 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00072 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



65 


do exactly what we would have wanted it to do, as you both have 
said, after Mr. Abdulmutallah was apprehended. Thank you. 

The remaining Senators will, as always, be called in order of ap- 
pearance here at the hearing room, and it will be Senators Carper, 
McCain, Bennett, Kirk, Burris. Senator Carper. 

OPENING STATEMENT OF SENATOR CARPER 

Senator Carper. Thank you, Mr. Chairman. Again, gentlemen, 
welcome. It is great to see you again. Thank you for the wonderful 
work you continue to do for our country. 

I am going to ask a question later in my allocated time that will 
draw on, I think, the great success and extraordinary leadership 
you provided for the 9/11 Commission to see what we can garner 
from that experience and as we prepare to move forward this week 
on legislation on a different commission, either a statutory commis- 
sion that focuses on deficit reduction or perhaps a commission set 
up by an Executive Order. But I want to just bat some ideas 
around and just to ask for your thoughts given, I think, the ex- 
traordinary success that we realized under your leadership. 

I like to say that the road to improvement is always under con- 
struction, and that is certainly through when it comes to finding 
ways to stop the bad guys from doing bad things to our country. 
When your Commission completed its work and made your rec- 
ommendations to us, I know you made a large number of rec- 
ommendations, dozens of recommendations. The number 40 sticks 
in my mind, but I am probably wrong. But do you recall how many 
recommendations you made to us? And I think they were pretty 
much all bipartisan and unanimous. 

Mr. Hamilton. About 70. 

Senator Carper. How many, 70? 

Mr. Hamilton. Seventy. 

Senator Carper. Yes. Do you recall roughly how many we adopt- 
ed? 

Mr. Hamilton. We have calculated. Senator Carper, that 80 per- 
cent of the Commission recommendations have been adopted in 
whole or in part, and I think “in part” covers a lot of ground. But 
most of those — and about 20 percent — well, a little less than 20 
percent outright rejected. Some may still be pending in one way or 
the other. 

Senator Carper. One of you said earlier in response, I think, to 
Senator Lieberman’s questions, you mentioned it has been 8 years 
since September 11, 2001, every day terrorists are targeting us 
here and around the world trying to create mischief, create may- 
hem, and they have so far not had a whole lot of luck. They have 
had some luck, bad luck for us, but they have missed opportunities 
as well. 

Something that we have done, something that you have rec- 
ommended, something that we have adopted, something that has 
been implemented by the Executive Branch, is being pursued by 
our men and women all over the world, something is working. And 
that does not mean, as I think Congressman Hamilton said, that 
we sit back and rest on our laurels. 

But when you look at what we have done, including the things 
that you have recommended that really seem to be working, what 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00073 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



66 


really stands out for you? When you look at what you have rec- 
ommended that we have passed, that has been implemented by the 
Executive Branch, that does not meet muster, maybe that is incom- 
plete, gets an incomplete, what might that be? Again, what do you 
think is really working well, is important to keep up? And where 
are some areas that maybe we did not follow up and recommenda- 
tions were made but have not been implemented well? 

Mr. Kean. Well, I will start. Obviously, the creation of the DNI 
under the congressional legislation with the NCTC was the heart 
of our recommendation to force information sharing because the 
lack of information sharing was one of the things we found that 
probably led to September 11, 2001, as much as anything else. And 
at least if we had shared information, there is a good possibility it 
might have been prevented. So that was key. That has been done, 
and we have talking about today how well it is functioning, and I 
am sure your Committee will continue to do that. 

I mentioned two areas before where recommendations have not 
been implemented. One is the Civil Liberties Commission, and we 
think that is very important, and basically it does not exist because 
the President has not appointed its members. And, second, congres- 
sional oversight, and we still do not believe — and we hear again 
from bipartisan people on both sides of the aisle that they are not 
satisfied in the Intelligence Committee that they have the ability 
right now to do the kind of oversight this country needs. And that 
is deeply disturbing because if they are not doing any oversight, no- 
body is doing the oversight. 

Senator Carper. Right. 

Mr. Kean. And that cannot continue to exist in this kind of prob- 
lem. 

Those would be the three things I would mention. I could men- 
tion a number of others, but those would be most important, I 
think. 

Senator Carper. Thank you. Governor Kean. Congressman Ham- 
ilton. 

Mr. Hamilton. Well, Governor Kean is on the mark. On the plus 
side, I would think the recommendations we made with regard to 
the intelligence community, including the DNI and the NCTC and 
other aspects, I would judge them broadly successful, not com- 
pletely but broadly successful. 

I think a lot of the recommendations we made in the transpor- 
tation sector, the watchlists can certainly be improved, but we rec- 
ommended that. Better detection equipment, we recommended 
that. We have been a little disappointed in the slowness of the 
adoption of some of the detection — improvement of some of the de- 
tection mechanisms. Cargo screening and all those kinds of things 
I think are underway, taking a little more time probably than we 
wanted to, but basically have been approved. 

We had a whole chapter in the book on the 9/11 Commission on 
foreign policy recommendations on the question of how do you deal 
with the Islamic world. That was not so much legislative rec- 
ommendations as foreign policy recommendations. And I think we 
have a ways to go in implementing those because our relationship 
with the Islamic world is a huge foreign policy challenge, and will 
be for decades to come, in all likelihood. 
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I want to emphasize the Civil Liberties and Privacy Board. Look, 
you have the capability today of surveillance and intrusion into the 
lives of people that is incredible, what the government can learn 
about you today, and all of these fancy technological devices we 
have to intrude into private lives. And we all support it. We think 
that is necessary. But if you have an argument today in the bu- 
reaucracy between the security people and the civil liberties people, 
I will tell you who is going to win the argument. It will be the secu- 
rity people every time. 

We picked up the paper the other day, and we found out the FBI 
had been violating the law for 5 or 6 years. And it was not ever 
called to the attention — the inspector general finally found it out. 
This was the FBI, which is supposed to be sensitive to these mat- 
ters. 

The point here is that you need somebody out here in the govern- 
ment that is checking everything that is done with regard to secu- 
rity and asking themselves, can it be done better with a little more 
respect for privacy and civil liberties? 

We all know that privacy and civil liberties are going to be in- 
vaded. We understand that. You cannot walk through an airport 
without understanding it. But we have to, I think, have a group 
with robust powers to be a counterbalance to the argument for se- 
curity. And so Governor Kean and I, and I think all of our Commis- 
sioners, were very solid on that point. 

Mr. Kean. Very strong on it in a very bipartisan sense. 

Senator Carper. Mr. Chairman, could I take just one more 
minute and go back to the other question I wanted to ask? When 
I look at commissions that have been extraordinarily successful, I 
go back to 1982 Commission on Social Security which Congressman 
Hamilton, Senator McCain, and I voted for — I had the opportunity 
to vote for after they made the recommendations, not binding rec- 
ommendations but recommendations which I think have served us 
well. 

We have before us this week the idea of a statutory commission 
that gives us recommendations that are binding unless there is 
some kind of override that exists. The proposal would say most of 
the commissioners would be sitting Members of Congress. Another 
approach would say, no, they could be folks like you who bring a 
world of experience to it. Just given the success of this commission, 
just give us a little bit of advice as we go forward this week on a 
different, equally important challenge. 

Mr. Hamilton. Pick a chairman like Governor Kean. [Laughter.] 

Senator Carper. But how about the vice chairman? 

Mr. Hamilton. Let me tell you the first thing Governor Kean 
said to me — he was chairman, I was vice chairman — we knew each 
other by reputation, but we did not know each other well. Governor 
Kean walks into the room, and he says, “Lee, we are going to make 
all of these decisions jointly. We will not hire anybody, we will not 
fire anybody, we will not make any decisions unless we do it to- 
gether.” 

Mr. Kean. Look, Mr. Hamilton often said one of the fortunate 
things we had going for us is we were, as I think he used to put 
it, “reformed politicians”? 

Senator Carper. I describe myself as “a recovering governor.” 
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Mr. Kean. There was nobody on the 9/11 Commission who had 
any interest in running for anything. Or I do not think anybody 
particularly was looking for an appointment of any kind. So our 
minds were clear in a sense. Our agenda was trying to protect the 
country. And that fact probably enabled us to get over the kind of 
partisan — we met at a terrible time. This was going into one of the 
most divisive presidential elections in our history. And we started 
off with a Republican sitting here and a Democrat sitting over 
there, and the first time I walked in, Democrats were sitting in one 
corner. He and I walked into the room, and basically said, “Break 
it up.” And after that I said Republicans are going to sit next to 
Democrats and Democrats are going to sit next to Republicans. We 
are never going to meet again unless we have that kind of seating 
arrangement. 

But it helps to have your mind clear of any other problems so 
you can concentrate on whatever the task is, and not to care very 
much, personally, try to do the right thing, and we figured, as a 
Commission, we would try to do the right thing, and that was our 
mantra. You know, we would argue about these things, and then 
somebody would say, “Well, what do the facts show? What is the 
right thing here?” And that was usually how we came out. 

Chairman LlEBERMAN. Thanks, Governor Kean. That was very 
helpful. 

Senator Carper. It was. And thank you for being so generous 
with the time. Thank you both very much. 

Chairman LlEBERMAN. I know you will thank Senator McCain, 
too, because he is next. Senator McCain. 

OPENING STATEMENT OF SENATOR MCCAIN 

Senator McCain. You are not welcome. [Laughter.] 

I want to thank our witnesses for their continued service to the 
country; especially, I would like to again welcome the September 
11, 2001, families, without whom the 9/11 Commission would never 
have come into being and these much needed reforms would never 
have been enacted. 

Congressman Hamilton, I was struck when you said 80 percent 
of the recommendations probably had been enacted into law. On 
page 419 of the 9/11 Commission Report, it says, “Strengthen con- 
gressional oversight of intelligence and homeland security. Of all 
our recommendations, strengthening congressional oversight may 
be among the most difficult and important. So long as oversight is 
governed by current congressional rules and resolutions, we believe 
the American people will not get the security they want and need.” 

It seems to me we have not implemented that very strong lan- 
guage contained in your report. Is that accurate? 

Mr. Hamilton. Unfortunate, you are totally correct. 

Senator McCain. Then it seems to me, Mr. Chairman, that we 
ought to go back at it, and we ought to keep going back at it until 
we shame our colleagues into being more concerned about national 
security than they are about turf And so I hope at the next oppor- 
tunity we will join and try to push the changes that have been rec- 
ommended by the Commission. Would you say it is probably the 
most important failure of all the recommendations that you made? 

Mr. Hamilton. Yes. 
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Mr. Kean. I would, and we were told, by the way, by Members 
of the Congress who were on our Commission, four Members of 
Congress, and they all said when we proposed this, “This will be 
the most difficult recommendation to get implemented.” And we 
said, “Yes, but it is the right thing to do,” and everybody agreed 
it was the right thing to do, so we went ahead. 

Senator McCain. Well, I will ask the September 11, 2001, fami- 
lies to go into battle again for us. [Laughter.] 

If anybody can get it done, you all can. I thank you. 

I was disturbed by the events — and some of it was revealed in 
the hearing that the Chairman and the Ranking Member held just 
a short time ago — the 50-minute interrogation, the decision to give 
the Christmas Day bomber Miranda rights and a civil trial. All ac- 
counts — and I only know press accounts; I have no classified infor- 
mation — were that this individual was talking, and then there was 
a pause, and when he woke up, he had a lawyer. And, understand- 
ably, the lawyer did what lawyers do. That is their job. So I am 
not blaming the lawyers. 

But how we could have made a decision the way we did brings 
me to a larger issue, and that is the whole issue of the disposition 
of detainees — Guantanamo, the trials, and under what cir- 
cumstances. And it seems to me that the overall policy is so — the 
word may be “incoherent,” or certainly, “not coordinated,” I guess 
is a kinder description — that we now have an ad hoc decision mak- 
ing process regarding the treatment of detainees. 

We still have not resolved the issue of enemy combatants, which 
we cannot bring to trial because of insufficient evidence, but yet we 
know we cannot release them. We have learned that there is a cer- 
tain percentage — it varies, 10, 15, or 20 percent — of detainees, de- 
pending on who you talk to, that are back in the fight, including 
some in leadership roles. 

So does this information make the argument for Congress and 
the Administration, or Congress alone, to develop legislation that 
addresses all these amorphous areas of trials, of detention, and 
particularly in this issue, the treatment of enemy combatants that 
you cannot bring to trial but at the same time cannot release? For 
example, an annual review of these cases. But so far, none of these 
have been translated into a policy that Members of Congress un- 
derstand. 

So Senator Lieberman, Senator Graham, and I are working on 
legislation to try to address this very important issue, and we want 
to work with the Administration to prevent another situation such 
as the Christmas Day bomber. Furthermore, we also want to re- 
solve the existing situation where enemy combatants are going to 
be tried in New York, which you have already expressed your opin- 
ions about; some are going to be tried in Guantanamo; some may 
be tried in other places. 

Does this whole Christmas Day bomber issue focus the absolute 
requirement that we address this issue in a policymaking and per- 
haps a legislative manner? 

Mr. Hamilton. I very much agree with your conclusion. These 
people present a real challenge for us within our constitutional sys- 
tem. The problem is you have a detainee; you cannot prove a crimi- 
nal charge against him, let us say. At the same time, he could kill 
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you. It does not fit in the American constitutional system, and we 
have not figure it out yet. 

I think the most important thing you said was that you, Senator 
Lieherman, and Senator Graham are working on it. I am delighted 
to hear that. I did not know it. 

I think we hear a lot about how government does not work very 
well today, how dysfunctional it is. This has been an area where 
the Legislative Branch and the Executive Branch have failed, flat- 
out failed. We have had this challenge now for a good part of a dec- 
ade, or maybe more. Neither President Bush nor President Obama 
has dealt with it, and the Congress has not dealt with it. I think 
it is a very tough bill to draft. 

The important characteristic that is needed in the bill, however 
the details are — and you have to look to lawyers who know a lot 
more about it than I do for the details. But the law has to be per- 
ceived as being fair, perceived by Americans as being fair, what- 
ever that may mean; perceived by the foreign international commu- 
nity as being fair; and I think that is what you have to strive for. 
That does not mean you give them all the rights of an American 
citizen. I am not arguing that. 

But, Senator, I applaud that initiative. I think this has been a 
failure of the U.S. Government as a whole to deal with this very 
tough problem, and I certainly wish you well on it. 

Mr. Kean. Senator, once again, thank you for your leadership. I 
could not agree with Mr. Hamilton more. 

Senator McCain. Thank you. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thank you. Senator McCain. I appreciate 
your leadership on this. It has been very good to work with you 
and Senator Graham, and I think we are trying to make the point, 
and the witnesses have been very helpful, which is that the choice 
for our country in deciding how to deal with terrorism suspects we 
take into incarceration is not a choice between applying the rule of 
law and not applying the rule of law. We are a country of laws. It 
is a question of which rule of law. Is it the rule of domestic crimi- 
nal law, or is it the rule of the laws of war? And, of course, I be- 
lieve it is the second. That was a very important exchange. I thank 
you. 

Senator Bennett, you are next. 

OPENING STATEMENT OF SENATOR BENNETT 

Senator Bennett. Thank you very much, Mr. Chairman, I appre- 
ciate the dialogue, and I appreciate very much the witnesses and 
the important subjects you have discussed. 

Rather than go back over some of those, because I think the 
record is now clear. Congressman Hamilton, let me pick up on a 
comment you made. It may appear to some to be a somewhat 
smaller issue, but you raised it — and I have an interest in it — when 
you talked about the necessity for better detection equipment. 

I spend a lot of time going through airports, as do we all, but I 
have personally experienced higher technology with respect to body 
imaging. We have one of those on a trial basis at the Salt Lake 
City airport. I went through it without any bodily harm or any psy- 
chological embarrassment, no displays of any embarrassing fashion 
anywhere. And I am drafting language, planning to introduce 
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shortly legislation that would require Transportation Security Ad- 
ministration (TSA) to adopt and deploy advanced technology like 
the body imaging technology at an accelerated pace. 

As you pointed out, it has been 8 years, and we are still using 
the old “mag and bag” technology, the magnetometer and searching 
the bags, which is not very effective, quite intrusive, and very slow. 
And I think we should get TSA to deploy technology with the capa- 
bility to detect plastic explosives and liquid explosives, non-metallic 
threats and so on of this kind. 

And, by the way, I very much support what TSA has done with 
respect to privacy in these technologies, and we need to make sure 
that we go as far as we can to see to it that is balanced as well. 

We do that in the United States. Now, somebody gets on a plane 
in Yemen, transfers in Amsterdam. What kind of threat do we have 
in the world transportation network that says fine for TSA to be 
doing this, but it is not going to have any impact on the kind of 
thing that we saw in the form of the Christmas Day bomber. Give 
me your reaction to how technology can be used and how influen- 
tial we can be in getting other countries to use it? 

Mr. Hamilton. I do not know anything that has frustrated me 
personally more than the inability over a period of years to develop 
adequate detection equipment. The most serious thing in my mind 
is the inability to detect nuclear materials, and I know we have 
spent a lot of money at that, and this is a problem that goes back 
well before September 11, 2001. But we still have not come up with 
it. And so I think there has to be a crash effort, if you will, in the 
research and development in the scientific community to develop 
better technology here. 

The hijackers got on those planes on September 11, 2001, with 
4-inch blade knives. 

Senator Bennett. Right. 

Mr. Hamilton. They knew you could not get on with 8-inch 
blades. These folks were very sophisticated about our vulner- 
abilities, and whenever we make a change, they begin to adapt to 
it. So the technology has to try to keep out in front. 

I personally do not have any problem with the body images. I 
think they ought to be used. I am not dead sure they would have 
caught our December Day bomber and stopped that incident. In 
other words, people have said to me that even with body imaging, 
it might be he would have gotten through. But, in any case, they 
are clearly better than the metal detectors. Our adversaries here 
figured out a long time ago that they have to do something other 
than metal in order to cause problems. 

Now, the international problem is a very difficult one, exceed- 
ingly difficult, and I know our people have spent a lot of time talk- 
ing to other countries about strengthening their procedures. I think 
we have to get to the place where we do not let people into this 
country unless they have gone through a security process that is 
rigorous, however defined. 

Senator Bennett. Governor Kean. 

Mr. Kean. Our biggest defense now is not in technology in that 
area. It is technology in identifying people who are bad people, 
should not get visas, and should not get into this country anyway. 
And as you know, if you go to these centers, you can see every per- 
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son who is getting on a plane at that time heading for the United 
States, and little stars or whatever, if any of them are suspect in 
any way. That is probably, at the moment, the best defense we 
have. And, in fact, the Christmas Day bomber obviously should 
have been on those No Fly Lists if things had been done properly. 

Having finished with that, I think I am for upgrading any tech- 
nology we can, and recognizing that the people who are enemies, 
as Mr. Hamilton said, are going to try to upgrade their methods 
of getting through the technology at the same time we upgrade our 
technology as best they can. And so I think we should do that. But 
the best defense we have is still do not let the bad people get on 
the plane to begin with, do not let them get visas, do not let them 
get to the airport, and do not let them even approach getting on 
the plane to the United States. 

Senator Bennett. Thank you. Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much. Senator Bennett. 

Next we have Senator Kirk. It is possible that a vote will go off 
soon. Maybe it already has. When it does, I think I might go over 
and try to vote early and come back, but if I am not back when 
Senator Kirk finished, then. Senator Burris, why don’t you go right 
ahead, because you are next. 

OPENING STATEMENT OF SENATOR KIRK 

Senator Kirk, thank you. 

Senator Kirk. Thank you, Mr. Chairman. Thank you for your 
leadership and continuing oversight of this important matter we 
have addressed over time. 

Let me thank our witnesses for their selfless and patriotic service 
throughout your public careers. It has been inspirational, I think, 
to all who know and have followed. 

I also want to salute the families for their valor and persistence 
and recognize Carie Lemack, who worked closely with Senator Ken- 
nedy on help for the victims, and you folks deserve enormous 
praise and latitude for your courage. 

My question basically goes to this impression of almost informa- 
tion overload at NCTC. We have talked about and you quite rightly 
recognize the need to recruit and retain analysts of the highest tal- 
ent and caliber and to recognize their prominence in this whole di- 
lemma. 

Do you have an impression that, given the amount of informa- 
tion, there are sufficient or adequate numbers of analysts of that 
caliber that are dealing with this? 

Mr. Kean. My information, frankly, is not recent enough to make 
that conclusion. I know last time I was deeply involved in this 
there was certainly not enough analysts, and certainly not enough 
good ones. And one of the problems I said was they were not pro- 
moted or recognized the same way, and we were not attracting the 
best people. I hope that has changed. I have no information. I just 
have not been into it one way or the other since that time. 

Senator Kirk. Congressman Hamilton. 

Mr. Hamilton. Well, I agree with that. This is one of the things 
we in the National Security Preparedness Group, need to look at. 
As Governor Kean said in his testimony, he drove home the impor- 
tance of the analysts, and that is absolutely correct. I do not really 
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know whether we have enough. I do not know whether the ones we 
have are sufficiently trained. 

I do not think you produce an analyst quickly. I think it takes 
several years. And it is tough work. I mean, you are sitting there 
watching millions and millions of bytes of data come across the 
screen, and 99.9 percent of it is useless. And then there is the nug- 
get in there. So you have to have not only first rate analysts, but 
you have to build into the system redundancy. I am not the least 
bit worried if you have two different agencies of the government 
doing similar work with regard to analyzing intelligence. But I 
think the question you have raised is really critical and needs to 
be followed up very carefully, and Congress needs to give full sup- 
port to whatever the intelligence community needs to get top-flight 
analysts. 

Senator Kirk. Thank you. Thank you both. 

The other aspect of this analysis of our intelligence and the vast 
volume that we have is technology; this is apart from detection 
technology. This is about the technology that helps analysts syn- 
thesize, integrate, and read a pattern, if you will. Do you know or 
do you have an impression as to whether we really have the kind 
of state-of-the-art technology that allows us to do that and to share 
it with the various agencies of foreign responsibilities, the domestic 
responsibilities? Because it seems to me that the grid, if you will, 
or that state-of-the-art technology, combined with the kind of 
human resources you both talked about, is really the key to this 
whole puzzle. 

Mr. Hamilton. Absolutely. I very much agree with that, and I 
do not know the answer to the question, do we have the state-of- 
the-art technology? I have a suspicion we do not, but I may be in 
error. I hope I am. 

In any event, what I do know is that we have to find the best 
people in this country on the question of data management. I 
mean, you are handling data — it has been cited several times 
here — in massive amounts, and you have to sort through that in 
order to have the best protection. 

I do not know whether those people are in the government or in 
the private sector today, but wherever they are, we better find 
them and we better put them to use. 

Senator Kirk. Anything to add. Governor Kean? 

Mr. Kean. That is absolutely correct. I remember when I was 
talking to President Clinton when we were doing the investigation, 
and he pointed out that our data management was so inferior in 
government compared to the data management in the private sec- 
tor, and he mentioned credit card companies and he mentioned 
some other outfits that he had in Arkansas that he said could have 
identified these people right away. And we just did not have that 
technology at that point. I hope we are better at it. I just do not 
know. 

Senator Kirk. Thank you very much. Thank you. Senator Col- 
lins, for my time. 

Senator Collins [presiding]. Senator Burris. 
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OPENING STATEMENT OF SENATOR BURRIS 

Senator Burris. Thank you, Madam Ranking Member. Gentle- 
men, I echo the comments of my colleagues in reference to your 
work. I was almost in your situation as a retired public official, but 
duty called and I am back. But you all indicated that you are not 
going back in it and you were able to do great work for the country, 
which we appreciate. And to the September 11, 2001, family mem- 
bers, I extend my heartfelt thanks to you for your persistence. 

I have not been able to read your report. You know, as a new 
Senator, I am just going to have some general questions. I wonder, 
did you all take into consideration anything with reference to 
homegrown terrorists? I hear a lot about al-Qaeda and what will 
be coming from the foreign service. Did your Commission take into 
account homegrown actions? 

Mr. Hamilton. The 9/11 Commission did not because it really 
was not within our mandate. But since the 9/11 Commission and 
the development of the phenomenon of terrorism, it is quite clear 
that the homegrown or the lone-wolf terrorist has become a major 
threat and concern to the country. So, yes, in the National Security 
Preparedness Group, we certainly will be looking at that threat 
and seeing how we can improve our defenses against it. Not all of 
the bad guys, unfortunately, are from abroad. We have a few here. 

Senator Burris. You are right. Congressman. Governor Kean, 
the same thing? 

Mr. Kean. I would simply agree with him. 

Senator Burris. And, gentlemen, I just wonder, if we go back to 
the al-Qaeda situation now, what I tend to pick up there is that 
they are going to put chatter out through the various pipelines into 
all our security agencies that is misleading, misdirected, and you 
will never be able to tell what is really in fact a possible threat. 

I understand that they are going to try to spend us into oblivion 
with costs, that they are going to have us try to come up with every 
contingency to try to protect ourselves, which is naturally going to 
impinge. Congressman, on the civil liberties that will be coming. 
And so you have these actions that are taking place, the chatter 
that is misleading, and the attempts to spend us into oblivion with 
all of these various ideas. They will come up with something so it 
is tit for tat, and that tat is going to tap us out eventually finan- 
cially. Are there any comments on that, gentlemen? 

Mr. Hamilton. I think it has become quite clear that the ap- 
proach that you are mentioning — in other words, trying to make us 
spend more and more by way of defense — is part of their strategy. 
And maybe even it is a successful part of their strategy. And 
maybe it is even one of the reasons they think they are winning 
in some areas. 

The really dramatic example is September 11, 2001, itself. Gov- 
ernor Kean, what did we figure that cost? 

Mr. Kean. Huge. 

Mr. Hamilton. A very modest amount of money caused it, and 
just think of all the changes that have occurred in America since 
September 11, 2001. So, yes, but what your question raises for me. 
Senator, is one that does not ordinarily come into the debate on 
terrorism, and that is the question of cost-effectiveness. The secu- 
rity people can come up with an endless number of ideas as to 
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what you should do, and you really find it very difficult to argue 
against any of them because they have truth to them. 

I think as we move along and as our costs continue to rise, the 
question you raise will become much more a part of the debate. Is 
it cost-effective? 

Now, obviously, you want to err there on the side of security, and 
we clearly have. But I do not know what this country spends to 
fight terrorism today. I am not sure anybody has made a calcula- 
tion of it. If they have, I have not seen it. But it is a huge amount 
of money, and so the cost-effectiveness question comes to the front. 

Senator Burris. And, gentlemen, I have about 5 minutes to go 
and vote, so what we are going to do is to call a recess until Chair- 
man Lieberman returns. Thank you. 

[Recess.] 

Chairman Lieberman [presiding]. The hearing will come back to 
order. Thanks to the witnesses for putting up with this. I think 
probably my other colleagues are not going to return. If you have 
the patience, I will go one more round of questions. Then I will go 
back for a second vote. 

You have really been extraordinarily helpful. Perhaps I should 
save my flattery until after I ask this round of questions. I will 
come back to it. 

I want to talk just briefly with you about the National Counter- 
terrorism Center, which we focused, understandably, more on the 
DNI and the general problem and some of the facts of the Christ- 
mas Day bombing. But, obviously, the 9/11 Commission Act created 
the NCTC “to serve as the primary organization in the U.S. Gov- 
ernment for analyzing and integrating all intelligence possessed or 
acquired by the government pertaining to terrorism and counterter- 
rorism.” And an intelligence community directive designated NCTC 
as the mission manager, a literal term. 

However, the report made to the President about the Christmas 
Day bombing states that there is analytic redundancy between the 
National Counterterrorism Center and the CIA. We referred to this 
a bit earlier, that responsibility was not designated to tracking 
threat streams from Yemen, and that analytical roles and respon- 
sibilities across the intelligence community need to be clarified. 

In your testimony, as I have mentioned, you reinforce these 
points and note that “we need to do a better job of ensuring that 
someone within the intelligence community is designated as in 
charge of running down all leads with a particular threat stream.” 

Generally, what is your assessment of why counterterrorism ana- 
lytical roles or analytic roles and responsibilities are unclear 5 
years after the 9/11 Commission Act was adopted into law? Con- 
gressman Hamilton. 

Mr. Hamilton. Now, I am not sure I understand the question. 
Senator. 

Chairman Lieberman. Well, I guess it is a general question 
about looking back 5 years, because the law really put a charter 
in place. Why do you think that the analytic roles and responsibil- 
ities still seem to some extent to be unclear 5 years afterward? 

Mr. Hamilton. I think we simply do not yet realize the impor- 
tance of the analyst in the system. If terrorism is the threat and 
if you have massive amounts of information coming to you, collec- 
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tion is one part of intelligence; analysis is the other part. The col- 
lection side we are very good at, the analyst side less good at. And 
I think the reason for it is because we simply have not given it the 
priority it deserves. 

I am on a group that works with Director Mueller at the FBI, 
and he certainly has given great priority to counterterrorism. But 
in the FBI culture, the top man is the agent in charge, and if you 
are an FBI person, that is the job you have an ambition to achieve. 
And it is only in very recent years that they have begun to elevate 
the analyst to a comparable position as the agent in charge. 

When you really think about it, the analyst drives what the FBI 
does. If their principal function is counterterrorism, the analyst has 
to drive the activity of the FBI. I do not think you have in the Fed- 
eral civil service the incentives that you need, maybe we do not 
have the pay that we need to elevate the job of the analyst. I think 
it is a very tough job, and it takes a while for the Federal bureauc- 
racy to respond to the need. 

Chairman LlEBERMAN. Governor Kean, do you want to add any- 
thing to that? 

Mr. Kean. Yes, just also remember in this 5 years you are talk- 
ing about — with the exception of the FBI, you had rotating people 
in every one of those positions. 

Chairman LlEBERMAN. Right. 

Mr. Kean. When you passed the Act, I envisioned a DNI that 
would stay for a while. We have not had that, and I think we need 
that. We need somebody to focus, and some of these problems I 
think are unresolved simply because of a change in leadership. 

Chairman LlEBERMAN. Yes. Is that something we should think of 
attempting to do by way of statutory amendment, to give the DNI 
a longer term? We actually argued this out during the legislative 
consideration of your Commission’s work. 

Mr. Kean. Well, the first DNI left voluntarily. A term would not 
have kept him, I do not think. 

Chairman LlEBERMAN. Right. 

Mr. Kean. So I think maybe the way to do it is rather through 
legislation or otherwise, have the understanding when somebody 
gets the job that, providing that you are doing the job well, we ex- 
pect you to stay. 

Mr. Hamilton. It appeals to me. Senator. You have a 10-year 
term for the FBI Director. 

Chairman LlEBERMAN. Right. 

Mr. Hamilton. And Director of National Intelligence, it seems to 
me, is in a comparable position. Intelligence ought to be as re- 
moved from politics as possible. And so it makes sense to me. 

Chairman LlEBERMAN. I am glad to hear that. I had not really 
thought about that going in, but that might be something to do to 
strengthen the DNI. And it has worked really pretty well overall 
with the FBI Director. We see it in this case with Bob Mueller who 
made a transition quite seamlessly between administrations. 

Let me go back to the NCTC and ask if you would talk a little 
bit about what you think its role should be in relationship to other 
analysis organizations and to the so-called operators or intelligence 
collectors in the community. In other words, if I can borrow from 
what we were discussing earlier about the DNI, or should the Na- 
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tional Counterterrorism Center be the leader of the intelligence 
community’s counterterrorism activities or just a coordinator? 

Mr. Hamilton. I think the analyst is the person who has to spot 
the problem and to spot the threat, and then there has to be an 
assignment of responsibility to someone to pursue vigorously that 
threat. 

I do not think that is likely to be the analyst, but somebody has 
to be in charge. In other words, the analyst says we have five 
strands of information here that point to X as a threat. You cannot 
stop there. You have to pursue it. And somebody has to be assigned 
the responsibility of saying you go after X and make sure that X 
does not cause any problem. 

I do not think that is the role of the NCTC. I am not quite sure 
where that responsibility lies, but the assignment of responsibility 
to investigate and to pursue a suspect has to be very clear. 

You mentioned a moment ago the word “redundancy.” I answered 
in response to Senator Kirk, I think it was, redundancy does not 
bother me particularly because if you have the CIA doing analytical 
work on the threat and the NCTC, that is OK, because the thing 
that impresses me about the analyst is the work can be boring, I 
mean really boring, sorting through massive amounts of data and 
trying to figure out what is right or what is significant. And some- 
body is going to be asleep at the switch now and then, so some re- 
dundancy does not bother me. 

Chairman LiEBERMAN. Yes, I agree. This is a military concept, of 
course, both for personnel and for systems, in case one system 
breaks down. It is not a bad word to say that you have a redundant 
system. It is there to protect the life of the military person. 

Governor Kean. 

Mr. Kean. I was just thinking one thing we ought to check on — 
I do not know the answer to this — is with these various agencies, 
who is attending the NCTC? What kind of priority are these agen- 
cies giving it? Are the people who are showing up people who are 
so junior in the line that if they come back with something, is it 
not going to be paid much attention to anyway? Are they sending 
some of their top people to the NCTC? Again, I do not know the 
answer. But that was one of the problems we had that we talked 
about a little bit at the time of the legislation, that these agencies 
have to give top priority and send their top people for the NCTC 
to be effective. And I do not know whether that is happening or 
not. I do not know the answer. 

Chairman LiEBERMAN. It is a very good question. You know, we 
are going to follow up these two introductory hearings with a series 
of subject matter hearings, and we are going to do one on the 
NCTC, and that is a question we will ask. I probably said to both 
of you that when Senator Collins and I first went over to the NCTC 
after it was established in its new quarters, I remember that its 
then-Director took us around and said, “Look at this. This is where 
the CIA people sit. This is where the FBI people sit. And note there 
are no walls between them.” So that was a big breakthrough. 
[Laughter.] 

But now it is reasonable for us to ask exactly how they are work- 
ing together, who are the people they are sending over, are they 
top-notch people. Of course, we all wanted, as you know, to make 
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sure that just as the military does, we would encourage jointness 
and reward it in career paths. In other words, if you are in the FBI 
and you are sent for a term over at the NCTC, it should be some- 
thing good for your career, not something bad. 

The 9/11 Commission Act also gave NCTC the authority to con- 
duct “strategic operational planning for counterterrorism activi- 
ties.” The memories I have of the arguments over that particular 
provision and the fear could fill a book. But insofar as you know, 
I wanted to ask you — we are going to focus on this in one of our 
hearings. What is your assessment of how these authorities have 
been used by NCTC up until this time? 

Mr. Hamilton. My assessment. Senator, is that the intelligence 
community is overwhelmed by the tactical needs. In other words, 
you have a large number of military commanders out here who 
want intelligence on the enemy. 

Chairman LlEBERMAN. Right. 

Mr. Hamilton. We are pretty good at getting that information. 
Or you have a diplomat who wants to sit down and talk with their 
counterpart in another country on whatever. We are pretty good at 
giving that diplomat information. Where we are less good, it seems 
to me, in the intelligence community is just the question you are 
raising, longer-term thinking. 

Yemen probably is a pretty good example of it. We were behind 
the curve on Yemen. We simply did not realize how advanced they 
were in terms of striking the IJnited States. But we need to have 
a significant element of the intelligence community thinking 5 
years, 10 years ahead as to where the threats will come from. And 
that is even a tougher job, I guess, than the imminent threat. But 
it is very important that the United States not be surprised by 
these developments to the extent that you can possibly avoid it. 

So I look upon our intelligence community as being very good, 
but if there is a weak spot, I think it tends to be in longer-term 
matters. 

Chairman LlEBERMAN. Well said. Governor Kean. 

Mr. Kean. I would agree with that. 

Chairman LlEBERMAN. Well, that is it, and I thank you very 
much for your time. What I was going to say before, thinking while 
walking over and back, that I remember a former Secretary of 
State once aroused a lot of interest when she said America is the 
indispensable Nation in the world. I say by way of compliment and 
warning that I fear that the two of you have made yourselves indis- 
pensable. It is really quite an extraordinary act of service you have 
performed, and all the more important in this particular moment 
in our political and governmental history that you have formed 
such a collaboration in which — it is not just bipartisan. It is non- 
partisan. I do not think either one of you think about your party 
label when you do the work you are doing because you know how 
important it is to the national interest. And as a result, it con- 
tinues to make you very important and influential. 

Your testimony today has been very substantive. I do not want 
to make you feel too mature if I say I felt it was actually wise and 
very helpful to the Committee. So I thank you for it. 

As I said. Senator Collins and I want to go to a series of subject 
matter hearings, and I would like to invite you and your staff at 
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the National Security Preparedness Group, that we consult with 
you about the directions in which we are going, and we would wel- 
come your advice. But I honestly cannot thank you enough, and 
this has been a very constructive hearing for us. 

We will keep the record of the hearing open for 15 days for any 
additional questions and statements. With that, I thank you and 
the hearing is adjourned. 

[Whereupon, at 12 noon, the Committee was adjourned.] 
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THE LESSONS AND IMPLICATIONS OF 
THE CHRISTMAS DAY ATTACK: 
WATCHLISTING AND PRE-SCREENING 


WEDNESDAY, MARCH 10, 2010 

U.S. Senate, 

Committee on Homeland Security and 
Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:05 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph 1. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Carper, Burris, Collins, and 
Brown. 


OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. The hearing will come to order. Good 
morning and welcome to everyone. 

Let me first express my pleasure at welcoming to this Committee 
as a Member, and attending a hearing for the first time, our col- 
league from Massachusetts, Senator Scott Brown. This is a Com- 
mittee that Senator Collins and I have been on for some years now. 
We are proud of what we have been able to do. It is, as you know, 
a very bipartisan Committee and I think that is part of why we 
have been able to accomplish a lot over the years. I would say with 
particular regard to this Committee, it is very hospitable to inde- 
pendent-minded Senators. [Laughter.] 

Senator Collins. From New England. 

Chairman Lieberman. From New England. [Laughter.] 

Welcome. It is a pleasure. 

This is the Committee’s third hearing in a series that Senator 
Collins and I have begun to examine the extensive reforms made 
to our intelligence systems both after September 11, 2001, but par- 
ticularly at the 5-year point from the enactment of the 9/11 Com- 
mission reforms. 

Our goals here are to review where we have been, and how we 
are doing, to identify weaknesses that remain in the system and 
to make recommendations for administrative reform or legislation 
that are needed to correct those weaknesses. 

Of course, these hearings have taken on added significance in the 
aftermath of the Christmas Day attempted terrorist attack in 
which Umar Farouk Abdulmutallab unfortunately exposed some 
serious weaknesses in our Nation’s homeland defenses. 

( 81 ) 
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The last two hearings that we have done in this series gave us 
a broad overview of the human mistakes and systemic or structural 
shortcomings that contributed to the Christmas Day attack. Today, 
we are going to look at two of the most important components of 
our government’s efforts to deny terrorists the ability to travel to 
the United States, and that is the creation and use of terrorism 
watchlists and the passenger pre-screening mechanisms that use 
these lists to identify potentially dangerous individuals and if, in 
fact, we determine they are such, to stop them from getting on air- 
planes coming to the United States. 

On Christmas Day, our government was unable to pull together 
all the intelligence in its possession to stop Abdulmutallab before 
he got on that plane. This was not a failure to collect information. 
And unlike the missteps leading up to September 11, 2001, it was 
not a failure to share it. We knew that Abdulmutallab’s father had 
concerns about his son’s growing extremism and presence in 
Yemen. We had separate intelligence that there was a Nigerian — 
unnamed, unidentified, but a Nigerian nonetheless — training in 
Yemen with al-Qaeda on the Arabian Peninsula (AQAP). We heard 
separately of plans for a Christmas Day, or Christmas-time, attack 
on the United States. And again, separately, we knew of a reported 
telephone intercept that identified a man named Umar Farouk, 
without his last name, as a terrorist. 

All those dots, so to speak, were on the same table, but our gov- 
ernment was unable to connect them, in that sense, to separate 
this information out of the enormous mass of information our gov- 
ernment collects and shares so that this terrorist could be stopped 
before he acted. We were just plain lucky, as we have said over and 
over again, that the device he had on him did not effectively ex- 
plode on that plane. 

In our first hearing, the Director of the National Counterter- 
rorism Center (NCTC), Mike Leiter, acknowledged that the Cen- 
ter’s information collection and sharing systems need to be smart- 
er, as he put it, and I would add that in an era when Google, for 
instance, can aggregate information for anybody who goes on 
Google from scores of Web sites and databases throughout the 
world very quickly, it is just unacceptable that NCTC does not 
have the same ability to search and aggregate information across 
our government’s intelligence databases. 

I think we also need automated mechanisms to connect disparate 
data points 24/7, 365 days a year, and flag potential threats for an- 
alysts to examine. These systems are widely used in the private 
sector and need to be adopted by our intelligence community as 
soon as possible with our help. 

The Abdulmutallab case also exposed weaknesses, I think, in our 
watchlisting system. Our intelligence agencies obviously need to 
view some of the tips or finger pointing that is sent them, given 
to our government, with skepticism. The fact is that some inform- 
ants may be motivated by spite or rivalry. But most are not, and 
it is just unacceptable, in this case, that Abdulmutallab’s father — 
not just his father, but a respected business leader in Nigeria — was 
not considered a credible enough source for his information to have 
put his son on the watchlist without corroborating evidence. So I 
hope to hear from our witnesses today how the watchlisting process 
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has been modified to ensure that this kind of error will not be 
made again. 

Another watchlisting problem, I think, concerns the screening of 
individuals on the watchlist who are not U.S. citizens or permanent 
residents. We are historically one of the most welcoming countries 
in the world to visitors and legal immigrants. But travel to the 
United States is a privilege, not a right. In my opinion, if the gov- 
ernment concludes that there is any reason to believe that someone 
may have ties to terrorist activities, that person should be required 
to undergo secondary physical screening, at least, before being al- 
lowed to board a plane bound for the United States of America. 

And finally, we need to dramatically expand our ability to pre- 
screen travelers, both internationally and domestically. Right now, 
the government only begins to receive important identifying infor- 
mation about international travelers when they check in for their 
flight. In fact, most of this information is conveyed to the Depart- 
ment of Homeland Security (DHS) only after an airplane’s doors 
close, or are about to close, which obviously makes it practically im- 
possible for DHS to fully vet passengers before a plane takes off. 
In fact, that was the case on Christmas Day, and it argues loudly 
that we must find a way to start in-depth vetting in advance of a 
passenger’s arrival at the airport using modern information gath- 
ering technology. 

We need to ensure, I think, that the DHS has the identifying in- 
formation it needs about international passengers at least 24 hours 
before departure and that it fully implements Secure Flight proce- 
dures to ensure that all passengers on all flights are systematically 
checked against the terrorism watchlist. 

So this hearing is, in our opinion, an important opportunity to 
examine the next steps we need to take to continue to strengthen 
these watchlists and pre-screening systems that have been adopted 
after September 11, 2001, and particularly after the passage of the 
9/11 Commission legislation. 

The fact is, we are doing much better at this than we did on Sep- 
tember 11, 2001, but what the Christmas Day bombing attempt 
shows is that we have to do better yet to ensure that the next 
Abdulmutallab is not allowed to get on a plane to the United 
States. 

We have a very good group of witnesses before the Committee 
today. I want to say to you before we call on you that I think you 
have some of the toughest jobs in the U.S. Government, and there- 
fore, you are subjected to disappointment or criticism periodically. 
I want to thank you for your commitment and service to our coun- 
try. 

Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. 

Let me start by joining you in welcoming Senator Brown to our 
Committee. We are delighted to have you. Senator, join this great 
Committee. I think you will enjoy it very much. 

I understand on the other side of the aisle we are also going to 
be gaining a member. A second Delaware Senator, I believe, is com- 
ing our way. 
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Chairman LiEBERMAN. This is true. I am tempted to make a joke 
about Senator Carper, but I think it will only get me in trouble. 

Senator Collins. I thought I was giving you a good opportunity. 

Chairman LiEBERMAN. Yes. I was going to say that one is 
enough [Laughter.] 

But Senator Kaufman will be a great addition to this Committee, 
and along with Senator Brown, really strengthens our membership. 

Senator Collins. Thank you. 

Today’s hearing focuses on two fundamental questions. Why was 
the Christmas Day bomber allowed to travel to the United States? 
And why was his name not included on the terrorist watchlist? 

We know, as the Chairman has pointed out, that Abdulmutal- 
lab’s father had informed the American Embassy in Nigeria of his 
Islamist extremist connections in Yemen more than a month before 
he boarded the flight to Detroit. We also know that his name was 
included in the broadest terrorist database known as the Terrorist 
Identities Datamart Environment (TIDE). But despite this alarm- 
ing information, the system failed to bar Abdulmutallab from 
boarding Flight 253 to America. 

As I look at this case, over and over again, I see missed opportu- 
nities. From my perspective, the State Department clearly had suf- 
ficient information to revoke Abdulmutallab’s visa. State Depart- 
ment officials already had decided to question him about his ties 
to extremists if he chose to renew his visa. 

It is baffling to me that Abdulmutallab could have been consid- 
ered a threat to the United States in the future based on his ex- 
tremist ties but not a sufficient current threat to suspend his visa. 
That defies both logic and common sense. Had the State Depart- 
ment taken the action to revoke or suspend his visa, it would have 
prevented him from traveling to our country, a missed opportunity. 

Another missed opportunity occurred in Amsterdam. Amsterdam 
is one of those rare airports in Europe and throughout the world 
where a small number of U.S. immigration advisory officials are 
stationed. These officers can ask an airline not to board a pas- 
senger who will be prohibited from entering our country upon ar- 
rival. They receive a list of passengers of concern, including those 
whose visas have been revoked or fiagged by the State Department. 
This was another missed opportunity to stop Abdulmutallab. 

Another missed opportunity to stop him apparently occurred at 
the National Counterterrorism Center. The President has stated 
that there was ample intelligence on Abdulmutallab to warrant his 
inclusion on the No Fly List, yet this did not occur even after his 
father’s warning. It did not occur because other streams of intel- 
ligence mentioned by the Chairman were not connected until it was 
too late. 

A basic question about this missed opportunity is why did the in- 
telligence community fail to analyze all the available information 
related to Abdulmutallab? Some intelligence experts tell me that 
outmoded computer systems are a factor. Despite the vast improve- 
ments in information sharing since 2001, and particularly since the 
bill that we authored in 2004, our intelligence community con- 
tinues to rely on internal systems and processes that are relics 
from the days before the Intelligence Reform and Terrorism Pre- 
vention Act of 2004 (IRTPA). These outdated systems apparently 
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do not effectively surface intelligence information so that analysts 
and security officials can identify threats in real time. 

I would like to know what the Administration’s plans are for up- 
grading these systems to allow for more effective searching of ter- 
rorist information, for Google-izing, if you will, information across 
the government. For starters, identifying individuals in the ter- 
rorist databases who have valid U.S. visas should not be that com- 
plicated a task. 

We must also examine how we can better identify individuals 
who should be on watchlists for additional screening at airports. 
For example, we know that Abdulmutallab was identified for addi- 
tional screening, but only once he arrived in Detroit. This identi- 
fication, as the Chairman has pointed out, was done while the 
flight was in the air or just after the door had closed. Why was that 
same information not used to identify him earlier, before he 
boarded his flight, for additional screening and an interview, as 
well? Another missed opportunity. 

As this case demonstrates, waiting until a suspect terrorist ar- 
rives in our country to conduct additional screening is waiting too 
long, another missed opportunity. 

We must continue to strengthen our watchlisting and screening 
systems, including evaluating the standards that are now used to 
include an individual on watchlists and look at which standards 
are used for which watchlists and whether they need to be 
strengthened, as I think is evident. 

The bottom line is, until these systems work more effectively, 
work more seamlessly, we will not be able to prevent terrorists 
from traveling to our Nation. 

Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much. Senator Collins. 

Senator Brown, it is our custom just to have Senator Collins and 
me make an opening statement. If you have anything you would 
like to say here at the outset, I would be happy to give you the 
time. 


OPENING STATEMENT OF SENATOR BROWN 

Senator Brown. Thank you very much. I would just like to thank 
you for your warm welcome. Obviously, I have worked closely with 
both of you, and obviously. Senator Burris, as well. I want to say 
that I am honored to be on this Committee, having served, and still 
serving in the military for 30 years, it is something I think about 
every single day. So I am hoping that I can add a little bit to what 
you are doing and I look forward to serving. Thank you. 

Chairman LlEBERMAN. Thank you. I am sure you will add a lot. 

Let us go to our witnesses now. We will begin with Russell 
Travers, Deputy Director for Information Sharing and Knowledge 
Development at the National Counterterrorism Center, Office of 
the Director of National Intelligence. The National Counterter- 
rorism Center is probably one of the least known, most important 
agencies in our government. We are very proud of its establishment 
in the 9/11 Commission legislation and the work that it has done 
since then to protect our homeland security. 

Thank you, Mr. Travers. We welcome your testimony now. 
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TESTIMONY OF RUSSELL E. TRAVERS, i DEPUTY DIRECTOR, IN- 
FORMATION SHARING AND KNOWLEDGE DEVELOPMENT, 

NATIONAL COUNTERTERRORISM CENTER, OFFICE OF THE 

DIRECTOR OF NATIONAL INTELLIGENCE 

Mr. Travers. Thank you, Mr. Chairman, Senator Collins, and 
Members of the Committee. It is certainly a pleasure to he here to 
talk about NCTC’s role in the process of screening. 

I would like to first build on your opening comments and drill 
down a little bit. I want to put you in the shoes of terrorist identi- 
ties analysts to give you a sense of the three main challenges that 
we confront every day. 

Challenge one, you have already alluded to. It is, in fact, the 
quantity and quality of information that comes in every day, lit- 
erally terabytes, sometimes petabytes of information that come in, 
sometimes described as vastly exceeding the holdings of the Li- 
brary of Congress. It is an immense amount of information. And, 
of course, we have many tools that will sort and sift and cull and 
highlight those billions of electrons that come into the community. 
In the case of NCTC, we do have 30 or so networks that come in, 
bringing in terrorist identities information, and we net that down 
every day to many thousands of individual intelligence reports 
dealing with terrorism. 

The important point with respect to watchlisting is that every 
day, approximately, plus or minus, 10,000 names are coming into 
the terrorist identities analytic community. 

Our 24-hour operations center certainly helps to net that infor- 
mation further down. I will just give you a sense of what they do. 
The size of my morning read book on Monday morning when I walk 
in, is 842 pages, 1,520 pieces of information. And we further will 
net that down and have daily video teleconferences with the Com- 
mittee, and what we try to do is to discuss the two or three dozen 
highest-level threat scenarios that are ongoing at the time. We will 
have situation reports. We have a daily threat matrix and so forth 
and video teleconferencing across the center. And with the commu- 
nity, Abdulmutallab never made any of that discussion. He was lit- 
erally down in the noise, and that is an issue that we need to con- 
front. 

Related to the quantity of material is the issue of quality, and 
here I would fall back on the rather overused metaphor of dot con- 
necting, I think. If you do envision a huge field of dots, many have 
something to do with terrorism for sure, generally fragmentary, 
often ambiguous, but a large percentage are simply wrong, some 
combination of circular reporting, poison pens, mistaken identities, 
lies, and so forth, and that can be kind of difficult for us to distin- 
guish. So that is challenge one. 

The second major challenge you would confront — remember those 
10,000 names I talked about. If we are dealing with Sunni extre- 
mism, then they are Arabic names. And now you have to get past 
a Western convention of first, middle, and last. Instead, you are 
dealing with patronymics, ethnic and tribal affiliations, and 
honorifics. Different names will be used for different purposes. It 
is complex, even assuming that they do not want to hide their iden- 


^The prepared statement of Mr. Travers appears in the Appendix on page 306. 
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tity. The September 11, 2001, hijackers, as you remember, used 
362 name variations. 

A more recent case, Abu Musab al-Zarkawi, the former, now de- 
ceased leader of al-Qaeda in Iraq, had 60-some aliases that we 
knew of, and then each one of those names could be spelled in up- 
wards of 100 different ways. 

Commonality of names, also a problem. Let us assume that we 
have good intelligence that one Mohammed al-Shammari is a ter- 
rorist. I asked one of my Arab linguists to take a look at a Middle 
Eastern phone book, 500,000 names. There were 480 exact matches 
for that name, and that, of course, is a big issue when it comes to 
false positives. 

And we often get partial names. Abu Mohammed from Peshawar 
is a terrorist. That is the functional equivalent of saying that the 
father of John from Boston is a terrorist. It is a huge problem for 
us. 

And that brings me to the third challenge. What exactly is a ter- 
rorist? He swears loyalty to bin Laden. He attacks U.S. interests. 
He went to a camp in the Federally Administered Tribal Areas 
(FATA). Those are easy. What if he is an associate of a terrorist 
or an affiliate? What if he just gave money to an extremist cause? 
Those are a little grayer. What if he gave money to a non-govern- 
mental organization (NGO)? That NGO supports legitimate and ex- 
tremist causes. What if he owns a bookstore that sells mainly ex- 
tremist literature? What if he is in a chat room or on a web forum 
espousing “extremist rhetoric”? What if he is under the influence 
of extremists and he goes off to practice not jihad, but dawa, pros- 
elytizing? They get very gray in a hurry. 

The point is, we go from very easy cases to very hard. They are, 
in fact, gray areas, and that gets to the issue of standards that 
Senator Collins talked about and that is one of the issues that the 
community is working its way through. 

Mr. Chairman, none of this is intended as an excuse. As Mike 
Leiter said, we are endeavoring very hard to do better. The ana- 
lytic and watchlisting communities are, in fact, working hard to im- 
prove on the gaps that were identified on December 25, 2009. 

At the President’s direction, NCTC is focused on improving the 
capability we have to pursue fragmentary information as well as to 
enhance TIDE records. And that builds on the business processes 
and technical enhancements that have been ongoing at NCTC for 
many years. 

I would, however, caution against the belief that there is any sil- 
ver technical bullet. We utilize a lot of tools and search capabilities 
and we have looked at many, many more. Because of the chal- 
lenges I alluded to before, notions of a Google-like search or a fed- 
erated search are actually of relatively limited value. We have sig- 
nificant Google-like searches that will go across many message- 
handling systems and we still would not have come across Umar 
Farouk. 

Frankly, the further you move in the direction of commingling 
foreign and domestic data in a single enclave where you can effec- 
tively apply tools, the harder the legal, policy, and privacy issues 
become, and perhaps we can talk about that in the question and 
answer rounds. 
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In closing, let me just reinforce a couple of points from my pre- 
pared statement. First, it is important to highlight what December 
25 was not. I agree with you entirely. It does not in any way call 
into question the basic watchlisting architecture that was set up by 
Homeland Security Presidential Directive 6. In NCTC’s view, the 
basic plumbing is right. We can, in fact, pass the right information 
to the right organizations. Standards and procedures, they are 
being looked at. From our perspective, there could be significant re- 
source implications. We can talk about that. 

Nor is December 25 about information sharing. We certainly 
have some hard information sharing issues, as I suggested, but in 
this case, virtually every analyst within the intelligence community 
had access to the two pieces of key information to which you al- 
luded. Rather, December 25 highlights a longstanding and very dif- 
ficult problem, and that is how you identify and integrate frag- 
mentary information when nothing is blinking bright red. That is 
the key challenge for us and we look forward to discussing how 
NCTC is addressing those in the question and answer rounds. 

Chairman LiEBERMAN. Thanks, Mr. Travers. You actually raise 
a number of provocative questions which we will look forward to 
discussing with you. 

Timothy Healy is the Director of the Terrorist Screening Center 
(TSC), which is located in the Federal Bureau of Investigation at 
the Department of Justice. Mr. Healy, we thank you for returning 
to the Committee and welcome your testimony now. 

TESTIMONY OF TIMOTHY J. HEALY, i DIRECTOR, TERRORIST 

SCREENING CENTER, FEDERAL BUREAU OF INVESTIGATION, 

U.S. DEPARTMENT OF JUSTICE 

Mr. Healy. Thank you, sir. Chairman Lieberman, Ranking Mem- 
ber Collins, Senator Brown, and Senator Burris, thank you for the 
opportunity to talk about the Terrorist Screening Center and our 
role in the interagency watchlisting process. 

The attempted terrorist attack of Northwest 253 on December 25 
highlights the ever-present terrorist threat to our homeland. Over 
the past 7 years, the TSC has played a vital role in a fight against 
terrorism by integrating terrorist information from law enforce- 
ment and intelligence communities into a single database known as 
the Terrorist Screening Center Database (TSDB), or the terrorist 
watchlist. This watchlist populates various screening systems used 
by the government. 

Following the Christmas Day attack, or attempted attack, in- 
tense scrutiny has been placed on the requirements to nominate in- 
dividuals to the watchlist, particularly the No Fly or Selectee List, 
which are subsets of the TSDB. This requirement or standard has 
evolved over time based on the experience of the watchlisting com- 
munity and the issuance of additional presidential directives. 
Throughout this process, the TSC has remained committed to pro- 
tecting the American public while simultaneously protecting pri- 
vacy and civil liberties. As our efforts continue to evolve in re- 
sponse to the new threat and intelligence, your support has been 
outstanding and it is necessary in our continued successful mission. 


^The prepared statement of Mr. Healy appears in the Appendix on page 310. 
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Let me begin by telling you about the watchlisting process, but 
before that, the watchlisting process for the TSC is about half our 
job. The other half is how we handle encounters when we do en- 
counter the terrorist subject and that coordinated law enforcement 
or operational response. 

But for the watchlisting nomination process, it can be best de- 
scribed as a watchlisting enterprise because it is a constant collabo- 
ration between the intelligence community, the National Counter- 
terrorism Center, the FBI, and the TSC. NCTC relies upon infor- 
mation that is provided by the intelligence and law enforcement 
communities. The TSC relies on NCTC to do the analytical work 
and provide the accurate, credible information that we forward to 
our screeners. The screening community relies upon the TSC to 
make sure that the information is efficiently disseminated to their 
systems. 

Once a known or suspected terrorist has been identified and in- 
cluded into TSDB, the TSC ensures the timely dissemination of 
that information to our screening partners. The utility of the 
watchlisting process is only effective when it is efficiently dissemi- 
nated to those partners. The TSC has subject matter experts com- 
posed from experienced analysts from designated agencies that re- 
view the nominations to determine if they meet inclusion into the 
screening process. 

There are four major U.S. Government systems that are sup- 
ported by the TSC and the TSDB: (1) The Department of State’s 
Consular Lookout and Support System (CLASS), is used for pass- 
port and visa applications. (2) Department of Homeland Security 
Traveler Enforcement Compliance System (TECS) is used for bor- 
der and port entry systems. (3) The No Fly and Selectee Lists are 
used by the Transportation Security Administration for air pas- 
senger screening. (4) And the FBI’s National Crime Information 
Center is used for domestic law enforcement encounters. The cri- 
teria for inclusion into each one of these systems is tailored by the 
mission, the legal authorities, and the information technology re- 
quirements and limitations of those systems. 

Before December 25, 2009, the TSC had not received the nomina- 
tion for Umar Farouk Abdulmutallab, and as a result, he was not 
watchlisted, as you have mentioned. Following the attempted ter- 
rorist attack, the President has initiated a review of why Umar Fa- 
rouk Abdulmutallab was able to board on Northwest Flight 253. 

As a result, the TSC was given two instructions. The first was 
to conduct a review in the TSDB of any individual within the 
TSDB that had a visa, beginning with the No Fly List and all the 
way down. That process has been completed. 

The second was to develop recommendations on whether adjust- 
ments are needed to the watchlisting nomination guidance, includ- 
ing biographical or derogatory criteria, for inclusion into TIDE and 
TSDB, as well as the No Fly and Selectee Lists. To do so, the TSC 
convened its Policy Working Group, which consists of representa- 
tives from the National Counterterrorism Center, Central Intel- 
ligence Agency, National Security Agency, the Federal Bureau of 
Investigation, Department of Homeland Security, Department of 
Defense, Department of Justice, and Department of State to 
achieve this interagency consensus. That process is underway and 
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the TSC is working with the interagency partners to develop rec- 
ommendations for consideration to the President. 

At the direction of the White House and in conjunction with 
NCTC, the TSC has made some temporary and limited additions 
to the watchlist to counter the very specific threat that was ob- 
served on Christmas Day. As a result, the threat-related target 
group was identified and individuals from specific high-threat coun- 
tries already residing in TIDE and TSDB were added to No Fly 
and Selectee Lists or upgraded into TSDB. 

The TSC remains focused on fulfilling the presidential and inter- 
agency mandates to share terrorist screening information with our 
domestic and foreign partners. We have a standing commitment to 
improve our operational processes, to enhance our human capital, 
to increase our technical capabilities, and to continue to protect 
Americans from terrorist threats while protecting civil liberties and 
protecting privacy issues. 

The TSC and the terrorist watchlisting has been a vital tool in 
the counterterrorism effort in the United States and will continue 
to do so. 

Chairman Lieberman, Ranking Member Collins, I look forward to 
any questions that you may have. 

Chairman Lieberman. Thanks, Mr. Healy. I appreciate it. 

Next, we will go on to Gale Rossides, Acting Administrator, 
Transportation Security Administration (TSA), at the Department 
of Homeland Security. Thanks for the work you have been doing 
as the Acting Administrator. As you know, the President made a 
nomination which will come before this Committee and the Com- 
merce Committee to be Administrator and we hope to move that 
as quickly as possible. But we appreciate your excellent work in the 
interim. 

TESTIMONY OF GALE D. ROSSIDESP ACTING ADMINISTRATOR, 

TRANSPORTATION SECURITY ADMINISTRATION, U.S. DE- 
PARTMENT OF HOMELAND SECURITY 

Ms. Rossides. Thank you, Mr. Chairman. Good morning. Chair- 
man Lieberman, Ranking Member Collins, and distinguished Mem- 
bers of the Committee. I thank you for the opportunity to appear 
today to testify on behalf of the Transportation Security Adminis- 
tration. 

I would like to begin by saying that TSA’s core mission is one 
of counterterrorism. We continue the work we began 8 years ago 
with the establishment of TSA to close vulnerabilities with new 
technology and new processes in a complex aviation security re- 
gime. TSA operates in a high-threat environment day in and day 
out, which drives our officers and ourselves to be ever vigilant. 

The attempted attack on Northwest Flight 253 on Christmas Day 
was a stark reminder that there are still those intent to do us 
harm. As we continue to harden elements of the system, we know 
that terrorists will look for gaps or exceptions they can exploit. The 
unthinkable is an opportunity for them. 

Looking at the device used on December 25, it was very cleverly 
constructed, and it was intentionally hidden in a very sensitive 


^The prepared statement of Ms. Rossides appears in the Appendix on page 316. 
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part of the individual’s body to avert detection. We know that ter- 
rorists are studying our security measures and will exploit our so- 
cial norms to their advantage. The men and women of TSA live 
with that threat every day. 

The threat of an improvised explosive device (lED), getting onto 
an airplane is a significant focus for us. In 2006, we overhauled the 
training of our Transportation Security Officers to focus on finding 
lEDs. In 2007, we used proven science to train and deploy our first 
Behavior Detection Officers to identify people with hostile intent 
and refer them for additional screening. 

We also began testing advanced imaging technology in 2007 to 
detect both metallic and non-metallic threats hidden on the body. 
TSA developed the requirements for this technology with the 
Transportation Security Lab at DHS and with the private sector. 
Because of the nearly 3 years of work we have already put into 
this, we currently have 43 machines already in place at 20 airports, 
and we will field approximately 500 units systemwide by the end 
of this calendar year. 

Because lEDs can be hidden both on the body and in bags, we 
have also deployed bottled liquid scanners, advanced technology X- 
ray, and explosives trace detection units to enhance our officers’ 
capability to find explosives. The U.S. Government is actually the 
world leader in testing and deploying these technologies. We are 
working with the national labs and the private sector to push the 
detection capabilities to even greater degrees, and we will continu- 
ously test and train our personnel. We are also sharing information 
with our international partners to assist other nations in raising 
their levels of security. 

We are giving this mission every ounce of our energy. We con- 
tinue to employ our layered approach to security to deter, disrupt, 
and stop attacks. What we are facing is not one man on one plane, 
we are facing a patient enemy who is determined to attack U.S. as- 
sets and the U.S. homeland. 

Beyond the 450 U.S. airports, TSA also works with our inter- 
national partners to secure the entire global aviation network. Be- 
cause TSA does not conduct the actual screening overseas, we in- 
stead rely upon foreign governments, airport authorities, and car- 
riers to conduct such screening. TSA does conduct inspection of for- 
eign airports with the last points of departure for flights inbound 
to the United States. These inspections are to the standards set by 
the International Civil Aviation Organization (ICAO). TSA also im- 
poses additional screening measures for all carriers flying into the 
United States. 

Both before and after the Christmas Day incident, we have en- 
joyed a very strong working relationship with air carriers, foreign 
and domestic, and we greatly appreciate their commitment to keep- 
ing air travel safe. It is a testament to the strength of that rela- 
tionship that on December 25, 2009, within 5 hours of TSA issuing 
new security directives to increase screening of passengers coming 
to the United States, 95 percent of our foreign partners were in 
compliance. 

One of the key tools we have to keep known terrorists off of air- 
planes is Secure Elight. I am pleased to say that many large car- 
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riers are now participating, with the rest scheduled to he onboard 
by the end of this calendar year. 

Chairman LlEBERMAN. Why don’t you do us a favor and just take 
a moment and describe Secure Flight for the record and for those 
who are watching or listening. 

Ms. Rossides. Yes, sir. Once Secure Flight is operational, it will 
actually vet all of the passengers booked on every flight 72 hours 
in advance of the flight. That will actually give both TSA and our 
law enforcement, airport, and air carrier officials 72 hours to deter- 
mine and further inspect somebody who shows up that would be 
of interest, either somebody who shows up as a No Fly or a Se- 
lectee. 

The program is also going to help with passengers who have 
false positive matches, where they have the same name, because 
the system will actually vet using additional data elements, includ- 
ing the date of birth, a passport number, and a redress number if 
the passenger has filed for redress. That will ensure that pas- 
sengers who are actually cleared will no longer have difficulty 
printing boarding passes. It will also provide much greater consist- 
ency, because today, the air carriers vet against the No Fly and Se- 
lectee Lists, and once Secure Flight is fully operational, TSA will 
do that vetting, which should give us a higher quality of the vet- 
ting. 

TSA is an end user of the No Fly and Selectee Lists, and we will 
continue to work very closely with our law enforcement and intel- 
ligence partners to improve the information sharing efforts. Our 
mission requires us to continuously challenge ourselves, and we are 
dependent upon the cooperation and participation of stakeholders 
and passengers in order to keep this complex aviation system se- 
cure. We are extraordinarily grateful to the support of our partners 
at all levels of government, industry representatives, our inter- 
national partners, the private sector, and especially the traveling 
public. 

I would like to express my appreciation for this Committee’s sup- 
port of TSA and our programs, and I am particularly honored to 
serve alongside the everyday heroes in TSA. I am happy to answer 
your questions. 

Chairman LlEBERMAN. Thanks, Ms. Rossides. I appreciate your 
testimony. 

Finally on this panel, David Aguilar. Again, we have an Acting 
Deputy Commissioner. The nominee for Commissioner awaits ac- 
tion in the Finance Committee of the Senate. We hope to have him 
soon. We are pressing for it to happen. But in the meantime, thank 
you for your excellent service. As you said, I usually see you in uni- 
form. 

Mr. Aguilar. Yes. 

Chairman LlEBERMAN. It is a pleasure to see you either way and 
we welcome your testimony now. 
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TESTIMONY OF DAVID V. AGUILAR, i ACTING DEPUTY COMMIS- 
SIONER, U.S. CUSTOMS AND BORDER PROTECTION, U.S. DE- 
PARTMENT OF HOMELAND SECURITY 

Mr. Aguilar. Thank you, sir, and good morning. Chairman 
Lieherman, Ranking Member Collins, and Senator Burris, thank 
you for the opportunity to appear here today as a part of this team 
to discuss the steps that U.S. Customs and Border Protection 
(CBP) has taken in response to the attempted terrorist attack on 
Northwest Flight 253. 

The attempted attack on December 25, 2009, was a powerful re- 
minder to all of us that terrorists will go to great lengths to defeat 
the security measures that have been put in place since September 
11, 2001. Today, I would like to take a little bit of time to describe 
the role that CBP currently performs in aviation and national secu- 
rity and the enhanced security measures implemented in the after- 
math of the attempted Christmas Day bomber attack. 

As part of our efforts to screen passengers bound for the United 
States, CBP is a consumer of the U.S. Government’s Consolidated 
Terrorist Watchlist, which we use to help keep potential terrorists 
off flights bound for the United States and to identify travelers 
that require additional screening. Travelers bound to the United 
States are required to either have a visa issued by the Department 
of State, or if traveling under the Visa Waiver Program, an elec- 
tronic travel authorization issued through the Electronic System 
for Travel Authorization (ESTA) system. ESTA is a web-based sys- 
tem to which individuals must apply for travel authorization prior 
to traveling to the United States. It enables CBP to conduct en- 
hanced screening of Visa Waiver Program Country applicants in 
advance of travel to the United States in order to assess whether 
they could pose a risk to our country. 

When a traveler purchases a ticket for travel to the United 
States, a Passenger Name Record (PNR) may be generated in the 
airline’s reservation system. PNR data contains various elements, 
including itinerary, co-travelers, changes to the reservation, and 
may include payment information and type of payment informa- 
tion. CBP receives PNR data from the airlines at various intervals 
beginning 72 hours prior to departure and concluding at the sched- 
uled departure time. CBP officers utilize what we call the Auto- 
mated Targeting System for Passengers to evaluate the PNR data 
against targeting rules. It is important to note that PNR data re- 
ceived by airlines differs and may be incomplete and is incon- 
sistent. 

On the day of departure, when an individual checks in for their 
intended flight, the basic biographic information from the individ- 
ual’s passport is collected by the air carrier and submitted to CBP’s 
Advanced Passenger Information System (APIS). APIS data is far 
more complete than PNR data. DHS then screens APIS information 
on international flights to or from the United States against the 
TSDB, the watchlist, as well as against criminal history informa- 
tion, records of lost or stolen passports, and prior immigration or 
customs violations. 


^The prepared statement of Mr. Aguilar appears in the Appendix on page 328. 
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At nine airports in seven countries, CBP officers are stationed 
under the Immigration Advisory Program (lAP) that Senator Col- 
lins mentioned. Working with CBP’s National Targeting Center, 
lAP officers are provided information on certain passengers who 
may constitute security risks to our country. These officers can 
then make no-board recommendations to carriers and host govern- 
ments, but they do not have the authority to arrest, detain, or pre- 
vent passengers from boarding the planes themselves. 

While flights are en route to the United States, CBP continues 
to evaluate the APIS and PNR data submitted by the airlines. At 
this point, a further assessment on individuals’ admissibility into 
the United States is conducted and a determination is made as to 
whether an individual requires additional screening prior to admis- 
sion. 

Upon arrival in the United States, travelers present themselves 
to a CBP officer for inspection. Based on the information garnered 
during the in-flight analysis as well as the onsite CBP officer’s ob- 
servations, a determination is made as to whether the traveler 
should be referred for a secondary inspection or admitted to the 
United States. 

Since Christmas Day, CBP has undertaken a number of steps to 
enhance our current processes. CBP has expanded the information 
referred to our lAP officers to include any State Department 
records that contain any national security exclusion realms, some- 
thing that was not done in the case of December 25 . 

Chairman LlEBERMAN. Give us an explanation of that in plain 
language. In other words, what did not happen with Abdulmutallab 
which would happen now under the change? 

Mr. Aguilar. What did not happen back then. Senator, was that 
the information provided by the visa office that had information re- 
lated to what the father had provided 

Chairman LlEBERMAN. The father said, right. 

Mr. Aguilar [continuing]. Was not provided to our lAP officers. 
That kind of information, which is basically called a quasi-refusal, 
is now passed on to our lAP officers as a matter of everyday busi- 
ness. 

Chairman LlEBERMAN. Right away. 

Mr. Aguilar. Yes, sir. 

Chairman LlEBERMAN. What happened to it with Abdulmutallab? 
It went to the State Department? 

Mr. Aguilar. The State Department provided it by way of their 
CLASS system 

Chairman LlEBERMAN. Right. 

Mr. Aguilar [continuing]. Into our TECS system, but it never 
got to our lAP officer because he was not on the watchlist and 

Chairman LlEBERMAN. Tell us what lAP is. 

Mr. Aguilar. I am sorry, sir. That is the Immigration Advisory 
Program officer that was stationed in Amsterdam 

Chairman LlEBERMAN. So that is a foreign-based American 

Mr. Aguilar. Yes, sir. 

Chairman LlEBERMAN [continuing]. Federal Government em- 
ployee. 

Mr. Aguilar. A CBP officer stationed in Amsterdam. 
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Chairman LlEBERMAN. Right. So now, that information would go 
immediately to that person 

Mr. Aguilar. Yes. 

Chairman LlEBERMAN [continuing]. From the embassy? 

Mr. Aguilar. It goes from the embassy to our TECS system into 
what we refer to, our National Targeting Center, for aggregation, 
if you will, with all the other information that we have 

Chairman LlEBERMAN. Right. 

Mr. Aguilar [continuing]. And then that information in total is 
passed on to our officer stationed foreign. 

Chairman LlEBERMAN. Is there a filter applied — I am going to 
give you a little extra time. I apologize. Is there a filter applied at 
that point, in other words, standards as to whether it should be in- 
cluded? In this case, we all agree, I think, looking back, his father 
came in, a respected man. It should have gone right on the 
watchlist. But, I mean, it is possible somebody could have come in 
who said they did not know him very well, thought he was acting 
suspicious. What would happen? 

Mr. Aguilar. Given the same situation, any kind of derogatory 
information related to terrorism 

Chairman LlEBERMAN. Right. 

Mr. Aguilar [continuing]. That is captured by the Department 
of State abroad and now put into our system. That is a quasi-re- 
fusal that is now captured and provided to our officers. Yes, sir. 

Chairman LlEBERMAN. Good. Go ahead and finish your state- 
ment. I will give you extra time. 

Mr. Aguilar. On January 10, 2010, we also began additional 
pre-screening of passengers traveling from non-immigration Advi- 
sory Program locations. Officers assigned to our Regional Carrier 
Liaison Groups working with our National Targeting Center now 
make recommendations to foreign carriers to deny boarding to indi- 
viduals traveling to the United States who have been identified as 
being national security-related threats that are ineligible for 
inadmission or who are traveling on fraudulent or fraudulently-ob- 
tained documents. 

CBP has enhanced reviews of all incoming passenger manifests 
based on current threats and has increased pre- and post-primary 
operations. Through intelligence sharing agreements, CBP con- 
tinues to work with our counterparts in the United Kingdom, Can- 
ada, and Mexico, as well as CBP attaches and representatives 
around the world, to share information as necessary and appro- 
priate. 

While we addressed the circumstances behind the specific inci- 
dent, we must also recognize the evolving threats posed by terror- 
ists and take action to ensure that our defenses continue to evolve 
in order to defeat them. We live in a world of ever-changing risks 
and we must move as aggressively as possible both to find and fix 
security flaws and anticipate future vulnerabilities. 

Chairman Lieberman, Ranking Member Collins, and Members of 
the Committee, thank you for the opportunity and we look forward 
to any questions that you might have. 

Chairman LlEBERMAN. Thanks, Mr. Aguilar. 

We will start with 7-minute rounds of questions. 
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I appreciate the testimony and particularly the things that have 
heen changed since December 25 , 2009. One of the things that is 
in the process of review, and I will ask you in a moment what the 
deadlines are, is this question that Mr. Healy referred to directly 
and Mr. Travers referred to which is how do people get on the Ter- 
rorism Watch List and then how are the lists used? 

Let me say that as I heard you describing the kinds of informa- 
tion, Mr. Travers, that we might have about somebody being a ter- 
rorist or associated with terrorist activities, part of my reaction — 
you are right. The first two or three you mentioned were pretty 
clear-cut cases. When you got to the grayer areas, I would say that 
they were grayer if the question was whether you were going to ar- 
rest somebody or capture them in a war on terrorism context. But 
for me, they were not grayer if the question is whether they raise 
enough suspicion to be put on a Terrorism Watch List and subject 
that person to a secondary review, including a secondary screening 
of his or her body before letting them enter a plane. 

Do you understand what I am saying? I invite a reaction to you 
on that. 

Mr. Travers. Yes, sir, certainly, and that is part of the issue 
that I am sure Director Healy will talk about with respect to our 
evaluation of standards. The question for us, I think, eventually 
comes down to one of balance. If we provide every individual and 
alternative spelling and alternative name variant, and if they are 
pushed to the airlines for eventual secondary, given the way the 
mathematics works out, you are starting to look at the potential for 
millions and millions of names. At what level does that become too 
difficult for the airlines to handle? I think that is one of the issues 
that we are struggling with in the interagency group that is look- 
ing at this particular problem. 

Chairman LlEBERMAN. Yes. My own point of view is this. I un- 
derstand this can be inconvenient, at some point even burdensome 
for the airlines, but after all, we are looking at questions of na- 
tional security here, of homeland security. I mean, at some level, 
frankly, I say, too bad that the airline has to do that extra work 
to stop somebody from getting on a plane who might blow up the 
plane and kill everybody on it and a lot of people on the ground, 
as would have been the case if the bomb went off on the Detroit- 
bound plane on December 25. 

So it is not that there is not a concern, but I think, ultimately, 
in just the terms that Mr. Healy mentioned, the classic balance 
that we need are the weighing of security on the one hand and lib- 
erty or privacy, or in some sense convenience or business oper- 
ations, on the other. It seems to me in these cases, that the great 
weight has to be given to security. 

Mr. Travers. Yes, sir, and I would just make one last point. Cer- 
tainly, I believe the entire Federal Government is leaning very far 
forward on putting people on lists, and that has been a bit of a sea 
change since December 25. I have been doing this now for several 
years and I will say I am 100 percent certain I never had anybody 
tell me that the list was too small before Christmas. 

Chairman LlEBERMAN. Yes. 

Mr. Travers. It is getting bigger and it will get much bigger. 
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Chairman LiEBERMAN. Well, I appreciate that and I think that 
is the right way for it to go. 

Mr. Healy, one of the things that struck me after December 25 , 
and unfortunately, we all learn from that, is that there were these 
four levels of lists. TIDE was the largest, and if you were on the 
TIDE list, it did not subject you to any secondary screening or clos- 
er look if you try to get on a plane, which we are focusing on that 
for a moment. If you were on the TSDB, the Terrorist Screening 
Database, it seems apparently you were not — they are either sub- 
jected to screening, but if you got onto the Selectee List, it required 
a higher level of evidence, and then the No Ely List, of course, you 
just were not allowed to get on the plane automatically if you were 
one of those people. 

Picking up in a way from the exchange I just had with Mr. 
Travers, to me it seems, based on the weighing of the consequences 
of letting a terrorist on a plane as opposed to the inconvenience of 
stopping them, if only for a secondary screening — I wonder why we 
are not consolidating those lists. I mean, obviously, if there is so 
much evidence that somebody is on a No Ely List, then that is a 
separate question and that ought to be a separate list. But to my 
way of thinking, the next list ought to be a real broad one, includ- 
ing the TSDB, which is that there is any evidence of a connection 
with terrorism, we ought to at least protect everybody else by sub- 
jecting that person to a secondary screening. Do you agree or dis- 
agree? 

Mr. Healy. I would agree and respectfully disagree at the same 
time 

Chairman LiEBERMAN. Go ahead. 

Mr. Healy [continuing]. And let me explain. I was under the 
same position when I first got to the Terrorist Screening Center 
several years ago as a deputy. The challenge. Senator, is with the 
list and how we screen it. Right now, the limitation that we have 
is that the airline is screening. As Ms. Rossides talked about. Se- 
cure Elight is going to come onboard, and I think that is a discus- 
sion that we need to have between TSA, DHS, and the Terrorist 
Screening Center, about the advantages that you have with Secure 
Elight. 

Unfortunately, the limitation that we have with Secure Elight, 
with the Selectee List, and the No Ely List is we rely upon the air- 
lines to do the screening. As we all talk about, it is a balance be- 
tween civil liberties and protection of the American people. The 
problem is that when we share that list, we share it not only with 
the domestic carriers, but we also share it with the foreign carriers. 

Chairman LiEBERMAN. Right. 

Mr. Healy. If you share the entire list with the foreign carriers, 
you have the problem of the security of the list and individuals 
knowing that they are watchlisted. That is a tremendous security 
problem. So, again, it is the balancing act right now. Prior to Se- 
cure Elight, and again, I think we need the dialogue then, when 
Secure Elight is on board — and I believe that is going to be at the 
end of this year and we have been working very diligently with 
TSA on that — ^but right now, with the limitations that we have on 
the screening without Secure Elight, we give it to the airlines, and 
that includes foreign airlines 
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Chairman LiEBERMAN. OK. 

Mr. Healy [continuing]. And that includes potentially giving up 
the list to foreign carriers 

Chairman LiEBERMAN. All right. So what you are saying is you 
worry that if somebody is on a terrorism watchlist and they get 
subjected to secondary screening, then they know they are on a ter- 
rorism watchlist. Is that what you mean? 

Mr. Healy. No, sir. If they are on the No Fly List and a terrorist 
tries to get on a plane 

Chairman LiEBERMAN. Yes. 

Mr. Healy [continuing]. And he is not allowed on the plane, he 
clearly knows he is watchlisted. 

Chairman LiEBERMAN. Right. But you were talking about the pri- 
vacy of the list when they go to foreign carriers. I thought you 
meant that some of the people that were on the list might learn 
they are on the list and that would tip them off that they are being 
watched. 

Mr. Healy. Right now, TSA and the air carriers randomly screen 
people. 

Chairman LiEBERMAN. Right. 

Mr. Healy. The vast majority of people, like 78,000 that have ap- 
plied for redress, believe they are watchlisted. The vast majority of 
them, like 99.3 percent, are not. They are randomly screened. 

Chairman LiEBERMAN. Right. 

Mr. Healy. Just because you are subject to additional scrutiny 
does not mean that you are on the watchlist. 

Chairman LiEBERMAN. That is an important point. Right. You 
are not just screened because you are on the watchlist. 

Mr. Healy. That is correct. Senator. 

Chairman LiEBERMAN. Actually, that is a good cover for the 
watchlist. 

Mr. Healy. Right, and the issue is not the screening. The issue 
is that we are giving the complete list. I do not think it is prudent 
to give the complete list to the air carriers with the problem that 
it may be exposed to different countries, to foreign countries. That 
is the challenge. 

Chairman LiEBERMAN. But here is the other challenge, obviously, 
and I know we share this goal. If you do not give that list to a for- 
eign carrier, then it is possible somebody on that list who is a sus- 
pected terrorist will get on the plane. 

Mr. Healy. And that is the balance that you strike. That is why 
there is a particular criteria for Selectee, a particular criteria for 
No Fly, and because of the limitations with the list and who we 
have to share it with, that is the balance. 

I could give you an example of an individual who knew he was 
watchlisted, came into the country, and changed his identity be- 
cause he knew he was watchlisted. 

Chairman LiEBERMAN. Right. 

Mr. Healy. We only found out because we give the list to the Na- 
tional Crime Information Center (NCIC). The individual was ar- 
rested. His fingerprints were taken. It went to our Criminal Justice 
Information Services Division (CJIS), the FBI’s fingerprint depart- 
ment, and he was identified as one of the known or suspected ter- 
rorists. He knew he was watchlisted, actively changed his identity 
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because of that. And so that balance is that I would caution the 
Committee about giving away the entire list. That is going to cre- 
ate hazards and security issues for us, as well. 

Chairman LiEBERMAN. Yes. I hear you, but I still feel that the 
obligation we have to everybody else on the plane is to check any- 
body we have reason to suspect of being a terrorist because of the 
immediate threat of action on that plane. 

But my time is up. We will come back to that. Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

Mr. Healy, let me pick up where the Chairman left off. I under- 
stand that given how many people are listed on the TIDE list and 
the fact that the quality of information is not necessarily verified 
on this broadest of terrorist databases, that it is not practical or 
perhaps even fair to subject everyone who is on the TIDE list to 
secondary screening. However, there is a subset of the TIDE list 
that are foreign individuals who hold visas to come to the United 
States, and it seems to me that it is imminently fair to subject 
them to additional screening because as the Chairman indicates, 
traveling to our country is not a right, it is a privilege, and they 
have the means to do so because they have a visa. 

So in the wake of the December 25 attempted bombing, are you 
taking a look at that subset of the TIDE list for additional scru- 
tiny? 

Mr. Healy. In short. Senator Collins, yes. And in fact, that is 
part of the deliberation that this interagency group has discussed 
and is making a recommendation to the Administration about how 
to deal with now. 

Senator Collins. I also want to talk further about the standards 
that Mr. Travers referred to in his testimony. This is difficult, be- 
cause you do want to treat people fairly and also you do not want 
to create a system that is so burdensome and so immense that if 
you are trying to watch everybody, you miss people you should be 
watching, and I understand that. 

On the other hand, when I look at the minimum standards for 
getting listed on the various watchlists, they trouble me because 
they clearly exclude Abdulmutallab. You followed the standards. 
And indeed, the information in the cable from Nigeria from our em- 
bassy did not meet the minimum standards. There is an imple- 
menting instruction that actually says that those who only asso- 
ciate with known or suspected terrorists but have done nothing to 
support terrorism are ineligible for the No Fly List or the Selectee 
List. So it is easy to see why he did not make the list. He was asso- 
ciating with known terrorists, but you could not pinpoint a specific 
action. 

That troubles me, though, that that is the standard. So I would 
like to ask you, Mr. Healy, and you, Mr. Travers, I know you are 
looking at that standard, but in your judgment, is that standard 
too high for listing someone. Does it exclude people who should be 
on the Selectee List? 

Mr. Healy. Again, Senator Collins, some of the lessons learned 
because of the Christmas Day event, we take into consideration, 
some of the things that you have already mentioned, such as giving 
credibility to a source and allowing the individual that is inter- 
viewing that source to be able to identify credibility. We are taking 
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a look at the single-source reporting and adding things to it like 
if you have a respected memher of the community, a father talking 
about his son, that is something that we should take into consider- 
ation. 

And so, yes, ma’am, all of those issues that we identified as 
points of learning and lessons learned from the event were taken 
into consideration and coming up with recommendations again to 
the Administration about not necessarily how to change the stand- 
ard. The reasonable suspicion standard is reasonably low, and es- 
sentially if you have credible information and reportable intel- 
ligence that this individual is associated with terrorism, they are 
going to go on the watchlist. But how we implement it and some 
of the restrictions that we had specifically about single-source re- 
porting, labels, things like that, we are looking at and making rec- 
ommendations. 

And candidly, we have been working very hard at that. We have 
been meeting two, sometimes three times a week and we have very 
short deadlines and I think we are going to have a product within 
the next couple weeks, if not the end of the month, or the next 
month. 

Senator Collins. Mr. Travers, should an individual who is 
known to associate with known terrorists be on at least the Se- 
lectee List for additional screening? 

Mr. Travers. I do not know that I have a solid answer for you. 
I would associate myself with Director Healy’s comments, that we 
are looking to add flexibility into the system so that we can deal 
with single-source reporting and individuals who might not fall 
within the black letter description you had there. 

We have asked the collectors, what does this mean? What would 
this mean for you if you were being tasked to provide into the sys- 
tem nominations on individuals who are just described as associ- 
ating with a terrorist, and we do not have an answer to that. 

I have been an analyst in the community now for 30 years. My 
guess is that is going to be a very large number, and I would come 
back to the comment you made to open the conversation, which 
was you do not want to have so many people on this list that you 
stop looking at important ones because you are looking at those 
that are really way down in the noise. But in general, we are en- 
hancing the level of flexibility that any individual has to put some- 
body on the list, and that is a good thing. 

Senator Collins. One of the issues that really troubles me is a 
conversation that I had with a member of the intelligence commu- 
nity who said, you do not understand. We get reports all the time 
from disgruntled relatives. And I am sure that is true. But in this 
case, it is a highly respected member of the community whom Nige- 
rian officials have vouched for and referred to our embassy officials, 
and that is very different and we have to be able to weigh credi- 
bility. 

I want to quickly, Mr. Travers, ask you one more question in this 
round. You mentioned in your testimony, and I have heard this be- 
fore, that thousands of analysts, everyone in the intelligence com- 
munity who is an analyst, had access to those two critical data 
pieces about Abdulmutallab. But there is a big difference between 
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everybody having access to this huge database versus the individ- 
uals who are tasked with connecting the dots. 

So I would like to get a better sense so I can understand this. 
I do not think it is a good answer to say, well, thousands of people 
could have found this information, because that is not the job of 
thousands of people. Whose job — I do not mean specific names — 
was it to connect those data pieces? 

Mr. Travers. It is a very complicated question, so you are going 
to have to indulge me for a second. My only point during my open- 
ing statement was that I do think this highlights that information 
sharing, while very important, is not sufficient. The information 
was shared and people did not connect the dots. 

Now, clearly, the function of NCTC and the Terrorist Identities 
Group and my people in particular who support the watchlisting 
function, in a perfect world, when we set up the TIDE list and the 
Homeland Security Presidential Directive (HSPD-6) implementa- 
tion back several years ago, I envisioned that we would build dos- 
siers on people and that if Russ Travers was an international ter- 
rorist, that my people would go out and they would go through all 
the databases and they will continually update that database and 
ensure that Russ Travers’s record was as complete as it possibly 
could be. 

Three years ago now, we came to the conclusion that because of 
the growth in the data coming into NCTC, indeed, the community, 
because the collectors were surging, we were getting these thou- 
sands and thousands of reports a day, that we were not even close 
to being resourced adequately to be able to research Russ Travers 
in depth, and that is the Umar Farouk problem, the personal name 
that existed out in the ether that did not get linked with the Abuja 
cable. 

So we made a decision. It was a risk decision, and as a result, 
we focused far more on populating information into TIDE that was 
being pushed to us, quality controlling it and not being able to do 
in-depth analysis, ^^at that meant in practice was that the young 
analyst that received the Abuja cable with the nomination on No- 
vember 20 did her dutiful search. She searched Umar Farouk 
Abdulmutallab and got exactly zero hits because that name did not 
exist anyplace else in the intelligence community traffic. So, what 
do we do? 

Two responses at NCTC. Conceptually, what we are trying to do 
is lower the bar. So again, you have this sea of dots. A lot of them 
are not exploited. We believe NCTC’s role is to do that. How do you 
deal with those 10,000 names that are out there, those 10,000 ca- 
bles? And NCTC has taken two approaches, one within my group 
and one within our analytic element. 

Within my group, what we are doing is building, per the Presi- 
dent’s direction, an effort that will do directed sort of enhancement 
of records, so that we are building the proposal that will have ana- 
lysts that will do nothing but that. When Umar Farouk’s name 
comes in, whether or not the standard changes in any dramatic 
way, you have somebody who is below the noise level. They will be 
focused on going out and searching across all of the databases to 
see if we as a government know something more about Umar Fa- 
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rouk Abdulmutallab that can get him pushed to Director Healy’s 
watchlists. 

The other function that we are doing with respect to “dot con- 
necting” is building something called pursuit teams, and those exist 
within our analytic element, currently about 40 people drawn from 
the community as well as NCTC, and they have kind of a quasi- 
targeting function in that they are not producers of intelligence, is 
what NCTC generally does, but instead, they are taking straws in 
the wind. This is something that is kind of interesting, Nigerians 
going to Yemen, or an interesting phone number, or something. 

And they are digging down into that noise level, that sea of data, 
and they are following through on that to completion. Completion 
may be they nominate him for a watchlist. Completion may be that 
the Bureau opens a case on them or something. This is an experi- 
ment, but it is born of the belief that there is so much information 
out there that somehow we need people that are going to go down 
and focus in on that information that is below that which is readily 
identifiable as terrorism. 

So those are the approaches that we are taking. 

Senator Collins. Thank you. 

Chairman LiEBERMAN. Thanks, Senator Collins. Senator Brown. 

Senator Brown. Thank you, Mr. Chairman. 

As I mentioned earlier, and thank you once again for allowing 
me to make a brief statement, this is something I think about 
every day, and especially since we had that issue around Christ- 
mas-time. I have often wondered, is it a resourcing problem? Is it 
a tools and resources problem? Do you need more of both to expand 
the type of coverage we need to help? Is there something that we 
are missing that we can provide to the various agencies in terms 
of tools and resources? Let us start with that question, if we could, 
to anyone who feels it is appropriate to answer. I am looking at all 
the agencies. 

Mr. Travers. I think it is a whole series of issues. As I men- 
tioned to Senator Collins, there is partly a resource issue. If you 
want to start exploiting more and more of that noise level, the in- 
formation that just is way below the surface, then there is a re- 
source issue to it. 

There is a limitation of the names-based system, so all of us are 
moving towards biometrics as quickly as we can because that is 
part of the answer. 

There are some technical issues, for sure. Those technical issues 
merge with policy and privacy issues in a hurry, in that I men- 
tioned the 30 networks that we have coming into NCTC. You can 
not just commingle that data. Why? Because you have tremendous 
amounts of U.S. persons data in some of those networks. And so 
this gets into a very difficult area for us in terms of the bleeding 
over of foreign and domestic, and those are some of the issues that 
Mike Leiter is looking particularly hard at. 

And that gets to the issue of kind of Google-like searches. As I 
mentioned, we can do Google-like searches across some of the for- 
eign networks, but you can not do a search that goes out against 
the FBI stuff or a search that goes out against the CIA material 
and pull things back. And so those technical limitations are born 
of privacy, policy, and security issues. 
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Mr. Healy. If I may add, the challenge is also, as Mr. Travers 
pointed out, trying to identify these terrorists. There is no Driver’s 
License Bureau where bin Laden goes to and says, “I need my ter- 
rorist card.” These individuals are identified by fragments of infor- 
mation. They are identified by overheard conversations. They are 
identified by a source saying, this guy is involved in it. So it is not 
a black-and-white system. It is a system that we continue to search 
and try to identify these nuggets of information so these individ- 
uals are watchlisted. It is a balancing act between civil liberties 
and the protection of the American people. 

So it is a challenge, and because of the name-based system, it is 
always going to be a challenge. In some cases, on the No Fly List, 
you need name and date of birth. The reason for that is because 
that is how we identify people. So it is a challenge just with the 
whole process and trying to identify these individuals. 

Every day, I talk to my staff and tell them, if you make one mis- 
take, people could die, and all we have to do is make one mistake. 
We have to be right every single time, and all the terrorist has to 
do is be right one time. So it is always going to be a challenge. Re- 
sources are always a challenge 

Senator Brown. I guess what I am trying to ask is, obviously, 
we are dealing in budgetary issues coming up. The safety and secu- 
rity of anyone traveling in the United States is one of my top prior- 
ities. It would be helpful to me to know in real numbers and in real 
needs, what do you need to do your job? Are we missing something? 
Do we need to do more in one area or less in another? Do we need 
to shift? I mean, fact versus fiction. What do you need to do the 
job the best you possibly can? 

That is one of my main concerns. So if there is anything, maybe 
offline I can meet with somebody to let me know what that is, be- 
cause we are formulating those priorities and I want to make sure 
that we can keep people who are traveling in our country safe. So 
thank you for those answers. 

I just had one other question. If there is somebody who is actu- 
ally on the various lists and they are — in fact, I get a lot of these 
calls, even when I was a State Senator. How do they get off of it? 
If they clearly do not have any terrorist ties, it is just by some sim- 
ilarities of names. Is there a process or somewhere where you can 
direct me where I can direct these people to get off that list? 

Mr. Healy. There actually is, and we work with DHS. Did you 
want to go over that? 

Ms. Rossides. Yes, sir. DHS has a redress process where persons 
who think that they are on either the No Fly or Selectee List can 
apply. It is an online process. And we work with the TSC to make 
sure that the individual is actually cleared. They then get a letter 
saying that they are cleared. They get a redress number so that 
when they book travel in the future, they can actually reference 
that redress number, and it should automatically clear them so 
they do not have a continuing problem. 

Senator Brown. Where do I direct them? 

Ms. Rossides. You could direct them to the TSA Web site where 
there is a link there for the application to apply for redress. 

Senator Brown. Thank you. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thanks, Senator Brown 
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I appreciate Senator Brown’s question. These questions do come 
up and it does seem to me, though there clearly is a problem of 
false positives, such as the case with an Arab name where there 
are a lot of similar names in the phone book, or the cases we have 
heard about here where Grandma gets stopped because she has a 
similar name, or the young boy who was stopped a few times, but 
that can not be an excuse for limiting the names on the watchlist 
because there is some reason to put somebody else with that same 
name on the watchlist and they belong there. 

And so I think the redress process you have set up is a good one. 
I do not know what latitude you can give your TSA people at the 
site, GBP at the site, or airlines at the site of entry. I guess any- 
time you have any latitude, it is a problem. But it just seems to 
me if you have a 7, 8, or 9-year-old boy and he has the same name 
as somebody on the list, it is pretty obvious that he is not the one 
and he ought not to be stopped from getting on the plane. 

Ms. Rossides. Exactly, Senator. In fact, what will happen is — 
particularly when a child shows up at the ticket counter — there is 
an actual call made between the carrier and TSA to immediately 
rectify that problem. 

Chairman LlEBERMAN. That is very good. 

Ms. Rossides. We try to do it in real time, as well, so that we 
can clear up those kind of situations. 

Chairman LlEBERMAN. So that case would not happen again. 

Ms. Rossides. It does not happen that frequently, sir. 

Chairman LlEBERMAN. Yes. So it has become an urban myth. It 
keeps being cited. Thank you. 

Senator Carper, we have welcomed in absentia for the moment 
Senator Kaufman and commented on the disproportionate rep- 
resentation that the State of Delaware now has on this Committee. 

Senator Carper. Our Congressman wants to be on it, too, prob- 
ably. [Laughter.] 

That is a story for another day. 

Chairman LlEBERMAN. All right. Thank you. 

OPENING STATEMENT OF SENATOR CARPER 

Senator Carper. So does our County Executive from Northern 
Delaware. 

But we welcome Senator Kaufman. I just came from a meeting 
with him and a bunch of folks from our State. I am sure he will 
get here if he can. 

I want to certainly welcome Senator Brown. I am delighted you 
are with us and we are going to take one of those congressional del- 
egations (CODELs) and go to Afghanistan and Pakistan next 
month. Sometimes our staffs go on staff delegations (STAFEDELs) 
and we have had a couple of them who went over from our staff, 
I think Senator Lieberman’s and Senator Voinovich’s staffs also, 
among other places they visited were Yemen and Saudi Arabia and 
they spent a little bit of time in Holland and in Germany. 

I will not get into Saudi Arabia and Yemen, but one of the things 
that they heard about in Holland, especially with respect to the 
Amsterdam airport, was the kind of behavior assessment or 
profiling that takes place at some of those airports. The Israelis 
are, I think, especially noted for these techniques. 
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But I am told that you have airport security officials who try to 
identify and prevent bad guys from getting on airplanes and caus- 
ing trouble. They do it, in part, by observing the passengers, I 
think before they get to the gate, maybe after they leave the gate. 
I understand that the airports position well-trained personnel at 
various points before and after ticket counters to ask questions po- 
litely, to scrutinize facial expressions, to check out body language 
and speech pattern. 

I do not know if this is a good idea or not. The Israelis think it 
is and some other countries do, as well. But I would just be inter- 
ested in hearing the thoughts of our witnesses today on this type 
of screening and to ask if you think there is something that we can 
learn from what some of these other countries are doing. 

Ms. Rossides. Yes, Senator. Actually, TSA has worked with the 
Israelis and other countries, and we do have a Behavior Detection 
Program in TSA that we have deployed across U.S. airports. We 
have several hundred officers that are trained as Behavior Detec- 
tion Officers, and they actually look for the behavior anomalies 
that you describe. 

Senator Carper. Could you be more specific? I do not want you 
to talk out of school, but could you give us some idea of what you 
are looking for? 

Ms. Rossides. Most of it is sensitive security information that I 
could not give you and 

Senator Carper. I understand. 

Ms. Rossides [continuing]. We would be happy to provide you a 
briefing in a closed session. 

Senator Carper. OK. 

Ms. Rossides. They do look for anomalous behaviors that should 
not be displayed by the everyday traveler. When they do that, they 
will respectfully approach the passenger, engage them in some sim- 
ple conversation. Depending upon what they glean from that dis- 
cussion, they may actually refer them for secondary screening in 
the checkpoints. We have several hundred of these across most of 
the largest airports here in the United States. 

I also would say that some of what we are continuing to learn 
is really sharing best practices from our counterparts like the 
Israelis. This really is a global effort, and particularly in the after- 
math of December 25’s event, what we have seen is the willingness 
of our global partners to actually come to us and the Israelis to 
learn about our Behavior Detection Program and also to learn 
about the technology that we are now deploying across U.S. air- 
ports. And I am happy to say that since December 25, we have had 
at least eight, if not closer now to a dozen, countries that are going 
to be deploying this advanced technology at U.S. -bound gates and 
terminals. 

So there is quite a bit of information sharing and best practices 
that we are doing. 

Senator Carper. Good. Do any other witnesses want to comment 
on this, please? 

Mr. Aguilar. I would just add. Senator, that with Customs and 
Border Protection, both foreign and domestic, at locations where we 
are foreign deployed, the same type of training is given. It may 
vary a little bit, but the same type of basic training is given to the 
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officers in order to detect that anomalous reactions, if you will, to 
being confronted by officers. 

Senator Carper. Thank you. 

Dr. Stephen Flynn, of the Center for National Policy, who is, I 
think, fairly well known and a respected homeland security expert, 
recently met with my staff and with me. He said something that 
hit home regarding aviation security. He said basically, and I am 
going to quote him, “In searching for that needle,” like a needle in 
a haystack, “we need to take some hay off the stack and ensure 
that the screeners be logical in their approach.” 

And this may follow up on something that Senator Brown was 
saying, but I asked him to explain what he meant. He is essentially 
saying that, for example, if you see a great-grandmother and a 6- 
year-old child, you might want to place a little less scrutiny on 
them than someone else who is maybe younger or maybe older and 
someone who might realistically pose more of a threat. 

Ms. Rossides, if you would please just comment on what Dr. 
Flynn said. 

Ms. Rossides. Yes. 

Senator Carper. And let us know if the screeners are trained to 
adapt their techniques based on the age of the passenger. 

Ms. Rossides. Well, sir, the challenge that we have is balancing 
the requirement to screen all passengers and to actually focus our 
officers’ attention on the right passengers per se as you describe. 

I will tell you, based on the intelligence that I see every day, that 
I would not sit here and say that there would never be an elderly 
person that could be used to be a carrier of a bomb on an airplane. 
I have seen around the world people used for this purpose who are 
in wheelchairs. I have seen them use young people. And that is our 
challenge. 

But what we have designed here in the United States and what 
our global partners are doing with us is a multi-layered approach 
so that we really do, through our Behavior Detection Program, 
through our use of advanced technologies, through what we are 
doing randomly with Explosives Trace Detection Technology, look 
at passengers maybe a second time or give some random unpredict- 
ability to the system. We are not always predictable, and you can 
not always guarantee that somebody of an age type or certain char- 
acteristic will or will not be screened. 

But it is a challenge, and we will modify what we do, and some- 
times TSA does get criticized, as to why are we focusing on toys 
or something. I will tell you, what we do is based on the intel- 
ligence that we are getting. 

Senator Carper. Would it be appropriate to share with us and 
the broader public, just some examples of things that you have 
found? Were there toys and things that are in wheelchairs? But is 
there something you can share with us? I heard on National Public 
Radio (NPR), I do not know if it was NPR, but I was driving to 
the train station last week and they were reporting outrage. A 
young child, maybe a 2-year-old child, maybe handicapped, the fa- 
ther was a policeman and was scrutinized. Can you give us some 
examples of why it is actually important that we do that scrutiny? 

Ms. Rossides. Yes, sir. Every day, I will tell you that we see 
things coming through checkpoints in the United States that are 
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amazing, that people are trying to secrete on their persons, in 
wheelchairs, and in canes. People will conceal long knives or 
swords in canes. At least a couple of times a year, particularly 
around the holidays, we find guns in teddy bears. We find compo- 
nent parts in children’s toys. It is amazing what we see. We actu- 
ally do put out on our Web site information that will identify 
things that we are looking for and why, explaining at least why we 
have to take a closer look at some of these things. The officers get 
information on a daily basis in their shift briefings about those 
kinds of very common items that we are actually seeing people con- 
ceal things in, trying to get on board the aircraft. 

One of the things that we see as our responsibility, particularly 
this year as we are rolling out this advanced imaging technology, 
is our very significant responsibility to educate the traveling public 
about the benefits of this technology, about their options to go 
through this technology or not, and really to understand why this 
is an increased detection capability for us that will actually ensure 
their greater safety. 

We do try to inform the public when we can on things that we 
are seeing and why things are subject to the screening as they are. 

Senator Carper. All right. That was very helpful. Thank you 
very much. 

Thanks, Mr. Chairman. 

Chairman LlEBERMAN. Thank you. Senator Carper. 

That was helpful. I will bet the traveling public will be encour- 
aged to hear about the behavior identification work that is being 
done without apparent knowledge. It is important. 

The other thing I do want to say, and Mr. Travers referred to 
this briefly in another regard, that the more we move to a biomet- 
ric system of identification, obviously, the problem of false positives 
is reduced or eliminated totally, and that is another reason to try 
to do that as quickly as we can. 

Mr. Healy, I want to clarify. Did I hear you say that you thought 
the process of review of the standards for inclusion in the use — ter- 
rorism watchlists and the use of the watchlists that is being carried 
out pursuant to President Obama’s directive post-Christmas Day 
bomber, that you thought it would result in recommendations by 
the end of this month, or were you referring to something else 
then? 

Mr. Healy. No, sir. I do not want to cut the group off — but we 
have been working very hard and I think we are wrapping it up 
right now. We have some very tight deadlines, much tighter than 
I would have expected, but the team is working very diligently and 
I expect to have some recommendations very soon. 

Chairman LlEBERMAN. So this is an interagency process. Are you 
chairing that as the head of the TSC? 

Mr. Healy. Yes. I would say it is a joint between myself, Mr. 
Travers, and the White House, going through the issues that were 
raised and specific issues of the threat issues that we have. 

Chairman LlEBERMAN. Right. 

Mr. Healy. We have representatives from everyone here that 
participates in that, as well. 
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Chairman LlEBERMAN. So will you make a recommendation to 
Homeland Security Advisor John Brennan or the President, or will 
you actually adopt a change yourself? 

Mr. Healy. We are actually making a series of recommendations 
to the Deputies’ Committee that Mr. Brennan chairs 

Chairman LlEBERMAN. Right. 

Mr. Healy [continuing]. That will be obviously forwarded up to 
the White House. We have had a couple of sessions with the Depu- 
ties’ meetings, just basically giving them an indication of where we 
are at, some interim issues that we have identified, and gotten 
some very specific guidance about how to proceed. So that process 
is ongoing and continue to mature. 

Chairman LlEBERMAN. Well, we look forward to the results of 
that. I appreciate your work on it. 

But Mr. Travers, I just want to clarify something in that regard. 
Director Leiter, when he was before the Committee last time, I am 
pretty sure said that the No Fly List, that is the top category, was 
expanded in the aftermath of the Christmas Day bombing attempt. 
Can you describe for us, generally speaking, what has changed? 

Mr. Travers. I will actually defer to Director Healy. There have, 
indeed, been significant numbers of people added to the No Fly 
List, and since Mike Leiter was here, far more. 

Chairman LlEBERMAN. Yes. OK. Mr. Healy. 

Mr. Healy. Right. Just so we are clear, the criteria for No Fly- 
Selectee has not changed. 

Chairman LlEBERMAN. Right. 

Mr. Healy. What has happened that I think Mr. Leiter was re- 
ferring to is based on the intelligence as a result of that, we were 
directed to move a number of people on Selectee and No Fly, very 
similar. Senator Collins, to what your concerns were. As a result 
of that 

Chairman LlEBERMAN. In other words, to move them from Se- 
lectee to No Fly, or from 

Mr. Healy. Move them from TIDE into TSDB, TSDB into Se- 
lectee, Selectee into No Fly 

Chairman LlEBERMAN. So it was all up the chain of the list. 

Mr. Healy. And it was not just ticks. It was, if you identify this 
particular 

Chairman LlEBERMAN. What is a tick? 

Mr. Healy. Stages. You did not go into the TSDB and then move 
to Selectee. Based on the threat reporting, individuals were moved 
onto No Fly. Based on the reporting, individuals were moved into 
Selectee. Based on the reporting, individuals were moved from 
TIDE 

Chairman LlEBERMAN. So there was new reporting, or was it 
that you went back and took a second look without changing the 
standards? 

Mr. Healy. It was a culmination of the threat that we had and 
the intelligence, and as a result of that, we were directed by the 
White House to move a number of people, and the process right 
now in that movement is a deeper dive on all those individuals that 
the agency and the FBI are participating on to determine if there 
is any additional information, and that process is ongoing. 
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Chairman LlEBERMAN. Right. But the other process that you are 
working on that we talked about a moment ago, that you will re- 
port to Mr. Brennan and the Deputies’ Committee at the White 
House, is standards for inclusion on the various lists 

Mr. Healy. Yes, sir. 

Chairman LlEBERMAN [continuing]. And the way in which those 
lists are used. 

Mr. Healy. Yes, and to address issues that Senator Collins 
pointed out, that if you have a single source reporting 

Chairman LlEBERMAN. Right. 

Mr. Healy [continuing]. Should you allow that individual that is 
talking to that potential source to be able to judge his credibility. 

Chairman LlEBERMAN. OK. 

Mr. Healy. Issues like that have been raised up and are being 
forwarded. 

Chairman LlEBERMAN. Let me ask, I guess primarily Mr. Healy 
or Mr. Travers, for some clarity on these technological questions, 
because I was surprised in your opening statement. I do not think 
it was an absolute statement, Mr. Travers, when you kind of indi- 
cated that the Google-like searches that Senator Collins and I re- 
ferred to cannot be done by the National Counterterrorism Center. 
In other words, we are accustomed to this remarkable ability to 
search an enormous number of databases quickly and have the in- 
formation come up through a search process like Google. 

My impression from Mr. Leiter when he testified here is that 
now, your analysts at the National Counterterrorism Center can- 
not — and let us simplify this. Let us just take the name Umar Fa- 
rouk Abdulmutallab. They can not search that across all the data- 
bases like that. They have to sort of dig down into each database. 
Am I correct? 

Mr. Travers. Yes, sir. As I mentioned, there are 30 or so net- 
works that come into NCTC. We clearly cannot do a Google-like 
search across all 30 of those networks for some of the policy-privacy 
reasons I suggested. My analysts within the Terrorist Identities 
Group can do a Google-like search that will take them out to the 
terrorist message traffic that will come in from many of the organi- 
zations that will go into a data repository. They can search across 
that. And with TIDE, actually what they find is the same problem 
you have if you do a Google search at home. You may get so many 
reports back 

Chairman LlEBERMAN. Yes. 

Mr. Travers [continuing]. That you get thousands, and that does 
not help you very much, either. There is no question that an ana- 
lyst could have after-the-fact fashioned a query that would have 
been very precise and you would have gotten the limited reporting 
that exists on Umar Farouk. The challenge is knowing what you 
are searching for. 

Chairman LlEBERMAN. I understand all those problems and I ac- 
cept their reality, but when you answered the question just now, 
you referred again to the privacy concerns about searching all the 
databases at once. But do we have the technological capability at 
the National Counterterrorism Center to quickly search all the 30 
networks of information you have coming in? 
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Mr. Travers. The technological capabilities flow from the policy 
enablers and there are some unanswered questions on both the 
operational side as well as the privacy side that limit our ability 
to implement a technological solution. I think if our chief informa- 
tion officer (CIO) was here, she would tell you that the technical 
issues are not the long pole in the tent. 

Chairman LlEBERMAN. Well, that is sort of both encouraging and 
discouraging, I must say, because I do not want to diminish privacy 
concerns, but to me, they must be secondary to the quest — just as 
you said, one mistake and people get killed. One time a terrorist 
breaks through the networks and that is all they have to do, one 
time and they are successful. 

The reason it is encouraging, I thought it was that we did not 
have the right equipment, the right information technology, but in 
a way you are saying to me now, if I hear you correctly, that it is 
really more a question of the standards that we have that stop 
your analysts from searching all the networks at once. 

Mr. Travers. Yes. Our CIO Office for a number of years now has 
been looking forward to how do you build a data layer that will 
allow you to do searches that will get you to all of the data. 

Chairman LlEBERMAN. Yes. 

Mr. Travers. I mean, if you carry this to its logical extreme, peo- 
ple begin to think you are talking about Total Information Aware- 
ness (TIA), and Admiral Poindexter and so forth. Well, clearly, that 
is not the direction you want to go. However, you do want to get 
to the point where you can search across all data that might have 
a terrorism nexus. Some of that data may be DHS data. It may 
have asylum seekers, refugees, and U.S. persons in it. Where is the 
right balance? And those are some unanswered questions. 

Chairman LlEBERMAN. My time is up. I must say, and I think the 
whole Admiral Poindexter brouhaha ended up sending some wrong 
messages, because I thought — it may have been because of his per- 
sonal background, too — he was asking reasonable questions. They 
may not have been perfect questions, but he was trying to push the 
technology to make it maximally helpful to us in our quest to stop 
people from 

Mr. Travers. Yes, sir. 

Chairman LlEBERMAN [continuing]. Doing us damage. 

Mr. Travers. We would agree that there is no question that a 
human being is not going to be able to go through all that data. 

Chairman LlEBERMAN. Yes, exactly. 

Mr. Travers. You have to use technology. 

Chairman LlEBERMAN. Yes. Thank you. Senator Collins. 

Senator Collins. Mr. Chairman, I am going to yield to Senator 
Brown first because he has a scheduling conflict. 

Senator Brown. Thank you. Senator, and Mr. Chairman, I ap- 
preciate it. 

I just had one quick question, probably to Mr. Healy. When you 
are making that recommendation to the President, I am not sure 
if this is the appropriate vehicle to do just that, but do you rec- 
ommend how the people who are actually caught trying to hurt us, 
such as the Christmas Day bomber, should be treated in terms of 
prosecution or interrogation? Will there be that type of rec- 
ommendation within what you are doing? 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00118 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



Ill 


Mr. Healy. No, sir. I was specifically asked to take a look at the 
watchlisting standards and No Fly, the Selectee, how that par- 
ticular process worked, and that is where I am focusing it. With re- 
gard to what you just asked, no, that is heyond 

Senator Brown. Who will he responsible for making those rec- 
ommendations to the Administration? 

Mr. Healy. I am not sure, sir. I would defer that question and 
I would like to get back to you, if I could. 

Senator Brown. If you could, that would be great. 

Senator I appreciate you deferring, and thank you, Mr. Chair- 
man. 

Senator Collins. Thank you. 

Ms. Rossides, I think you preformed a very important service 
today by reminding us that we cannot have profiles in our mind 
of what a terrorist looks like and that a terrorist can use a young 
child or an elderly person in a wheelchair. We should all be re- 
minded of that by the story that broke in the news today, where 
a blonde, green-eyed woman from Pennsylvania turns out to be 
suspected of terrorist acts. So I think that is a very good reminder 
to all of us. 

I recently was returning from Zurich and had to go through a 
full pat-down and I thought, what a waste. I have shown my ID. 
It is clear who I am. Why am I having to go through this? But the 
fact is, that random quality of selecting people is important, and 
I think you have given us a good reminder of that today. 

I want to give you a chance today to respond to concerns that 
have been raised by various outside groups — I think one is the 
Electronic Privacy Information Center — about the full-body scans. 
I would like you to address not just the privacy concerns that have 
been raised, but also the health concerns. I happen to know that 
TSA looked at the health concerns and did an analysis of the expo- 
sure to the radio waves, but I do not think the public at large 
knows that. So if you could comment on both of those issues. 

Ms. Rossides. Yes, Senator. First, with respect to the privacy, 
from the very beginning when we started to test this new tech- 
nology, we filed a Privacy Impact Assessment, and we held a lot 
of meetings with privacy groups and various interest groups in our 
wide net of stakeholders. We have gone to the point where, today, 
where we have this technology deployed, there is a clear separation 
between the Transportation Security Officer (TSO) or the officer 
who is facilitating the passenger going through that technology and 
the actual officer who is seeing the actual image of that passenger. 
The two officers never overstep so that the officer that is with the 
passenger never sees the image of the passenger in the technology 
and the officer that is viewing that image is located in a remote 
viewing room. 

The standards for the officers who are viewing those images is 
very high. They are not permitted to bring cellphones into the 
viewing area. They are not permitted to take a picture. And most 
importantly, the technology is set up such that the operator cannot 
store that image, they cannot copy it, they cannot transmit it elec- 
tronically to another work station. So we have taken a lot of meas- 
ures from a privacy standpoint to protect the traveling public. 
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In addition, the passengers are advised that it is optional. If they 
do not want to go through this technology, they can have alter- 
native means of screening. 

The health and safety aspects of it were also very important to 
us from two standpoints — first, from the traveling public’s stand- 
point for every passenger, as well as for our officers who would be 
near that equipment all day long. We had a number of Federal 
agencies, including the Food and Ilrug Administration, and the Na- 
tional Institute of Standards and Technology (NIST), look at the 
standards that the manufacturer certifies to in terms of health and 
safety. We also asked Johns Hopkins University’s Applied Physics 
Lab to take an independent look at the technology and give us 
their independent assessment of its safety. 

And in essence, for the two different types of technology, the ex- 
posure is equivalent to less than 2 minutes of air time in an air- 
plane at full altitude or less than 10,000 times your radiation or 
your exposure when you are on your cell phone. So it is very mini- 
mal. You would have to fly, I believe the standard is, 15,000 times 
a year to be exposed to anything that would reach the very base- 
line of a question in terms of the health and safety standards. 

Senator Collins. Thank you. That is very helpful testimony for 
us to have. 

Mr. Aguilar, I want to first tell you and thank you for the ex- 
traordinary service we have had from a detailee. Matt Hanna, from 
your agency. He has really added to our knowledge of CBP and we 
appreciate it. 

I want to talk to you about the screening computer program that 
is known as the Automated Targeting System. This is intended to 
identify travelers for additional screening even if they are not on 
the terrorist watchlist. So again, it is part of this layered approach 
to security. 

Now, following the Christmas Day attempted attack, DHS start- 
ed requiring passengers who are citizens of or traveling from one 
of 14 countries to undergo additional physical screening before 
boarding a flight to the United States. What worries me about that 
approach is it seems to me to not really be risk-based and to en- 
courage terrorists to travel through other countries or use citizens 
of countries that are not on the 14-country list. 

I can understand why we would want to put Yemen, for example, 
on that list, and that may make sense. But it seems to me that we 
know that terrorists are smart. They are adapting constantly. And 
when we advertise that these 14 countries are going to be subjected 
to additional screening, we just encourage them to go around that. 

Why instead would not we make increased use of the Automated 
Targeting System to identify high-risk travelers rather than doing 
this blanket approach? 

Mr. Aguilar. Senator, you hit on something that is absolutely 
critical to helping secure this Nation, and that is what you are re- 
ferring to is addressing the unknowns. When we talk about the 
watchlisting, when we talk about the biometrics, when we talk 
about the knowns, that is, frankly, in our world, the easy part of 
finding the bad people. What you are referring to is finding the un- 
knowns. 
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Taking Umar Farouk Abdulmutallab, for example, had his father 
not come in with that piece of information, he would have been 
completely unknown to us. But by utilizing the Automated Tar- 
geting System (ATS), the targeting system that we utilize, we take 
into account tidbits of intelligence that may or may not be in the 
TSDB. We take what we believe to be known or might be known 
travel routes coming into the United States, origins, things of that 
nature. 

So that is managing risk. That is what that system is specifically 
used for in order to address the unknowns that might be coming 
into our country. We use that on a constant basis. It has been very 
successful. 

Now, as to the 14 countries, and I will leave the rationale for the 
14 countries’ delineation to my partner from TSA, but after Decem- 
ber 25, 2009, we needed to do everything possible to ensure that 
not only the knowns, the unknowns, but any other gap could have 
been closed, and that was the original reason for the 14. But again, 
you hit on something that is absolutely critical that we not forget 
about, and that is the unknowns trying to get into this country 
that we have absolutely no idea. We have just tidbits of informa- 
tion that we basically address by focusing our intelligence, by fo- 
cusing our efforts on what we do know of modes, means, or ration- 
ale as to how they try and get into this country. 

Senator Collins. Thank you. Mr. Chairman, just one closing 
comment, if I may. 

Chairman LiEBERMAN. Go right ahead. I actually have a few 
more questions 

Senator Collins. Oh, you do? OK. 

Chairman LiEBERMAN [continuing]. So if you want to do another 
round. Senator Collins, fine. 

Senator Collins. That sounds great. 

Chairman LiEBERMAN. Good. Thank you. 

In the last round of questions, I asked about the ability to do a 
Google-like search of a similar name or subject across all the net- 
works, but I wanted to ask you also — we talked about this last time 
with Mr. Leiter and others who were here, and this, I did not un- 
derstand very well — I know that in the private sector, there are 
some computer programs that do not search for the exact same 
name but have the capacity to make connections of words or topics. 

In this case, part of the frustration was, as I mentioned in my 
opening statement, we knew from one intelligence source that 
there was a Nigerian training with al-Qaeda in the Arabian Penin- 
sula. We had another intercept that suggested something might be 
happening around the Christmas holidays. We had another inter- 
cept that identified a man by only his first two names, Umar Fa- 
rouk. And then, of course, we had the father come into the em- 
bassy. 

And then this problem we have now is this enormous amount of 
data that you said — the numbers are stunning, 10,000, essentially, 
new names suggested every day, more data collected, primarily by 
the National Security Agency (NSA), I presume, every day than is 
in the Library of Congress. So this is impossible for humans to sift 
through in a timely way. 
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To your knowledge, are there systems, software, programs that 
we can or should acquire that can make a stah at not the same 
name everywhere, but bits of information that a quick search may 
tie together? 

Mr. Travers. Yes, sir, and as I suggested, we are utilizing many 
tools and are always looking at others. The issue of alternative 
names is a relatively simple one, I think, that probably all of us 
at this table have capabilities resident in our departments and 
agencies that will deal with cultural differences and spellings and 
so forth, and so we have that one, I think, relatively licked. It does 
present problems when you are trying to do this on a massive scale 
and correlate it with other data because now you have 100 dif- 
ferent spellings of one name and they reach out and touch other 
data and now do you have false positives? Absolutely. 

Chairman LiEBERMAN. Yes, but what about the case that we had 
with Abdulmutallab. Is there a computer system that might con- 
ceivably have picked out those similarities that I just mentioned — 
Nigerian, Umar Farouk, then the father comes in and cites Umar 
Farouk Abdulmutallab? 

Mr. Travers. If you tailor a query, absolutely. Then it is a very 
simple process. 

Chairman LiEBERMAN. Give me an example of such a 

Mr. Travers. If you had searched on “Umar Farouk” and “Nige- 
ria” and allow it to use alternative spellings, then it is an easy 
question. It was, just as Mr. Aguilar indicated, if you know what 
you are looking for, then the query is easy. 

Chairman LiEBERMAN. Yes. So we have the equipment to do that 
kind of search now across the databases? 

Mr. Travers. That is correct. My analyst could have, in fact, 
found that linkage if she had known to make the query. 

Chairman LiEBERMAN. Right. 

Mr. Travers. There are things, latent semantic indexing, that 
will allow you to generate new knowledge, you can pour in many 
cables, and they don’t necessarily find a direct linkage, but because 
they can learn, if we are smart enough to program the algorithms, 
that they can connect pieces of information. We are certainly ex- 
perimenting with that, as well, and certainly there is the next gen- 
eration of analyst notebook kind of things which make pretty pic- 
tures and link a lot of people together. 

Chairman LiEBERMAN. Right. 

Mr. Travers. Frankly, any analyst will tell you that is just the 
beginning. Now you have a tremendous amount of information. 
Now you have to burrow down into one correlation between two in- 
dividual points. 

Chairman LiEBERMAN. Well, technology has taken us very far 
very rapidly, so hopefully it can help you sift through all that infor- 
mation that comes on your desk every day. 

Commissioner Aguilar, let me go back to that question about 
when you get the information about passengers coming on a plane. 
A lot of times, including with Abdulmutallab, we actually did not 
have the information until he was on the plane. I wonder what you 
think about creating a rule that we thoroughly screen each flight’s 
passenger manifest against all our databases at least 24 hours, if 
not longer, before the airplane is set to depart, understanding that 
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not everybody will be on a database 24 hours before, but most of 
the passengers probably will be. 

Mr. Aguilar. Right. Yes, sir. The more information we have 
available to us quickly is going to enhance our capabilities to affect 
the intent of anybody trying to board a plane coming towards us. 

Today, we use what is known as a Passenger Name Record, the 
PNR. 

Chairman LlEBERMAN. Right. 

Mr. Aguilar. But as I stated earlier, it does not give us all of 
the elements that we need. We are working with the civil aviation 
industry to try and get them to get us the information that will get 
to us up to 72 hours before so that we can start running the pas- 
sengers against our systems. 

I believe you are aware, also, that prior to actual boarding, 30 
minutes before, we do get the full biographical information of the 
passengers when they either swipe their passport or the carrier 
provides us the batch information that will give us those capabili- 
ties. But to the degree that we can get more information as quickly 
as possible, it will be a tremendous enhancement to our capabilities 
to run against all the databases. 

Chairman LlEBERMAN. I appreciate that answer. So, really, you 
are pushing it now to see if you can get that information up to 72 
hours before flight departure. 

Mr. Aguilar. Yes, sir. The PNR data, yes. We start at 72 hours, 
at 24 hours, 8 hours, and one hour before, and then we get the 
APIS data at 30 minutes before boarding. 

Chairman LlEBERMAN. I guess it is a question of whether you can 
get the APIS data earlier than 30 minutes before, because that is 
really the more helpful data. 

Mr. Aguilar. That is going to be the data that gives us the full 
information on the passengers that are going to be on the manifest, 
yes, sir. 

Chairman LlEBERMAN. Please let us know if there is anything we 
can do legislatively to expedite that process for you. That is really 
important. 

Mr. Aguilar. Thank you, sir. We are working closely with the in- 
dustry right now, but we will get to you if that does not work out. 

Chairman LlEBERMAN. Good. 

Administrator Rossides, I want to ask you a final question. It is 
my understanding that, and you refer to this somewhat in your 
opening statement, on Christmas Day last year, shortly after that 
Northwest Flight 253 landed in Detroit and authorities began to in- 
vestigate the incident, somebody at NSA determined that a pilot 
should be alerted to what authorities knew at that time. What I 
have been told was that TSA alerted all transatlantic flights that 
someone had tried to light a combustible substance and that pilots 
should notify passengers that all carry-on items needed to be 
stowed one hour prior to arrival. The message was sent by TSA via 
the Federal Aviation Authority (FAA), by the FAA alert system in 
every cockpit of every plane, and I think two subsequent messages 
were also sent which contained some additional information. 

So I wanted to ask you two questions, both looking back but also 
looking forward. Obviously a lot of this is quite commendable. Who 
at TSA made the determination to send those particular alerts? 
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And then my question looking forward is, if my information is 
right, why was a decision made to send them to only the trans- 
atlantic flights? In other words, given the imperfect information we 
had at that point about what was going on and the knowledge that 
we had of sometimes these attacks being sequenced, not just one 
at a time, why didn’t TSA send those alerts to all aircraft flying 
into, across, or out of the United States? 

Ms. Rossides. Yes, Senator. Actually, I made the decision. I was 
on the call in the aftermath, as we got word of the flight in Detroit. 
We had FAA on the bridge call with TSA and I made the decision 
to have FAA notify those pilots. 

We did, as the information was very rapidly coming in to us, we 
did a very quick assessment of how many flights for the next 8 
hours were inbound to the United States, and 128 of them were in- 
bound from Europe. It was my decision to notify those, based on 
the intelligence that we had, based on the fact that this particular 
flight had come from Europe. 

As part of our process after every one of these incidents, we do 
a hot wash and look at what should we do differently, and we have 
already added it into our Critical Incident Plan, that if we were to 
face another incident like that, we would notify additional carriers 
beyond those that we had in our window in those 8 hours in that 
specific region. It is one of the lessons learned from that day. 

Chairman LiEBERMAN. Very good. So in other words, if that, God 
forbid, happens again, you would notify carriers flying in the 
United States as well? 

Ms. Rossides. Right. 

Chairman LiEBERMAN. Thank you. Thanks for the initial decision 
you made and thanks for the lessons learned. 

Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

Ms. Rossides, you looked as if you wanted to comment when I 
was having the exchange about the 14 nations that were listed 
versus greater use of the ATS. Would you like to comment on that 
issue? 

Ms. Rossides. Yes, Senator. It was actually TSA’s decision to 
identify those 14 countries in the immediate aftermath of the 
Christmas Day event. Most of those 14 countries are listed on the 
Department of State’s Counterterrorism Report. It is the Counter- 
terrorism Report from 2008. It is actually on their Web site, and 
those are reported and identified as state sponsors of terrorism or 
safe havens for terrorism. That was part of what we looked to do. 

We were looking to do some very immediate things to literally 
blunt what could have been another attack, and so that was one 
of many measures that we put in place in literally the days and 
hours after the Christmas Day event and in the subsequent weeks. 
It is something that we do all the time, and we are now in the 
process of reviewing that list with the Secretary as part of the ini- 
tiatives that she has to look at in building more of a global infor- 
mation sharing capability. 

So something that we will continue to look at is those countries. 
But it was a blunt measure because we just did not know who else 
was traveling and where they were traveling from. 

Senator Collins. Thank you. 
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Ms. Rossides. Thank you. 

Senator Collins. Mr. Travers, I just want to pose my final ques- 
tion today to you. I was a bit concerned in the discussion you had 
with the Chairman about the databases across government that 
you pointed to policy and privacy reasons why there could not be 
a search across these databases rather than technical reasons. And 
the reason I am concerned about that is we are trying to get away 
from the stovepiping. We want that exchange. 

Now, I recognize the concern with U.S. persons versus foreigners, 
but we tried to break down a lot of those walls when we passed 
the 2004 landmark law. What are some of the specific policy and 
privacy standards that prevent you from searching across data- 
bases? 

Mr. Travers. I do not pretend to be a privacy lawyer, but I will 
tell you that we have been working for many years to get data sets 
from different departments and agencies. We have had a fair 
amount of success with getting an analyst native access. That is, 
they can go in and log onto one of those 30 networks and access 
another department or agency’s data set. 

What gets to be far more complicated is if we want to actually 
ingest a full data set so that we can apply the kinds of tools that 
we were talking about earlier. That gets harder for departments 
and agencies because now they are basically giving up control of 
that data, and generally, it is not either foreign or U.S. persons. 
Increasingly, we have data sets that are commingling data. They 
have both there. And so this provides a complicated problem set for 
the different privacy advocates and lawyers at the different depart- 
ments and agencies about how far they can or should go with re- 
spect to allowing individuals like me, an intelligence community of- 
ficer, to be pulsing around their data. 

And so we have been working with probably 12 or 14 different 
departments or agencies. We have had some success with some, 
lesser success with others. 

Senator Collins. That is an issue, Mr. Chairman, that I think 
we are going to need to proceed to pursue further. 

Chairman LiEBERMAN. No, I agree. It has been a little unsettling 
to hear some of the answers. 

And again, I appreciate everything the four of you have done. Of 
course, I am very proud of NCTC. I do not minimize the difficulty 
of these decisions, but I do think, ultimately, in these cases, secu- 
rity has to be given much more weight than privacy because of all 
that is involved. 

My guess is, if you ask the American people what they would 
want us to do, they would say, I want you to protect my security. 
I am willing to give up a little of my privacy for that. 

We will continue this discussion. But again, this review began on 
the 5-year anniversary of the 9/11 Commission legislation, which 
established the Director of National Intelligence (DNI) and the 
NCTC, and, of course, we have now been longer than that into the 
experience in the Department of Homeland Security. So we are 
way more protected. The American people are way more protected 
than they were on September 11, 2001. That is the good news. 

But we can do better, and that is part of our job to continue as 
the oversight committee to push on this. So the changes that you 
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have made in various ways across the agencies represented here 
since Christmas Day are constructive and helpful and increase se- 
curity, and I look forward to the report and changes in policy on 
the watchlist, and, of course, as Secure Flight is implemented, it 
will be even a better situation. 

But anyway, I thank you for what you do every day. Please con- 
tinue to do it, and we will continue to push you and question. 

The record will remain open for 15 days on this hearing for addi- 
tional statements and questions. 

Senator Collins, do you want to add anything? 

Senator Collins. No. Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much. 

The hearing is adjourned. 

[Whereupon, at 12:06 p.m., the Committee was adjourned.] 
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THE LESSONS AND IMPLICATIONS OF THE 
CHRISTMAS DAY ATTACK: INTELLIGENCE 
REFORM AND INTERAGENCY INTEGRATION 


WEDNESDAY, MARCH 17, 2010 

U.S. Senate, 

Committee on Homeland Security 
AND Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:32 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph 1. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Carper, Kaufman, and Collins. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. Good morning. The hearing will come to 
order. Senator Collins and I apologize that two votes went off that 
we obviously had to be on the floor for, but we thank you for your 
patience. 

Today, we continue our Committee’s inquiry into the intelligence 
reforms adopted after September 11, 2001. We do so in the fresh 
context of the failed terrorist attack on Christmas Day, which ex- 
posed continuing gaps in our homeland defenses. 

Today’s hearing, our fourth in this series, will specifically exam- 
ine the authorities of the Director of National Intelligence (DNI) 
and the National Counterterrorism Center (NCTC). Our purpose is 
to determine if those authorities are sufficient or in need of addi- 
tional reform. Creation of the DNI and the NCTC were the most 
critical recommendations made by the 9/11 Commission to improve 
our ability to protect the American people against the threat of ter- 
rorism. 

More than 5 years have passed now since the Intelligence Reform 
and Terrorism Prevention Act, the so-called 9/11 Commission Act, 
was signed into law, and that is why last fall our Committee began 
this series of oversight hearings. The Christmas Day incident only 
added urgency to our task and underscored, I think, how much this 
is a continuing effort to strengthen our ability to detect and 
counter potential terrorist threats. 

In recent weeks, we have held hearings on issues raised by the 
Christmas Day bomber attempt, most recently examining our 
watchlist and pre-screening systems. Next month, we are going to 
hold hearings on our visa issuance procedures and intelligence 
analysis and information sharing. But today, as I said, we are 
going to focus in on DNI and NCTC. We want to consider instances 
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in which these two entities have had difficulty carrying out their 
intended missions as well, of course, as the many times in which 
they have done exactly what we hoped they would do. We want to 
discuss also what, if anything. Congress should do to strengthen 
the abilities of the DNI and NCTC to respond to terrorist and other 
national security threats, perhaps different threats that have 
emerged since 2004. 

The 9/11 Commission concluded that no single person or agency 
was in charge of our sprawling intelligence community and there- 
fore recommended creation of the Director of National Intelligence 
to lead the 16 intelligence agencies of our government, including, 
of course, the Central Intelligence Agency, and to act as principal 
adviser to the President on matters of intelligence. The 9/11 Com- 
mission Act gave the DNI a range of authorities to better integrate 
the intelligence community to promote what the 9/11 Commission 
called the unity of effort that they found was absent before 9/11. 

The 9/11 Commission further concluded that no one was respon- 
sible for coordinating the critical activities of key agencies involved 
in the fight against terrorism. As the Commission memorably con- 
cluded, no one was in charge of the various efforts that had been 
ongoing to capture or kill Osama bin Laden. 

So the Intelligence Reform Act created the National Counterter- 
rorism Center and gave it the responsibility to conduct a new but 
critically important function in our government which the statute 
called Strategic Operational Planning, that is, planning counterter- 
rorism activities on a government-wide basis, integrating all ele- 
ments of our national power to fight terrorism, and assigning roles 
and responsibilities to departments and agencies for specific activi- 
ties based on that planning. 

In many instances, the DNI and NCTC have used their authori- 
ties very well and implemented critical policies and organizational 
initiatives to improve intelligence functions and better protect the 
American people. The NCTC has played a vital role in coordinating 
Federal, State, and local agencies to prevent an ongoing series of 
terrorist plots against the United States, including some recent re- 
markable acts of prevention, including the arrest of Najibullah Zazi 
and David Headley. 

But in other instances, such as the Christmas Day bombing, 
Umar Farouk Abdulmutallab, failures have occurred in key areas 
and the progress of fully implementing reforms has been slow, per- 
haps due to institutional or bureaucratic resistance from some of 
the 16 agencies that report to the DNI, or perhaps due in other 
cases simply to insufficient resources or inadequate leadership. 
Those are the questions that we want to ask today about where 
there are shortcomings, why they have occurred. 

I also want to discuss the policy and legal framework for intel- 
ligence community information systems. Last week, the Deputy Di- 
rector of the NCTC testified that policy, legal, and privacy-related 
matters impede the development of advanced search and discovery 
tools that could help analysts spot potential terrorist plots in a way 
that may have prevented Abdulmutallab from ever boarding that 
Northwest Flight 253. 

This is really a question, as we have discussed after 9/11, every- 
one concluded that there was an inability to connect the dots, in 
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part because various intelligence agencies and other agencies of our 
government were not sharing information and the dots were not on 
the same table. I think our feeling now is that the dots are on the 
same table, there is a lot of sharing going on, but there are so 
many dots on the table that it is hard to many times make the con- 
nections that are necessary between them. We are focused now on 
the capacity of technology to assist us in doing that, because for 
humans, it is very hard to do it, particularly in a timely way. So 
I think some of the barriers that were cited last week are ones we 
have to find a way to overcome in the interest of the homeland se- 
curity of the American people. 

I want to thank the three of you, who each bring very relevant 
and extensive experience to us, for appearing before the Committee 
and sharing your perspectives on this, on the issues I have men- 
tioned and others, as well, and I look forward to the discussion 
after your testimony. 

Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. 

Over the past several months, this Committee has examined the 
intelligence failures surrounding the attempted terrorist attack on 
Christmas Day. As part of our due diligence, as the Chairman has 
indicated, we are also evaluating the impact of the Intelligence Re- 
form and Terrorism Prevention Act of 2004 on our Nation’s efforts 
to combat terrorism. 

Today, we focus anew on one of the most significant issues that 
we grappled with in the drafting of the Intelligence Reform law, 
and that is the extent of the authority granted to the Office of the 
Director of National Intelligence (ODNI). 

The DNI was established to be, in Secretary Powell’s memorable 
words, the “quarterback” of the intelligence community to coordi- 
nate the activities of the 16 intelligence agencies scattered across 
the Federal Government. Those 16 diverse components carry out 
an array of missions, and each component has its own view about 
how best to carry out its assignment. 

The intelligence community is resistant to change, but change is 
precisely what the Intelligence Reform Act directed the DNI to 
achieve. To that end, we provided a set of authorities that the DNI 
would use as tools to encourage, cajole, and in some cases compel 
action. These authorities included the ability to access all intel- 
ligence information collected by the Federal Government; the lead 
role in developing the annual National Intelligence Program budget 
and in ensuring its effective execution; some ability to transfer 
funds and personnel within the intelligence community — not as 
much authority in that area as I would have liked to have seen; 
the ability to manage and direct the tasking, collection, analysis, 
production, and dissemination of intelligence; and the authority to 
develop standards and guidelines to ensure maximum availability 
of intelligence information within the intelligence community. 

These authorities should be largely sufficient for the DNI to ac- 
complish its mission, provided that they are wielded effectively and 
with the strong support of the President. As Governor Kean and 
Representative Hamilton testified before this Committee in Janu- 
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ary, the DNFs ability to lead the intelligence community depends 
on the President defining the role and giving him the power and 
authority to act. 

The question is, however, whether or not these authorities have 
been used as often, as effectively, and in the manner that Congress 
intended. For example, does the institutional resistance of agencies 
like the Central Intelligence Agency (CIA) make the use of these 
authorities such an onerous ordeal that the DNI is hesitant to em- 
bark upon the journey? Is the DNI concerned that exercising these 
authorities more aggressively might create ill will that will make 
it even more difficult to coordinate activities in other areas? Or are 
these authorities being undercut by insufficient support from the 
President or the National Security Council, both of which need to 
be active to ensure that the DNI works as intended? 

As the Chairman has indicated, we are also taking a close look 
at the National Counterterrorism Center. I think that is as impor- 
tant a reform as the creation of the DNI, and I think, as the Chair- 
man has indicated, we have seen great successes from the Center, 
such as pooling information that led to the Zazi and Headley cases 
being brought to the attention of law enforcement and the individ- 
uals arrested. I do not think that would have happened prior to the 
creation of the NCTC. On the other hand, we have also seen the 
NCTC not work as well as intended as in the case of 
Abdulmutallab. 

So our witnesses today offer a great wealth of practical experi- 
ence in the day-to-day operations of the intelligence community, 
both pre- and post-reform, and I look forward to hearing their in- 
sights on these important questions. 

Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much. Senator Collins. 

Senator Collins is right that our three witnesses have been in the 
system and continue to follow it, so they speak from some experi- 
ence. In other words, their judgments are informed by experience. 
One could disagree or agree with them, but they come with some 
background. 

At some point in these deliberations, we are going to speak in 
open or closed session with some of the people who are running the 
agencies now, but we thought this would be a very good way to 
start. 

Mr. Powell, we will ask you to testify first, former DNI General 
Counsel, and currently a partner in the law firm of Wilmer Hale. 

TESTIMONY OF HON. BENJAMIN A. POWELL/ FORMER GEN- 
ERAL COUNSEL OF THE OFFICE OF THE DIRECTOR OF NA- 
TIONAL INTELLIGENCE (2006-2009) 

Mr. Powell. Thank you. Senator Lieberman and Senator Col- 
lins. I appreciate the opportunity to appear before the Committee 
to discuss intelligence reform and interagency integration. I am 
particularly honored to appear before this Committee given the his- 
toric role in intelligence reform played by this Committee under the 
leadership of Senator Lieberman and Senator Collins. 


1 The prepared statement of Mr. Powell with attachments appears in the Appendix on page 
359. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00130 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



123 


I should also note I am honored to appear with Jeff Smith and 
Ozzie Nelson. Jeff is one of the finest national security lawyers and 
policy experts in the world on these matters. He is an example to 
all of us who have worked in this area. Ozzie Nelson is an experi- 
enced operator and the Nation is simply safer because of his long 
service in the military and his work at the National Counterter- 
rorism Center. 

I appear before the Committee in my personal capacity and the 
views I express are my own. I have separately provided the Com- 
mittee my biography and would refer you to it for my background. 

As General Counsel to the first three Directors of National Intel- 
ligence, I have seen the implementation of the Intelligence Reform 
Act at the ground level. And while the work of intelligence trans- 
formation and integration can appear quite distant from the daily 
operational activity of the intelligence community, the September 
11, 2011, attacks and subsequent events have made clear that this 
is work with real-world consequences. The Christmas Day attack 
was another vivid example of the importance of an integrated intel- 
ligence community. 

Transformation of the intelligence community is not a zero-sum 
game. The goal is not to diminish the authorities or the capabilities 
of one organization in favor of another organization, such as the 
DNI. The goal is to have an integrated intelligence community that 
is more than the sum of its parts. 

I wanted to briefly highlight three points from my written state- 
ment. First, the DNI needs senior-level support to succeed. Second, 
the DNI initiatives to date have been important, some vital to our 
security. And finally, since it has been the subject of much discus- 
sion over the years, I wanted to briefly touch on the size of the DNI 
organization. 

First, the DNI needs support to succeed. This means support 
from the senior national security team, the Executive Branch, and 
the Congress. If he does not have that support and backing, trans- 
formation will fail. The reform legislation set up a matrix manage- 
ment structure. 

The DNI must be part director, part coordinator, and part dip- 
lomat. The Nation has been fortunate to have excellent leaders of 
the intelligence community, in my experience, both the current 
leaders and the former leaders, and the Nation is truly blessed that 
there are brave members of the intelligence community willing to 
undertake difficult missions around the world at peril to them- 
selves and, at times, their families and their careers. The workforce 
is talented, mission oriented, and wants to succeed. Our goal 
should be to give them the tools for success and free them from the 
ironclad rules of bureaucratic behavior that distract from the one 
shared goal of protecting our country. 

Second, the leadership of the DNI has been absolutely necessary 
for a number of fundamental initiatives. The DNI did not under- 
take these initiatives in a vacuum. Their success or failure is de- 
pendent on other parts of the intelligence community and the gov- 
ernment. But make no mistake, the DNFs Office was the necessary 
organization, even if not sufficient alone. 

Some observers have claimed that the Reform Act and the subse- 
quent implementation merely added another layer of bureaucracy 
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and accomplished little. That simply does not reflect the reality of 
the past 5 years. Instead of fairly meaningless charges about an- 
other layer of bureaucracy, I would hope that questions would focus 
on substance, such as are these intelligence community initiatives 
useful? Historically, how did alternative structures perform? Did 
they produce the needed integration and transformation of the in- 
telligence community? 

Some of the initiatives are discussed in my statement in greater 
detail. These include reform of the Foreign Intelligence Surveil- 
lance Act (FISA), stand-up of the National Counterterrorism Cen- 
ter, implementation of joint duty, security clearance reform, deploy- 
ment of technologies in innovative ways, such as the Analytic 
Space and Intellipedia, and critical work in the cyber area that cul- 
minated in the Comprehensive National Cyber Security Initiative. 
This list, of course, omits classifled areas that took up signiflcant 
time and resources of DNI leaders. 

A few points: Without a DNI, FISA legislation would not have 
been enacted. Serious collection gaps would remain and would have 
worsened and the Nation would face greater risk. Joint duty is crit- 
ical and its implementation will be a long-term project. It is an ex- 
ample of the investment of time and effort required to formulate 
and implement workable policies in the intelligence community 
structure of matrix management. 

Security clearance reform: This area has been a particular focus 
of this Committee’s Subcommittee on Oversight and Government 
Management, the Federal Workforce, and the District of Columbia. 
The cost and delays present in the security clearance process im- 
pose a large cost on the intelligence community and the larger Fed- 
eral Government. 

In November 2005, top secret investigations took 314 days to 
complete, with only 8 percent being completed in 90 days. I under- 
stand that, currently, 90 percent are completed within an average 
of 91 days. In November 2005, secret and confldential investiga- 
tions took an average of 153 days, with just 44 percent completed 
within 90 days. I understand that currently 90 percent are com- 
pleted within 49 days. I also understand that the decades-old back- 
log of investigations, which as recently as October 2006 stood at 
100,000 cases, has been eliminated. 

Without the DNFs Office, the Nation would not have a Com- 
prehensive National Cybersecurity Initiative and be less prepared 
for the cyber threat that Director Blair recently discussed in his 
testimony to Congress. 

Finally, a quick note on the size of the DNI Office. Director Blair 
has talked about the DNFs responsibilities for guiding a 200,000- 
person, $75 billion national enterprise in intelligence. Some facts 
about the size of the core DNI staff. As of January 2009, Director 
McConnell spoke in public about a core group of intelligence profes- 
sionals of 650 people. Under any method of calculation, the DNI is 
a very small proportion of the entire intelligence community popu- 
lation. 

Second, perhaps the proper size of the staff is larger or smaller 
than the 650 persons that Director McConnell has discussed. I am 
sure, as with most organizations in government, there are many ef- 
ficiencies and improvements in staffing that require examination. 
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But the debate over the right number of personnel pales in signifi- 
cance next to the questions concerning information sharing, collec- 
tion requirements, multi-billion-dollar acquisition program over- 
sight, analytical excellence, and a host of other issues on the DNFs 
lengthy list of responsibilities. 

Finally, implementation of the matrix management structure cre- 
ated by the Intelligence Reform Act has presented numerous chal- 
lenges. Many tasks remain undone, and progress on building an in- 
tegrated, innovative, and more effective intelligence community is 
likely to be uneven in the coming years. But continued attention 
on these issues and support for these efforts from the President, 
the Congress, and senior national security officials is vital if the 
DNI is to successfully lead the intelligence community into the 21st 
Century. Thank you. 

Chairman LiEBERMAN. Thanks, Mr. Powell. Excellent statement 
and gets us off to a good beginning. 

Next, Jeffrey Smith. We welcome you back to the Committee, 
back to Congress. We are glad to see you again. Former General 
Counsel at the CIA and currently a partner at the law firm of Ar- 
nold and Porter. Good morning. 

TESTIMONY OF HON. JEFFREY H. SMITH, i FORMER GENERAL 

COUNSEL OF THE CENTRAL INTELLIGENCE AGENCY (1995- 

1996) 

Mr. Smith. Mr. Chairman, it is an honor to be here, and Senator 
Collins, a treat, as always. I am very pleased this Committee is 
looking hard at the question of how the statute that created the 
DNI has worked, and I must be candid. It is not working as well 
as it should. 

To prepare for these hearings, I spoke to many senior intel- 
ligence community officers, including in the ODNI. What I found 
was disturbing and leads me to believe there is an urgent need for 
a serious in-depth look at the organization and functioning of the 
American intelligence community. 

Congress gave the DNI broad responsibility, but not clear au- 
thority to carry out many of these responsibilities. This confusion 
over authorities lies at the heart of the problem. Senior officials tell 
me they spend far too much time arguing about these authorities. 
This creates friction and occasionally anger that distracts from the 
accomplishment of their important missions. More disturbingly, 
some officers even speak about mistrust among agencies. That 
must be addressed. 

One of the most prescient observations I heard was that we are 
slowly replicating the problems of the old DNI. Many believe the 
dual responsibilities of providing intelligence to the President on 
the one hand and managing the intelligence community on the 
other are sufficiently distinct that they should be separated. In a 
sense, it is the reasoning of the Goldwater-Nichols Act that stream- 
lined the chain of command and clarified that military service 
chiefs were not to exercise operational control over their services. 
That responsibility rests with the combatant commanders in the 
field. 


^The prepared statement of Mr. Smith appears in the Appendix on page 427. 
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But all is not gloom. As Mr. Powell said, a lot of good things have 
heen accomplished but problems remain. 

I believe the Director’s authority should be strengthened in those 
areas that are essential to the effective management of the commu- 
nity. I think we should focus on two areas in particular: Informa- 
tion sharing and acquisition. I think the Director’s authority should 
be clarified in operational areas where there is some overlap and 
inconsistency, and that goes to what is his basic role? Is he the 
strategic adviser to the President on intelligence? Does he do the 
President’s daily brief? Or does he manage the community? Those 
are two jobs that are full-time jobs in themselves and a lot of peo- 
ple think one person cannot do both. 

There is talk about the DNI staff being too large. One problem, 
I think, is the frustration with the proliferation of contract employ- 
ees, not government officials who task the agencies. One example 
illustrates this point. A senior agency official told me that contrac- 
tors at ODNI had recently requested detailed information about an 
operation. The agency responded that they were not able to comply 
with the request because the individuals involved in that operation 
simply did not have time to set aside the mission and respond to 
the request. The response from the contractors at ODNI was to 
offer to send another contractor to the agency in order to answer 
the questions put by the contractors in the first place. The senior 
agency official expressed frustration that, to the best of the officer’s 
knowledge, there was not a single government employee in the loop 
with respect to that particular request. 

Now, I have talked to Director Blair about this. He does not seek 
to micromanage the community or make excessive demands for in- 
formation. But he points out that there is a mismatch between his 
responsibilities in the statute and his authority to carry them out, 
and I agree with Senator Collins. Some of it is the manner in 
which they are exercised and the support from the President that, 
as Mr. Powell said, is key. 

On information sharing, as this Committee knows, I am privi- 
leged to serve on the Markle Task Force, which has spent a lot of 
time looking at this. I am happy to talk about this in response to 
your questions. But I think there are some things that can be done 
with technology in terms of making information more discoverable, 
adopting an authorized use standard, and permitting data to find 
data so that we can not only spot the dots that we need, but then 
we can connect them. 

Finally, I think on the issue of privacy, we need some clear pri- 
vacy guidelines. What I found in my conversations is that there is 
a lot of uncertainty with respect to U.S. person data, what we can 
do with it. My privacy colleagues on the Markle Task Force think 
that the government is being overly cautious in some cir- 
cumstances, that with this technology, more can be done, but this 
is a question of guidance and, frankly, leadership and support from 
the Congress. 

Given my role on the Goldwater-Nichols Act when I was on the 
Senate staff many years ago, you have asked me to think a little 
bit about how could we have a Goldwater-Nichols Act for the intel- 
ligence community. I think there are a lot of things in the Gold- 
water-Nichols Act that could be adopted, and one of them would be 
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to streamline the chain of command, to think of the DNI a little 
bit as the Chairman of the Joint Chiefs and a little bit like the Sec- 
retary of Defense. I would also think of the CIA, which is one of 
the most difficult management issues here, as a combatant com- 
mand for purposes of providing all-source intelligence to the Presi- 
dent and conducting covert operations. If we think of it that way, 
it helps in my mind a little bit with some of the challenges that 
we have had with respect to management. 

I also think we should think about creating a separate National 
Intelligence Program. The Administration is taking some steps in 
that direction, but I encourage them and the Congress to go even 
further. 

Mr. Chairman, I think the time has come to take a fresh look at 
this statute and I am very pleased that this Committee is asking 
the hard questions. I think that there ought to be a systematic look 
at it. It could be done by the Congress. It could be done by the 
President, using, for example, the President’s Intelligence Advisory 
Board. Or it could be done by an outside group with the support 
of Congress and the President. I have talked to Congressman Ham- 
ilton. As you know, they are very interested in pursuing this. The 
Kean-Hamilton Commission would be a place to do it. But I think 
it is important to do it. This is a good opportunity to do it. And 
I am delighted again to be here this morning and I look forward 
to answering your questions. 

Chairman LiEBERMAN. Thanks, Mr. Smith. Some really provoca- 
tive things you said, which I look forward to taking up as we dis- 
cuss what you said. 

Next is Richard Nelson, who is known as Ozzie. 

How many people in the room remember Ozzie and Harriet? You 
see, we are limited now. [Laughter.] 

I should ask how many remember Ricky. Maybe that would be 
better. [Laughter.] 

Anyway, to return to the seriousness of the moment, Mr. Nelson 
is a former official in the National Counterterrorism Center’s Stra- 
tegic Operational Planning Directorate. He is a retired Navy officer 
and currently is the Director of the Homeland Security and 
Counterterrorism Program at the Center for Strategic and Inter- 
national Studies here in Washington. Thank you for being here this 
morning. 

TESTIMONY OF RICHARD NELSON, i SENIOR FELLOW AND DI- 
RECTOR, HOMELAND SECURITY AND COUNTERTERRORISM 

PROGRAM, CENTER FOR STRATEGIC AND INTERNATIONAL 

STUDIES 

Mr. Nelson. Chairman Lieberman and Ranking Member Collins, 
and distinguished Members of the Committee, thank you for the 
opportunity to discuss this important topic. I am not sure if it is 
good or bad to go after the lawyers, but I appreciate the oppor- 
tunity to testify with them. [Laughter.] 

I was one of the inaugural planners assigned to direct strategic 
operational planning, so today, I am going to focus my remarks on 
NCTC and its legislatively role, mandated role in that capacity. 


^The prepared statement of Mr. Nelson appears in the Appendix on page 445. 
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The Intelligence Reform and Terrorist Prevention Act (IRTPA) 
addressed some serious weaknesses in our Nation’s intelligence 
community and its ability to combat terrorism. In creating the DNI 
and the NCTC, the landmark legislation sought to improve collabo- 
ration among numerous departments and agencies that deal with 
our threats to our Nation’s security. Among the Act’s most signifi- 
cant contributions was its recognition that our Nation’s Cold War 
national security organization was no longer sufficient to address 
the complex and myriad transnational threats we face today in the 
21st Century. 

As with any innovative idea, achieving the aims of legislation 
will come through evolution. Valuable lessons can and should be 
learned when ideas and concepts meet implementation. Those les- 
sons should be leveraged to improve upon the original ideas and 
ensure the vision of its creators is being met. This is the case with 
NCTC and particularly with the Directorate of Strategic Oper- 
ational Planning (DSOP). 

Why do we need a stronger and more effective DSOP? In short, 
while numerous departments and agencies work aggressively to 
counter threats as they emerge, the intelligence community, and 
arguably the government as a whole, still lacks a truly interactive 
process for addressing terrorism. One need look no further than the 
failure to “connect the dots” on December 25 to understand why co- 
ordination is so important. 

Furthermore, because so much of the effort is channeled toward 
the immediate exigencies of the day, the government has not de- 
voted sufficient long-term thinking to how to develop a common 
and ultimately strategic framework for dealing with terrorism and 
other threats. This has become only more important as we move 
forward and coordination with State and local governments be- 
comes more critical and the lines between the private and public 
sector continue to blur. 

Elements of DSOP must be addressed in three key areas: Mis- 
sion, authorities, and personnel. DSOP’s mission must be refocused 
to ensure its role in and value to the interagency counterterrorism 
architecture is understood. DSOP was given the broad guidance to 
conduct strategic operational planning. The intent was for DSOP to 
fill the void in counterterrorism planning between strategic level 
policy making and tactical level operational activities. 

To attempt to close this gap, the term Strategic Operational 
Planning was created and tasked to DSOP. The conflating of these 
terms, strategic and operational, has hindered DSOP since its in- 
ception and remains a significant problem. These are terms of art, 
and those with background in planning understand clearly that 
they are separate and unique requirements. By merging these 
terms, DSOP is stranded in what I call a planned no man’s land 
between high-level policy and strategy development and oper- 
ational and tactical-level planning. 

We have a chance to refocus DSOP’s mission before it becomes 
ingrained and irreversible and I recommend that we split it into 
two distinct branches, one that focuses on strategic and one that 
focuses on operational. The strategic part should focus on high- 
level counterterrorism policy, strategy, and resource allocation. It 
should lead interagency policy and strategy making, including ef- 
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forts that require White House approval. The element should also 
have an enhanced and a more assertive role in resource allocation 
and drive the input to the Office of Management and Budget 
(0MB) to resource counterterrorism prioritization investments. 
While this mandate currently exists, DSOP’s role should he 
strengthened and enhanced to ensure that requirements are tied to 
strategic outcomes. 

A second part of DSOP should focus on operational plans against 
terrorist groups. Such a construct provides attainable goals: Defeat 
of a group. The National Implementation Plan should he amended 
so that it can he executed geographically. Whether justifiable or 
not, the Cold War-based security infrastructure executes geographi- 
cally and not functionally. 

Authorities — the IRTPA gave the DSOP the authorities to con- 
duct its specific mission, yet no authorities were taken from any 
other department or agency in support of DSOP’s creation. Not 
only does this create overlapping authorities, but it established no 
compelling reason for departments or agencies to participate in the 
DSOP process, as they could continue their counterterrorism efforts 
under extant power. These overlapping areas of responsibility must 
be clarified. Without this, departments and agencies will continue 
to spend time fighting turf battles when they should be focused on 
the enemy at hand. 

The question of authorities is raised regularly in discussions re- 
garding DSOP. The recent Project on National Security Reform 
Study offers a comprehensive assessment of this issue. A compari- 
son of authorities between the Office of Drug Control Policy, DNI, 
and DSOP, three organizations chartered with similar tasks, high- 
lights the disadvantage from which DSOP operates and notes that 
DSOP is the only entity of the three without authority over people 
or money. 

Many cite DSOP’s explicit prohibition from directing operations 
as a key reason for its struggles, while some call for empowering 
DSOP with additional authorities in this area. This should not be 
done, as DSOP lacks the capability and capacity to assume such a 
role and would fall far short of expectation. With no authority over 
personnel, resources or operations, DSOP has a limited ability to 
compel interagency participation and thus remains a relatively 
powerless organization. It also relegates DSOP to the unenviable 
role, of leading process-oriented approaches to substantive prob- 
lems. Departments and agencies that actually control operations, 
personnel, and resources address substantive counterterrorism 
problems under their own authorities. 

To solve this problem, the authorities issue must be addressed 
across the entire government counterterrorism enterprise. Specific 
to DSOP, it should be given authority to influence both resources 
and personnel. 

In personnel, DSOP should be given the personnel to conduct its 
mission. The issue of personnel remains a significant factor lim- 
iting the evolution and ultimate effectiveness of DSOP. To succeed, 
NCTC must have the right talent. A clear mission with ample au- 
thority rings hollow if the appropriate personnel are not brought 
together to execute what is required. 
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DSOP has been hindered by a lack of planning talent since its 
inception, and unlike its analytic and knowledge management 
counterparts in NCTC, no standing cadre of interagency counter- 
terrorism planners existed from which a terrorism-specific capa- 
bility could be created. 

While the process of building a capacity has begun, it has been 
slowed by two key factors: The lack of interagency participation 
and high personnel turnover. First, the interagency must become 
fully invested in NCTC and DSOP concepts. By being fully in- 
vested, it includes not only recognizing and embracing DSOP’s mis- 
sion, but also detailing the appropriate number and type of per- 
sonnel and ensuring robust participating in the planning. The old 
adage that plans are nothing and planning is everything is only 
valid when those that are conducting the planning are actually in- 
volved in the execution of those plans. Since DSOP does not exe- 
cute plans, it is imperative that its efforts include robust participa- 
tion by the departments and agencies. 

Participation in interagency planning efforts such as DSOP must 
be made part of the government intelligence community human 
capital system. Personnel, particularly those with operational expe- 
rience, must be rewarded through pay and promotion to incentivize 
service in such entities as DSOP. 

And second, personnel turnover at DSOP must be limited. This 
will occur, in part, by changing perceptions regarding the value 
and credibility of DSOP, but we also must establish a standing ca- 
reer pipeline for interagency counterterrorism planners. This will 
incentivize talent to pursue careers interagency. 

I have submitted more comprehensive remarks for the record, 
and again, I appreciate the opportunity to speak today and I look 
forward to your questions. 

Chairman LlEBERMAN. Thanks very much, Mr. Nelson. That was 
really interesting. 

As I listened to the testimony, particularly of yours — Senator 
Collins probably had the same reaction — I can remember the exten- 
sive debates about the various terms that we put into the 9/11 
Commission legislation. It is almost as if, but not quite as neat, 
that we were architects or a construction management operation 
deciding how best to build a building. And not as neat because 
there were more interests at the table than the design-construction 
teams, because in some sense, the people at the table wanted to 
preserve the existing parts of their building. But anyway, having 
gone through that self-analysis, I will thank you for your testimony 
and we will begin the questions with 7-minute rounds. 

Mr. Powell, let me go to the first point you made, which is the 
importance of senior-level support, government-level support, for 
the Director of National Intelligence for the position to succeed. I 
think that is a very important and strong point. This is not the 
kind of thing you put in a statute or has to happen, but we are 
creating something new. It has new supervisory authority and the 
natural inclination of agencies to resist any losses in their own au- 
tonomy. 

So from the unique perspective you have had, would you say that 
the DNI has received, since the creation of the office, the support 
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that it needs from the two Administrations under which it has now 
begun to function? 

Mr. Powell. Yes. Thank you for the question, Chairman 
Lieberman. It is a critical question, as I mentioned in my state- 
ment. Although I did serve some number of months in the current 
Administration, obviously, I can speak most directly to the former 
Administration, and as I noted in my written statement, some 
myths about the founding of the DNI and former President Bush’s 
support for the DNI. Whatever happened in the summer of 2004 
and whatever different testimony was coming from the Administra- 
tion, I do know where former President Bush ultimately came 
down on the issue, and where he came down in December 2004, 
and I observed most directly in discussions 

Chairman Lieberman. And how would you describe 

Mr. Powell [continuing]. His support for the DNI 

Chairman Lieberman. He supported it, yes. 

Mr. Powell. Well, in a number of ways. There was discussion 
about whether or not the DNI needed to be in the Oval Office as 
part of the briefing team. And I think that there was a feeling 
among the senior national security team that given some questions 
about the matrix structure that was set up, that it was important 
from an intelligence perspective, but it was important as a message 
to the Administration and to the senior leaders of the intelligence 
community that this was the person who the President was count- 
ing on to lead an integrated intelligence community. 

When you look at these initiatives, the Foreign Intelligence Sur- 
veillance Act, Executive Order 12333, the work in the cyber area, 
and any number of initiatives, those depended not just on the DNI 
making a decision, but having the backing of the President to make 
that decision. 

Executive Order 12333 is a bit obscure to people out in the pub- 
lic, but it is the foundational Executive Order that was signed in 
1981. It was very out of date. It was not applicable to the current 
intelligence community that we had in terms of its organization, 
particularly post the Intelligence Reform Act. Why had it not been 
updated since 1981? Endless attempts to update it failed because 
of interagency disagreement. So it is an example. In that one, the 
former President had to bring that to a close. 

Chairman Lieberman. Yes. 

Mr. Powell. There were issues that had to go to the former 
President and he had to rule on them. So it is just absolutely vital. 
I mean, it is vital for any department head 

Chairman Lieberman. Sure. 

Mr. Powell [continuing]. To have direct control and authority 
over everyone in their department. If they do not have the backing 
of the President, they have trouble succeeding. In a matrix man- 
agement structure like the DNI, it becomes even more critical. 

My experience, although limited in the current Administration, 
seemed to be supportive of intelligence transformation, where it 
was going. But again, I can really only speak until essentially the 
beginning of March 2009, from an insider perspective. 

Chairman Lieberman. Right. So your impression from outside 
has been that the current Administration has continued that sup- 
port of the DNI? 
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Mr. Powell. Well, I hesitate, because most of my information is 
just based on press accounts, and having been on the inside, I hesi- 
tate to rely on press accounts. 

Chairman LiEBERMAN. Yes. 

Mr. Powell. I mean, I think it has been challenging. The Ad- 
ministration has had a lot on its plate. They have had a lot of other 
very important priorities, obviously things completely different — 
health care, a number of issues that are on the plate. But every 
President has a lot of issues at the same time on their plate. 

I guess I would say that I think the Christmas Day attack has 
brought it into greater focus, the importance of these issues. It is 
one thing to understand how important they are and to understand 
how the country is at threat. It is another thing when you actually 
have a situation that was, frankly, minutes away from there being 
300 empty chairs at the dinner table that evening in Americans’ 
homes. So I think that brings a greater urgency and a focus in a 
way that talking about the threat simply can not. So I think you 
have seen renewed focus on it and it is fortunate that event was 
not successful. 

Chairman LiEBERMAN. Agreed. Mr. Smith, let me ask you to pick 
up there and go to the most public, not necessarily the most impor- 
tant, but the most public manifestation of this question of not only 
where the White House is in backing the DNI, but how the DNI 
has merged with other agencies of our government. 

I will tell you that when we were struggling to put the DNI to- 
gether in the legislative process, the greatest push and pull of the 
people around the table was from, frankly, people representing the 
Department of Defense worried about incursions that the DNI 
might make. In fact, perhaps that has not been a problem in imple- 
mentation. Some of that may be because the simple twist of fate 
that Bob Gates, a former leader in the intelligence community, 
turns out to be the Secretary of Defense and it works out better. 

But there seems — not that we were naive about the potential for 
tensions within the intelligence community with a new overseer, 
but look, I am speaking about the public blowup over whether the 
DNI would have the authority — and this was last year — to appoint 
senior intelligence officials in foreign countries with the CIA, and 
the public impression is that the DNI lost that fight. I wanted you, 
to the extent that you want to get into that fight, welcome that, 
but take off from it to the larger question of whether, in your opin- 
ion, the national leadership in both Administrations has supported 
the DNI, and two, about the extent to which there remain tensions 
between components of the intelligence community and the Direc- 
tor of National Intelligence. 

Mr. Smith. That gets to the heart of the issue, Mr. Chairman, 
and I am glad you raised it. With respect to the particular dispute 
over the DNFs authority to appoint his representative overseas 

Chairman LiEBERMAN. Right. 

Mr. Smith [continuing]. I think it is deeply unfortunate that it 
had to be referred to the White House. I think everybody involved 
now would have preferred that to have been worked out internally, 
but that was not the case, and I can only imagine that the people 
at the White House did not enjoy having to referee this dispute. 
Nevertheless, I think the decision by the President was to split the 
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issue a little bit. In some respects, the DNI won, and in some re- 
spects, the Director of the Central Intelligence Agency won. 

But in general, my impression from talking to senior people, in- 
cluding people in the White House, is that there is no doubt that 
this President supports a strong DNI. They also wish to deal di- 
rectly with the CIA on those matters for which the CIA is respon- 
sible, and I think that is understandable. The CIA is the oper- 
ational arm of much of the intelligence community. It conducts cov- 
ert operations, which are very important to the President. It is the 
only agency that is still “central,” and is largely responsible for pro- 
duction of all-source intelligence. 

So I think we have to recognize that fact and find a way to give 
the DNI the authority that he or she needs to manage the agency, 
to manage the community, but without interfering with this rela- 
tionship between the President and the CIA. And that is why the 
notion of a combatant command appeals to me, because the Presi- 
dent deals directly with General Petraeus, as he should, and yet 
the Chairman of the Joint Chiefs and the Secretary of Defense are 
very much involved in that conversation, and we have been able to 
work out those relationships in the Defense Department. We ought 
to he able to do it in the intelligence community. 

One more thought, Mr. Chairman, on your point about the de- 
fense agencies. 

Chairman LiEBERMAN. Yes. 

Mr. Smith. It has worked out for a variety of reasons, including 
the fact that we have men occupying these positions who have 
worked together in the past who have strong military backgrounds. 
Another element is that we are at war, and when that happens, a 
lot of the issues kind of fall to one side, and within the military, 
we find a way to work these problems. 

There is another concern I heard expressed, which was that the 
role of the Defense Department and the role of supporting the 
warfighters among these defense agencies is now so dominant that 
there are some, including in the military, who worry that they may 
have drifted a little bit from their national mission, that is to say, 
broader support of foreign policy. What is happening in those areas 
of the world that we care about beyond just Iraq, Afghanistan, and 
al-Qaeda? So these are issues, again, that we need to look at and 
be alert to. 

Chairman LiEBERMAN. That is very helpful. Thanks. My time is 
more than up, but I look forward to continuing in the next round. 
Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

I, too, had flashbacks as I was hearing Mr. Nelson’s testimony 
and reading your testimony, Mr. Smith, about the abrogation word, 
which I so remember in December of that year, calling Senator 
Lieberman after my Chief Counsel came up with the word “to abro- 
gate” as being the way to stop the House Armed Services Com- 
mittee from sinking the entire bill. So a lot of the issues that you 
have raised have a complicated history, and without some of those 
admittedly awkward compromises, we never would have gotten a 
bill through. It was an extraordinarily difficult achievement but an 
important one. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00141 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



134 


I want to talk about information sharing. Last week at our hear- 
ing, the Deputy Director of the NCTC surprised me, at least, by 
saying that there was limited ability for the intelligence community 
to search for information across the many databases maintained by 
intelligence and law enforcement communities, and those of us who 
have used Google every day and put in names that were not spelled 
right and then Goggle tells us, “Did you mean X,” were really sur- 
prised to learn that a misspelling flummoxed the search on 
Abdulmutallab at one point in the information systems. 

The Deputy Director, however, was very emphatic in warning us 
that there was no silver technological bullet, and that was at odds 
with a lot of presentations that our staffs have had on this issue 
and the work that you have done, Mr. Smith, on the Markle Foun- 
dation, which I think has been terrific work, that you and Zoe 
Baird and others have done. He said, “notions of a Google-like 
search or a federated search are actually of relatively limited value 
due to legal, policy, and privacy issues.” And I would like to get a 
better understanding of what those barriers are, because it is really 
troubling to me that we cannot design a system that respects pri- 
vacy concerns — which I care deeply about — and yet does not pre- 
vent us from accessing information. 

So, Mr. Smith, I am going to start with you, and then Mr. Powell 
and Mr. Nelson, I would like to hear your views, as well. 

Mr. Smith. Senator, you put your finger on a really critical issue. 
We were a little surprised to hear Mr. Travers’ testimony, and so 
actually Mr. Powell and I met with him on Monday afternoon to 
talk about this in a little bit of detail and we have talked about 
it within the Markle Task Force, because we, too, wanted to drill 
down and understand what he said. 

Some of it, I think, may touch on some classified information and 
some classified systems, so I want to be a little bit careful here, but 
clearly, with respect to getting access to databases outside of the 
intelligence community in some of the other departments, some of 
these lists and so on, he has felt that he has not been able to reach 
into databases, particularly in the Department of Homeland Secu- 
rity and other places, where he would like to be able to have his 
analysts reach in. 

In the Markle Task Force, we think that there is technology that 
would permit that and protect privacy at the same time. So we in- 
tend to spend a little bit more time on this. Mr. Travers has been 
extraordinarily generous with his time with us and we are going 
to get some of our technical people, as well, involved to see if we 
cannot craft a solution that can get at this because as a matter of 
principle and policy, we believe that privacy can indeed be en- 
hanced by these technologies because of things like anonymization 
and authorized use. We think this is an important issue and we are 
going to continue to work on it. We look forward to working with 
this Committee. 

Senator Collins. Thank you. Mr. Powell. 

Mr. Powell. It is an absolutely critical question. Senator Collins. 
Let me discuss it from the perspective of trying to lay out a little 
bit of the issues that are faced by NCTC and faced by us in the 
DNFs Office in trying to obtain data sets for NCTC. As I talk about 
in my statement, at NCTC, since its stand-up, we have put over 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00142 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



135 


30 different networks — military, law enforcement, and other types 
of networks — into NCTC with data sets that exceed that number 
being accessible to NCTC. 

I think the Committee would want to think about examining a 
couple of different areas. First, you would want to look at the 
Memorandum of Agreement between the Attorney General and the 
Director of National Intelligence on the search, use, retention, and 
dissemination of data sets containing terrorism and non-terrorism 
information, or information exclusively pertaining to domestic ter- 
rorism. Now, that is a mouthful, and what does it mean in prac- 
tice? 

Those guidelines lay out three primary areas in which NCTC can 
get access to data sets that contain non-terrorism information, and 
let me be very specific about examples of what I am talking about. 
Here, I am talking about data that may be obtained by DHS or 
other agencies that is not acquired from people who are known or 
suspected or even that there is any reasonable suspicion of ter- 
rorism activity in there. So basically, you are talking about infor- 
mation from Americans and non-Americans that are obtained for 
travel or other reasons. They are not obtained because these people 
have no suspicion about them. 

That agreement is going to set out three ways that NCTC can 
access data. One, account-based access, so think of that as you go 
to a terminal, log in, do your search, log off, and then go back to 
your terminal. 

Two, search and retention, and what I mean by that is that I 
give a search to the data set owner, so think of it as, for a hypo- 
thetical, DHS. They do the search in a batch or some other method 
and then they give me the results. 

Finally, the third area, and that is called data set replication, 
and what we are talking about there is actually ingesting the data 
into NCTC. That is perhaps the most effective way, which allows 
that Google search capability. What you will find in those guide- 
lines is you will only be allowed to do data set replication if, for 
some reason, account-based access or the search and retention 
areas do not work. 

So what does that mean in practice? I guess the best way to de- 
scribe it is when you do a Google search on your computer, it goes 
out and searches the Internet and returns your results from the 
Internet. Depending on your settings, it probably does not search 
Committee databases or Senate databases that are internal to the 
Senate, nor does it search your individual offices’ databases. So 
Google, itself, is not a true federated search that searches all of the 
information technology systems that you are connected to. 

So there is, in my experience, Google-like search capability at 
NCTC. The problem is the number of data sets that it is allowed 
to touch. So we have this Memorandum of Agreement that lays out 
for Fourth Amendment and privacy concerns with this different cri- 
teria of access. 

Two other areas that are absolutely critical when thinking about 
this. This data was obtained under specific agreements and ar- 
rangements. Each one of those databases needs to be taken on its 
own terms, and there may be restrictions associated with them 
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that were the only reason we are able to get that data. So it is a 
little bit like the reform legislation. Compromise is entailed. 

There has been a lot of public discussion about European PNR 
data and what the arrangements are at the diplomatic level be- 
tween the United States and Europe, and there were agreements 
made and those agreements, frankly, have consequences through- 
out the government for accessing that data. There has been puWic 
talk in the area of financial terrorism information and general fi- 
nancial information and agreements placed in those areas. 

Finally, the FISA Court. You cannot go out and grab un- 
minimized FISA data. There are FISA minimization guidelines 
that require the data be minimized according to FISA guidelines 
before it is given to NCTC and be made available for anyone to 
search. 

So these are some of the practical things I think you would want 
to look at at a baseline level when you are looking at this. We 
spent a lot of time looking at the U.S. person guidelines across the 
agencies to see if we could make them more uniform. It is a slog 
to go through them. 

Senator Collins. Thank you. Mr. Nelson. 

Mr. Nelson. Senator Collins, thank you for that question. Re- 
garding information sharing, we are never going to have perfect in- 
formation sharing, but we need to continue to do better. In my 
operational experience, it was always a source of frustration to me: 
The amount of data, the number of systems, and people trying to 
bring it all together. It was always astronomical, and very chal- 
lenging. 

And I also think we have to overcome this culture of secrecy, as 
I call it, in the intelligence community. Certainly, it is important 
and it has its place, but it continues to prohibit information shar- 
ing especially when individuals with the same clearance level will 
not share information because there is not a need to know, which 
is determined by the individual who actually knows the informa- 
tion. I do not know how some assessments like that can be made. 

But why the information sharing piece is even more important, 
and I cannot talk too much about the civil liberties part, not being 
a lawyer, is that the Federal part of this is the relatively easy part. 
We are going to have to come up with ways to share information 
better with our allies, which is still a huge weakness. And better 
ways to share it with State and local governments, especially as we 
deal with issues such as homegrown extremism, which has been in 
the media recently, and with the private sector. When 85 percent 
of the infrastructure is owned by the private sector, we are going 
to have to overcome information sharing obstacles. It is going to be 
so critical that we accelerate the use of technology at the Federal 
level because the problem is only going to get worse when we have 
to share with other folks. Thank you. 

Senator Collins. Thank you. 

Chairman LiEBERMAN. Thanks, Senator Collins. Senator Carper, 
good morning. 

OPENING STATEMENT OF SENATOR CARPER 

Senator Carper. Good morning. Looking at this sea of green, it 
is like a puddle of green, would not you say? Maybe some folks did 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00144 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



137 


not get the memo, but it is nice to be with all of you on St. Pat- 
rick’s Day. 

To our panel, welcome. Thank you for joining us. 

In my own view, the Intelligence Reform and Terrorism Preven- 
tion Act that we adopted about a half-dozen or so years ago has 
done a fairly good job of streamlining the intelligence community’s 
command and control authorities. With this Act, all of the Federal 
Government’s various intelligence entities report to the Director of 
National Intelligence, as you know. And so while the organization 
has improved, I think, I hear there remains a serious turf battle — 
we talked a little bit about that here today — between the Direc- 
torate of National Intelligence and the Central Intelligence Agency. 
One example of that is between the CIA’s Directorate of Intel- 
ligence and the National Counterterrorism Center analysts when 
presenting intelligence issues to the rest of the Federal Govern- 
ment. 

I would just ask if each of you could take a minute or so and just 
comment on this particular turf issue. Let me know if you agree 
with those observations and share with us any recommendations 
you might have for our Committee, how to deal with it. 

Mr. Nelson, why don’t you lead off. 

Mr. Nelson. Thank you. Senator. I appreciate the question. I am 
not an analyst by trade, so I will just keep my comments brief. I 
will say my personal assessment is the NCTC is one of the areas 
of the ODNI which I think has been extraordinarily successful, and 
I think that they have actually been producing some significant 
work and have made major improvements along those lines. 

But as far as comparing it to the agencies, I would have to defer 
to my colleagues here. Thank you. 

Senator Carper. All right. Thank you. 

He is passing the buck to you. What do you all have to say? 

Mr. Smith. I am a little bit like Mr. Nelson. I do not have 

Senator Carper. You are going to put a lot of pressure on Mr. 
Powell. [Laughter.] 

Mr. Smith. Well, with respect to the critical question of analyt- 
ical support to counterterrorism, in preparing for these hearings, I 
talked to a lot of people and that issue did not surface, interest- 
ingly enough. It may be an issue, but it was not raised in my con- 
versations. 

However, there were a lot of other concerns raised that I talked 
about in my prepared remarks, namely there is a lot of tension 
within the intelligence community over the issue of authorities. 
And in my judgment, senior officials spend far too much time argu- 
ing about authorities. Some of that is an inevitable result of the 
way the intelligence community worked in the past, compromises 
made in the legislation to get it adopted, and I understand the im- 
portance of that. But my suggestion has been that this is a time 
to take a look at those authorities. We have had 5 years of experi- 
ence. We know what works, what does not work, and see if we can- 
not adjust those and enhance the ability of the DNI to manage the 
intelligence community and at the same time enhance the capacity 
of the individual agencies to function more effectively. 

So there are some problems and I am pleased this Committee is 
looking at them. 
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Senator Carper. Well, good. You did not answer the question I 
asked, but that was a pretty good answer. Thank you. 

Mr. Smith. Well, I beg your pardon. I am happy to try again, sir. 

Senator Carper. No, that was good. Thanks. That was helpful. 
Mr. Powell. 

Mr. Powell. Senator Carper, this is a critical issue which I dealt 
with extensively. I think it is far better than it was. When the DNI 
was initially stood up, there was considerable frustration on two 
counts, I think, at the senior levels. One, that the President him- 
self personally remained the integrator between foreign and domes- 
tic intelligence, and I did not think that was a role for the Presi- 
dent, for the foreign threats and the domestic threats to be landing 
in the Oval Office for everyone to have that discussion right there. 
I thought the President deserved better. 

There were still exactly what you pointed out, difficulties in 
lanes of the road of different organizations producing their own 
version and take on urgent threats to the Nation in the counterter- 
rorism area. I believe in diverse intelligence and diverse views. I 
do not believe in giving different factual scenarios to the President. 
I think we should be able to get our facts together. 

So there was a lot of effort and lanes in the road. Who produces 
homeland threat reports? Who has the responsibility for putting 
out the alerts, for putting out the senior briefings, for kind of get- 
ting the global picture? You now have, of course, three times a day, 
the secure video-teleconferences run by NCTC. You had some ini- 
tial issues on resources, both the CIA Directorate of Intelligence 
and the NCTC need to have al-Qaeda analysts and people who 
speak the language and can take a longer-term view of things. 
There were some transfers of personnel made over some not incon- 
siderable public and private controversy. 

Admiral Redd, the Director of NCTC at the time, came up with 
lanes in the road documents about who was going to do what. I 
mean, you could argue about the decisions made in those lanes of 
the road. I think it is a lot better than it was. I do not hear as often 
today about the problems, and it may reflect that I would not be- 
cause so much of it is classified, where different agencies are dupli- 
cating the same work unnecessarily. 

So I think the lanes in the road are far better worked out than 
they once were. It may be that there is some still duplication out 
there, but we spent a lot of time, a lot of meetings, a lot of debates 
about who exactly was producing the picture for the national secu- 
rity team and the Congress. 

Senator Carper. Thank you. One more question, if I could. 

Chairman LiEBERMAN. Go right ahead. 

Senator Carper. Thank you. I believe each of our witnesses 
today are in the private sector now, is that correct? 

Mr. Powell. Yes. 

Mr. Smith. Yes. 

Mr. Nelson. Yes. 

Senator Carper. All right. And in part as a result, I think you 
are maybe better able to present a unique perspective and to speak 
with candor about the current Administration’s counterterrorism 
policies. You have done this already in part in your testimonies, 
but I am going to ask you to come back to this again — I was won- 
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dering if you all could take a moment to share with us how things 
have changed since your Federal Government experience, and 
based upon current events, such as the shootings at Fort Hood and 
the attempted Christmas Day bombing last year, just briefly dis- 
cuss some steps that the intelligence community ought to be doing 
to close the intelligence gaps we have been talking about over the 
course of the last several months. 

Mr. Powell. I can go first. Thank you for the question. Senator 
Carper. I have reflected a lot on this subject. I mentioned to Chair- 
man Lieberman earlier that I think the attempted Christmas Day 
bombing of the jetliner brought the issues I talked about in the 
statement and that we are talking about today a new urgency and 
a focus. I think, for good or bad, we were very seized with the issue 
on a daily basis, and obviously the former President, having been 
through September 11, 2001, was very seized with the issue and 
made it an extremely high priority. We could discuss whether that 
was too high a priority or whether that was good or bad, but as 
a result of that, the intelligence community and the DNI, I would 
say, occupied a very central place at the table and these issues 
were very central on the Administration’s agenda. 

Obviously, this Administration, President Obama has talked 
about how critical it is, how important it is, but there is a lot going 
on and some of these issues take time and you need to work 
through them. 

What I have observed, at least through the press and talking 
with people, is a new urgency and focus as a result of the Christ- 
mas Day bombing, really bringing home — when you are discussing 
whether or not NCTC can get access to a database, when you need 
the Attorney General to change some guidelines to enable an intel- 
ligence operation or to enable some information sharing to happen. 
It is far less academic, I think, post-Christmas Day bombing than 
perhaps I noticed before. 

There are some issues that I would probably differ with some de- 
cisions that were made that I think have perhaps caused some dif- 
ficulty for the intelligence community. They were made for global 
and diplomatic and reasons that I think the President and the Ad- 
ministration felt very strongly about. I think they have had im- 
pacts on the intelligence community, and that is just a byproduct 
of those decisions. They may have been the right ones overall for 
the country, but they have had some negative impacts on the intel- 
ligence community. 

Senator Carper. My time has expired. Mr. Chairman, should I 
yield back? 

Chairman Lieberman. I think you have no time to yield. 

Senator Carper. That is fair enough. Mr. Smith, Mr. Nelson, 
each of you, thank you for your testimony today. 

Chairman Lieberman. Thanks, Senator Carper. 

Senator Carper. I will come back another day for that question. 

Chairman Lieberman. Thank you. Mr. Smith, you said some 
things at the outset of your opening statement which are really im- 
portant, which is the general statement that the DNI statute, in 
your opinion, is not working as well as it should, and that is dis- 
turbing, that is the word you used, and I agree. And the general 
statement you made was that the Office of the Director of National 
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Intelligence has broad responsibility, but not clear authority. You 
called on us then to strengthen the statute. 

And I know you have invited a process, either within this Com- 
mittee or the Foreign Intelligence Advisory Board or perhaps some 
outside group. But talk a bit, if you can, about where you would 
begin to strengthen the authority of the DNI. 

Mr. Smith. I think it is largely on the management side, Mr. 
Chairman. The two or three areas that I looked at in preparing for 
this were, one, information sharing, and we have talked about that 
and I think there does need to be some strengthening of authorities 
and/or clarification of those authorities, particularly with respect to 
privacy. 

A second area is the acquisition area. There is confusion over 
some areas, particularly on independent cost estimates, who is re- 
sponsible for them and so on. Now, some of that is in the legisla- 
tion, but what I have discovered is there is still some confusion, 
namely; is it yours, is it mine, who is responsible? 

A related area is reprogramming. Again, there is some uncer- 
tainty there. The House and Senate intelligence authorization bills 
have, as I understand it, some language to try to clarify that, but 
that is an indication, and when I talked to the staffs of the various 
agencies, they would tell me, well, there is a big fight going on 
right now about some issue or another, most of which could be 
traced to some uncertainty in these authorities. Now, these are 
men and women of goodwill. They really want to do the right job. 
We should all be proud of how hard they are working and how 
dedicated they are to doing it. 

Chairman LiEBERMAN. Agreed. 

Mr. Smith. But the flip side of doing that is they are very proud 
of what their responsibilities are and their organization and they 
tend to think it is my responsibility, let me do it. So as a general 
matter, I think there are maybe a half-a-dozen or so areas where 
I would begin to concentrate. 

Chairman LiEBERMAN. Would you add to the budget authority? 

Mr. Smith. Yes, I would. I think that serious consideration 
should be given to further separating the National Intelligence Pro- 
gram, and that includes some budgetary authority. Now, the DNI 
does have, and Mr. Powell is better able to speak to this than I am, 
some budgetary authority over the authorization of budget. 

Chairman LiEBERMAN. Right. 

Mr. Smith. And it goes to Senator Collins’ point earlier about 
whether that authority has been used, and the risk of having au- 
thority that you either do not use or try to use is then it gets taken 
away from you through some other process. In my conversations, 
it has gotten better over the last 2 or 3 years. That is in part be- 
cause of personalities and in part because of some leadership from 
the White House and DOD that says, look, we should not be having 
these fights. 

But the statutory language remains, and as long as some of that 
uncertainty is there, another set of leaders might not be quite so 
accommodating. Both, by the way, in the previous Administration 
and in this Administration, I think there has been a lot of progress. 
So I would like to have a situation that is less personality-depend- 
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ent and where the authorities line up a little hit more with the re- 
sponsibilities. 

Chairman LlEBERMAN. Let me ask you, continuing in this focus, 
on a particular idea you raised in your testimony, which is to sepa- 
rate the DNI as the manager of the intelligence community from 
the role that was also given to the DNI under the statute, which 
is as essentially the chief advisor on intelligence to the President, 
and therefore responsible for the daily briefing to the President. I 
mean, the argument then, to a certain extent, repeated by Mr. 
Powell this morning in terms of judgments that were made early 
on by President Bush, is that unless the DNI is in there every 
morning with the President, that he does not have the stature. So 
weigh the balances here and why you think it is still a better idea 
to separate those two functions. 

Mr. Smith. This is not to say, Mr. Chairman, that the DNI 
should not be in the room with the President during the briefing. 
Perhaps not every day, but certainly be there. 

Chairman LlEBERMAN. Right. 

Mr. Smith. The question is whether or not the DNI has the re- 
sponsibility not simply to be there, but be the person who is actu- 
ally directly and personally responsible for preparing it, giving it, 
following it up, and so on. And I do not know how it is presently 
working. Let me be very clear about that. But the concern I have 
heard expressed is that different DNIs have done it differently. Dif- 
ferent Presidents want it done differently. But the fact of the mat- 
ter is that the responsibility of personally briefing the President 
and, as you know, the President’s Daily Brief (PDB) is also seen 
by other senior cabinet officers 

Chairman LlEBERMAN. Right. 

Mr. Smith [continuing]. That responsibility is so huge and the 
follow-up to those discussions is so huge and the participation in 
the policy-level discussions about what to do is so huge that no sin- 
gle individual can do that and effectively manage the community. 
And that is why what appealed to me was beginning to think of 
it a little bit as we had done in the Goldwater-Nichols Act, which 
is to separate the operational responsibilities to actually do the 
warfighting in the field from the responsibility to train, equip, and 
maintain the forces that are then assigned to the combatant com- 
manders in the field. 

It is by no means a perfect analogy and I am not sure it lends 
itself necessarily to statute. But nevertheless, one hears that per- 
haps DNIs, and this may be as a result of the way the President 
wants to do it, but if that is going to take the majority of their 
time — it is a hugely important responsibility — that means that nec- 
essarily there is less time to devote to management. So that is an 
area where I think people need to give some serious thought as to 
what that balance is, what the authority should be, and what the 
law should be. 

Chairman LlEBERMAN. I understand it better. Incidentally, I 
think the Goldwater-Nichols strategy is a helpful one and one that 
we will think about. 

So as you have thought about this question — I understand what 
you are saying. The responsibility for the daily briefing of the 
President is a big one, and I presume takes the time of the DNI 
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to get ready and to follow up. But if the DNI did not do it, who 
would do it in the best of all worlds, as you see it? 

Mr. Smith. In the past, the practice had been that there was a 
senior — this was before the DNI was created 

Chairman LiEBERMAN. Yes. 

Mr. Smith [continuing]. There was a very senior intelligence offi- 
cer from the CIA 

Chairman LiEBERMAN. But not the Director of the CIA. 

Mr. Smith. Not the Director. Now, the Director would occasion- 
ally go, but it was on occasion, just to sort of be there 

Chairman LiEBERMAN. Right. 

Mr. Smith [continuing]. Or where a particular subject would 
come up. But there was a whole PDB staff. There was a whole bu- 
reaucracy that had grown up. When I was at the agency, there 
were meetings where we would decide what went in the PDB. Dif- 
ferent agencies would make presentations. 

Chairman LiEBERMAN. And the Director would have some part in 
that, I assume. 

Mr. Smith. Very little. 

Chairman LiEBERMAN. Very little. 

Mr. Smith. It was the senior analysts that did it. I have even 
heard some concern expressed, Mr. Chairman — I have no personal 
knowledge of this, but there is some concern that as you try to 
bring more agencies into the production of the PDB, the advice a 
President is getting begins to look a little bit like the advice that 
the President got prior to Goldwater-Nichols from the Joint Staff, 
which was the least common denominator where it is a committee 
product 

Chairman LiEBERMAN. Right. 

Mr. Smith [continuing]. Which is another reason I am attracted 
to the idea of having the CIA and/or the National Intelligence 
Council (NIC), be the combatant command with a very direct re- 
sponsibility to the President, like General Petraeus, to do that mis- 
sion. 

Chairman LiEBERMAN. Right. 

Mr. Smith. And they are ultimately in charge of deciding that. 
Now, the DNI has to make sure that, ultimately, he or she has a 
voice in that, but it is a huge responsibility and I understand DNIs 
are too frequently drawn into that. 

Chairman LiEBERMAN. So I am going to wind this up, but just 
by saying it sounds to me that what you might prefer here is that 
some senior person in the Office of the DNI 

Mr. Smith. Yes. 

Chairman LiEBERMAN [continuing]. Handle the presidential daily 
briefing. 

Mr. Smith. That is correct. 

Chairman LiEBERMAN. Thanks very much. Senator Collins. 

Senator Collins. Thank you. 

I want to make just one comment on the information sharing be- 
fore leaving that issue and before going on to another question. Mr. 
Powell was going through the various restrictions, some from the 
Attorney General’s guidelines, some from memoranda of under- 
standing that were worked out to get information, some from FISA 
Court decisions. So obviously, this is complex. But what that tells 
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me is some of the restrictions are the result of law, some of them 
are the result of policy choices, some of them are the result of nego- 
tiations in order to get information. Mr. Powell, just quickly, is that 
generally a fair assessment? 

Mr. Powell. Correct, Senator Collins. 

Senator Collins. So I really want to work with you after this 
hearing to better identify a solution. I think both the Chairman 
and I, at the risk of speaking for the Chairman, were alarmed 
when we heard the testimony that we did from the NCTC Deputy 
Director because it certainly seems to be interfering with accessing 
information that needs to be accessed, and I think, Mr. Smith, your 
point that you can design systems that actually enhance privacy 
while allowing this access is absolutely a critical point. 

I want to move on to the relationship between the DNI and the 
CIA. We have talked previously in this hearing about the friction 
between the two, the White House having to get involved in resolv- 
ing disputes. That really concerns me when it gets to that level. 
But there has also been this, I would call it an urban myth in some 
ways, that the Intelligence Reform Act did not define that relation- 
ship, and Mr. Smith, you referred to it in your written testimony. 
To me, it is just so crystal clear because, as one of the authors of 
the language, to me, when it says that the Director of the CIA shall 
report to the Director of National Intelligence regarding the activi- 
ties of the CIA, it says “shall.” It does not say “may.” It says “re- 
port,” which to me clearly defines the relationship. 

But I am gathering that some people argue that information or 
interpretation is ambiguous, and Mr. Powell and Mr. Smith, I want 
to ask the two of you about this issue. And Mr. Powell, I will start 
with you because I would be interested to know, in practice, when 
you were at the DNI, did the CIA attempt to use that language to 
suggest that there was ambiguity in the relationship between the 
Director of the CIA and the DNI? 

Mr. Powell. Senator Collins, there was discussion that there 
was ambiguity. I would say this: The answer to your question is, 
yes, there was at times discussion that somehow the statute was 
ambiguous. 

A couple of points about that. First, I would refer you to the con- 
firmation hearings of Director Hayden and Director Panetta where 
they do not suggest that there is any ambiguity in the statute in 
the answers to the Congress. That said, the Intelligence Reform 
Act was a seismic shift, and still we would hear people claim that 
there was ambiguity there. 

I can say this. As the Chief Legal Counsel to the Director of Na- 
tional Intelligence, I did not see ambiguity. I spoke to the Depart- 
ment of Justice as to whether they saw ambiguity to it. I never had 
to go to the formal step of requesting a formal opinion from the Of- 
fice of Legal Counsel. I did offer that option up to individuals at 
the Central Intelligence Agency if they continued to find ambiguity. 
They decided that they would rather that I did not go to the Office 
of Legal Counsel. I advised them as to what the oral advice was 
from the Department of Justice as to whether the ambiguity of the 
statute was there and whether they would like me to pursue it on 
a written basis. They said that there was no need and that we 
could work out the issue that we had. 
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So that was my experience with the statute. It is certainly con- 
sistent with what every Director of the CIA has testified about the 
statute. That said, there is no doubt that there are cultural and or- 
ganizational issues that are going to take a decade to work out to 
make this community gel. 

Senator Collins. Mr. Smith. 

Mr. Smith. Mr. Powell has said it well, but there have been in- 
stances of which I have heard, and I did not serve in government 
after the creation of the statute, so these are only things that one 
is told, that people at the CIA have pointed to the langauge and 
CIA supporters elsewhere around government have pointed to the 
language in the statute that says they report regarding activities 
of the CIA. That is different from the kind of language that ordi- 
narily appears in a statute that creates a department that says the 
head of the department directs and controls the particular agency. 

Does that language make a difference? Not really in strict legal 
terms, but it is enough of a difference that if an agency wishes to 
not adhere to the directions of the Director, there is something they 
can point to and give them an argument. It is unseemly, in my 
view, to have these kinds of arguments, but again, I think the 
Committee could benefit from some very frank discussions — not in 
public — with former Directors, both DNI and Directors of CIA, who 
could tell you how some of these have played out and I encourage 
you to do that. 

Senator Collins. Thank you. 

Mr. Nelson, just one quick final question for you, and unfortu- 
nately, I am going to have to leave. I am concerned about the dif- 
ficulties that you faced in the Directorate of Strategic Operational 
Planning, and as I said, I readily concede that those words were 
a compromise. They sound contradictory. You mentioned that 
counterterrorism entities that do not participate face no penalty. It 
would help them participate, or encourage them to participate if 
they saw more value, and so there is a tradeoff there. But what do 
you think we should do with that responsibility? 

Mr. Nelson. Well, with the strategic operational planning, as I 
suggested, I would split it into two. On the strategic part, you have 
to give them control over some lever. There is operations, there is 
the resources, there is the personnel. On the strategic level, you 
give them an opportunity to drive high-level policy and you give 
them levers over resources. And it is not only advising perhaps 
0MB, but it is perhaps giving them something like some sort of 
1206 or 1207 type of ability to actually allocate funds in support 
of their operational plans. And they should be the ones writing the 
national strategy to combat terrorism or the national strategy 
against al-Qaeda. The White House should serve as the approval 
process and kind of massaging it, but it should come from NCTC. 

And then from the operational perspective, we still in the U.S. 
Government lack a coordinated planning effort against terrorist 
groups. We have the National Implementation Plan, which you are 
very familiar with, that has these broad, sweeping concepts, but 
they are very difficult to implement in a government that executes 
geographically. So we look at the homegrown extremists, for exam- 
ple, they came from or were recruited by various entities — 
Lashkar-e-Taiba, al-Shabaab, al-Qaeda in the Arabian Peninsula 
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(AQAP). Who in the U.S. Government is saying this is the group 
that we need to go after first, and this is the holistic approach 
against it? Who is assessing that we are succeeding and what is 
working and what is not working? And then who is moving funds 
around once certain checkpoints have heen reached saying, OK, 
now that we have neutralized this group or this threat, we need 
to move to the next group? That is not happening, primarily due 
to interagency infighting and, again, questions about authorities. 
Those overseas in the embassy teams will say they have the pri- 
ority over there and folks back in D.C. do not. 

Senator Collins. Thank you. That is very helpful. Thank you, 
Mr. Chairman. 

Chairman LiEBERMAN. Thanks, Senator Collins. I know you have 
another commitment you have to go on to. I appreciate your pres- 
ence here, and I am going to hold the witnesses a while longer for 
questioning, promising the best I can not to violate in any way the 
Geneva Convention. I will try not to torture you. [Laughter.] 

I want to pick up with Senator Collins’s questioning of you, Mr. 
Nelson, because the picture that you painted of NCTC’s authorities 
and capabilities in this area of strategic operational planning is 
troubling, but it is very important for us to hear. 

You had an interesting sentence, and I am going to look for it. 
NCTC “is stranded in a planning no man’s land between high-level 
policy and strategic development and operational and tactical plan- 
ning.” So as I guess Senator Collins has suggested or said, we iden- 
tified that there was, in fact, a no man’s land as we were trying 
to do the legislative reform and that it was one that the govern- 
ment needed to inhabit in some way, that there was not sufficient 
connectivity between the strategic level planning and the tactical 
and operational planning, and that is why we created what we did. 

So I wanted to ask you a couple of questions about that. You 
know, at that time, because we were still so close, really, to Sep- 
tember 11, 2001, we kept coming back to this question of who is 
in charge of the hunt for Osama bin Laden. I know that that is not 
typical, and yet it is instructive in some way because we saw a lot 
of different activities going on, not a plan. So I want to ask you, 
from your experience, and you have had widespread experience at 
the National Security Council, the NCTC, and the Joint Special 
Operations Command, would you say — let us take bin Laden — who 
is in charge of the search? 

Mr. Nelson. I think it is a great question, and again, taking it 
back to more theoretical and not commenting on, obviously, the 
operational aspects 

Chairman LiEBERMAN. Yes. Go ahead. 

Mr. Nelson [continuing]. But more generally speaking, this is a 
problem that continues to plague the government and the counter- 
terrorism community. There is conflict. There is no one who is ac- 
tually leading these efforts or who is prioritizing these efforts. 

I use the example of Osama bin Laden, we can talk about him 
today, but let us talk about the next al-Qaeda. What is the govern- 
ment entity that is going to do that? It is not being done. If it is 
a threat that emanates from a particular country, say for AQAP, 
it would be the embassy there that will say they are responsible 
for it. If it is happening under Title X authorities in Iraq or Af- 
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ghanistan, the Department of Defense would claim that they have 
authority. 

I would just reference the Special Operations Command 
(SOCOM), example, where they were given authority as the sup- 
ported commander in the war on terrorism. Recall how much dif- 
ficulty they had in trying to get the combatant commanders, the 
geographic ones, to actually coordinate with them. 

So this remains a significant problem. I think that until we get 
some sort of planning process in place that is attached to the exe- 
cution and the assessment of those plans, and funds can be moved 
once you determine how well you are doing against a group or indi- 
vidual, we are going to continue to struggle 

Chairman LiEBERMAN. OK, but as I have heard you, you rec- 
ommend splitting strategic from operational and having NCTC do 
both kinds of planning separately, is that correct? 

Mr. Nelson. Well, that is right. When we tried to implement the 
legislation, we got beat back from the interagency on multiple occa- 
sions. Every time we trended towards the operational, there was 
resistance. Every time we trended towards the strategic, there was 
resistance from a multitude of organizations — the State Depart- 
ment, CIA 

Chairman LiEBERMAN. Yes. 

Mr. Nelson [continuing]. Even at times, the Department of De- 
fense, and even DHS. 

Chairman LiEBERMAN. Because your statutory authority was not 
clear enough? 

Mr. Nelson. Not clear, because what is a strategic operational 
plan? 

Chairman LiEBERMAN. Yes. 

Mr. Nelson. And because of that ambiguity, it gave them the 
tool to minimize or marginalize what DSOP’s effect could be and 
impact how they actually operated. If you started doing an oper- 
ational plan, they would say that is too operational, that is too tac- 
tical. You are supposed to be focused more on the strategic. If we 
trended towards the strategic, they would say, no, you should be 
focused more on the operational. So simply adding a conjunction in 
there clears up a multitude of issues. 

Chairman LiEBERMAN. At one point, you recommend that NCTC 
have some authority to control and allocate funds to the depart- 
ments. Is that one way to establish its primacy here? 

Mr. Nelson. Well, we do. We have to give them some sort of 
lever to compel the interagency to participate, and if we are not 
going to give them operational authority, then we need — to look at 
resources and personnel. Giving them some input, a direct input 
over resources, hopefully would encourage interagency participa- 
tion in these plans. 

Chairman LiEBERMAN. Let me give you an example which is ob- 
viously not so far from reality, leaving aside bin Laden. But let us 
say that in Somalia, there is an American who has become a rad- 
ical Islamist cleric. He runs Web sites which are in English and he 
is communicating a lot with people in America and people in Amer- 
ica are communicating with him. He is helping to radicalize them. 
Sometimes, he brings them over. They come to see him. He has be- 
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come dangerous to the United States and, in fact, has been impli- 
cated in some terrorist attacks on our country. 

So let us just sort of clear the deck of what exists now. It would 
certainly seem to me that it would be in the interest of our govern- 
ment to have a plan to capture or kill that person, and so how 
would you organize that if you were redrawing the structure now? 

Mr. Nelson. I think NCTC has the authority to do this under 
the current structure. I just think that they are having a difficult 
time getting agencies to participate. 

Chairman LiEBERMAN. Right, because, obviously, NCTC does not 
have the resources itself to carry out an operation. 

Mr. Nelson. Absolutely. They have no authority. 

Chairman LiEBERMAN. Yes. 

Mr. Nelson. And as I said, planning is everything, but those 
planners have to be the ones that are executing. In NCTC, a role 
I think, that is underutilized, is that of arbiter. We have discus- 
sions on many issues for example, the Web site issue — do you take 
the Web sites down? Do you keep the Web sites up? How does that 
work? Some of those decisions go to the very highest levels of gov- 
ernment, and as my colleagues mentioned, some should not. Some- 
body should be arbitrating those decisions at a much lower level 
and that is a role that NCTC could undertake, but it cannot do be- 
cause it does not have the credibility and the authority currently 
to do that. 

Chairman LiEBERMAN. Let me ask Mr. Smith and Mr. Powell if 
you have an opinion on this question. There is a problem, which 
is how do we coordinate the various branches of our government 
in planning and carrying out coordinated operations. 

Mr. Smith. Mr. Chairman, that is one of the reasons I am at- 
tracted to the Goldwater-Nichols model. 

Chairman LiEBERMAN. Yes. 

Mr. Smith. In Goldwater-Nichols, a combatant command is given 
the responsibility for a geographic area to go do something, to carry 
out a mission. The only one that does not have that is SOCOM, 
which has a global mission. And by the way, we just saw in Af- 
ghanistan General Stanley McChrystal decide that he needed 
greater authority over forces under SOCOM for the very reasons 
that we are talking about 

Chairman LiEBERMAN. Right. 

Mr. Smith [continuing]. One of the first things you learn in mili- 
tary life is unity of command and that has to be, and it seems to 
me it has to be here, as well. 

I am not remotely able to talk with the kind of expertise that Mr. 
Nelson has spoken with respect to planning. However, instinc- 
tively, I would think that a mission such as the one you described 
should be given to an operating entity and that operating entity 
should have the responsibility to develop the plan and then run it 
by NCTC, much as a combatant command consults with the Joint 
Staff about any plans they develop. 

Chairman LiEBERMAN. So how do we do that in this case? Let us 
take the radical cleric that I described, and I put him in Somalia 
for the sake of it being hypothetical. Who would be the combatant 
commander in that case? 
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Mr. Smith. I think, in my view, it should be Africa Command 
(AFRICOM). 

Chairman LiEBERMAN. AFRICOM? Fascinating. So to go to the 
military command and then have that person coordinate with all 
the resources — intelligence. State Department, all the rest? 

Mr. Smith. That is correct, because I think at the moment, the 
Defense Department has the greatest reach, the greatest capacity. 

Chairman LiEBERMAN. Right. 

Mr. Smith. But they cannot over-militarize it, if I could use that 
expression. 

Chairman LiEBERMAN. Yes. 

Mr. Smith. And that is where the role of the NCTC has to come 
in, much as the role of the Joint Staff has to come in, to say, your 
plan does not take adequate account of this or that and that then 
has to represent other — and the advantage of NCTC stepping in is 
they represent — and there are representatives on there — of other 
departments and agencies of government that would bring a per- 
spective to it, that would bring information to it to refine that plan, 
but that it would ultimately have to be executed by AFRICOM. 

Chairman LiEBERMAN. Mr. Powell, that was very interesting. 
Your reaction? 

Mr. Powell. I think that on the specific operational tasking and 
coordination of them, there are operational deconfiiction agree- 
ments in place between agencies that I think work fairly well in 
the field. It may just reflect the lack of knowledge on my part, but 
I did not see in the field — I saw the agencies working together. The 
closer you are to the mission, the more some of these debates go 
away. 

I would be very concerned and want to think heavily about bring- 
ing a tactical operational type of planning function away from 
those agreements that I, frankly, think in my experience have 
worked well in specific operational tasks of the kind of hypothetical 
that you are talking about, Mr. Chairman. I think the NCTC has 
a lot of value to add on the broader issue of not just an operation 
about a specific person or more at the tactical level, but more what 
are we doing as a government to counter the fact that there are 
people here in America who are going to visit this cleric in your hy- 
pothetical — 

Chairman LiEBERMAN. Right. 

Mr. Powell [continuing]. And becoming radicalized or becoming 
self-radicalized or accessing Web sites. And, of course, these are by 
far what we have seen recently some of the most dangerous threats 
and the most hardest to detect are people self-radicalized, not nec- 
essarily connected to al-Qaeda, AQAP, or some of the other organi- 
zations we can talk about, and obviously the attention that those 
organizations draw from the U.S. Government. But there is a large 
value in thinking about at the level that NCTC can about what do 
we do about that phenomena and problem. Obviously, there has 
been talk about problems in prisons. Here in the United States, we 
can talk about any number of these things. 

I think at the tactical hunt level, and obviously Mr. Nelson has 
far more experience in this than I do, but just going back to my 
military experience and other ways, and I certainly was very con- 
cerned from the Director of National Intelligence standpoint, any 
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time that we seemed to veer into tactical operational issues or had 
to become involved with them, I did not think that we had the 
rules, the guidelines, the capabilities present to get involved. Now, 
some major national issues at times may draw in some of the sen- 
ior staff, but that was very unusual and rare. 

Chairman LlEBERMAN. That is a very helpful answer. 

Let me ask you just one or two more questions. I will start, Mr. 
Smith, in your prepared statement, you discussed complaints by of- 
ficials in various agencies that the DNI staff often acts as micro- 
managers and issues time-consuming requests and data calls to 
agencies for information for reasons that are often not very well 
understood. You also note that this information request process 
quite often appears to be driven by contractors at the DNI. 

Well, first I will ask you, Mr. Smith, because you say that from 
your perspective, the current Director, Admiral Blair, is not inter- 
ested in micromanaging intelligence agencies. I wonder if you 
would speak a little about that and whether you know whether he 
has taken steps to address the issue you raise of what you might 
call over-tasking. 

Mr. Smith. The answer is, I believe, yes to all your questions, 
Mr. Chairman. 

Chairman LlEBERMAN. [Laughter.] 

Mr. Smith. Director Blair does not intend to micromanage. He 
understands he cannot do that. On the other hand, he has a great 
many responsibilities under the statute and he has inherited a 
structure where there are already a lot of contractors in place. I 
cannot begin to speak for him, but he is aware of this issue. There 
are ways that one could try to get a handle on the tasking that 
ODNI does so that it is coordinated and that only tasks are issued 
are those that senior leadership truly believes are necessary. I can- 
not speak, because I simply do not know what the Director might 
be doing to address that issue, but I do know he knows it is an 
issue. 

Chairman LlEBERMAN. Mr. Powell, was this a problem, to the 
best of your recollection, when you were at the ODNI? 

Mr. Powell. It was continually at the front of issues that were 
raised with former Director Negroponte, former Director McCon- 
nell, and now 

Chairman LlEBERMAN. Yes. 

Mr. Powell [continuing]. Director Blair. It was an issue of con- 
tinual discussion every week, about the issue of tasking, about the 
complaints we would read in the newspapers about this, about 
issues we would hear in the Congress about these issues. 

My first response to those would often be, please give me the spe- 
cific example that you are speaking about. 

Chairman LlEBERMAN. Right. 

Mr. Powell. I often had a very difficult time of finding what the 
specific example was. 

Second, the issue was, if the DNFs Office sends out something 
that is inappropriate, well, you should call the Deputy Director of 
National Intelligence, one of them, and tell them that something 
inappropriate is going on and it needs to be put to a stop 
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Chairman LlEBERMAN. I am sorry. Do you think it was real, or 
do you think this was just bristling by the agencies that were get- 
ting used to dealing with the new Office of the ODNI? 

Mr. Powell. There is no doubt that there were, I am sure, re- 
quests that were sent out that I did not think were appropriate to 
be sent out. 

Chairman LlEBERMAN. Right. 

Mr. Powell. That said, for the first time, we did a contractor in- 
ventory of the entire intelligence community and could tell you the 
functions of what these contractors are doing. 

Chairman LlEBERMAN. Yes. 

Mr. Powell. The Congress found that very interesting. 

Chairman LlEBERMAN. Yes. 

Mr. Powell. The intelligence community found that very inter- 
esting from a budget perspective. 

Chairman LlEBERMAN. Too many? 

Mr. Powell. I will just say that we did the contractor inventory. 
Chairman Lieberman, by the function, and I do not want to make 
any broad generalizations about it, but it gave you an idea and you 
could then look to see by function what are people doing in the 
community, and that gave you data points then to make budget de- 
cisions. That, in my experience, is the very first time you got a pic- 
ture of what the workforce looked like, who speaks what languages 
across the intelligence community. 

So all these things did require data calls. The law on joint duty 
is a perfect example. There are a number of things in there by law 
about promotion rates, that people who participate in joint duty 
cannot be promoted at a rate lesser than their peers who do not 
participate in joint duty. 

So it is a fine balance. I am sure that there are examples where 
the DNFs Office overtasked or did something that they should not 
have. There were rules put in place. At one point, I think any data 
request of this type had to go through a three-star general on the 
DNI staff to do this. So this was not something that did not have 
the Director’s attention. 

Chairman LlEBERMAN. Right. 

Mr. Powell. I think if you look at the Secretary of Defense’s Of- 
fice, the Secretary of State’s Office, or the Attorney General’s Of- 
fice, I suspect at times perhaps they send out tasking requests that 
are not needed. 

Chairman LlEBERMAN. I am sure that is right. 

Let me ask you a final question. When Governor Kean and Con- 
gressman Hamilton testified before us in late January, they raised 
the idea, kind of floated it, of whether the DNI should have a fixed 
term of service similar to that of the FBI Director on the theory 
that would improve continuity and to a certain extent remove the 
DNI, to whatever extent he is involved in the political process now, 
from that process, or at least from the transition of government. I 
am interested in just getting a quick reaction from the three of you. 
Mr. Smith. 

Mr. Smith. It is a good idea, very worthy of consideration. I 
think it has worked at the Director of the FBI and I think it is a 
good idea. Some of the downsides, however, are it is hard to find 
somebody willing to commit to an extended period. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00158 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



151 


Chairman LlEBERMAN. Right. 

Mr. Smith. You want somebody who is close to the President, 
who can pick up the phone and say, Mr. President, you have a 
problem here, and not be intimidated because he or she does not 
have a relationship with the President. 

So it is a serious question that should be examined. If I were to 
vote today, I am a little like the Supreme Court. I am five-to-four 
against it 

Chairman LlEBERMAN. OK. 

Mr. Smith [continuing]. But I could be persuaded. 

Chairman LlEBERMAN. Mr. Nelson, how does your Supreme 
Court rule? 

Mr. Nelson. I actually think it is a very intriguing decision. I 
would be in support of it. To finish the kind of change that you put 
forward in the legislation, the IRTPA, it is going to require some 
china to be broken and that individual needs some political top- 
cover to make that happen. I was very disturbed and disappointed 
in the decision that was made regarding the appointment authority 
of the DNI representive overseas. I think that was the wrong call. 
I think maybe something like this would have been able to address 
that. 

Chairman LlEBERMAN. Mr. Powell. 

Mr. Powell. I am probably seven-to-two or eight-to-one against 
it. [Laughter.] 

I should note, I clerked for a Justice who was often on that one 
side, so 

Chairman LlEBERMAN. The only time I got to argue a case before 
the Supreme Court when I was Attorney General of Connecticut, 
we lost eight-to-one, so I am sympathetic to that Justice. [Laugh- 
ter.] 

Mr. Powell. I think the Director of the FBI is a very special 
case. There is a history there. I worked at the FBI. There is a his- 
tory behind that. The FBI Director has access to information on the 
law enforcement side in terms of investigating senior officials of the 
government and other things that are very distinct from the DNI. 

My concerns would be: One, you do have a statute that does re- 
quire the President’s backing. I would be very concerned if you had, 
for whatever reason, a place where the DNI was kept out of the 
national security circle 

Chairman LlEBERMAN. Yes. 

Mr. Powell [continuing]. And seen as really apart from it. I 
think the information is so critical, the operational issues, the 
issues we are dealing with on intelligence, whether it is Iran, 
North Korea, Afghanistan, Iraq, cyber threats coming over the ho- 
rizon, issues in Africa, all those things. 

I worry about having a lengthy term could really impact that and 
have a problem. I think it would raise the bar to the extent that 
you had somebody who was not performing up to perhaps the full 
capabilities that they needed to be. It would be a very difficult 
thing to remove them. It would then be seen as a very political 
move. There would be all kinds of allegations. 

Chairman LlEBERMAN. Right. 

Mr. Powell. So I would be very concerned about any type of 
lengthy term for a DNI. In my experience, having served the three 
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Directors of National Intelligence, I just have not seen this evi- 
dence of politicization or changing the intelligence or trying to re- 
work it. I think, frankly, given the diversity of who produces that 
intelligence, that is a very difficult thing to do with the National 
Intelligence Board and the other analysts who are involved in the 
process. 

Chairman LlEBERMAN. Thank you. Thoughtful responses. Thanks 
very much for your testimony. This has been very helpful. 

Do you want to add something? 

Mr. Smith. Just as a matter of personal privilege, Mr. Chair- 
man — 

Chairman LlEBERMAN. Yes, please. 

Mr. Smith. At the outset of his remarks, Mr. Powell said some 
extraordinarily kind things about me. 

Chairman LlEBERMAN. Yes. 

Mr. Smith. I am not sure they were justified 

Chairman LlEBERMAN. Do you want to deny them? [Laughter.] 

Mr. Smith. I would like to correct them for the record, but I do 
appreciate them greatly, especially coming from Mr. Powell, who 
has had himself an extraordinary career of contributions to this 
country. 

Chairman LlEBERMAN. Well, that is nice of you to say, very gra- 
cious. Really, it could be said of all three of you. We appreciate it 
very much. 

You have been very helpful today. Senator Collins and I are 
quite serious about this review, and we are not intent on legis- 
lating unless there is a reason to legislate, but if there is, we are 
not going to hesitate if we think it can improve and strengthen 
what was begun with the 2004 Intelligence Reform and Terrorism 
Prevention Act. 

I appreciate also that the three of you did some work in pre- 
paring for this testimony today, which matters a lot to us, and ob- 
viously the full text of your statements will be entered into the 
record. But Senator Collins and I and our staffs really would like 
to continue to be in touch with you as we go forward with this over- 
sight. We are now going to talk to some of the people who are at 
the agencies now and probably best start that in closed sessions so 
that we can get maximum information. 

I am going to leave the record of this hearing open for an addi- 
tional 15 days for any statements or questions that others may 
have. 

And with that, I thank you for your continuing service to our 
country. The hearing is adjourned. 

[Whereupon, at 12:20 p.m., the Committee was adjourned.] 
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THE LESSONS AND IMPLICATIONS OF 
THE CHRISTMAS DAY ATTACK: 
SECURING THE VISA PROCESS 


WEDNESDAY, APRIL 21, 2010 

U.S. Senate, 

Committee on Homeland Security 
AND Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:05 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph 1. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Carper, Collins, McCain, and 
Voinovich. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. The hearing will come to order. I apolo- 
gize for keeping everyone waiting for a moment or two. 

This is the fifth in a series of hearings our Committee has held 
to examine our intelligence and security systems that, despite all 
we have done to strengthen them, allowed Umar Farouk Abdul- 
mutallab to board a U.S.-bound airliner and attempt to blow it out 
of the sky over Detroit last Christmas Day. 

I want to welcome our witnesses here today, each of whom has 
a critical role to play in helping ensure that this type of failure 
does not happen again, and I would also say each of whom has be- 
come quite familiar to our Committee. 

The purpose of this hearing is to review the enhancements to our 
visa security system that have been made over the last few years, 
the last 5 years particularly, but specifically to get a progress re- 
port on enhancements that have been put in place post-Christmas 
Day, including changes to how the State Department processes and 
disseminates information it receives about terrorism in its con- 
sulates abroad and also to have a good discussion about what addi- 
tional changes may be needed. 

The failures that allowed Abdulmutallab to board Northwest 
Flight 253 are by now familiar to us all: Warnings from the father 
which went unheeded, threats from Yemen which were not run to 
ground, and information in different databases that was still not 
connected. 

However, one of the most frustrating failures was one that would 
seem to have been easiest to avoid, which is the misspelling of 
Abdulmutallab’s name during a check of the State Department’s 
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visa database, which led the government to believe that he did not 
have a visa and so did not pose an immediate threat. 

I think we all need to understand that while America has been 
and remains probably an open country that welcomes visitors, 
international travel is a privilege in our time and not an absolute, 
unlimited right. 

My concerns about the security of the visa process were one of 
the reasons that we advocated giving the Department of Homeland 
Security (DHS) more authority over the visa-issuing process during 
the debate and legislative action during which we actually created 
the DHS. The events of Christmas Day, I must say, have brought 
me back to some of those ideas. 

Nine years after September 11, 2001, we still do not have an 
automated system in place to check for revoked visas as individuals 
board airplanes. I understand that the State Department and DHS 
are working to accomplish this in an expeditious manner, and I 
hope to hear reports on that today. 

When the Department of Homeland Security was created, as an- 
other example of the overlap of the two Departments and what we 
can do to deepen it and expedite it. Congress included a provision 
establishing the Visa Security Program (VSP) and giving DHS the 
authority to set visa policy and to deploy law enforcement officers 
to consulates in order to oversee the visa-issuing process because 
of the post-September 11, 2001, added security dimension. 

The idea was to ensure that security considerations were given 
the weight they deserve in visa issuance. Eight years later, I am 
sorry to come to the conclusion that the program has not been a 
priority for either Department, and I would like the witnesses to 
comment on that. 

Here is why I reach that conclusion. DHS and the State Depart- 
ment have identified 57 high-risk consular posts around the world. 
That is out of a total of more than 200 posts that issue visas. But 
only 14 of those ports have received, or had stood up in them. Visa 
Security Program Offices. 

The President’s fiscal year 2011 budget submission does not in- 
clude any new money for continuing to expand this vital program. 

I understand that one of the main impediments to expanding the 
program, aside from funding, has been reluctance by some of our 
Ambassadors to allow the Visa Security Program Offices to be es- 
tablished at their posts, and I would like to hear about that if that 
is true. 

I gather that on at least seven separate occasions, ambassadors 
have told the Department of Homeland Security that they would 
not support expansion of the VSP at their embassy. And some of 
those posts are ones that are really key in fighting against terror, 
such as the United Kingdom, Turkey, and Indonesia. It was not our 
intention when we put this provision into the Homeland Security 
Act to give Ambassadors veto power over this important program. 

So I look forward to hearing from the witnesses and to working 
with DHS, the Department of State, and our colleagues on Foreign 
Relations to ensure that the VSP program does move forward. 

Finally, I am heartened that for travelers from visa waiver coun- 
tries, the Department of Homeland Security has now fully imple- 
mented the Electronic System for Travel Authorization (ESTA), 
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and is making progress in signing the international information- 
sharing agreements that are required by law. That is a significant 
accomplishment. 

The Christmas Day attempted attack has underlined for us all 
the importance of effectively sharing information. I believe that ex- 
panding this information sharing to include our allies should be 
one of the Department of Homeland Security’s main priorities mov- 
ing forward, and so I hope the State Department will expedite im- 
plementation of the agreements to ensure that information is being 
shared in real time. 

Securing our homeland is now really a global enterprise. It be- 
gins well before people come to the United States, and that is why 
it is so important that the Departments of State and Homeland Se- 
curity are working closely and effectively together. 

Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. 

Today’s hearing will examine the fundamental question of why 
the Christmas Day bomber, Abdulmutallab, was allowed to retain 
his visa, even after his father had informed the American embassy 
in Nigeria of his Islamist extremist connections. 

From my perspective, the State Department had sufficient infor- 
mation to revoke Abdulmutallab’s visa. State Department officials 
already had decided to question him about his ties to extremists if 
he chose to renew his visa. That he could have been deemed a 
threat to the United States in the future based on his extremist 
ties but not a sufficient current threat defies both logic and com- 
mon sense. Had the State Department taken this action, it would 
have prevented him from traveling to the United States. This was 
a missed opportunity to stop the terrorist more than a month be- 
fore his flight. 

At the very least, Abdulmutallab should have been required to 
come to an American embassy and explain his activities before he 
was allowed to travel to our country. The State Department has 
this authority, and, in fact, the Intelligence Reform Act protects the 
State Department from lawsuits when its officials revoke a visa for 
a visa holder overseas. But the State Department failed to act. 

Visa holders with possible connections to terrorism should shoul- 
der the burden of proving that they do not intend to harm this Na- 
tion or its citizens. I agree with the Chairman’s statement that 
traveling to our country is a privilege. If they cannot meet that 
burden, then we cannot take the risk of permitting them the privi- 
lege of traveling to our country. 

Following the attempted attack on Christmas Day, the intel- 
ligence community has reviewed the visas of all persons listed in 
the broadest terrorist database, known as the Terrorist Identities 
Datamart Environment (TIDE), to determine whether or not they 
should be permitted to retain their visas. In my judgment, they 
should keep their visas only in exceptional circumstances that are 
carefully considered by the State Department, intelligence commu- 
nity, the Department of Justice, and the Department of Homeland 
Security. 
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There are essential policy issues that we will explore today. 
First, is there now an ongoing policy to check the TIDE list for in- 
dividuals who hold U.S. visas? Second, what is the Administra- 
tion’s current policy on the revocation of the visas held by individ- 
uals listed on the Terrorist Identities Datamart Environment TIDE 
list? Third, what is the policy on visa revocation for individuals 
that are on the terrorist watchlist? 

I was surprised to learn recently from the Government Account- 
ability Office (GAO) that more than 1,000 individuals on the nar- 
rower terrorist watchlist had U.S. visas. 

Revoking the visas of suspected terrorists is, however, only the 
first step. The Department of Homeland Security also should con- 
firm the validity of the visa of every foreign passenger who at- 
tempts to board an airplane to this country rather than waiting 
until his arrival in our country. There does not appear to be a tech- 
nological barrier since DHS already confirms whether a passenger 
is on the No Fly or the Selectee List before the passenger boards 
the plane. 

Like the Chairman, I also want to know how the State Depart- 
ment will ensure that minor misspellings do not prevent its officers 
from discovering immediately that a suspected terrorist has a valid 
visa, as initially happened with Abdulmutallab. Computer algo- 
rithms have been around for a long time that can find close name 
matches to uncover a misspelling, and the State Department 
should expeditiously adopt such tools. 

In general, I believe that the Department of Homeland Security 
must provide greater oversight of visa issuance and revocation, as 
it was authorized to do in the Homeland Security Act of 2002. That 
Act requires DHS to deploy trained visa security officers to over- 
seas posts, but DHS has only reached 14 of the 57 high-priority for- 
eign posts — with plans to reach another four. Why has the joint ef- 
fort of DHS and the State Department to expand this program 
been so slow? 

One important way that DHS is enhancing the security of the 
visa process is through the implementation of a requirement that 
Visa Waiver Program travelers receive an electronic travel author- 
ization, as the Chairman mentioned in his opening remarks. This 
additional step should add an important security layer for travelers 
from countries that are currently not required to obtain a visa. 

It is clear that terrorists will continue to seek to exploit any 
vulnerabilities in our visa system. We must, therefore, continue to 
work to strengthen our visa process. Since this is the primary 
means of preventing terrorists from traveling to our country, it 
must work effectively, and it must be a priority. 

Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much. Senator Collins. 

Let us begin the testimony, Mr. Heyman, with you, I think by 
consent of the witnesses. David Heyman is the Assistant Secretary 
of Homeland Security for Policy. Please proceed. 
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TESTIMONY OF HON. DAVID F. HEYMAN/ ASSISTANT SEC- 
RETARY, OFFICE OF POLICY, U.S. DEPARTMENT OF HOME- 
LAND SECURITY 

Mr. Heyman. Thank you, Chairman Lieherman, Senator Collins, 
Senator Voinovich, and other Members of the Committee. I appre- 
ciate the opportunity to appear before the Committee. 

The work in the area of promoting and overseeing secure travel 
to the United States is very importent, and specifically securing 
the visa process and related lessons and implications of the Christ- 
mas Day attack, which is the focus of this hearing. 

Targeting terrorist travel is one of the most powerful weapons we 
have to counter the ability of terrorists to operate. Travel security 
involves a series of tools or layers to help identify and disrupt ter- 
rorist travel. It begins with international travelers obtaining legiti- 
mate identity documents from national authorities — a passport — 
and should a visa be needed, the international traveler then ap- 
plies for one at a U.S. embassy or consulate and undergoes a per- 
sonal interview and checks against law enforcement, terrorism, and 
immigration databases. Travel security also includes passenger and 
baggage screening prior to travel and during travel flight security 
through air marshals. We have also put in place hardened cockpit 
doors and other measures. Finally, it includes passport control and 
customs and immigration inspection upon arrival — or in some loca- 
tions, prior to departure. Every step along this pathway presents 
a vulnerability to would-be attackers who must come out of the 
shadows and interact with security personnel at ports of entry and 
abroad. 

In terms of visas and visa security, foreign travelers to the 
United States come to the attention of U.S. officials either by ap- 
plying for a visa at a U.S. embassy or consulate or by traveling to 
the United States under a visa-free program, one of which, the Visa 
Waiver Program, requires advance authorization, as the Senator 
has noted. 

The Department of State is responsible for the day-to-day oper- 
ations of visa issuance. DHS’ role in visa policy and guidance is 
outlined in Section 428 of the Homeland Security Act, which gives 
the Secretary the authority to issue regulations with respect to the 
granting of or refusing visas. 

As demonstrated by the attempted attack by Umar Farouk 
Abdulmutallab on December 25, 2009, visa policy and proactive 
visa screening procedures must be addressed in a counterterrorism 
context. To that end, they must include functionally related meas- 
ures such as document verification and enhanced international in- 
formation sharing. Taken as a whole, these procedures help to en- 
sure not only the integrity of our borders and our immigration sys- 
tem, but also the security of the traveling public and the global 
aviation system as well. 

The first part of travel security is the authorization step, which 
is the focus of this hearing. My colleague, John Morton, from Immi- 
gration and Customs Enforcement, will testify on DHS’ Visa Secu- 
rity Program. Ambassador Janice Jacobs, Assistant Secretary for 
Consular Affairs, will discuss the visa issuance process. For my 


^The prepared statement of Mr. Heyman appears in the Appendix on page 458. 
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part, I will limit my testimony to the Visa Waiver Program (VWP), 
which was first authorized by Congress as a pilot in 1986. The pur- 
pose was to facilitate low-risk travel to the United States and boost 
international trade, cultural links, and promote more efficient use 
of consular resources. It has evolved into an important tool for in- 
creasing security standards, advancing information sharing, 
strengthening international partnerships, and promoting legitimate 
trade and travel to the United States. 

Since the program’s inception. Congress and the Executive 
Branch have worked together to implement a number of security 
enhancements, including, immediately after September 11, 2001, 
new requirements to tighten security of passport standards and in- 
crease the frequency in which visa waiver countries are formally 
reviewed for their designation status. 

Today VWP allows citizens from 36 countries to travel to the 
United States without a visa and, if admitted, to remain in the 
United States for a period of a maximum of 90 days for tourist or 
business purposes. 

There are a number of security benefits that the Visa Waiver 
Program produces. They are, in fact, mutually reinforcing. VWP re- 
quires bilateral information-sharing arrangements regarding 
known or suspected terrorists, possible perpetrators, and other seri- 
ous crimes, as well as multi-lateral sharing of lost and stolen pass- 
port information. Moreover, there are higher standards for trans- 
portation security, aviation security, and border security as well as 
document integrity than for countries that do not participate in the 
program. DHS, with the support of the Departments of State, Jus- 
tice, and the intelligence community, audits these standards and 
capabilities on a regular basis as a condition for continuing des- 
ignation in the program. No other mechanism provides DHS with 
the opportunity to regularly conduct as broad and consequential in- 
spections of foreign security standards as the VWP. 

We are also strengthening that program currently by entering 
into agreements to share information that the Chairman men- 
tioned. This is particular important in the context of the failed ter- 
rorist attempt to bring down Northwest Flight 253. We must abso- 
lutely bolster the tools we have to screen passengers prior to depar- 
ture and exchanging information regarding potential threats 
known to our partner countries but perhaps not to us as a vital ele- 
ment of that. 

We have three key mechanisms that support this effort: First, a 
bilateral arrangement to exchange information on known and sus- 
pected terrorists; second, a bilateral agreement to exchange infor- 
mation of possible perpetrators of serious crimes; and, third, an ex- 
change of diplomatic notes memorializing the commitment to report 
lost and stolen passports according to Interpol standards. 

As Senator Lieberman mentioned, our current priority and pri- 
mary focus of DHS, as it relates to Visa Waiver, is bringing the 27 
pre-2008 VWP countries into compliance with the 9/11 Commission 
Act information-sharing requirements by 2012. To date, the De- 
partment, in cooperation with its partner agencies, has made sub- 
stantial progress in this endeavor, the details of which are included 
in my full testimony. 
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Let me conclude by looking into the future. Given the security 
benefits of the VWP to the United States and to the program’s im- 
portant role in strengthening international partnerships and to 
travel security standards, the Department would support a care- 
fully managed expansion of the to select countries willing and 
able to enter into a close security relationship with the U.S. Gov- 
ernment, particularly DHS. 

At present, most of the countries that have expressed an interest 
in VWP designation have visa refusal rates higher than 3 percent 
or they have other concerns that would have to be mitigated prior 
to designation. DHS and the Department of State continue to con- 
sult with trusted international partners to determine whether VWP 
designation is possible in the future. We are also pursuing, as re- 
sources allow, VWP-style information-sharing agreements with 
countries that are currently ineligible for the VWP but have rea- 
sonable expectations of qualifying for the program within the next 
5 years or so. 

We must also be able to review and account for overstays. Be- 
cause DHS has not yet notified Congress that a biometric air exit 
system to help in this is in place, any significant expansion of the 
VWP is unlikely at the present. 

So, in summary, we Imow that no single entity and no single so- 
lution on its own will completely address the challenge of pre- 
venting those with bad intentions from traveling to the United 
States. Travel security systems of mutually reinforcing layers — in- 
volving such features as rigorous visa issuance standards, the use 
of visa security units, the screening of passengers through auto- 
mated targeting systems, and forward-deployed border and immi- 
gration security officers — all of these are critical in our efforts to 
thwart the travel of terrorists and other dangerous people. The 
VWP is, of course, a vital part of a robust travel security system 
for many reasons: The ESTA requirement, as Senator Collins men- 
tions; the mandatory bilateral information-sharing arrangements 
regarding potential terrorists and criminals; sharing of data for lost 
and stolen passports; inspections; security standards; and the mon- 
itoring of ongoing conditions in countries. It is one of a number of 
tools and layers we deploy to protect the United States at home, 
in the air, and abroad. 

Chairman Lieberman, Senator Collins, and other distinguished 
Members, thank you for the opportunity to appear before you 
today. I look forward to your questions. 

Chairman Lieberman. Thank you, Mr. Heyman, for your state- 
ment. We will go next to Hon. Janice Jacobs, Assistant Secretary 
of State for Consular Affairs. Welcome back. 

TESTIMONY OF HON. JANICE L. JACOBS, i ASSISTANT SEC- 
RETARY, BUREAU OF CONSULAR AFFAIRS, U.S. DEPART- 
MENT OF STATE 

Ms. Jacobs. Thank you. Chairman Lieberman, Ranking Member 
Collins, Senator Voinovich, and distinguished Members of the Com- 
mittee, it is an honor to appear before you again and to explain the 


^The prepared statement of Ms. Jacobs appears in the Appendix on page 465. 
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Bureau of Consular Affairs’ efforts to strengthen the security of 
U.S. borders through the vigilant adjudication of visas. 

I want to assure you that the five pillars of visa security — tech- 
nological advances, biometric innovations, personal interviews, data 
sharing, and training — about which I testified previously — are still 
very relevant today. And each pillar to an appropriate extent in- 
forms every action we have taken following the attempted terrorist 
attack of Christmas Day 2009. 

Over the past 4 months, we have strengthened our Visas Viper 
reporting requirements, as well as visa issuance and revocation cri- 
teria, and introduced technological and procedural enhancements 
to facilitate and strengthen visa-related business processes. Our in- 
ternal and interagency reviews are ongoing. Here are the steps 
that we have taken already. 

The Department of State misspelled Umar Farouk Abdul- 
mutallab’s name in a database search for existing visas and in the 
text of a Visas Viper report. As a result, we did not add the infor- 
mation about his current U.S. visa in that report. 

To prevent this from occurring again, we promulgated new Visas 
Viper procedures to ensure that in preparing a Visas Viper report 
we ascertain whether a subject has a visa and include comprehen- 
sive visa information in all Visas Viper reporting. I can confirm 
that these new procedures have been followed in all Visas Viper ca- 
bles since December. 

We also are re-evaluating the procedures and criteria used in the 
field to refuse and revoke visas, and we are issuing new instruc- 
tions to our officers. Revocation recommendations will be added as 
an element of reporting through the Visas Viper channel. In a re- 
cent cable to the field, we reiterated our guidance on use of the 
broad discretionary authority visa officers have to deny visas under 
Section 214(b) of the Immigration and Nationality Act with specific 
reference to cases that raise security or other concerns. Instruction 
in appropriate use of this authority has been a fundamental part 
of officer training for several years. 

The State Department has broad and flexible authority to revoke 
visas. Since 2001, we have revoked 57,000 visas for a variety of 
reasons, including over 2,800 for suspected links to terrorism. New 
watchlisting information is continuously checked against the data- 
base of previously issued visas. We can and do revoke visas in cir- 
cumstances where an immediate threat is recognized. We can and 
do revoke visas at the point people are seeking to board an aircraft, 
preventing their boarding. In coordination with the National Tar- 
geting Center, we revoke visas under these circumstances almost 
daily. 

At the same time, the benefit of expeditious coordination with 
our national security partners is not to be underestimated. There 
have been numerous cases where our unilateral and uncoordinated 
revocation would have disrupted important investigations that 
were underway by one of our national security partners. We will 
continue to closely coordinate visa revocation processes while also 
constantly making enhancements to the security and integrity of 
the visa process. Information sharing and coordination action are 
foundations of the border security systems put in place since Sep- 
tember 11, 2001, and they remain sound principles. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00168 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



161 


Had our post-December 25 Visas Viper and revocation procedures 
been in place in Abuja, Nigeria, in November 2009, the consular of- 
ficer would have used our robust search engine to uncover Abdul- 
mutallab’s visa record and include that name in the Visas Viper 
cable. The consular officer would have entered a P3B — a possible 
terrorist — entry into the Consular Lookout and Support System 
(CLASS), our automated repository of watchlist information — as 
was done in the actual case. 

The Department would have reviewed the Visas Viper cable upon 
receipt and, following expedited consultation with our interagency 
partners, revoked Mr. Abdulmutallab’s visa, consistent with our 
post-December 25 policy that no one with a P3B entry can hold a 
valid visa. This revocation would have occurred on the day the 
Visas Viper cable was transmitted. 

The Department has close and productive relationships with our 
interagency partners, especially with the Department of Homeland 
Security. We are working closely with Immigration and Customs 
Enforcement visa security units (VSUs). VSUs currently operate at 
14 visa-adjudicating posts in 12 countries. Since January of this 
year, we have received requests to open four additional VSUs and 
to augment staff at two existing VSUs. The chiefs of mission at 
those respective posts approved the four new VSUs and one request 
for expansion, with one request for expansion still pending. Later 
this year, a team representing both departments will visit several 
posts under consideration for additional VSUs. 

The State Department brings our own unique assets and capa- 
bilities to this partnership. Our global presence, international ex- 
pertise, and highly trained personnel provide us singular advan- 
tages in supporting the visa function throughout the world. We de- 
veloped and implemented an intensive screening process requiring 
personal interviews and supported by a sophisticated global infor- 
mation network. Our front line of border security has visa offices 
in virtually every country of the world, and they are staffed by 
highly trained, multi-lingual, culturally aware personnel of the De- 
partment of State. We support them with the latest technology and 
access to advanced screening tools and information systems. We 
are pioneers in the use of biometrics and a leader in the use of fa- 
cial recognition as well as modern rapid fingerprint scanning tech- 
nology. 

Our online visa applications, introduced in 2009 and on track for 
worldwide deployment before the end of this fiscal year, expand our 
data collection capacity tenfold and provide new information read- 
ily available for analysis by the State Department and other agen- 
cies. 

We remain fully committed to correcting mistakes and any defi- 
ciencies that inhibit the full and timely sharing of information. We 
fully recognize that we were not perfect in our reporting in connec- 
tion with this case. However, we are working and will continue to 
work not only to address shortcomings but to continually enhance 
our border security screening capabilities and the contributions we 
make to the interagency effort. 

We believe that a layered approach to border security screening 
in which each agency applies its particular strengths and expertise 
best serves our border security agenda while furthering traditional 
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U.S. interests in legitimate travel, trade promotion, and exchange 
of ideas. In fact, the United States must strive to meet both goals 
to guarantee our long-term security. 

Thank you, and I am ready to answer your questions. 

Chairman LiEBERMAN. Thanks, Secretary Jacobs. I think Senator 
Collins and I would like to break the normal and just ask you a 
few questions to make sure that we have clear the changes that the 
Department has made. 

First, just set out kind of what we used to call a plain-language 
definition of what Visas Viper cable is. 

Ms. Jacobs. A Visas Viper cable is a reporting telegram that 
comes in from our posts overseas, reporting on names of known or 
suspected terrorists. The process behind it includes a Visas Viper 
group, interagency group, at an embassy or consulate overseas that 
sits down at least once a month to go through to see whether each 
of the agencies involved might have names that need to be sub- 
mitted to Washington. These names will result in the creation of 
a TIDE file by NCTC. 

So it really is, if you will, an interagency data-sharing program 
at the post level where they are bringing names back to Wash- 
ington. 

Chairman LiEBERMAN. OK, good. That is helpful. 

Now, in Abdulmutallab’s case, as we know, when the State De- 
partment personnel in Nigeria put his name into the database, it 
did not show he had a visa because his name was misspelled. Cor- 
rect? 

Ms. Jacobs. That is correct. 

Chairman LiEBERMAN. And so what I think we are both inter- 
ested in is — it is our understanding that there is a software pro- 
gram that can correct for those misspellings. Do I understand that 
has now been put into place in the State Department? 

Ms. Jacobs. Yes, sir. We actually had a search tool that uses 
what we call “fuzzy logic” that will catch misspelled names. It was 
not available to all of our consular officers in the field. The change 
that we have made now is that we are requiring all officers, when- 
ever they are drafting a Visas Viper telegram, to use that search 
tool in order to look in the database of issued visas to make sure 
that a misspelled name will not make a difference. 

Senator Collins. Just to clarify the Chairman’s question, that 
technology was already in place, but it was not automatically used? 

Ms. Jacobs. It was not used for searches in the Consolidated 
Consuler Database (CCD) where we store all of the information 
about visas. We have very sophisticated search capabilities in our 
Lookout System, but that same tool was not used on a routine 
basis in our CCD. So it was there. It was used primarily by our 
fraud prevention officers, but now we have made it a requirement 
that everyone use that tool. 

Senator Collins. It seems to me you would want to just build 
it into the system so that it is not a choice. It is the way, when 
we go online with Google and if you misspell something, it says, 
“Did you mean X?” and will give you the proper spelling of it. 
Should that be automatically built in? 

Ms. Jacobs. Absolutely, and we are working on that systems 
change to make that automatic within the CCD. 
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Senator Collins. And when do you anticipate that will be an 
automatic feature of the search? 

Ms. Jacobs. I will get back to you with an exact date. I am hop- 
ing that will happen within the next few months. But in the mean- 
time, all officers have been instructed to use this tool whenever 
they are preparing Visas Viper cable. 

Senator Collins. I understand that, but I guess what I am trou- 
bled by is it is still discretionary in a way. Even though they have 
been instructed, it is not built into the system, and it seems as if 
it would be very easy from a technological standpoint to build it 
into the system. So rather than chancing that some consular officer 
who is overwhelmed with work might forget to use it or might fail 
to use it, why not build it into the system? 

Ms. Jacobs. We will do that, and I will get back to you with a 
date certain when we will have that completed. 

Senator Collins. Thank you for letting us clarify that. 

INFORMATION SUBMITTED FOR THE RECORD 

When visa applications are entered into consular databases, names are automati- 
cally run through “fuzzy logic” algorithms that check against the Consolidated Con- 
sular Database (CCD) and the Consular Lookout and Support System (CLASS). 
When names are added to the CLASS database independent of visa applications, of- 
ficers are instructed to check the name against the CCD for possible matches with 
visa records using the “Person-Finder” tool, which uses the same “fuzzy logic.” This 
is currently a manual process, but we will have the automation in place by July 
31 , 2010 . 

Chairman LiEBERMAN. Thanks. Let me go the next step. Let us 
assume now that we have the system and it checks for the spelling, 
and a Visas Viper cable is sent back on an individual with the sug- 
gestion or evidence that he or she may be associated with ter- 
rorism. And the next step, as you described it in your testimony, 
I was concerned you had some conditional words. Will that auto- 
matically lead at least to the suspension of the visa, if not the rev- 
ocation, but at least to the suspension? In other words, it does not 
require any more than that Visas Viper cable that person now does 
not have an effective visa anymore? 

Ms. Jacobs. Right. In this particular case, the new search tool 
would have caught the misspelled name. In addition, officers are 
required now to put the fact that a person has a visa right in the 
Visas Viper cable, so that information would be there. And then the 
fact that the officer put an entry, a “presumed ineligible for ter- 
rorist-related reasons” entry, into our Lookout database, that infor- 
mation would have been in the Visas Viper cable as well. 

Our new policy is anyone who goes in as a P3B who has a visa, 
the visa will be revoked. We do that still in consultation with our 
other agency partners to make sure that there is no operational in- 
terest in the individual. That happens very quickly now 

Chairman LiEBERMAN. An “operational interest” in the sense 
that we actually may want the person to have the visa because we 
are following him or her. 

Ms. Jacobs. Exactly right. 

Chairman LiEBERMAN. OK. Understood. 

Ms. Jacobs. And, anyways, that would happen very quickly. We 
have expedited the whole revocation process while we still have the 
system where names go into NCTC and are reviewed and then cer- 
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tain names are exported over to the Terrorist Screening Center. In 
addition to that, we have a new expedited procedure in place 
whereby consular officers can make a recommendation about a rev- 
ocation, or if they put someone in as a P3B, we will revoke after 
consultation. 

Chairman LiEBERMAN. OK. Am I right that also is a change since 
Christmas Day? 

Ms. Jacobs. Yes, sir. 

Chairman LiEBERMAN. That it was not automatic that the visa 
be revoked? 

Ms. Jacobs. Right. No, before Christmas Day it was not. 

Chairman LiEBERMAN. OK. Those are two big steps forward, and 
I appreciate them. 

Let me just poke a little more into the operations. I was trou- 
bled — and maybe you did not intend this literally — when you said 
that the Visas Viper group at the embassies only meet about once 
a month. I presume that if, somebody walks into an embassy and 
has significant information about an individual, a concern of being 
a terrorist, that the consular officer will not wait for the next 
monthly meeting. Right? 

Ms. Jacobs. That is exactly right. Officers will send in individual 
cables if something comes to their attention before the monthly 
meeting. 

Chairman LiEBERMAN. Thank you. That is very encouraging. I 
appreciate it. 

The last witness on this panel is Secretary Morton, who is, as we 
well know, head of Immigration and Customs Enforcement (ICE). 
Let me just tell you before you begin. Secretary Morton, that yes- 
terday we had a hearing here on the violence in Mexican and cross- 
border violence and its impact on our homeland security. And I 
want to thank you and congratulate you for the indictments that 
were issued, I guess last week, through the work of your people in 
ICE and the U.S. Attorney in Arizona and the work of, I gather, 
law enforcement around the country to bring to justice dozens of 
people involved in smuggling of people from Mexico into the United 
States. So I appreciate that work. Thank you. 

TESTIMONY OF HON. JOHN T. MORTON, i ASSISTANT SEC- 
RETARY, U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT, 

U.S. DEPARTMENT OF HOMELAND SECURITY 

Mr. Morton. Well, thank you, Mr. Chairman and Senator Col- 
lins. That was an extraordinary case. It was in the making for well 
over a year. On the day of the arrests, we had over 800 Federal, 
State, and local law enforcement officers engaged in the searches 
and the arrests, and I am quite happy to say that we had the full 
and coordinated cooperation of the Federal police in Mexico, the 
Secretariat of Public Safety, which was extraordinary. They actu- 
ally arrested one of our three main smuggling targets, so it was a 
good day for law enforcement. 

Chairman LiEBERMAN. Good work. Thank you. 

Mr. Morton. Thank you very much for inviting me to address 
ice’s role in securing the visa process. Let me start by noting that 


^The prepared statement of Mr. Morton appears in the Appendix on page 475. 
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good visa security is a multi-agency process that begins obviously 
before issuance and continues all the way through compliance by 
the visa holder with the terms of admission. 

Done properly visa security facilitates lawful trade and travel — 
which I completely agree is a privilege, not a right — and while pro- 
hibiting the travel and entry of terrorists and others who would do 
harm to our Nation. 

ICE plays many important roles in promoting the integrity of the 
visa process both before and after issuance. For example, we inves- 
tigate and prosecute a wide range of visa fraud, and we use our ad- 
ministrative powers to remove visa overstays. I would like to obvi- 
ously focus my remarks here today on our efforts to promote the 
security of the visa issuance process itself 

In that context, as the Committee well knows, our primary role 
is to run the Visa Security Program at U.S. embassies and con- 
sulates overseas. As you may know, we are the second largest 
criminal investigative agency in the Federal Government, and we 
have a very significant international presence overseas because so 
much of our mission is focused on investigating transnational 
crime — crimes such as money laundering, counterfeiting, and pi- 
racy of U.S. goods, international child exploitation, and the smug- 
gling of drugs, arms, and people. 

Under the Visa Security Program, ICE agents posted overseas 
add a very important layer to the integrity of the existing visa 
issuance process. In particular, experienced — and I place an em- 
phasis on that — ICE investigators provide expert advice and train- 
ing to consular staff. We review and scrutinize individual visa ap- 
plications, and we conduct in-depth investigations when warranted. 

An important point to keep in mind is that the VSP is not just 
a screening program; rather, it is an additional review process that 
complements the consular adjudication conducted by the Depart- 
ment of State and permits in-depth, on-site analysis and investiga- 
tion of individual visa applications. This is not something that can 
be done remotely. To conduct a thorough investigation of a suspect 
application, an ICE agent needs to be able to interview the visa ap- 
plicant in person, locate and research local records, and coordinate 
with foreign officials. In short, hard analysis and investigation re- 
quire an on-site presence. 

Indeed, depending on the concerns behind a given visa applica- 
tion, an ICE agent’s investigation might prove quite complex and 
take literally a matter of months. Given our focus on national secu- 
rity, we do not send new recruits to VSUs. On the contrary, we as- 
sign experienced agents who have spent years developing inter- 
view, interrogation, and other skills while investigating crimes in 
the United States and overseas. 

To date, the Visa Security Program has worked very well in the 
14 posts where it has been implemented. Indeed, in our experience 
the consular staff at VSU posts have rapidly recognized the value 
of having ICE agents assist them and have not viewed the program 
as wasteful or distracting. This past fiscal year, our VSP units, 
working with our consular colleagues, screened over 900,000 appli- 
cations and determined that 300,000 needed further review. Fol- 
lowing investigation, and, again, in close consultation with the De- 
partment of State, we ultimately recommended to consular officials 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00173 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



166 


to refuse over 1,000 of these applications. I am happy to report that 
in every single instance the Department of State followed our rec- 
ommendation. 

It is important to note that we do not view ourselves as overlords 
or competitors to consular officials. Our mission is to work with the 
consular team to identify questionable applications and to augment 
the State Department’s ability to investigate and resolve issues of 
concern. ICE and the Department of State have jointly identified, 
as the Chairman has noted, 57 diplomatic and consular posts that 
warrant a Visa Security Unit. We are presently in 14 of these 
posts, and I anticipate expanding to four more in the remainder of 
this fiscal year and one in early 2011. 

I am also working with Assistant Secretary Jacobs to address 
some of the implementation challenges both Departments face with 
regard to VSU so that we can improve the expansion process. And 
I want to just make a personal note here to say that I have found 
Assistant Secretary Jacobs to be quite willing to work with us and 
quite professional in her dealings, and I am confident that some of 
the implementation challenges that we may talk about here in a 
bit can be and will be resolved in a way that is good for both De- 
partments and the country. 

Please know that I am a strong supporter of the Visa Security 
Program and ICE’s international investigative efforts generally. I 
am committed to ensuring that the program works well, as in- 
tended by Congress, as part of the Department of Homeland Secu- 
rity’s broader security efforts, and to work with the State Depart- 
ment to expand the program in a thoughtful, efficient way. 

Again, I thank you for the opportunity to appear before you once 
again, and, of course, I am happy to answer any questions the 
Committee may have. Senator Voinovich as well. 

Chairman LlEBERMAN. Secretary Morton, thank you. We will do 
7-minute rounds of questions. 

Let me begin with the Visa Security Program. At an earlier hear- 
ing I raised the question about whether the entire Visa Issuance 
Program should go over to the Department of Homeland Security. 
That is probably not feasible or a good idea in the end, but I think 
the Visa Security Program creates a partnership here where the 
kind of concerns we have about the security implications of visa 
issuance and, frankly, the heightened security implications of visa 
issuance since September 11, 2001, can be taken care of But, obvi- 
ously, the program has not been sufficiently implemented, and that 
is what concerns us on the Committee. 

Secretary Jacobs, I take it — well, let me ask you: What value 
does the State Department believe the Visa Security Program has? 

Ms. Jacobs. Thank you. Senator. I think that at the posts where 
we have Visa Security Units, there has been a very good partner- 
ship between the consular officers doing visas and the visa security 
officers. They are able to look at applications. They have access to 
law enforcement sensitive information that sometimes it takes us 
a little bit longer to access. They bring a special expertise to the 
process where maybe answers do not make sense or certain things 
about the application raise questions. And so the consular officers 
have learned to work very closely with the visa security officers, to 
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listen to them. They know that they bring this expertise to the 
table, and I think it has been a very good relationship. 

There have been cases the VSU officers have identified. You 
heard that there have been recommendations to refuse visas that 
have been followed. 

Chairman LlEBERMAN. Every one. 

Ms. Jacobs. So I think it is a very good partnership. 

Chairman LlEBERMAN. So let me ask if my staff and I are right 
in citing at least seven cases where the chiefs of mission have ob- 
jected to having people in the Visa Security Program in the con- 
sular office. Is that correct? 

Ms. Jacobs. I am not sure of the exact number, but I do know 
that, yes, there have been instances where a chief of mission has 
denied a National Security Decision Directive 30 request. 

Chairman LlEBERMAN. Why? What are the reasons why they 
would do that? 

Ms. Jacobs. Well, actually, it is not really specific to the VSUs. 
Chiefs of mission have to look at a variety of issues for any agency, 
including the State Department, when we want to add new people 
to a mission. They have to look at the mission, why they are there. 
They have to look at the security situation in a given country. Is 
this a place where we are trying to keep the U.S. presence at a 
minimum? They actually have to think about things such as actual 
space limitations. Many of the VSUs are co-located in our consular 
sections, which in many countries are very tight right now. And so 
they have to look at all of these things. 

They also look at the other agencies at post, and they look at 
what the VSU’s goals and objectives are, and they make a deter- 
mination about whether they think they already have that kind of 
expertise at the mission. 

So there is any number of considerations given to these requests, 
and I must say that the initial answer sometimes is no, even for 
the State Department when we are trying to add consular officers 
to an embassy. But that is not the final answer. There is negotia- 
tion that normally takes place. Sometimes it is just a matter of 
clarifying exactly what it is that the new people will do at the em- 
bassy. 

So it is a process that is worked through, but, again, it is not any 
chief of mission sort of singling out a Visa Security Unit to say, “I 
do not want you here.” It is all of those things that are taken into 
consideration. 

Chairman LlEBERMAN. Yes. Well, let me say that since, as I un- 
derstand it, both the Department of State and the Department of 
Homeland Security through ICE have jointly agreed on the 57 
posts where there should be a Visa Security Program, I really want 
to urge you to not find any excuse acceptable by the chiefs of mis- 
sion for not having a Visa Security Program because this is so cen- 
tral to our homeland security. Will you take that back? I mean, 
there is certainly nothing in the law as we created it that gave the 
Ambassadors veto over location of a Visa Security Program that 
the two Departments have determined is in our national security 
interest. 

Ms. Jacobs. Yes, sir. I am happy to take that back. Please know, 
though, that I am fully committed to try to make this program 
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work. I think from a very early stage the Bureau of Consular Af- 
fairs has supported the Visa Security Program. We had a senior of- 
ficer at the Ambassador level who used to travel with the teams 
as they went abroad to try to make their case. It is something that, 
we encourage chiefs of mission to approve. There will always be, 
I think, at certain posts reasons that they cannot say yes, and 
sometimes it really is simply that they just do not have room. But 
you can count on Consular Affairs to really be supportive in this 
effort, and also as Assistant Secretary Morton said, the two of us 
are working together very closely to figure out ways to make this 
happen. 

Chairman LiEBERMAN. Yes. Look, I accept your good will here 
and intentions. I am saying please take back both to the Depart- 
ment and then to any individual case where a chief of mission says, 
“No, I do not want the Visa Security Program,” even for a reason 
that is not, personal but just “I do not have room,” that they have 
to find room. This is that important. 

Secretary Morton, my time is running out, but do you want to 
get into this generally from the DHS point of view? 

Mr. Morton. Yes. The challenges that we face in implementation 
are pretty much as Assistant Secretary Jacobs outlined them. Obvi- 
ously, we have had some difficulties, and they have largely cen- 
tered around concerns or objections from the Ambassador. Space 
and the overall size of the embassy is a common theme. There have 
been at times concerns that the Visa Security Unit is either not 
necessary or might duplicate something that the Ambassador feels 
his own staff or her staff could do. 

What we have been able to do, however, is to go back — and obvi- 
ously my view is quite similar to yours — and explain this is a stat- 
utory obligation, this is a statutory program, and we do have a 
joint list where both Departments have identified there are 57 
posts that we need. 

Chairman LiEBERMAN. Right. 

Mr. Morton. And things are much better. Assistant Secretary 
Jacobs has truly been working quite hard, and a lot of it is just an 
education process. But I think both Departments recognize we need 
to move with a little more dispatch on the implementation, and 
from the two of us you have that commitment. I personally went 
to London myself to make sure that the approval would be given 
to us by the embassy, and fortunately, the embassy did give it to 
me when I went myself 

Chairman LiEBERMAN. Good for you. I appreciate it. Look, what 
I am saying is — and I know Senator Collins shares this view — we 
are prepared to be the bad cops here. This is really important, and 
we are counting on you to make sure it happens. 

Senator Collins, I have to go to the anteroom to take a call. I am 
going to leave you with power of the gavel with full confidence 
while I am gone. 

Senator Collins. Thank you. You know I love that. 

Chairman LiEBERMAN. Yes. [Laughter.] 

Senator Collins [presiding]. Thank you, Mr. Chairman. 

Let me follow up on the point that the Chairman just made. 
First, let me associate myself with his concerns about the resist- 
ance that you sometimes meet in trying to establish these security 
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units. I know London has been a particular problem. I salute you 
for solving that one. But the idea that there is resistance on this 
is really troubling to me. 

There is another issue, however, and that is, the President’s 
budget request for the Visa Security Program for fiscal year 2011 
is the same as for this year. It is fiat. So how can the Department 
intend to expand to more overseas consular posts with a flat budg- 
et? 

Mr. Morton. Well, let me start by saying that, as you know, at 
the time of the formulation of the 2011 budget, I was not the As- 
sistant Secretary because I was preparing for the confirmation 
hearings before you and Senator Lieberman at that exact time. 

What I can say is this: We are going to expand to the four. We 
are going to expand to at least one more in 2011. You can rest as- 
sured that there is not going to be a penny appropriated to us for 
visa security that will not be spent, and my foot is in the path. I 
will expand the program, working with Ms. Jacobs, as much as I 
can within the resources that I have, both specifically appropriated 
for Visa Security Units and our general international affairs budg- 
et. I do not want there to be any doubt about whether I support 
the program as enacted by Congress and the appropriations that 
we have been given. They are in many instances, fortunately, og 
us being given 2-year money, so I have some flexibility both this 
year and next, and I am going to spend every penny of it. 

Senator Collins. I think it is important to note that Yemen is 
one of the countries where we do not now have a unit. Clearly, 
there needs to be one in Yemen. I know that is on your list for ex- 
pansion. I would also note that Nigeria is another that is on the 
list and where we do not have a VSU. 

It seems to me you need to be better resourced in order to estab- 
lish these units, that it is not just a matter of the resistance that 
you inexplicably encounter at times from the Ambassador. There is 
a resource problem, and I know the Chairman and I will work with 
you to try to solve that problem. 

Secretary Jacobs, I want to go back to you and ask you a series 
of questions to make sure that I understand what the Administra- 
tion’s policies are on revoking the visas of individuals who are on 
the various terrorist watchlists. And let us start with the TIDE list, 
which is the broadest, biggest terrorist database. Is there now an 
ongoing policy whereby the government continually checks the 
names that are on the TIDE list to see if they hold visas? 

Ms. Jacobs. In the aftermath of the attempted bombing on 
Christmas Day, there was a complete scrub of TIDE files to see if 
any individuals in that database held visas. As a result of that, yes, 
we did discover people who had visas 

Senator Collins. Excuse me for interrupting, but my question is 
different. I acknowledged in my opening statement that scrub was 
done after the Christmas Day bomber. Is there now an ongoing 
check of those names? Because new names are going on that list 
every single day, literally hundreds. So is there an ongoing check? 

Ms. Jacobs. There is an ongoing check of the TIDE files. There 
is still a review underway, if you will, of what exact procedures are 
going to be standard procedures will be for those constant reviews 
of the TIDE files. 
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I can tell you for the small percentage of TIDE files that come 
from Visas Viper information or cables, the procedure I explained 
to you earlier where we will be looking at those and revoking visas 
of people who have visas. But the TIDE files are very extensive, 
if you will, with regard to the type of information on any given in- 
dividual. It can range from sometimes a poison pen letter to some- 
thing that is very serious. And so when we send names in to NCTC 
to create a TIDE file for the part that we play a role in, we cer- 
tainly have new procedures in place. Eor the more extensive files, 
I know that they are looking at the standards for watchlisting peo- 
ple, so all of those files would be looked at to see if names should 
be promoted over to the Terrorist Screening Center. But, again, it 
is such a variety of information, it is hard to say that, everyone in 
TIDE should automatically have the visa revoked. 

Senator Collins. Well, it seems to me that everybody in TIDE 
ought to be identified and then brought in for an interview and a 
determination made. But let me switch to the terrorist watchlist. 
I know with the TIDE list there may be unverified information; 
there may be derogatory information that is not true. But the ter- 
rorist watchlist is a subset of the TIDE list where there has been 
some additional verification done. So it is a smaller, more reliable, 
if you will, list. 

I was shocked to learn from the GAO that 1,150 people on the 
terrorist watchlist as of Christmas Day had valid U.S. visas. Of 
these individuals, how many have had their visas revoked? 

Ms. Jacobs. These are the people on the terrorist watchlist? 

Senator Collins. Correct. 

Ms. Jacobs. I believe that all of the visas have been revoked ex- 
cept in cases where it was determined that it was somehow in the 
U.S. national interest to have someone keep a visa — in other 
words, someone who would have a waiver. That would sometimes 
be a head of State, oftentimes diplomats. Sometimes there are peo- 
ple who had been invited by a U.S. Government entity to come to 
the United States. And in those instances, we have waivers, and 
it is well documented and known why the person is allowed to 
come. But in other cases, the visas have been revoked. 

Senator Collins. So absent those extraordinary circumstances, 
you are assuring our Committee that those 1,150 people have had 
their visas revoked? 

Ms. Jacobs. Yes, ma’am. 

Senator Collins. Thank you. Senator Voinovich. 

OPENING STATEMENT OF SENATOR VOINOVICH 

Senator Voinovich. Thank you. I want to hit the Christmas Day 
situation real quickly. One, it has to do with having the right peo- 
ple with the right knowledge and skills at the right place at the 
right time. Two, it was a communications screw-up — we have had 
two hearings on this. Three, someone has said that they did not 
have enough information to stop the individual from coming into 
the country. 

What I would like to know is: What information did they have? 
Who made the decision? And in this whole process was anyone 
fired, suspended, or reprimanded? You do not have to answer that 
today, but I would like the answer to those questions I just asked. 
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But the main thing I want to concentrate on is this: In 2007, this 
Committee enacted legislation that improved the security of the 
Visa Waiver Program and allowed new countries to join the pro- 
gram. We improved the program security by requiring participating 
countries to maintain a low visa refusal rate, issue secure elec- 
tronic passports, report all lost and stolen passports to the United 
States, submit to periodic security reviews by the United States, 
accept repatriation of nationals, and share information on travelers 
who may pose a terrorist or criminal threat to the United States. 
All 36 of these countries are issuing machine-readable biometric 
passports today, and we are getting lost and stolen passport data 
from all the countries. 

I do not believe that we would have had what we are getting 
today without this visa waiver legislation that enhanced what was 
being required from some of the countries. As a matter of fact, 
many of the countries that are in the program today have not com- 
plied yet with some of the new requirements that we have required 
in this legislation. 

It is interesting to note that the last country that went in is 
Greece. I thought Greece would be one of the first countries to go 
in. In fact, they were qualified but for the fact that they refused 
to sign and ratify required information-sharing agreements. Finally 
they did it, and they were just recently admitted. 

But one of the things that this Committee ought to know is that 
Greece was holding up a Mutual Legal Assistance Treaty, a critical 
law enforcement tool for the United States, between the United 
States and the European Union because they were holding out. 
And I honestly believe that had it not been for this Visa Waiver 
Program, that agreement would not be signed today. 

In terms of public diplomacy, Ms. Jacobs, when I was in Latvia, 
President Zatlers told me that when it was announced that the 
Visa Waiver Program was coming to Latvia — ^Admiral Mullen was 
in town — it said it blew Mullen off the front page and it was just 
the Visa Waiver Program that was talked about. From a public di- 
plomacy point of view, this has been a big hit. 

I met recently with ambassadors from the Western Balkans. All 
of them are really interested in this program. But the problem is 
the program has come to a screeching halt, period, end of it. We 
go back to the 3-percent requirement. And the reason for it. 
Madam Ranking Member, is the fact that there was a provision put 
in the law that said that we had to come up with a biometric air 
exit system. The fact of the matter is that the Department of 
Homeland Security — and I am on the Appropriations Committee — 
has not requested any more money for this program. The little 
money they have, they have not spent. I met with the person that 
was heading up Customs and Border Protection. He said the pro- 
gram is not needed. 

What I am trying to do is to find out from you: Is the air exit 
system fundamental to making this program the program we want 
it to be? Or, in the alternative, is there something else there that 
is getting the job done? And I am not getting an answer from you 
on it, because if you come out and tell us it is not needed and you 
do not want to spend, I think it is, millions and millions on putting 
this air exit program in place, then it is not necessary, and we 
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ought to know that. And if we do know it, I would ask Madam 
Ranking Member and others to maybe look at this and amend the 
statute so we can go back to what we had before and we can keep 
moving with this program that I think is enhancing the security of 
the United States of America and also something that is extremely 
important to this country’s public diplomacy relationships with 
many countries who are our friends, who have people in Afghani- 
stan and are helping us all over the world. 

Mr. Heyman. Senator Voinovich, I would like to first agree with 
you. I thank you for your leadership on the Visa Waiver Program. 
In my full statement, we acknowledge the exceptional work that 
Congress has done to put in the provisions that you mentioned, to 
improve security, to enhance our information sharing, and to pro- 
vide a basis by which not only do we benefit from enhanced immi- 
gration and customs security, aviation security, but also public di- 
plomacy, as you mentioned. 

In terms of the challenges we face, we are pursuing aggressively 
concluding the information-sharing agreements that Congress has 
requested. Those agreements are important, particularly in light of 
December 25, where those who may be unknown to us, may be 
known to our partners, and the information that they have may 
benefit our ability to do security here and in the aviation system. 

As it pertains to a biometric exit, you are correct. The require- 
ment for — the ability for the Secretary to waive the requirement of 
a 3-percent minimum for visa refusal for countries that are inter- 
ested in the Visa Waiver Program was not met in June of this past 
year, and, therefore, we are unable to allow those who have over 
3 percent designated into the program. 

Senator Voinovich. The law provided — it was up to 10 percent. 

Mr. Heyman. I believe that the 3-percent minimum up to 10 per- 
cent was the waiver ability unless we put in place a biometric air 
exit. Because we have not put in place biometric air exit, it is now 
back to the 3 percent. 

That being said, we have now done a number of pilots to look at 
air exit, and we are looking at right now, as you said, the substan- 
tial costs that it would require to put this in place, the law enforce- 
ment interests that we have, particularly for those who we may 
capture leaving the country who are perpetrators of serious crimes, 
and the implications to questions of overstays. 

I am pleased to tell you today that until recently we have had 
a very difficult time looking at the visa overstay data. We have just 
implemented a manual process that has allowed us to get greater 
fidelity into the overstay records, and I can confidently say that all 
of the countries that we have reviewed so far are far under the 2- 
percent overstay that we have looked at. We are going to complete 
that, but I think looking at the overstay data in a much more com- 
prehensive way will provide us additional means for looking at 
Visa Waiver Program 

Senator Voinovich. Well, the main thing is this — I am leaving 
at the end of this year. If it is needed, let us appropriate the money 
for it. I put $50 million in the Homeland Security appropriations 
bill last year. You did not even ask for it this year, so somebody 
over there must think it is not needed. If it is not needed, let us 
know that it is not needed and what you have in place that you 
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think takes care of it without spending this enormous sum of 
money. And if you do that, then we can take it into consideration 
as to whether or not it is required or not required, and we can 
move on with it. 

Mr. Heyman. Well, Senator, I would be happy to follow up with 
you. We are, I think, very close to finding a path forward, and we 
will be happy to follow up with you on that. 

Senator VoiNOViCH. Thank you. 

Chairman LlEBERMAN [presiding]. Thank you. Senator Voinovich. 
Senator McCain, good morning. 

OPENING STATEMENT OF SENATOR MCCAIN 

Senator McCain. Thank you, Mr. Chairman, and I thank the 
witnesses for being here. 

Mr. Morton, I would like to talk immigration with you and the 
role that ICE has in this effort. I am sure you are aware that 45 
percent of all apprehensions of illegal immigrants in this country 
occur in Arizona. 

Mr. Morton. I am indeed. 

Senator McCain. Sheriff Dever, who was here yesterday, said 
that law enforcement estimates that they catch about one out of 
every three to five illegal border crossers. Is that in keeping with 
your assumptions? 

Mr. Morton. Not those exact figures, but there is no question 
that, we estimate that roughly one out of every two people that 
comes to the United States unlawfully comes through Arizona. 
That is the single busiest corridor in terms of illegal immigration. 

Senator McCain. So lets say that this low estimate is right and 
one out of every three are apprehended, that would give you some- 
where around 700,000, 800,000 people coming across our border il- 
legally every year. Is that pretty much in keeping with the infor- 
mation that you have? 

Mr. Morton. I hesitate only because obviously the Border Patrol 
and not ICE is responsible for the apprehensions along the border, 
so I just do not want to steer you wrong on statistics. I deal with 
it more from the macro level. We have an estimate of anywhere be- 
tween 10.8 and 12 million or more people who are here unlawfully, 
and that Arizona is obviously one of the major corridors for that. 

The number does fiuctuate. Obviously one of the questions is how 
much of that is due to enforcement and how much of that is due 
to economic difficulties. But there is no question that Arizona is a 
very busy corridor of illegal immigration. 

Senator McCain. Well, the President’s budget requests $53 mil- 
lion less than 2010 for the identification and removal of criminal 
aliens. Can you explain the Administration’s reasoning for this de- 
crease? 

Mr. Morton. I am not aware of that reduction. I can only speak 
to that in terms of ICE’s budget. Our budget, we have a very mod- 
est increase, and the areas of increase are largely for our Border 
Enforcement Security Teams — we hope to add three — and some ad- 
ditional resources for our detention system. It is largely keeping 
the present enforcement operation we have in place fully funded. 

I will say. Senator McCain, again, from ICE’s perspective, a 
quarter of all of our agents and officers are along the Southwest 
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Border. There has never heen a time in our history when there 
were more ICE agents or officers, and the same is true for the Bor- 
der Patrol along the four States. 

Senator McCain. Well, I think you just made a case for an in- 
crease in Arizona and across the Southwest Border, because if half 
the illegal immigrants are coming across in Arizona and only one- 
fourth of your agents are deployed there, it would argue for an in- 
crease in agents. 

Mr. Morton. The one-fourth figure is for all four Southwest Bor- 
der States, and for Immigration and Customs Enforcement, it is 
particularly striking in that we have pronounced responsibilities 
both at the border and in the interior of the United States and in 
44 countries overseas. 

But let me assure you, there is no question that we are focused 
on this issue. We are, as we speak, the primary Federal agency as- 
sisting Cochise County with the murder of Mr. Krentz, the rancher. 
I came back from Arizona on Thursday where we announced the 
single largest alien-smuggling operation we have ever conducted in 
our agency’s history, arresting roughly 50 defendants for organized 
alien smuggling on a grand scale through Arizona. 

Senator McCain. I am aware of that, and I wanted to congratu- 
late you, and not only ICE but also the coordination between all 
levels of law enforcement in that operation. And I want to thank 
you for your leadership. 

Can we talk about Operation Streamline for a minute with you? 
The law enforcement people tell me down on the border that the 
incarceration of 15 days, 30 days, 60 days, whatever it is, has had 
a significant effect on reducing the, I guess, maybe recidivism or 
the re-apprehension of individuals crossing the border. Has that 
been your experience? 

Mr. Morton. Yes, but let me caveat that Operation Streamline 
is a Border Patrol and U.S. Attorney operation. ICE is not directly 
involved in Streamline. I do understand from the Department of 
Justice and the Border Patrol that the rates of apprehension in 
those districts where Streamline is carried out are 

Senator McCain. You do the detention, right? 

Mr. Morton. We do the detention, and we do all the criminal in- 
vestigation. So the Border Patrol is the inspection and interdiction 
function; we are the Department’s criminal investigators, and we 
carry out the detention function. 

Senator McCain. And do you think it has been an effective pro- 
gram from your observations? 

Mr. Morton. Again, it is an observation from afar, but I under- 
stand that the Border Patrol and the U.S. Attorney view it as hav- 
ing been effective in those areas where it is carried out and that 
the rates of apprehension are reduced in those particular districts. 

Senator McCain. Tell me a little bit about the operation that was 
just conducted in a very effective fashion. Does that also alert you 
to the fact that this human trafficking is really well organized. We 
used to kind of have the vision of a citizen of a country south of 
our border, usually Mexico, wanting to go to the United States and 
work and make their way across the border. Yet it seems to me 
that this is one of the changes, along with the dramatic increase 
in violence — which, I would be very interested in hearing your 
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thoughts on. The L.A. Times reported that 22,000 Mexican citizens 
have been killed during President Calderon’s presidency in the last 
3 years. I believe that is what they quote. But, also, maybe you 
could comment on how well organized and how coordinated the 
drug cartels and the human traffickers are and the sophistication 
of their operations. I would be very interested in hearing about 
your view on that. 

Mr. Morton. You are absolutely correct. Senator. There is a vi- 
sion of alien smuggling either as a Mom-and-Pop effort or as just 
somebody deciding I am going to make my way to the United 
States and I am going to walk, and I might get some guidance 
along the way, but it is going to be an individual effort. Those im- 
ages do not match up with today’s human smugglers, and that is 
what our operation in Arizona was all about. 

This is extremely sophisticated. There are loose confederations of 
alien smugglers. It is not just a question of organized criminals 
working in Mexico and the United States. Some of these chains 
stretch all the way to China, and in this particular case, we appre- 
hended a number of Chinese who had come through a many-month 
journey, going through various drop houses and all sorts of dif- 
ferent countries, making their way ultimately up to Mexico and 
through. 

What we see is that obviously many of the cartels control the 
routes of passage across the border, and alien smugglers will have 
to coordinate with them for rights of passage. It is organized crime 
in very simple terms. That is how we approach it at ICE. Human 
trafficking is very serious, and we approach it as organized crime, 
and we are going to investigate it and try to root it out wherever 
we can. 

Senator McCain. I know that my time has expired, but could I 
just ask again, how closely intertwined and coordinated are the 
drug cartels and the human smuggling people? It seems to me that 
if they are using the same routes, if they are using the same tech- 
niques, they are intertwined and not really separate challenges in 
a way. 

Mr. Morton. Well, good border enforcement requires aggressive 
investigation of the smuggling of people, money, arms, and drugs. 
And all of those things are quite related; particularly the arms, 
money, and drugs piece really go hand in hand. 

The alien-smuggling chains in our experience are distinct, but 
because they are using many of the same routes and methods, and 
because the drug cartels often control many of the corridors, there 
is a relationship. We often will see movements of aliens being sac- 
rificed for purposes of, avoiding Border Patrol enforcement for a 
larger aim of the drug traffickers getting drugs across the border. 
So there is a relationship. I do not want to say that they are the 
same organizations, but there is a correlation, and that is very 
much the way we treat this. This is fighting organized crime along 
the border, whether it is in the form of alien smuggling, drug traf- 
ficking, arms, or money. 

Senator McCain. I thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thank you. Senator McCain. Senator Car- 
per. 
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OPENING STATEMENT OF SENATOR CARPER 

Senator Carper. Thank you. Welcome, one and all. It is nice to 
see you. Thanks for joining us today, and thanks for your presence 
and responses to our questions. 

The bombing that was attempted on last Christmas Day, was an- 
other wake-up call for our law enforcement officials. For our intel- 
ligence agencies, it also served as a reminder that we still have 
gaps in the aviation security apparatus and that the enemy around 
the world continues at its efforts to attack us from a lot of different 
directions. 

Without question, we have come a long way since securing our 
homeland since September 11, 2001, but I think we all know we 
have to continue to remain vigilant and to work together at all lev- 
els of government. 

I have two questions to ask of you today. The first of those ques- 
tions revolves around the Visa Waiver Program, which we have dis- 
cussed at some length here this morning. This program has been 
expanded over the last 5 years, I believe, to include nine additional 
countries, and that means I think people in as many as 35 or 36 
countries can now travel to the United States without a visa. I 
think they can stay here for up to, I am told, as many as 90 days 
for business or for tourism. I believe this program has provided a 
great benefit to our country and to those who visit our country. 

Having said that, we all know that it could also pose a security 
threat by the second and third generation nationals who have been 
radicalized in too many instances and may end up wanting to do 
harm to this country and the people who live here. 

How real is this threat? If it is real, what steps have been taken 
within the program that we are discussing here today to prevent 
the threat from being realized? 

Mr. Heyman. Well, thank you. Senator. I believe that first we 
have 36 countries now, and we are very much appreciative of the 
congressional support to this program. 

The security benefits that accrue as a result of some of the 
changes that we have put in place over the last several years, and 
particularly in light of December 25, are ones that I think will 
allow us in the long term to address the kinds of threats that you 
have discussed. 

What we saw on December 25, was an individual who was in 
some sense not known to us, though should have been known to 
us, who traveled through the aviation system and had used effec- 
tive concealment to deliver his device over Detroit. And the pro- 
grams that we now have put in place since December 25 — beyond 
the Visa Waiver Program to include the Visa Security Programs, 
the Visas Viper recurrent vetting, the watchlisting reviews, and 
within the Department of Homeland Security — the checks that we 
do against watchlists and other databases prior to departure have 
in a real sense improved the security that we have for the traveling 
public in aviation security. 

Beyond that, we are also working internationally with our part- 
ners. The Secretary has traveled to four regional conferences to en- 
courage and work with our international partners to improve the 
standards across the globe in terms of screening, in terms of infor- 
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mation sharing, in terms of capacity building. And we are con- 
tinuing to work that international effort. 

But in the Visa Waiver Program, the information-sharing ar- 
rangements that we are now negotiating with our partners in the 
long term will help us to build the kind of understanding that we 
have prior to departure to assess, as we do right now with 
watchlists and other databases, the security risks of individuals 
traveling to this country. 

Senator Carper. Thank you. Anyone else want to add a comment 
on that? 

[No response.] 

One other question, if I could. I am a firm believer — I suspect 
that you are, too — in using a layered approach of people and tech- 
nologies to protect our homeland from our enemies. I believe that 
relying too closely or too narrowly on just one layer over another 
has the potential for opening the doors to future intelligence fail- 
ures. We are actually seeing some of that already. 

One of the areas that I believe we could do a lot better is with 
respect to training of our screening and consular workforces. I am 
referring to the screeners at our airports and the Foreign Service 
officers who issue American visas at our embassies and consulates 
abroad. 

While investing in high-tech scanning equipment is important, 
these devices have a shelf life, as you know, and will eventually be- 
come obsolete. Investing in people to detect fraudulent immigrant 
documents or spotting suspicious passengers is vital to safe- 
guarding our country. 

Could each of you take just a moment to address those concerns 
and, if possible, to offer up to our Committee some steps that your 
agency is taking to improve screening processes? Ms. Jacobs, would 
you like to go first? 

Ms. Jacobs. Yes, sir. Thank you for that question. I think you 
are absolutely right that proper training is crucial. In Consular Af- 
fairs, consular officers out doing visas really are the first line of de- 
fense in protecting our borders, and it is very important for those 
officers to be properly trained. 

We put all of our new officers through a basic consular training 
program that includes 80 hours of security-related training, fraud 
detection, interviewing techniques, ability to look at documents to 
recognize things that sort of jump out as problems. We even train 
officers in how to detect deception, reading facial expressions. 

We also have other agencies that come over to our Foreign Serv- 
ice Institute to talk to people. Our national security partner agen- 
cies’ representatives come over to talk about threats, things to look 
at, red flags. 

So it is there. It has been a very important part of our training 
always, but certainly after September 11, 2001, we are always look- 
ing for ways to improve that training. When an officer gets to a 
post, they undergo further training, and for the officers who are 
consular combed, who will stay doing consular work for most of 
their careers, there is an ongoing training program at every stage 
of their career to reinforce what we are doing. 

In fraud prevention, we have come very far. We are using new 
technology. We are using off-the-shelf databases, like LexisNexis, 
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and other tools to check information. And now that we are going 
to an online visa process, we will actually get all of the data on our 
applicants in advance of an interview, and it is going to give us a 
chance to actually start data mining, looking at common addresses, 
common phone numbers, other things that should raise red flags 
for us. So that will also be, I think, another very important tool in 
our kit for having officers well trained to recognize fraud and other 
security-related issues. 

Senator Carper. Thanks very much for that response. Mr. 
Heyman. 

Mr. Heyman. Thank you. Senator. I could not agree more. It is 
a principle of Homeland Security that we have to have defense in 
depth, to have layers of defense and not rely on any single solution 
to secure whether it is aviation or other important entities in our 
homeland. 

In terms of aviation security, the layers begin with the travel 
document and the standards that are required to ensure that they 
are not fraudulently obtained or created. An individual must obtain 
that document. Then they may go through a visa process or an au- 
thorization process. There are visa security agents, as we have tes- 
tified to today, as well as Consular Affairs and database checks for 
that layer. 

Once an individual has that permission to travel to the United 
States, the next layer is the pre-departure checks that the Depart- 
ment of Homeland Security can do against passenger name records 
up to 72 hours in advance of a departure to see if there are any 
matches to the No Fly List, the watchlist, or other lists. 

And then when they come to the airport, we have two different 
models. There is the domestic model in the United States which 
the Transportation Security Administration (TSA) of the Depart- 
ment of Homeland Security runs, and then there are the models 
abroad where the Department of Homeland Security does not have 
a role to play per se; security is managed abroad by the local enti- 
ties there. But at home, we have behavioral detection officers. We 
have the screening, both advanced imaging technologies. We have 
other types of technologies to look at concealment. And then, fi- 
nally, in-flight security to include air marshals, hardened doors, 
and things of that nature. All of these layers come together to per- 
form aviation security. 

In terms of training, each of the individuals who are on the front 
line there, whether it is a transportation security officer of TSA, 
whether it is a Customs and Border Protection official who is sta- 
tioned abroad or working here in the United States, or visa securi- 
ties officers, as Secretary Morton has testified, have not only exten- 
sive training but extensive in-field work as part of their training 
procedures. 

One of the things we are looking to do as we look at improving 
international aviation security is the international standards to in- 
clude training for capacity building, and that is one of the things 
we are seeking to work with the International Civil Aviation Orga- 
nization (ICAO), through the United Nations, as we work with our 
partners abroad to improve standards around the world. 
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Senator Carper. Thank you. My time has expired. Mr. Chair- 
man, could Mr. Morton have just 30 seconds, just briefly to re- 
spond? 

Chairman LiEBERMAN. Yes, of course. Go right ahead. 

Senator Carper. Very briefly, sir. Thank you. 

Mr. Morton. Well, I will beat a dead horse a little bit more and 
say that I completely agree with the idea, obviously, of a layered 
defense. 

Very quickly, training is critical. The Act directly requires it of 
ICE in its role through the Visa Security Program. It is one of the 
things that I want to work with the State Department more on, 
and we are very cognizant of — we do not send, as I noted in my 
initial remarks, new recruits overseas to do this. We recognize that 
we are the largest investigator of visa frauds in the country, and 
so we have a great deal of experience with, figuring out if some- 
body is telling the truth or not to the government. We want to 
bring that experience, not just have training for consular officers, 
but to share what it is we do every day. And, we are in many re- 
spects the policer of that system, and we have a lot of expertise and 
thoughts on it. 

Obviously, also in our role of policer of the system, we deal a lot 
with visa overstays. We see what kind of misrepresentations people 
make, patterns. We do this on a fairly large and grand scale. And 
so I am a big believer in not just having the Visa Security Program 
there to identify individual applications, but to help with the train- 
ing of consular officers and to view this as a team effort. 

Senator Carper. Good. Thank you all very much for those re- 
sponses, and thank you, Mr. Chairman, for your generosity. 

Chairman LiEBERMAN. Not at all. Thank you. Senator Carper. It 
was an important question. 

We will do another quick round. I would not call it a lightning 
round, but it will be a short round of 5 minutes each. 

Let me come back just to ask a few more questions about the 
Visa Security Program. First, what is different about the review 
that you do before issuing visas in those 57 high-risk posts that 
you have identified as high risk as opposed to the others? What 
more do you do? 

Ms. Jacobs. Well, where we have VSUs, basically all of the ap- 
plicants are initially screened by a consular officer. They are run 
through a series of checks to include a check of our Lookout Sys- 
tem. We also check their fingerprints against Automated Biometric 
Identification System (IDENT) and Integrated Automated Finger- 
print Identification System (lAFIS). If there was any kind of Look- 
out entry that requires what we call a security advisory opinion, 
sending the case back, that will happen. And so all of those sort 
of initial screenings take place. 

Where we have VSUs, the value-added is that a visa security of- 
ficer then looks at the application, and if there is, for example, a 
law enforcement entry in the Lookout System, a National Crime 
Information Center (NCIC) hit, they can easily access the informa- 
tion behind that hit. They can also tell sometimes just by where 
people are going or just certain answers to questions because of 
their experience with what happens when people actually come to 
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the United States, they are able to go back to the consular officer 
and say, “You should be asking these additional questions.” 

So it is a give-and-take process. It is, if you will, another layer 
to the process during the visa stage. 

Chairman LlEBERMAN. Mr. Morton, why don’t you answer the 
question and I guess in a way focus it from your point of view. 
What is it that a visa security officer working as part of ICE brings 
to that review that the consular officer might not or does not do? 

Mr. Morton. I think in sort of common parlance, “what do we 
get from this,” we get an ability to kick the tires and in a profound 
way, down to a level of an individual application. And we bring to 
bear an investigator, somebody who has spent their life — and as I 
said, we do not send new recruits, we send experienced people over 
there, typically from our international program. Already they have 
had experience living overseas, speaking the foreign language. And 
you get somebody whose job it is to uncover fraud and misrepresen- 
tation, who brings a gut sense as an investigator when something 
is not right, has much quicker access to the databases and to clas- 
sified information, knows what to do when, there is a little smoke 
here or something does not add up, well, what do you do? Well, you 
are an investigator. That is what you are trained to do. And you 
know, we are going to go down to the courthouse and see whether 
or not you are really married to this person or that person or 
whether you got divorced. We are going to call our colleague in 
New York and say, “Does it seem odd to you that we would have 
50 visas with the same address on this block being used?” 

It is that kind of in-depth analysis and investigation that can be 
brought to bear with people who know what they are doing in that 
area, and it is in no way to suggest that consular officers are not 
quite competent with what they do. It is just recognizing that the 
adjudication process is different than the investigative process. And 
when you can mirror those powers, a lot of the screening can be 
done by the consular officers, but often it is their first or second 
tour, so they are relativley new in the scale of their work, and we 
are bringing some seasoned hands to, again, help kick the tires. 

Chairman LlEBERMAN. Yes, well, that is a very good answer, 
what I thought was the case. The State Department personnel are 
Foreign Service officers, usually junior, very able, as I have met 
them, but not specifically trained — although they are carrying out 
some of these responsibilities in investigation with a focus in this 
case on counterterrorism and homeland security. 

When we remember, in response to the Christmas Day bombing, 
one of the first things to be done was the subjecting of extra meas- 
ures to those 14 countries. And now that is altered in a much more 
direct and intelligence-driven way. But I am in some sense both in- 
terested and encouraged that the list of countries which these two 
Departments, have designated as higher risk is way beyond 14. It 
is 57. I am encouraged by that because obviously we know that the 
Islamist extremist terrorist movement is operating, and others who 
want to threaten our security, operating globally. 

So how did you make the judgment — and just a quick answer — 
about where to extend beyond that list of 14, which in a sense is 
the obvious first place to look? Secretary Morton. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt056838 PO 00000 Frm00188 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



181 


Mr. Morton. A lot goes into deciding those posts. Some of it I 
would prefer to give you a straight briefing on, but not in a public 
setting. 

Chairman LlEBERMAN. That is fine. Sure. 

Mr. Morton. But London is a perfect example. You ordinarily do 
not think of the British being at the top of our list for having to 
worry about whether they are going to fly planes into buildings. On 
the other hand, when you understand the visa-issuing process and 
you realize that London is a place where many people other than 
British nationals are getting visas. Then suddenly you realize that 
it is very important from a national security perspective and needs 
to be on the list of 57, which it is. And so it is those kinds of things, 
looking at the opportunities for even if the nationals of a given 
country have a good record of compliance, is it a vulnerability with 
regard to nationals from countries next door? Are there corruption 
issues? There is a lot that goes into it, and that is how we come 
to 57. 

Chairman LlEBERMAN. Good enough. Thank you. Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 

In the aftermath of the Abdulmutallab case, there was some con- 
fusion over which agency considered itself ultimately responsible 
for revoking of a visa on terrorism grounds. And I remember the 
National Counterterrorism Center Director testifying before us and 
expressing his bafflement at some of the comments that were made 
by the State Department personnel. 

The State Department spokesman, shortly after the Christmas 
Day bombing attempt, said the following: “It would be up to the 
National Counterterrorism Center to make the determination 
whether to revoke a person’s visa or take other action.” 

When asked later by a reporter why the State Department did 
not revoke Abdulmutallab’s visa, the State Department spokes- 
person said, “Because it is not our responsibility.” 

Secretary Jacobs, what is your reaction to those comments? 

Ms. Jacobs. I believe that the response by the spokesman was 
probably a bit of a shortcut, if you will. I think what he was trying 
to say is that the way the process worked at that time prior to 
Christmas was that names would go into the NCTC, and if the 
NCTC felt that the name or the information met the standards at 
the time for promoting the name over to the Terrorist Screening 
Center watchlist, that needed to happen before we would have re- 
voked the visa. 

I think that is probably what he was trying to say. It did not 
come out exactly that way, I realize. The State Department has the 
authority and responsibility for revoking visas, and we take that 
very seriously, and as I have explained to you, we have new proce- 
dures in place now for more expeditious revocation after Christmas 
Day. 

Senator Collins. Thank you. 

Mr. Heyman, the Department of Homeland Security also has 
some authority in this area. Section 428 of the Homeland Security 
Act of 2002 provides DHS with broad authority to set visa policy. 
Specifically, it vests in the Secretary the exclusive authority to 
“issue regulations with respect to administer and enforce the provi- 
sions of law relating to the functions of consular officers of the 
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United States in connection with the granting or refusal of visas.” 
It also says that the Secretary has the authority to refuse visas in 
accordance with the law. 

Do you think there is confusion over the role of DHS in this 
area? 

Mr. Heyman. In our partnership with the State Department, 
there does not appear to be confusion. As we have testified today, 
there are numerous instances, over 1,000 perhaps, where the De- 
partment has made recommendations to refuse or revoke a visa 
that have been readily adapted and responded to by the State De- 
partment. Those are recommendations. The Secretary has the au- 
thority to make those determinations on her own, though has not 
needed to 

Senator Collins. It has not been exercised. 

Mr. Heyman. Not been exercised, and largely there is a good 
working relationship with the State Department, and we have not 
had a need to do so. And the Abdulmutallab case, had he arrived 
in Detroit, it is likely that we would have noted the derogatory in- 
formation, gone to secondary, and perhaps made a recommendation 
to the State Department to revoke the visa. 

Senator Collins. Do you believe that the Department has the 
authority to establish a visa policy that would require the suspen- 
sion of all visas held by the individuals in the TIDE database pend- 
ing further investigation? 

Mr. Heyman. The Department has the broad authority to make 
policy on visa refusals or revocations. In the particular example 
that you give, through an interagency process, the government has 
already made a determination that individuals in TIDE are not eli- 
gible for terrorist watchlist and individuals — and beyond that, they 
are not on the No Fly and Selectee Lists since they are not even 
a resident in the terrorist watchlist. 

As such, it would be questionable, I think, as to whether their 
visas required revocation. Some reasons that people are in the 
TIDE database, as was noted earlier, is because of poison pen let- 
ters or investigations have concluded fragmentary information, I 
am just speculating now. I would not necessarily jump to the con- 
clusion that visas would need to be revoked just because somebody 
was there. 

Senator Collins. But my question is not the desirability of the 
policy. It is trying to establish authority. Do you believe under cur- 
rent law that the Secretary would have the legal authority to issue 
regulations requiring such a policy? 

Mr. Heyman. I would have to look at it more carefully. She has 
broad authority as stipulated in the Act, and so let me perhaps do 
a little bit more thinking on that and get back to you. 

Senator Collins. Thank you. The final comment that I want to 
make concerns an issue that was brought up both by Senator Car- 
per and Senator Voinovich, and that concerns the Visa Waiver Pro- 
gram. I think that it is unacceptable that fewer than half of the 
36 countries currently participating in the Visa Security Program 
are now sharing all the information on dangerous individuals that 
is supposedly required to take advantage of that program. And I 
really think we are going to need to take a harder line on this. 
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It was supposed to be a condition of participation, and if coun- 
tries are not willing to share that information with us, then I do 
not see how we can allow participation in a program that might re- 
sult in one of their citizens coming to our country without having 
to get a visa and possibly do us harm. 

So my final comment is to urge you to take a far harder line on 
the information-sharing agreements, and if countries are not will- 
ing to abide by that and share information with us, then we should 
kick them out of the Visa Waiver Program. 

Mr. Heyman. Well, thank you. Senator. I share your interest, 
and these are important agreements that need to be concluded. We 
are, as I had mentioned earlier, focused on concluding these agree- 
ments. It is our top priority in the Visa Waiver Program right now. 
We have a number of ongoing negotiations to move forward as we 
speak, and we have a path to conclude all of these no later than 
2012. 

Some of the challenges we face in these arrangements are dif- 
ferent legal systems, the ratification systems, perhaps the need for 
assurances on privacy, and we are working carefully through that 
with all of the countries, with, I think, good effect, and I think we 
are on a path hopefully, as you said, to move as fast as we can on 
this and no later than 2012. 

Senator Collins. Thank you. It is still troubling to me that we 
are not even halfway there, and so a lot of work remains to be 
done. I know it is very difficult, but we are extending a benefit to 
the citizens of those countries. 

Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thank you. Senator Collins. Just to say 
for the record that I agree with you totally. I know this can be dip- 
lomatically sensitive because we are dealing in many cases, prob- 
ably all cases, with countries that are allies and that are sup- 
portive of us in other ways. But, the refusal or slow walking in 
sharing information with us is really not acceptable because of the 
higher priority that we have to give to homeland security. So, 
again, we are happy to be cited as breathing down your neck next 
time you 

Mr. Heyman. So cited, sir. 

Chairman LiEBERMAN. Thank you for this hearing. I appreciate 
very much some of the things that have been done since December 
25. I say. Secretary Jacobs, particularly that you have this, I call 
it, software in place to avoid the problem with the misspelling of 
the name, and that the judgment by a consular officer that some- 
body may be a terrorist immediately will lead to revocation of a 
visa unless there is some other national security reason for not 
doing that. 

I do want to emphasize that we are very concerned about the 
slowness and incompleteness of the placement of the visa security 
officers in those 57 high-risk posts, and I just want to urge you to 
do it, as we talked about before — and. Senator Collins and I have 
talked, and we are going to take it on ourselves to try to convince 
the Administration. Of course, we could use your help in that budg- 
et office, and our colleagues who are appropriators to give you the 
money you need to do that. That probably has as good a return on 
investment as a lot of other things we could do with the money. 
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But thanks for what you are doing every day. Thanks for your 
testimony today. We will keep the record of the hearing open for 
15 days for additional statements or questions. 

The hearing is adjourned. 

[Whereupon, at 12 Noon, the Committee was adjourned.] 
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Opening Statement of Chairman Joseph !. Lieberman 
Homeland Security and Governmental Affairs Committee 
^^Intelligence Reform; The Lessons and Implications of the Christmas Day Attack’* 
Statement for Intelligence Reform Hearing 
January 20, 2010 


Good morning. This past Christmas Day, as we all know, Lmar Farouk 
Abdulmutallab slipped through the multilayered defenses we’ve erected since 9-1 1 to stop 
attacks against our homeland and boarded Northwest Flight 253 from Amsterdam to 
Detroit, on which he attempted a suicide bombing. 

A faulty detonator and courageous and quick action by the passengers and crew 
prevented the deaths of the 290 people on board that plane and many more on the ground 
below. 


We were iucl^. 

Because it has now been five years since the enactment of the 9-11 Commission 
recommendations for intelligence reform, Sen. Collins and 1 decided last year to initiate a 
series of oversight hearings this year to examine how well these reforms have been 
Implemented and whether further changes in the law, regulation or implementation are 
needed to protect our country. 

That is, in fact, the inquiry we begin today, but now, of course, we must carry out 
our oversight through the unsettling prism of the Christmas Day breach of our homeland 
defenses by the terrorist, Abdulmutallab. 

The Intelligence Reform and Terrorism Prevention Act of 2004, commonly known 
as the 9-11 Commission Act, was the most sweeping intelligence reform since the creation 
of the Central Intelligence Agency more than 50 years earlier. 

Among its many significant improvements, the 9-11 Commission Act established a 
Director of National Intelligence to integrate our 16 intelligence agencies. 

It also created the National Counterterrorism Center to ensure that there was a 
single place in the government that would assess terrorism threats using the full resources 
and knowledge of the intelligence community. 

Earlier in 2002, our government’s failures on 9/U/Ol also moved Congress to act on 
recommendations to create a Department of Homeland Security to better cope with the 
threats our country- would face in the 2C‘ century. 

I believe these post 9-11 reforms have worked very well. 
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The record shows that after the creation of the Department of Homeland Security in 
2002, and the establishment of the DNI and NCTC in 2004, there was not a terrorist attack 
by Islamist extremists on America’s homeland for almost seven years. 

No one would have predicted that on Sept. 12, 2001, so we have a lot to be grateful 
for. 


Some of the most successful defenses of our homeland, in my opinion, have been 
truly amazing, although the details of these, of necessity, remain largely unknown. 

Two of the most impressive of those successful defenses occurred in 2009, with the 
regard to Najibullah Zazi and David Headley. 

One of the most impressive cases to me was the Zazi case, who was arrested last 
September with the plans and materials needed for bombing attacks in New York City. 

This was the most dangerous terrorist plot on our soil since 9/11 and it only was 
foiled by brilliant, courageous and cooperative work of our intelligence, law enforcement 
and homeland security agencies. 

Sen. Collins and 1 and other members of the Committee have been briefed on the 
details. But everything worked just was we hoped it would it would when we adopted the 
post 9-11 reform legislation. There was remarkable agility, brilliant judgment and total 
cooperation between intelligence, homeland security and law enforcement communities 
both here within the United States and throughout the world. 

Notwithstanding these remarkable achievements over the seven years since the 
enactment of DHS, the record also shows that that in 2009, three Islamist terrorists broke 
through our defenses: Carlos Bledsoe, who murdered a U.S. Army recruiter in Little Rock, 
Arkansas, in June; Nidal Hassan, who murdered 13 Americans at Fort Hood in November; 
and Umar Farouk Abdulmutallab, who would have killed hundreds more if the explosive 
he had hidden in his clothing on Christmas Day had worked. 

Clearly, some elements of our homeland defenses are not working as we need them 
to. We must find out what is going wrong and why and fix it. 

I know it is probably not realistic to promise that we will stop every terrorist attack 
on our homeland, but that certainly must be our goal. 

And that certainly is the standard that will guide our Committee in this inquiry, and 
the other we are conducting on the terrorist attack at Fort Hood. 

Our purpose is to review the current state of our homeland security and in these 
cases to make recommendations for reform that will get our homeland as close as possible 
to 100 percent security from terrorist attack. 
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In the Christmas Day bombing case, there was so much intelligence and information 
available to our government that pointed to Abdulmutallab’s violent intentions that it was 
beyond frustrating - it is infuriating that this terrorist was able to get on the plane to 
Detroit with explosives on his body. 

He was able to do so, as President Obama correctly has said, because of systemic 
failures and human errors. 

We must fix the systemic failures that occurred in these latest attacks and if we - or 
the Administration, through its ongoing review - find that there were federal personnel 
who did not perform up to the requirements of their jobs, they should be disciplined or 
removed. 

As is clear from the Christmas Day attack - which almost killed hundreds, the Ft. 
Hood attack - which did kill 13 - and the thwarting of the Zazi plot that saved countless 
American lives, the decisions of the public servants who work to protect us from terrorists 
every day have life and death consequences. 

If we do not hold accountable those who made these human errors, the probability 
is great that they will be made again. 

I have not called this hearing to knock down the new walls of homeland security we 
have built since 9-1 1, but to repair and reinforce them so they better protect the American 
people from terrorist attack. 

It is in that spirit that I look forward to our witness’s testimony. 

Welcome Admiral Blair, Director Leiter, Secretary Napolitano. I thank you - and 
the men and women you lead - for your service to our country and for being here today. 
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Opening Statement of 
Senator Susan M. Collins 

“Intelligence Reform: The Lessons and Implications of the Christmas Day 

Attack" 

Committee on Homeland Security and Governmental Affairs 
Januciry 20, 2010 

★ ★ ■A' 

Every day, the men and women of our military, homeland security, law 
enforcement, and intelligence community work to keep our nation safe. 

They serve on the front lines of the war against terrorism. Over the last 
year alone, their efforts have helped thwart numerous terrorist attacks. 

But as the attempted Christmas Day attack demonstrates, our 
government’s efforts to detect and disrupt terrorists’ plots must be 
strengthened. 

We dodged a bullet in the skies above Detroit on Christmas day. A 
mere fluke - a mistake by the terrorist aboard the plane or a faded detonator 
- prevented that attack from succeeding. The quick action of courageous 
passengers and crew helped spare the lives of the nearly 300 passengers on 
Flight 253. 

We caimot escape these cold, hard facts: terrorists have not relented 
in their fanatical quest to frighten our nation’s citizens and to slaughter as 
many Americans as they can. Their tactics continue to evolve. Attacks 
inspired by al-Qaeda’s violent ideology, including those by “lone wolves” or 
those perpetrated by smaUer uncoordinated ceUs, are incredibly difficult to 
detect. The threat posed by America’s terrorist enemies continues to grow, 
and our nation’s efforts to defeat them must be nimble, determined, and 
resilient. 

In response to the terrorist attacks of September 11, 2001, this 
Committee authored the most sweeping reform of our nation’s intelligence 
commxmity since the Second World War. The Intelligence Reform and 
Terrorism Prevention Act of 2004 did much to improve the management and 
performance of our intelligence, homeland security, and law enforcement 
agencies. The increased collaboration and information sharing have helped 
our nation prevent numerous attacks - at least nine in the last year alone. 
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But reform is not a destination; it is a work in progress. Reform 
requires constant focus and attention to stay a step ahead of the threats we 
face. 


For example, despite vast improvements in information sharing, our 
intelligence community continues to rely on internal systems and processes 
that are relics from the days before reform. These systems do not 
effectively surface intelligence information so that analysts and security 
officials can effectively identify threats in real-time. 

The President has asserted - and I agree - that there was ample, 
credible intelligence on Abdulmutallab to warrant his inclusion on the “No 
Fly” list. Yet that did not occur, even though his father warned U.S. officials 
about his ties to Islamist extremists. Whether this failure was caused by 
human error, poor judgment, outmoded systems, or the sheer volume of 
data that must be analyzed, we must develop systems and protocols that 
prevent these failures. 

Consider what 1 believe to be the most obvious error in handling 
AbdulmutaUab’s case: after his Islamist extremist connections in Yemen 
were reported by his father, the State Department shoidd have revoked his 
visa. At the very least, he shoidd have been required to come to an embassy 
and explain his activities before he was allowed to travel to the United 
States. 

The State Department has this authority. In fact, the Intelligence 
Reform Act protects the Department from lawsuits when its officials revoke 
a visa overseas. But the State Department failed to act. 

The President has now directed the Intelligence Community to 
determine which of the 400,000 suspected terrorists in the Terrorist 
Screening Center’s terrorist watchlist have valid U.S. visas. But that 
response is not sufficient. 

The government should immediately identify and suspend the visas of 
all persons listed in the broadest terrorist database operated by the NCTC, 
known as TIDE, until a further investigation is undertaken in each case. 
These visa holders with suspected connections to terrorism should shoulder 
the burden of proving they do not intend to harm this nation or its citizens. 
If they cannot meet this burden, then we cannot take the risk of permitting 
them the privilege of traveling to our country. 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00197 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



190 


But immediately revoking the visas of suspected terrorists is only the 
first step. The Department of Homeland Security also should confirm the 
validity of the visa of every foreign passenger that attempts to board an 
airplane to this coimtry rather than waiting until the arrival in our country. 
There is no technological reason this cannot occur - we already confirm 
whether a passenger is on the No Fly or Selectee list. 

We did not choose this war. It was thrust upon us by terrorists whose 
only mission in life is to destroy our American way of life. Otrr 
counterterrorism efforts must be tireless and steadfast. We must continue 
to build on the intelligence reforms already in place to make America more 
secure. 


### 
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Statement for the Record 


20 January 2010 

Senate Committee on Homeland Security and Governmental Affairs 
“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

Chairman Lieberman, Ranking Member Collins, and Members of the Senate 
Committee on Homeland Security and Governmental Affairs: Thank you for your 
invitation to appear before the committee to discuss the counterterrorism efforts of 
the Intelligence Community and the improvements underway to fix deficiencies. 

It is my privilege to be accompanied by Janet Napolitano, Secretary of 
Homeland Security, and Michael Leiter, Director of the National Counterterrorism 
Center. 

The attempted terrorist attack on Christmas day did not succeed, but, as one 
of several recent attacks against the United States inspired by jihadist ideology or 
directed by al Qa’ida and its affiliates, it reminds us that our mission to protect 
Americans is unending. 

Let’s start with this clear assertion; Umar Farouk Abdulmutallab should not 
have stepped on that plane. The counterterrorism system failed and I told the 
President we are determined to do better. 

Within the Intelligence Community we had strategic intelligence that al 
Qa’ida in the Arabian Peninsula (AQAP) had the intention of taking action against 
the United States prior to the failed attack on December 25'*’, but, we did not direct 
more resources against AQAP, nor insist that the watchlisting criteria be adjusted 
prior to the event. In addition, the Intelligence Community analysts who were 
working hard on immediate threats to Americans in Yemen did not understand the 
fragments of intelligence on what turned out later to be Mr. Abdulmutallab, so they 
did not push him onto the terrorist watchlist. 

We are taking a fresh and penetrating look at strengthening both human and 
technical performance and do what we have to do in all areas. 1 have specifically 
been tasked by the President to oversee and manage work in four areas: 
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Immediately reaffirm and clarify roles and responsibilities of the 
counterterrorism analytic components of the IC in synchronizing, 
correlating, and analyzing all sources of intelligence related to terrorism. 

Accelerate information technology enhancements, to include knowledge 
discovery, database integration, cross-database searches, and the ability to 
correlate biographic information with terrorism-related intelligence. 

Take further steps to enhance the rigor and raise the standard of tradecraft of 
intelligence analysis, especially analysis designed to uncover and prevent 
terrorist plots. 

Ensure resources are properly aligned with issues highlighted in strategic 
warning analysis. 

NCTC has been tasked by the President to do the following; 

Establish and resource appropriately a process to prioritize and to pursue 
thoroughly and exhaustively terrorism threat threads, to include the 
identification of appropriate follow-up action by the intelligence, law 
enforcement, and homeland security communities. 

Establish a dedicated capability responsible for enhancing record 
information on possible terrorist in the Terrorist Identities Datamart 
Environment for watchlisting purposes. 

The Events Leading Up to the Christmas Day Attack 

I will now briefly discuss some of the details of the bombing attempt and 
what we missed. As the President has said, this was not — like in 2001 — a failure 
to collect or share intelligence; rather it was a failure to connect, integrate, and 
understand the intelligence we had. 

Although NCTC and the Intelligence Community had long warned of the 
threat posed by al Qa’ida in the Arabian Peninsula — to include as Director Leiter 
did with this Committee just this past Fall — we did not correlate the specific 
information that would have been required to help keep Abdulmutallab off that 
Northwest Airlines flight. 


2 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00201 Fmt6601 Sfmt ^ 


P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



194 


More specifically, the Intelligence Community highlighted the growing 
threat to US and Western interests in the region posed by AQAP, whose precursor 
elements attacked our embassy in Sana’a in 2008. Our analysis focused on 
AQAP’s plans to strike US targets in Yemen, but it also noted — increasingly in the 
Fall of 2009 — ^the possibility of targeting the United States. We had analyzed the 
information that this group was working with an individual who we now know was 
the individual involved in the Christmas attack. 

In addition, the Intelligence Community warned repeatedly of the type of 
explosive device used by Abdulmutallab and the ways in which it might prove a 
challenge to screening. Of course, at the Amsterdam airport, Abdulmutallab was 
subjected to the same screening as other passengers — he passed through a metal 
detector, which didn’t detect the explosives that were sewn into his clothes. 

As I have noted, despite our successes in identifying the overall themes that 
described the plot we failed to make the final connections — the “last tactical 
mile” — linking Abdulmutallab’s identity to the plot. We had the information that 
came from his father that he was concerned about his son going to Yemen, coming 
under the influence of unknown religious extremists, and that he was not going to 
return home. We also had other streams of information coming from intelligence 
channels that provided pieces of the story. We had a partial name, an indication of 
a Nigerian, but there was nothing that brought it all together — nor did we do so in 
our analysis. 

As a result, although Mr. Abdulmutallab was identified as a known or 
suspected terrorist and entered into the Terrorist Identities Datamart Environment 
(TIDE) — and this information was in turn widely available throughout the 
Intelligence Community — the derogatory information associated with him did not 
meet the existing policy standards — those first adopted in the summer of 2008 and 
ultimately promulgated in February 2009 — for him to be “watchlisted,” let alone 
placed on the No Fly List or Selectee lists. 

Had all of the Information the U.S. had available, fragmentary and 
otherwise, been linked together, his name would have undoubtedly been entered on 
the Terrorist Screening Database which is exported to the Department of State and 
the Department of Homeland Security. Whether he would have been placed on 
either the No Fly or Selectee list — again based on the existing standards — would 
have been determined by the strength of the analytic judgment. One of the clear 
lessons the U.S. Government has learned and which the Intelligence Community 
will support is the need to modify the standards for inclusion on such lists. 
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In hindsight, the intelligence we had can be assessed with a high degree of 
confidence to describe Mr. Abdulmutallab as a likely operative of AQAP. But 
without making excuses for what we did not do, I think it critical that we at least 
note the context in which this failure occurred; Each day NCTC receives literally 
thousands of pieces of intelligence information from around the world, reviews 
literally thousands of different names, and places more than 350 people a day on 
the watchlist — virtually all based on far more damning information than that 
associated with Mr. Abdulutallab prior to Christmas Day. Although we must and 
will do better, we must also recognize that not all of the pieces rise above the noise 
level. 

Intelligence Community Reform 

While the December 25 attempt exposed improvement needs and flaws in 
coordination, it also revalidated the importance of intelligence efforts underway. 
The Intelligence Reform and Terrorism Prevention Act of 2004 and the progress of 
the past five years will continue to guide our future improvements. Let me 
acknowledge up front the vision and tenacity of Chairman Lieberman, Senator 
Collins, and the Members of this Committee as you developed and passed the 2004 
Intelligence Reform Act. We share the goals you laid out in that legislation. The 
shortcomings that have been identified as a result of the December 25 attempt 
should not obscure the progress the Intelligence Community has made in improved 
collection and analysis capabilities, in improved collaboration and in sharing 
information, both against al Qa’ida and against the many other threats to our 
national security. 

The United States Intelligence Community must constantly strive for and 
exhibit three characteristics essential to our effectiveness. The 1C must be 
integrated: a team making the whole greater than the sum of its parts. We must 
also be agile; an enterprise with an adaptive, diverse, continually learning, and 
mission-driven intelligence workforce that embraces innovation and takes 
initiative. Moreover, the IC must exemplify America’s values; operating under the 
rule of law, consistent with Americans’ expectations for protection of privacy and 
civil liberties, respectful of human rights, and in a manner that retains the trust of 
the American people. 

The Intelligence Community has made significant strides in addressing the 
underlying deficiencies exposed by the attacks of 9/1 1 . But, we must constantly 
improve and adapt. 
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To confront constantly evolving threats, we have made many changes in 
the way we conduct intelligence, law enforcement, homeland security, diplomatic, 
and defense activities since 2001. A prime example of improved integration is the 
new level of cooperation among FBI, local law enforcement and U.S. intelligence 
agencies in the recent arrests of Najibullah Zazi and David Headley, Americans 
allegedly associated with foreign terrorist organizations who are charged with 
planning attacks in this country and overseas. In both cases, tips and leads were 
smoothly passed among those gathering information in this country and those 
gathering information overseas, including foreign intelligence services that 
provided information or responded to questions. 

Like our armed forces and first responders, intelligence professionals are on 
the front lines in defense of this country. Their operations are already collaborative 
between and across agencies to an extent that was unheard of five years ago. 
Continued commitment and investment in this reform are vital. If we become 
complacent now, or pessimistic about future progress, and revert to stovepipes and 
turf battles, full transformation will never be achieved. 

In the area of information sharing, let me address areas where we have made 
progress and are focusing our future efforts: 

Policy: The Office of the Director of National Intelligence (ODNI) has 
continued the transformation of information sharing by implementing 
Intelligence Community Directive (ICD) 501, “Discovery and 
Dissemination or Retrieval of Information.” This ICD mandates wide- 
ranging actions to enable information sharing, including the ability to 
discover and request information from all IC elements, who now have a 
“responsibility to provide” such information. Implementation of the 
Intelligence Information Sharing Dispute Resolution process, formulated to 
simplify and streamline information sharing, has also produced positive 
results. 

The Information Sharing Environment (ISE). The ISE is comprised of 
policies, procedures, and technologies linking the resources (people, 
systems, databases, and information) of Federal, State, local, and tribal 
entities and the private sector to facilitate terrorism information sharing, 
access, and collaboration. In collaboration with our homeland security 
partners, fusion centers are able to access needed intelligence information 
for their mission, and in situations of information sharing conflict, 
procedures are in place to resolve information sharing issues. 
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Library of National Intelligence (LNI). The ODNI has made considerable 
progress on improving information sharing of finished intelligence across 
the IC through the creation of the LNI. The LNI is part of the DNI's efforts 
to build a more collaborative IC, improve information sharing, transform 
analysis, and modernize the IC's business practices. Access to LNI 
significantly improves access to critical expertise and the use of advanced 
tools to develop coordinated intelligence products. 

Collaborative Tools/Capabilities. The creation and implementation of 
Intellipedia - the IC's version of the user-annotated online encyclopedia 
Wikipedia, has fostered spontaneous, collaborative analytic efforts, and has 
enhanced information sharing across the IC on current and emerging issues. 
Development of additional collaboration tools such as A-Space continues to 
improve IC information sharing capabilities. The creation of integrated 
information technology solutions and information sharing applications 
including consolidated e-mail naming conventions and information 
capabilities such as iVideo and Intelink further improve information sharing. 

We are forging an integrated Intelligence Community that spans the 
historical divide between foreign and domestic intelligence efforts. Far from being 
a buzz word, integration means ensuring that our various specialized intelligence 
missions operate as a single enterprise. An integrated and collaborative 
Community is a critical advance because no single agency has the capacity to 
evaluate all available information — lest we forget over one billion pieces of data 
are collected by America’s intelligence agencies everyday. 

The principal legacy of the Intelligence Reform Act was the establishment of 
the Office of the Director of National Intelligence with assigned responsibilities to 
serve as the chief intelligence advisor to the President and to head the IC to ensure 
closer coordination and integration. The DNI is afforded responsibility to 
determine the National Intelligence Program and significant authority over 
personnel policy. In a larger sense, the creation of the DNI allows one person to 
see across the wide American Intelligence Community, identify gaps, and promote 
a strategic, unified direction. 

Working closely with the Department of Justice and the FBI, we supported 
the creation of the FBI’s National Security Branch to integrate the FBI’s 
counterterrorism, counterintelligence, WMD, and intelligence programs. 
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We established the National Counterterrorism Center (NCTC), the 
government’s hub for all strategic level counterterrorism intelligence assessments, 
which draws on collected terrorist intelligence from agencies across the U.S. 
Government with access to more than 30 different networks carrying more than 80 
unique data repositories to produce integrated analysis on terrorist plots against 
U.S. interests at home and abroad. 

The results are tangible. NCTC produces a daily threat matrix and situation 
reports that are the Community standard for current intelligence awareness. In 
addition, NCTC hosts two video teleconferences daily to discuss the threat matrix 
and situation reports to ensure the intelligence agencies and organizations see all 
urgent counterterrorism information. 

We also established the National Counterproliferation Center (NCPC), the 
mission manager for counterproliferation, which has developed integrated and 
creative strategies against some of the nation’s highest priority targets, including 
“gap attacks” (focused strategies against longstanding intelligence gaps), “over the 
horizon” studies to address potential future counterproliferation threats, and 
specialized projects on priority issues such as the Counterterrorism- 
Counterproliferation Nexus. 

The establishment of the Department of Homeland Security (DHS) and 
DHS’s Office of Intelligence and Analysis has enhanced the sharing of information 
between federal, state, and local government agencies, and the private sector which 
in turn has enhanced our ability to detect, identify, understand, and assess terrorist 
threats to and vulnerabilities of the homeland to better protect our Nation’s critical 
infrastructure, integrate our emergency response networks, and link local state and 
federal governments. 


The Terrorist Screening Center was created to consolidate terrorist watch 
lists and provide around the clock operational support for federal and other 
government law enforcement personnel across the country. 


The growth and maturation of the FBI-led Joint Terrorism Task Forces 
(JTTF) in major jurisdictions throughout the United States has substantially 
contributed to improved terrorism-related information sharing and operational 
capabilities at the state and municipal levels. 


7 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00206 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



199 


Through these and other efforts, the United States and its coalition partners 
have made significant strides in defending the homeland against al-Qa’ida, its 
affiliates, and others who threaten us. Collaboration and information sharing have 
helped limit the ability of al-Qa’ida and like-minded terrorist groups to operate. 

We have uncovered and eliminated numerous threats to our citizens and to our 
friends and allies. We have disrupted terrorist plots, arrested operatives, captured 
or killed senior leaders, and strengthened the capacity of the Nation to confront and 
defeat our adversaries. 

The Intelligence Community is an adaptive, learning organization. We can 
and must outthink, outwork, and defeat the enemy’s new ideas. Our Intelligence 
Community is now more collaborative than ever before, knows how to operate as a 
team, and can adjust to conditions on the ground. We can and will do better, but I 
cannot guarantee that we can stop all attacks indefinitely. The integrated 
Intelligence Community as directed in the Intelligence Reform Act is essential; the 
basic elements of the system are sound; but we must be more flexible and 
anticipatory. 

Fulfilling the goals expressed in the Intelligence Reform and Terrorism 
Prevention Act, in which this Committee played such a key role, was the right 
thing for national security in 2004 and is even more critical in 2010; the threats we 
face demand an integrated intelligence enterprise. 
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Chairman Lieberman, Senator Collins, and members of the Committee: Thank you for 
this opportunity to testily on the attempted terrorist attack on Northwest Flight 253. 

The attempted attack on December 25 was a powerful illustration that terrorists will go to 
great lengths to defeat the security measures that have been put in place since September 1 1 , 
2001. This Administration is determined to thwart those plans and disrupt, dismantle and defeat 
terrorist networks by employing multiple layers of defense that work in concert with one another 
to secure our country. This is an effort that involves not just DHS, but many other federal 
agencies and the international community as well. 

As our part in this effort, DHS is a eonsumer of the U.S. Govenunent’s consolidated 
terrorist watchlist, which we use to help keep potential terrorists off flights within, over or bound 
for the United States and to identify travelers that require additional screening. We work with 
foreign governments, Interpol, and air carriers to strengthen global air travel security by advising 
them on security measures and on which passengers may prove a threat. We also work with air 
carriers and airport authorities to perform physical screening at TSA checkpoints and to provide 
security measures in flight. 

Immediately following the December 25 attack, DHS took swift action at airports across 
the country and around the world. These steps included enhancing screening for individuals 
flying to the United States; increasing the presence of law enforcement and explosives detection 
canine teams at air ports, and of air marshals in flight; and directing the FAA to notify the 128 
flights already inbound from Europe about the situation. Nonetheless, Umar Farouk 
Abdulmutallab should never have been able to board a U.S.-bound plane with the explosive 
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PETN on his person. As President Obama has made clear, this Administration is determined to 
find and fix the vulnerabilities in our systems that allowed this breach to occur. 

Agencies across the federal government have worked quickly to address what went 
wrong in the Abdulmutallab case. The effort to solve these problems is well underway, with 
cooperation among DHS, the Department of State, the Department of Justice, the Intelligence 
Community, and our international allies, among others. As a consumer of terrorist watchlist 
information, the Department of Homeland Security welcomes the opportunity to contribute to the 
dialogue on improving the federal government’s ability to connect and assimilate intelligence. 

We are also focused on improving aviation screening and expanding our international 
partnerships to guard against a similar type of attack occurring again, To those ends, today 1 want 
to describe the role that DHS currently performs in aviation security, how DHS responded in the 
immediate aftermath of the attempted Christmas Day attack, and how we are moving forward to 
further bolster aviation security. 

DHS’ Role in Multiple Layers of Defense 

Since 9/1 1 , the U.S. government has employed multiple layers of defense across several 
departments to secure the aviation sector and ensure the safety of the traveling public. Different 
federal agencies bear different responsibilities, while other countries and the private sector - 
especially the air carriers themselves - also have important roles to play. 

DHS oversees several programs to prevent individuals with terrorist ties from boarding 
flights that are headed to, within, or traveling over the United States or, in appropriate cases, to 
identify them for additional screening. Specifically, DHS uses information held in the Terrorist 
Screening Database (TSDB), a resource managed by the Terrorist Screening Center (TSC), as 
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well as other information provided through the Intelligence Community to screen individuals; 
operates the travel authorization program for people who are traveling to the United States under 
the Visa Waiver Program (VWP)'; and works with foreign governments, international and 
regional organizations, and airlines to design and implement improved security standards 
worldwide. This includes routine checks against Interpol databases on wanted persons and lost 
or stolen passports on all international travelers arriving in the United States. The Department 
also performs checkpoint screenings at airports in the United States. 

To provide a sense of the scale of our operations, every day, U.S, Customs and Border 
Protection (CBP) processes 1.2 million travelers seeking to enter the United States by land, air or 
sea; the Transportation Security Administration (TSA) screens 1 .8 million travelers at domestic 
airports; and DHS receives advanced passenger information from carriers operating in 245 
international airports that are the last point of departure for flights to the United States, 
accounting for about 1,600 to 1,800 flights per day. Ensuring that DHS employees and all 
relevant federal officials are armed with intelligence and information is critical to the success of 
these efforts. 

Safeguards for Visas and Travel 

One of the first layers of defense in securing air travel consists of safeguards to prevent 
dangerous people from obtaining visas, travel authorizations and boarding passes. To apply for 
entry to the United States prior to boarding flights bound for the U.S. or arriving at a U.S. port of 

' The 35 countries in the Visa Waiver Program are; Andorra, Australia, Austria, Belgium, Brunei, the Czech 
Republic, Denmark, Estonia, Finland, France, Germany, Hungary, Iceland, Ireland, Italy, Japan, Latvia, 
Liechtenstein, Lithuania, Luxembourg, Malta, Monaco, the Metherlands, New Zealand, Norway, Portugal, San 
Marino, Singapore, Slovakia, Slovenia, South Korea, Spain, Sweden, Switzerland, and the United Kingdom (for the 
U.K., only citizens with an unrestricted right of permanent abode in the U.K. are eligible for VWP travel 
authorizations). 
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entry, most foreign nationals need visas - issued by a U.S. embassy or consulate - or, if traveling 
under a Visa Waiver Program country, travel authorizations issued through the Electronic 
System for Travel Authorization (ESTA) } 

Issuing visas is the responsibility of the Department of State, At embassies and consulates 
where it is operational, the Visa Security Program positions persormel of U.S. Immigration and 
Customs Enforcement (ICE) to assist State Department personnel in identifying visa applicants 
who may present a security threat. For individuals traveling under the VWP, DHS operates 
ESTA, a web-based system through which individuals must apply for travel authorization prior 
to traveling to the United States. These systems examine an individual’s information to assess 
whether he or she could pose a risk to the United States or its citizens, including possible links to 
terrorism. Without presenting a valid authorization to travel to the United States at the airport of 
departure, a foreign national is not able to board a U.S.-bound flight. 

The Department also works with other federal agencies and our foreign partners to try to 
prevent possible terrorists from obtaining boarding passes. These include the application of the 
No-Fly List and the implementation of Secure Flight program, which I explain below. 

Pre-departure screening 

As another layer of defense, DHS conducts pre-departure passenger screening in 
partnership with the airline industry and foreign governments in order to prevent known or 
suspected terrorists from boarding a plane bound for the United States or, as appropriate, to 
identify them for additional screening. DHS uses TSDB data, managed by the Terrorist 
Screening Center that is administered by the FBI, to determine who may board, who requires 

^ Exceptions would be citizens of countries under other visa waiver authority such as the Western Hemisphere 
Travel Initiative or the separate visa waiver program for Guam and the Commonwealth of the Northern Mariana 
Islands, or those granted individual waivers of the visa requirement under the immigration laws. 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00212 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



further screening and investigation, who should not be admitted, or who should be referred to 
appropriate law enforcement personnel. 

Specifically, to help make these determinations, DHS uses the No-Fly List and the 
Selectee List, two important subsets within the TSDB, Individuals on the No-Fly List should not 
receive a boarding pass for a flight to, from, over, or within the United States. Individuals on the 
Selectee List must go through additional security measures, including a full-body pat-down and a 
full physical examination of personal effects. 

Through the Secure Flight Program, the Department is making an important change to the 
process of matching passenger identities against the No-Fly List and Selectee List, and fulfilling 
an important recommendation of the 9/1 1 Commission. Previously, responsibility for checking 
passenger manifests against these lists rested with the air carriers themselves. Under the Secure 
Flight program, DHS began to transfer this responsibility to TSA in 2009, and the transition is 
targeted for completion by the end of this year. In addition to creating a more consistent 
matching process for all domestic and international travel to the United States and strengthening 
the effectiveness of redress in preventing misidentifications, Secure Flight will flag potential 
watchlist matches and immediately trigger law enforcement notification and coordination. 

As an additional layer of security, DHS also uses the Passenger Name Record (PNR), the 
Advanced Passenger Information System (APIS), and the Immigration Advisory Program (lAP) 
to assess a passenger’s level of risk and, when necessary, flag them for further inspection, PNR 
data, obtained from the airline reservations systems, contains various elements, which may 
include optional information on itinerary, co-travelers, changes to the reservation, and payment 
information. PNR data is evaluated against “targeting rules” that are based on law enforcement 
data, intelligence and past case experience. APIS data, which carriers are required to provide to 
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DHS at least 30 minutes before a flight, contains important identifying information that may not 
be included in PNR data, including verified identity and travel document information such as a 
traveler’s date of birth, citizenship, and travel document number. DHS screens APIS information 
on international flights to or from the United States against the TSDB, as well as against criminal 
history information, records of lost or stolen passports, and prior immigration or customs 
violations. APIS is also connected to Interpol’s lost and stolen passport database for routine 
queries on all inbound international travelers. 

Another layer in the screening process is the Immigration Advisory Program (lAP). The 
CBP officers stationed overseas under the lAP program at nine airports in seven countries 
receive referrals from CBP screening against the TSDB, of which the No Fly list is a subset. lAP 
officers can make “no board” recommendations to carriers and host governments regarding 
passengers bound for the United States who may constitute security risks, but do not have the 
authority to arrest, detain, or prevent passengers from boarding planes. 

Checkpoint screenings and in-flight security 

The third layer of defense for air travel in which DHS plays a role is the screening of 
passengers and their baggage. TSA screens passengers and baggage at airports in the United 
States, but not in other countries. When a traveler at a foreign airport is physically screened, that 
screening is conducted by the foreign government, air carriers, or the respective airport authority. 

Domestically, TSA employs a layered approach to security, which includes measures 
both seen and unseen by travelers. The 48,000 Transportation Security Officers at hundreds of 
airports across the country screen passengers and their baggage using advanced technology x-ray 
systems, walk-through metal detectors, explosive trace detection equipment, trained canines, 
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vapor trace machines that detect liquid explosives. Advanced Imaging Technology, fall-body 
pat-downs, explosives detection systems. Bomb Appraisal Officers, and Behavior Detection 
Officers - both at the checkpoint and throughout the airport. Through programs such as the 
Aviation Direct Access Screening Program, TSA also uses random and unpredictable measures 
to enhance security throughout the airport perimeter and in limited access areas of airports. The 
$1 billion in Recovery Act fands provided to TSA for checkpoint and checked baggage 
screening technology have enabled TSA to greatly accelerate deployment of these critical tools 
to keep passengers safe. 

In an effort to enhance international screening standards, TSA conducts security 
assessments in accordance with security standards established by the International Civil Aviation 
Organization (ICAO) at more than 300 foreign airports, which include foreign airports from 
which flights operate directly to the United States and all airports from which U.S. air carriers 
operate. If an airport does not meet these standards, TSA works with the host government to 
rectify the deficiencies and raise airport security to an acceptable level. Ultimately, it is the 
foreign government that must work to address these security issues. In long-term circumstances 
of non-compliance with international standards, TSA may recommend suspension of flight 
service from these airports to the United States. In addition, TSA inspects all U.S. and foreign air 
carriers that fly to the United States from each airport to ensure compliance with TSA standards 
and directives. Should air carrier security deficiencies exist, TSA works with the air carrier to 
raise compliance to an acceptable level. If an airport is located within one of the 35 VWP 
countries, DHS conducts additional audits and inspections as part of the statutorily mandated 
VWP designation and review process. 
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In terms of in-flight security, Federal Air Marshals (FAM) are deployed on high-risk 
domestic and international flights where international partners allow FAMs to enter their country 
on U.S.-flagged carriers. Thousands more volunteer pilots serve as armed, deputized Federal 
Flight Deck Officers. Additionally, armed law enforcement officers from federal, state, local, 
and tribal law enforcement agencies that have a need to fly armed provide a force multiplier on 
many flights. 

DHS Response to the Christmas Day Attack 

The facts of the Christmas Day attempted bombing are well established and were relayed 
in the report on the incident that the President released on January 7, 2010. On December 16, 
2009, Umar Farouk Abdulmutallab, a Nigerian national, purchased a round-trip ticket from 
Lagos, Nigeria to Detroit. Abdulmutallab went through physical security screening conducted by 
foreign airport personnel at Murtala Muhammed International Airport in Lagos on December 24 
prior to boarding a flight to Amsterdam Airport Schiphol. This physical screening included an x- 
ray of his carry-on luggage and his passing through a walk-through metal detector. 
Abdulmutallab went through additional physical screening, conducted by Dutch authorities, 
when transiting through Amsterdam to Northwest Flight 253 to Detroit, and presented a valid 
U.S. visa. Abdulmutallab was not on the No Fly or Selectee Lists. Accordingly, the carrier was 
not alerted to prevent him from boarding the flight or additional physical screening, nor did the 
lAP officer advise Dutch authorities of any concerns. As with all passengers traveling on that 
flight, and similar to all other international flights arriving in the United States, CBP evaluated 
Abdulmutallab’s information while the flight was en route to conduct a preliminary assessment 
of his admissibility and to determine whether there were requirements for additional inspection. 
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During this assessment, CBP noted that there was a record that had been received from the 
Department of State, which indicated possible extremist ties. It did not indicate that he had been 
found to be a threat, or that his visa had been revoked. CBP officers in Detroit were prepared to 
meet Abdulmutallab upon his arrival for further interview and inspection. The attack on board 
the flight failed in no small part due to the brave actions of the crew and passengers aboard the 
plane. 

Immediate DHS response 

Following the first reports of an attempted terrorist attack on Northwest Flight 253 on 
December 25, DHS immediately put in place additional security measures. TSA directed the 
Federal Aviation Administration to apprise 128 U.S.-bound international flights from Europe of 
the attempted attack and to ask them to maintain heightened vigilance on their flights. Increased 
security measures were put in place at domestic airports, including additional explosive detection 
canine teams, state and local law enforcement, expanded presence of Behavior Detection 
Officers, and enhanced screening. That evening, DHS issued a security directive for all 
international flights to the U.S., which mandated enhanced screening prior to departure and 
additional security measures during flight. 

From the first hours following the attempted attack, I worked closely with the President, 
Assistant to the President for Homeland Security and Counterterrorism John Brennan, senior 
Department leadership, and agencies across the federal government. I communicated with 
international partners, members of Congress, state and local leadership and the aviation industry 
and met with national security experts on counterterrorism and aviation security. The results of 
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these communications culminated in two reports to the President: one on New Year’s Eve and 
the second on January 2, 2010. 

One of our most important conclusions was that it is now clearer than ever that air travel 
security is an international responsibility. Indeed, passengers from 1 7 countries were aboard 
Flight 253. Accordingly, DHS has embarked upon an aggressive international program designed 
to raise international standards for airports and air safety. On January 3, 2010, 1 dispatched 
Deputy Secretary Jane Holl Lute and Assistant Secretary for Policy David Heyman to Africa, 
Asia, Europe, the Middle East, Australia, and South America to meet with international 
leadership on aviation security. In these meetings, they reviewed security procedures and 
technology being used to screen passengers on U.S.-bound flights and worked on ways to bolster 
our collective tactics for defeating terrorists. This afternoon, 1 am traveling to Spain to meet with 
my European Union counterparts in the first of a series of global meetings intended to bring 
about broad consensus on new, stronger, and more consistent international aviation security 
standards and procedures. 

In addition to these efforts, the Department has been in close contact with Congress, our 
international partners, the aviation industry and state and local officials across the country since 
the afternoon of the attempted attack. On December 25, the Department issued a joint bulletin 
with the FBI to state and local law enforcement throughout the nation; conducted calls with 
major airlines and the Air Transport Association; distributed the FBl-DHS joint bulletin to all 
Homeland Security Advisors, regional fusion center directors and Major City Homeland Security 
Points of Contact in the country; and notified foreign air carriers with flights to and from the 
United States of the additional security requirements. DHS has maintained close contact with all 
of these partners since the attempted attack, and will continue to do so. 
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On January 3, TSA issued a new Security Directive, effective on January 4, which 
includes long-term, sustainable security measures developed in consultation with law 
enforcement officials and our domestic and international partners. Because effective aviation 
security must begin beyond our borders, this Security Directive mandates that every individual 
flying into the U.S. from anywhere in the world traveling from or through nations that are state 
sponsors of terrorism^ or other countries of interest will be required to go through enhanced 
screening. The directive also increases the use of enhanced screening technologies and mandates 
threat-based and random additional screening for passengers on U.S. bound international flights. 
These measures are being implemented with extraordinary cooperation from our global aviation 
partners. 

Steps Forward to Improve Aviation Security 

While these immediate steps helped strengthen our security posture to face current threats 
to our eountry, as President Obama has made clear, we need to take additional aetions to address 
the systemic vulnerabilities highlighted by this failed attack. On January 7, 1 joined Assistant to 
the President for Counterterrorism and Homeland Security John Brennan to announce five 
recommendations DHS made to the President as a result of the security reviews ordered by 
President Obama. At the President’s direction, DHS will pursue these five objectives to enhance 
the protection of air travel from acts of terrorism. 

First, DHS will work with our interagency partners to re-evaluate and modify the criteria 
and process used to create terrorist watchlist, including adjusting the process by which names are 
added to the No-Fly and Selectee Lists. The Department’s ability to prevent terrorists from 
boarding flights to the United States depends upon these lists and the criteria used to create them. 
^ The State Department currently lists Cuba, Iran, Sudan, and Syria as state sponsors of terrorism. 
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As an entity that is primarily a consumer of this intelligence and the operator of programs that 
rely on these lists, the Department will work closely with our partners in the Intelligence 
Community to make clear the kind of information DHS needs from the watchlist system. 

Second, DHS will establish a partnership on aviation security with the Department of 
Energy and its National Laboratories in order to use their expertise to bolster our security. This 
new partnership will work to develop new and more effective technologies that deter and disrupt 
known threats, as well as anticipate and protect against new ways that terrorists could seek to 
board an aircraft with dangerous materials. 

Third, DHS will accelerate deployment of Advanced Imaging Technology to provide 
capabilities to identify materials such as those used in the attempted December 25 attack, and we 
will encourage foreign aviation security authorities to do the same. TSA currently has 40 
machines deployed at nineteen airports throughout the United States, and plans to deploy at least 
450 additional units in 2010. DHS will also seek to increase our assets in the area of explosives- 
trained canines, explosives detection equipment, and other security personnel. 

Fourth, DHS will strengthen the presence and capacity of aviation law enforcement. As 
an interim measure, we will deploy law enforcement officers from across DHS to serve as 
Federal Air Marshals to increase security aboard U.S.-flag carriers’ international flights. At the 
same time, we will maintain the current tempo of operations to support high-risk domestic 
flights, as we look to longer-term solutions to enhance the training and workforce of the Federal 
Air Marshal Service. 

Fifth, as mentioned earlier, DHS will work with international partners to strengthen 
international security measures and standards for aviation security. Much of our success in 
ensuring that terrorists do not board flights to the United States is dependent on what happens in 
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foreign airports and the commitments of our foreign partners to enhance security - not just for 
Americans, but also for their nationals traveling to this country. 

In all of these action areas to bolster aviation security, we are moving forward with a 
dedication to safeguard the privacy and rights of travelers. 

Conclusion 

The attempted attack on Christmas Day serves as a stark reminder that terrorists 
motivated by violent extremist beliefs are determined to attack the United States. President 
Obama has made clear that we will be unrelenting in using every element of our national power 
in our efforts around the world to disrupt, dismantle, and defeat al-Qaeda and other violent 
extremists. 

While we address the circumstances behind this specific incident, we must also recognize 
the evolving threats posed by terrorists, and take action to ensure that our defenses continue to 
evolve in order to defeat them. We live in a world of ever-changing risks, and we must move as 
aggressively as possible both to find and fix security flaws and anticipate future vulnerabilities in 
all sectors. President Obama has clearly communicated the urgency of this task, and the 
American people rightfully expect swift action, DHS and our federal partners are moving quickly 
to provide just that, 

I wish 1 could close by giving you a 100 percent guarantee that no terrorist, ever, will try 
to take down a plane or attack us in some other fashion. I cannot give you such a guarantee; that 
is not the nature of the world we live in, nor of the threats that we face. What I can give you, 
however, is the 100 percent commitment of myself, DHS leadership, and the entire DHS 
enterprise to do everything we can to minimize the risk of terrorist attacks. 

Chairman Lieberman, Senator Collins, and members of the Committee: Thank you for 
this opportimity to testify. I can now answer your questions. 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00221 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



214 


Director of National Intelligence 
Washington, DC 20511 

January 20, 20 iO 

Statement by the Director of National Intelligence 
Mr. Dennis C. Blair 

My remarks today before the Senate Committee on Homeland Security and Governmental 
Affairs have been misconstrued. The FBI interrogated Umar Farouk Abdulmutallab when they 
took him into custody. They received important intelligence at that time, drawing on the FBI’s 
expertise in interrogation that will be available in the HIG once it is fully operational. 

### 
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OFFICE OF THE DIRECrOR OF NATIONAL INTELLIGENCE 
INSTRUCTION NO. 80.OS 

Category 80 - Information Management 
Office of Primary Responsibility: Civil Liberties and Privacy Office 


SUBJECT: IMPLEMENTATION OF PRIVACY GUIDELINES FOR SHARING 
PROTECTED INFORMATION 


1. AUTHORITIES: National Security Act of 1947, as amended; Executive Order 
13388; Executive Order 12333, as amended; Privacy Act of 1974, as amended; 
Presidential Memorandum dated December 16, 2005 (Guidelines and Requirements in 
Support of the Information Sharing Environment)-, and other applicable provisions of law. 


2. REFERENCES: ODNI Instruction No. 2006-3, Protection of Privacy and Civil 
Liberties’, ODNI Instruction SO.Oli Managing Breaches of Personally Identifiable 
Information-, Guidelines to Ensure that the Information Privacy and Other Legal Rights 
of Americans are Protected in the Development and Use of the Information Sharing 
Environment (the Guidelines, see attached); Intelligence Community Directive 102 
Process for Developing Interpretive Principles and Proposing Amendments to Attorney 
General Guidelines Governing the Collection, Retention, and Dissemination of 
Information Regarding U S. Persons, and the Privacy and Civil Liberties Implementation 
Guide for the Information Sharing Environment and Privacy and Civil Liberties 
Implementation Workbook for Federal Agencies ptovidc-ti at i'C 


3. PURPOSE: This Instruction governs how the Office of the Director of National 
Intelligence (ODNI) handles records containing information about protected individuals 
(i.e., "protected information”) when those records are disclosed to or received from other 
federal agencies; state, local, tribal, and foreign terrorism information sharing partners; 
and the private sector. Processes outlined in this Instruction will assist the ODNI in 
complying with applicable privacy and civil liberties requirements with respect to sharing 
protected information, and with the safeguards for United States citizens and ptsmanent 
resident aliens embodied in Executive Order (EO) 12333, and in guidelines and 
procedures implementing the provisions and protections of EO 12333. 
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4. APIRLICABILITY: This Instruction applies to all ODNl staff, detailecs, assignees, 
contractors, and others who have access to ODNl information or systems that may be 
used in the sharing of terrorism-related information containing information about 
protected individuals. 


5. DEFINITIONS: The following definitions apply to this Instruction: 

A. Information Sharing Environment (ISE); The ISE is an aji^roach for sharing 
'■protected information" contained in tcnorism-related information (including 
information on weapons of mass destruction, homeland security information, and law 
enforcement infonmation related to terrorism) with federal, state, local, tribal, and private 
sector entities, as weU as foreign partners. Mandated by Section 1016 of the Intelligence 
Reform and Terrorism Prevention Act of 2004 (IRTPA), the ISE is composed of the 
policies, processes, protocols, and technologies that govern the handling and management 
of ‘‘protected information” subject to exchange with other entities. In practical effect, the 
term “ISE” refers to procedures for the sharing of terrorism information that contains 
information about protected individuals. 

B. Protected Information: Protected information is information about United States 
citizens and permanent resident aliens that is subject to information privacy or other legal 
protections under the U.S. Constitution and federal laws. Protected information may also 
include information designated by Executive Order, imernational agreement or other 
instrument as subject to information privacy or other protections. 


6. POLICY: All persons identified in Paragraph 4 shall ensure that information privacy, 
civil liberties, and other legal rights of American citizens and pjcrmancnt resident aliens 
are protected as terrorism-related information is exchanged between information sharing 
partners. 


7. ROLES AND RESPONSIBILITIES: 

A. The ODNl Civil Liberties Protection Officer (CLPO) is hereby designated the 
ODNl ISE Privacy Officer. In consultation with other responsible ODNl offices, the 
CLPO shall: 

(1) Oversee the ODNTs implementation of and compliance with the Guidelines; 

(2) Ensure that policies, procedures, and systems comply with the Guidelines; 

(3) Design, implement, and manage privacy and civil liberties training; 

(4) Provide guidance for implementing this Instruction; 

2 
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(5) Review and assess complaints in accordance with Paragraph 1 3 of this 
Instruction. 

B. All ODNI components shall; 

( 1) Consult with the CLPO to determine the need to foimalizc a Standard 
Operating Procedure (SOP), which may be issued as an Internal Process Document 
(IPD), for implementing this Instruction. If an SOP is necessary, the component shall 
designate a senior official responsible for developing and implementing the SOP. 

(2) Consult with the CLPO, when no SOP is needed, to ensure compliance with 
this Instniction. 

(3) Ensure that protected information meets the standards of accuracy, 
completeness, and consistency described in Paragraph 10 below. 

C. The Data Integrity and ISE Oversight Board shall evaluate components’ processes 
and identify additional protections needed as described in Paragraph 12.B. below. 


8. PROCESS TO ENSURE COMPLUNCE WITH LAWS; 

A. Components seeking to share protected information with ODNI’s terrorism 
information sharing partners shall ensure that the protected information is subject to a 
thorough review of the privacy, civil liberties, EO 12333 guidelines, and other applicable 
conditions and requirements for sharing (“ISE rules review,” or “rules review”). Subject 
to further CLPO guidance, components shall: 

(1) Consult with CLPO and other offices as CLPO may designate, (e.g., Office of 
the General Counsel, Mission Support Center/Information Management), document such 
consultations, and receive written affirmation from reviewing or consulting officials or 
offices that appropriate criteria have been met; OR 

(2) Prescribe an internal ISE rules review process as part of an SOP developed 
pursuant to Section 7(b) of this Instruction and that meets wi^ CIPO approval; AfTO 

(3) Document all data sharing between the ODNI and other entities via terms of 
reference. Attorney General Guidelines, Memoranda of Understanding (MOU) or similar 
instnrments, and ensure review and approval of such documentation by the CLPO and 
other offices the CLPO may de.signate. 

B, In conducting the rules reviews, CLPO, the Office of the General Counsel (OGC), 
and other relevant offices shall work with components to: 
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(1) Identify privacy, civil liberties, EO 12333, and other requirements that apply 
to the protected information to be shared; 

(2) Develop an IPD identifying any rules specific to particular sharing 
arrangements or categories of protected infonnation; and 

(3) Establish safeguards to ensure that: 

(a) Protected information is not shared solely on the basis of tlw exercise of 
rights guaranteed by the First Amendment, or on the basis of race, ethnicity, national 
origin, or religious affiliation; and 

(b) Controls and limitations are implemented for protected infonnation as 
applicable law or policy requires. 

C. If, in conducting rules reviews, the CLPO, CX3C, or any ODNI component 
identifies: 

(1) An issue that erodes information privacy rights, civil liberties, U.S. person or 
other legal protections, the CLPO, upon identifying or receiving notice of such issue, 
shall initiate any internal reviews and policy processes needed to address the risk to 
protected rights or information; 

(2) An internally imposed restriction on sharing protected infonnation that 
impwdes the sharing of terrorism, homeland security, or law enforcement infonnation and 
that docs not appear to be required by applicable laws or to protect information privacy, 
civil liberties, or other legal rights, the CLPO, upon identifying or receiving notice of 
such restriction, shall initiate any internal reviews and policy processes needed to address 
the apparent impediment: or 

(3) A restriaion of the type described in the above paragraph that is imposed by a 
requirement external to ODNI, the CLPO, and OGC shall review such reported 
impediments, consult with the ISE Privacy Guidelines Committee, and, failing internal 
resolution of the concern, bring such restriction to the attention of the Attorney General 
and the Director of National Intelligence pursuant to the ISE Privacy Guidelines. 


9. CHARACTER OF DATA - NOITCE: 

A. Components will provide a cover sheet or electronic banner, legend or screen 
notifying recipient agencies of the nature of the records, data, databases or systems of 
records, and a^ropriate approved control marking,s for unclassified information which 
they make available to other terrorism-related infonnation sharing partners. The notice 
shall state whether the information; 
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(1) Contains prowcted information peitaining to a United States citizwi or 
permanent resident alien, or a non-immigrant alien protected by treaty or international 
agreement; 

(2) Is subject to legal restrictions on its access, use, or disclosure, and describes 
the resttiction and pertinent law, regulation or policy; or, 

(3) Is generally reliable and accurate. If its reliability and accuracy is unknown, 
describe the reason for limited confidence in source reliability or content validity (c.g., 
notice from previous recipient of data, independent review, or inconsistency in records). 

B. Components shall also use the cover sheet or electronic banner, legend or screen 
to provide to the recipient agency POC pertinent contact information for the terrorism- 
related reports, records or data they disseminate. At a minimum, this information should 
include the name of the originating department or activity, and, if possible, the title and 
contact data for the person to whom questions regarding the infomMion should be 
directed. 


10. DATA QUALITY: The standards outlined below are the minimum required; 
components may impose stricter data quality standards. 

A. Data Quality Reviews; Components shall ensure that protected information meets 
the standards of accuracy, completeness, and consistency required to further the 
purposefs) for which the information is collected and used. Specifically: 

{!) To prevent, identify, and correct enrots, components shall conduct and 
document quality assurance reviews of protected data to the extent feasible, 
notwithstanding exemption from review under the Privacy Act of 1974 or other law; 

(2) Con^nents may document the decision that a data quality review conducted 
to satisfy a non-ISE legal or policy requirement (e.g., OMB mandate, term of MOU) is 
current and appropriate for the data set examined, recording date of review, and legal 
authority/requirement for review; 

(3) Components shall document a decision to review data sets in stages, based on 
priority areas or criticality of accuracy; 

(4) Reviews may include comparison of records to detect inconsistencies or other 
concerns about accuracy. 

B. Data Quality Proces.ses: Components shall articulate proces.ses and criteria to 
ensure: 


( 1 ) Merged/matched records relate to the same individual; 
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(2) Errors, inconsistencies, and deficiencies are investigated and 
corrected/deleted in a limeiy manner; 

(3) Outdated or irrelevant data is updated, deleted or segregated in a timely 
manner; and 

(4) Data that is pending correction, updating, or deletion is withheld from 
disclosure or access or is appropriately segregated. 

C. Notice of Eirors in Data Received: When a component determines that protected 
infoimation originating from an external source may be erroneous, includes incorrectly 
merged information, or lacks adequate context such that the rights of the protectal 
individual may be affected: 

(1) The potential error or deficiency shall be communicated in writing to the 
ODNI CLPO, as well as to the other agency's ISE Privacy/Civil Liberties Official 
(identified in the applicable MOU or other instrument governing the information 
exchange); and 

(2) The communication shall include information that clarifies, limits, contradicts 
or qualifies the information deemed to be erroneous or deficient. 

D. Notice of Errors in Data Disseminated; When a component determines that 
protected information it originated is or may be erroneous or non-compliant with 
terrorism-related information sharing policy or other policy or statute, and knows or 
believes (based on logs/audit) that the information was accessed by another agency, the 
component shall take the following steps; 

(1) Provide written notice to the ODNI CLPO of the deficiency, assessing the 
extent to which the protected information has been disseminated; 

(2) Notify record recipients of the deficiency, if they can be identified, to include 
information that clarifies, contradicts or qualifies the deficient information; 

(3) Correct or delete the erroneous information, or follow appropriate processes 
to dispose of the record. When it is uncertain whether the protected information is 
erroneous, note known limitations on accuracy in the field contmning the protected 
information. 

(4) Report the erroneous dissemination to the Intelligence Oversight Board and to 
the Director of National Intelligence (DNI) as appropriate pursuant to Executive Order 
12333. 
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E. Notice of Data Erroneously Shared: A component that shares protected 
infonnation erroneously or in a manner that is inconsistent with this Instruction shall 
immediately: 

(1) Recall the infonnation by contacting all record recipients of the infonnation 
and request immediate destruction of all disseminated copies of the infonnation; 

(2) Comply with Instruction 80.02, Managing Breaches of Personally 
Identifiable Information, and r^rt the matter to the CLPO, who shall convene an 
Incident Response Team to evaluate the disclosure, decide if notice to record subjects is 
required, and, as needed, develop a response plan. 

F. Data Integrity and ISE Oversight Board: As described in Section 12.B. below, the 
Board will assess overall data quality and respond to identified data quality issues. 


11. DATA SECURITY: An ODNI component sharing protected information through 
the ISE shall; 

A. Obtain assurances from the Mission Support Center (MSC) that MSC offices have 
implemented policies prescribing administrative, technical, and physical safeguards for 
protected information or will implement them soon. MSC policies should reflect, as 
applicable, the standards and directives in the Data Security sections of the Privacy and 
Civil Liberties Implementation Workbook for Federal Agencies. 

B. Coordinate with the ODNI/Chicf Information Officer to implement appropriate 
privacy enhancing technologies including, but not limited to, permissioning systems, 
hashing, data anonymization, immutable audit logs, and authentication. 


12, accountability, ENFORCEMENT, AND AUDITABILITY: 

A. Components are responsible for cooperating with all ISE protected information 
audits and reviews conducted as set forward in Sections 12.B and 12.C. All completed 
reviews and audits shall be subnutted to the CLPO. 

B. ODNI CLPO shall establish a “Data Integrity and Oversight Board (Board)” with 
representation from each ODNI component that shares infonnation through the ISE. The 
Board also shall include a representative from the IMO. The Board will oversee 
components’ rules review and terrorism data inventory' processes; examine data quality 
reviews to identify potential problem areas; and identify processes, policies or training to 
minimize the use or dissemination of erroneously protected information and to ensure 
that technical protections are implemented. 
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C. The ODNl CLK) shall wort: with components to implement audit procedures 
relating to the sharing of protected information with terrorism-related information sharing 
partners. Audits may be conducted on any or all of the elements addressed by the 
Privacy Guidelines. 


13. REDRESS: 

A. General: Components receiving requests for access to protected information, or 
complaints from individuals who believe protected information about them has been 
shared, shall identify the appropriate office through which to seek redress. 

B. Requests for Access to ODNI Information: Responses to requests from 
individuals seeking access to protected information about them that is under an ODNI 
Component’s control shall be addressed as prescribed by ODNI Instruction 80.01, 
Freedom of Information Act and Privacy Act Program and corresponding Privacy Act 
Regulations (32 CFR Part 1701). Such requests shall be forwarded to the ODNI 
Information Management Officer, who will maintain a file of such requests and take 
action as appropnate. 

C. Information Sharing Complaints, CLPO Role, and ODNI Component Support: 

(1) A component or ODNI redress action office that receives a complaint or 
allegation relating to the sharing of protected information shall promptly forward the 
complaint or allegation to the ODNI CLPO for acknowledgement, investigation, and 
resolution, as appropriate. 

(2) CLPO shall be responsible for handling complaints or requests for redress 
involving tcn'orism-related information which is not identifiable as within the authority 
or responsibility of any of the other ODNI-intcmal offices. 

(3) CLPO shall reconcile protocols for handling complaints arising, variously, 
under privacy and civil liberties authorities and under EO 1 2333, and components shall 
cooperate with procedures developed for conducting imeroal and external investigations 
and for communicating with complainants regarding the handling of all protected 
information. 

D. Expungement: Components receiving expungement orders issued by a federal 
court shall forward them to fte OGC, with a copy to CLPO and MSC/IM. Components 
will coordinate with the OGC and IMO to comply with expungement orders and to 
determine how to respond to expungement orders issued by state courts. 

E. Interagency Cooperation: Subject to ODNI authorities, ODNI will respond as 
promptly as practicable to a request for information and cooperation from another agency 
to assist in addressing a complaint received by such other agency. ODNI, conversely, 
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shall promptly request the assistance of other inforaiation sharing partners when a request 
is received that relates to the privities of the other partner in respect to terrorism-related 
information. 


14. TRAINING; Privacy, civil liberties, and U.S. person training will be mandatory for 
all pasonnel who collect, have access to, or disseminate protected informatioa The 
ODNl CLPO is responsible for designing, implementing, and managing this training. 

A. The training program will, at a minimum, cover the following topics: 

(1) Collection, retention, use, and dissemination of protected information; 

(2) Reporting violations of privacy-protection policies; and, 

(3) Sanctions for misuse of protected data and non-compliance with Guidelines. 

B. ODNI personnel who have access to protected information, or operale/maintain 
databases or National Security Systems, shall certify their participation in annual ODNI 
privacy, civil liberties, and U.S. person training. 

C. ODNI will provide training to ensure that all agency action offices pofcsessing a 
redress function are familiar with ODNI’s terrorism-related information sharing 
activities, and understand when a complaint or inquiry received implicates protected 
information subject to action by CLPO. 


15. INTERNAL AWARENESS: The ODNI CLPO will facilitate appropriate internal 
awareness of its policies and procedures for implementing the Guidelines. This 
Instruction shall be available on the ODNI classified website. The CLPO shall ensure 
that information alrout privacy, civil liberties, and EO 12333 policies and procedures is 
updated as necessary. 


16. NON-FEDERAL ENTITIES: To the extent consistent w ith applicable iaw .s and 
guiiiance, the ODNI will share, as appropriate, teiTori.sm, homeland security, and/or law 
enfoicemeni infonnation rciaicd to tetiorism with state, local, and tribal governments, 
law enforcement agencies, and non-government entities provided they implement privacy 
protections that aie at least a.s comprehensive a-s those prescribed by the ISE Guidelines. 
The Program Manager-Infonnation Sharing Environment (PM-ISE) .shall provide 
guidance on tiie privacy tuid civil, liberties protection policies that non-fedcra! entities 
should adopt in order tc receive tenorism. homeland security and/or law enforcement 
informarion related to terrorism from federal terrorism information sharing paitners. 
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A. The National Countericrrorisni Center wiil faciliiaie the production of “federaJIy 
coordinated” terrorism-related information for use by state, local, and tribal govenunenis, 
law enforcement agencies, and non-govemmcni entities. 

B. Components shall con,suli widi the CLPO and Policies, Plans and Requinemenis 
(PPR) in anticipation of sharing terroristn information with non-federal entities. 


n. KH EC l l\ E ISA riC: This Instruclioo is effechve upon signatire. 


• 2 - 

Date 


Attachment: Guidelines to Ensure that the Information Privacy and Other Legal Rights 
of Americans are Protected in the Development and Use of the Information Sharing 
Environment 



John F. Kiranions 
Lieutenant General. USA 
Director of the Intelligence Staff 
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Guidelines to Ensure that the Infortnation Privacy and Other Legal 
Rights of Americans are Protected in the Development and Use of 
the Information Sharing Environment 


1. Badkground and Applicability. 

a. Background. Section 1016(d) of the Intelligence Reform and Terrorism Prevention 
Act of 2CX)4 (IRTPA) calls for the issuance of guidelines to protect privacy and 
dvil liberties in Ore development and use of (he "information sharing 
environment" (BE). Section I of Executive Order 133^, Further Strengthening 
the Sharing of Terrorism Information to Protect Americans, provides that, "[t]o 
the maximum extent consistent with applicable law, agencies shall ... give the 
highest priority to ... the interchange of terrorism information among agendes . .. 
[and shall) protect the freedom, information privacy, and other legal rights of 
Americans in die conduct of [such] activities These Guidelines implement 
the requirements under the IRTPA and EO 13388 to protect information privacy 
rights and provide other l^al protections relating to civil liberties and the legal 
rights of Americans in the development and use of the ISE. 

b. Applicability. These Guidelines apply to information about United States dtizens 
and lawful permanent residents that is subject to information privacy or other 
legal protections under the Constitution and Federal laws of the United States 
("protected infonnation"). For the intelligence community, protected 
information includes information about "United States persons" as defined in 
Executive Order 12333. Protected information may also include other 
information that the U.S. Government expressly determines by Executive Order, 
international agreement, or other similar instrument, should be covered by these 
Guidelines. 

2. Compliance with Laws. 

a. General In the development and use of the ISE, all agencies shall, without 
exception, comply with the Constitution and all applicable laws and Executive 
Orders relating to protected information. 

h. Rules Assessment. Each agency shall implement am ongoing process for 

identifying and assessing the laws. Executive Orders, policies, and procedures 
that apply to the protected information that it will make available or acxess 
through the ISE, Each a^ncy shall identify, document, and comply with atny 
legal restrictions applicable to such information. Each agency shall adopt internal 
policies and procedures requiring it to: 
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(i) only seek or retain protected information foat is legally permissible for 
the agency to seek or retain under the laws, regulations, policies, and 
executive orders applicable to the agency; and 

(ii) ensure foat the protected information that the agency makes available 
through the ISE has been lawfully obtained by the agency and may be 
lawfully made availaMe through the BE. 

c. Changes. If, as part of its rules assessment process, an agency; 

(i) identifies an issue that poses a significant risk to information privacy 
rights or other legal protections, it shall as appropriate develop policies 
and procedures to provide protections that address that issue; 

(ii) identifies a restriction on sharing protected information impcsed by 
internal agency policy, that significantly impedes the sharing of terrorism 
information, homeland security information, or law enforcement 
information (as defined in Section 13 below) in a manner that does not 
appear to be required by applicable laws or to protect information 
privacy rights or provide other legal protections, it shall review the 
advisability of maintaining sudi restriction; 

(iii) identifies a restriction on sharing protected information, other than one 
imposed by internal agency policy, that significantly impedes the sharing 
of information in a manner that does not appear to be required to protect 
information privacy rights or provide other legal protections, it shall 
review such restriction with the BE Privacy Guidelines Committee 
(described in Section 12 below), and if an appropriate internal resolution 
canrvot be developed, bring such restriction to the attention of the 
Attorney General and the Director of National Intelligence (DNI). The 
Attorney General and the DNI shall review any such restriction and 
jointly submit any recommendations for changes to such restriction to the 
Assistant to the President for Homeland Security and Counterterrorism, 
the Assistant to the President for National Security Affairs, and the 
Director of the Office of Management and Budget for further review. 

3. Purpose Specification. 

Protected information should be shared through the BE only if it is terrorism 
information, homeland security information, or law enforcement information (as 
defined in Section 13 below). Each agency shall adopt internal policies and 
procedures requiri.ng it to ensure that the agency's access to and use of protected 
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information available through the ISE is consistent with the authorized purpose of 

tftelSE. 

4, Identification of Protected Information to be Shared through the ISE 

а. Identification and Prior Reoiem. In order to facilitate compliance with dtese 
Guidelines, particularly Section 2 (Compliance with Laws) and Section 3 
(Purpose Specification), each agency shall identify its data holdings that contain 
protected information to be shared dirough the ISE, and shall put in place such 
mechanisms as may be reasonably feasible to ensure that protected information 
has been reviewed pursuant to these Guidelines before it is made available to the 
BE. 

б. Notice Mechanisms. Consistent with guidance and standards to be issued for the 
ISE, each agency shall put in place a mechanism for enabling ISE participants to 
determine the nature of the protected information that the agency is making 
available to the ISE so that such participants can handle the information in 
accordance with applicable legal requirements. Specifically, such a mechanism 
will, to the extent reasonably feasible and consistent with the agency's legal 
authorities and mission requirements, allow for ISE participants to determine 
whether: 

(i) the information pertains to a United States citizen or lawful permanent 
resident 

(ii) the information is subject to specific information privacy or other similar 
restrictions on access, use or disclosure, and if so, the nature of such 
restrictions; and 

(iii) there are limitations on the reliability or accuracy of the information. 

5. Data Quality. 

a. Accuracy. Each agency shall adopt and implement procedures, as appropriate, to 
facilitate the prevention, identification, and correction of any errors in protected 
information with the objective of ensuring that such information is accurate and 
has not erroneously been shared through the ISE. 

b. Notice of Errors. Each agency, consistent with its legal authorities and mission 
requirements, shall ensure that when it determines that protected information 
originating from another agency may be erroneous, includes incorrectly merged 
information, or lacks adequate context such that the rights of the individual may 
be affected, the potential error or deficiency will be communicated in writing to 
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the other agency's KE privacy official (the ISE privacy officials are described in 
section 12belovi»). 

e. Procedures. Each agency, consistent with its legal authorities and mission 

requirements, shall adopt and implement policies and procedures with respect to 
the ISE requiring the agency to: 

(i) take appropriate steps, when merging protected information about an individual 
from two or more sources, to ensure that the information is about the same 
individual; 

(ii) investigate in a timely manner alleged errors and deficiencies and correct, delete, 
or refrain from using protected information found to be erroneous or deficient; 
and 

(iii) retain protected information only so long as it is relevant and timely fbr 
appropriate use by the agency, and update, delete, or refrain from using 
protected information that is outdated or otherwise irrelevant for such use. 

6. Data Security. 

Each agency shall use appropriate physical, technical, and administrative measures 

to safeguard protected information shared through the ISE from unauthorized 

access, disclosure, modification, use, or destruction 

7. Accountability, Enforcement and Audit. 

a. Procedures. Each agency shall modify existing policies and procedures or adopt 
new ones as appropriate, requiring the agency to: 

(i) have and enforce policies for reporting, investigating, and responding to 
violations of agency policies relating to protected information, including 
taking appropriate action when violations are found; 

(ii) provide training to personnel authorized to share protected infomiation 
through the ISE regarding the agency's requirements and policies for 
collection, use, and disclosure of protected information, and, as 
ap)proptiate, for reporting violations of agency privacy-protection 
policies; 

(iii) cooperate with audits and reviews by officials with responsibility for 
providing oversight with respect to the ISE; and 
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(iv) designate eadi agency's iSE privacy official to receive reports (or copies 
thereof if the agency already has a d^gnated reciptot of sudt reports) 
regarding alleged errors in protected information that originate from that 
agency. 

b. Audit. Each agency shall implement adequate rewew and audit mechanisms to 
enable the agency's ISE privacy official and other authorized officials to verify 
that the agency and its persorvnel are complying with these Guidelines in the 
development and use of the ISE. 

8. Redress. 

To the extent consistent with its legal authorities and mission requirements, each 
agency shall with respect to its participation in the development and of the ISE, 
put in place internal procedures to address complaints from persons regarding 
protected information about them that is under the agency's control. 

9 . Execution, Training, and Technology. 

a. Execution. The ISE privacy official shall be responsible for ensuring that 
protections are implemented as appropriate through efforts such as training, 
business process changes, and system designs. 

b. Training. Each agency shall develop an ongoing training program in the 
implementation of these Guidelines, and shall provide such training to agency 
personnel participating in the development and use of the ISE. 

c. Technology. Where reasonably feasible, and consistent with standards and 
procedures established for the ISE, each agency shall consider and implement, as 
appropriate, privacy enhancing technologies including, but not limited to, 
permissioning systems, hashing, data anonymizafion, immutable audit logs, and 
authentication, 

10. Awareness. 

Each agency .shall take steps to facilitate appropriate public awareness of ite policies 
and procedures for implementing these Guidelines. 

11. Non-Eederal Entities. 

Consistent with any standards and procedures that may be issued to govern 
participation in the ISE by State, tribal, and local governments and private sector 
entities, the agencies and the FM-ISE will work with non-Federal entities seeking to 
access protected information through the ISE to ensure that such non-Federal entities 
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develop and implement appropriate policies and procedures that provide 

protections that are at least as comprehensive as those contained in these Guidelines. 

12. Governance. 

a. ISE Privacy Officials. Each agency's senior offidai with overall agency-wide 
responsibility for irtformation privacy issues (as designated by statute or 
executive order, or as otherwise identified in response to OMB Memorandum M- 
05-08 dated February 11, 2005), shall directly ovensee the agency's 
implementation of and compiiance with these Guidelines (the "ISE privacy 
offidai"). If a different offidai would be better situated to pjerform this role, he 
or she may be so designated by the head of the agency. The ISE privacy offidai 
role may be delegated to separate components within an agency, such that fltere 
could be multiple ISE privacy officials within one executive department. The ISE 
privacy ofiidai shall be responsible for ensuring that (i) the agency's poiides, 
procedures, and systems are appropriately designed and executed in compiiance 
with these Guidelines, and (ii) changes are made as necessary. The ISE privacy 
offidai should be familiar with the agency's activities as they relate to the ISE, 
possess all necessary security clearances, and be granted the audiority and 
resources, as appropriate, to identify and address privacy and other legal issu^ 
arising out of the agency's partidpation in the ISE. Such authority should be 
exercised in coordination with the agency's senior ISE offidai. 

b. ISE Privacy Guidelines Committee. All agencies will abide by these Guidelines in 
their partidpation in the ISE. The PM shall establish a standing "ISE Privacy 
Guidelines Committee" to provide ongoing guidance on the implementation of 
these Guidelines, so that, among other things, agendes follow consistent 
interpretations of applicable legal requirements, avoid duplication of effort, 
share best practices, and have a forum for resolving issues on an inter-agency 
basis. The ISE Privacy Guidelines Committee is not intended to replace legal or 
policy guidance mechanisms established by law, executive order, or as part of 
the ISE, and will as appropriate work through or in consultation with such other 
mechanisms. The ISE Privacy Guidelines Committee shall be chaired by the PM 
or a senior offidai designated by the PM, and will consist of the ISE privacy 
offidals of each member of the Information Sharing Coundl. If an issue cannot 
be resolved by the ISE Privacy Guidelines Committee, the PM will address the 
issue through the established ISE governance process. The ISE Privacy 
Guidelines Committee should request legal or policy guidanaon questions 
relating to the implementation of these Guidelines from those agencies having 
responsibility or authorities for issuing guidemce on such questions; any such 
requested guidance shall be provided promptly by the appropriate agende.s. As 
the ISE governance process evolves, if a different entity is established or 
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identified that ojuld more effectively perform the functions of the ISE Privacy 
Guidelines Committee, the ISE Privacy Gmdelines Committee structure shall be 
modified by the PM through sudi cortsultation and coordination as may be 
required by the ISE governance process, to ensure the fcindions and 
respjonsibilities of the ISE Privacy Guidelines Committee remain priorities fully 
integrated into the overall ISE governance process. 

c. Privacy and Civil Lttierties Oversight Board. The Privacy and Civil Ub«tics 
Oversight Board (PCLOB) should be consulted for ongoing advice regarding the 
protection of privacy and civil liberties in agencies' development and use of the 
ISE. To facilitate the performance of the PCLOB's duties, tire ISE Privacy 
Guidelines Committee will serve as a mechanism for the PCLOB to ctotain 
information from agencies and to provide advice and guidance consistent with 
the PCLOB's statutory responsibilities. Accordingly, the ISE Privacy Guidelines 
Committee should work in consultation with the PCLOB, whose members may 
attend Committee meetings, provide advice, and review and comment on 
guidance as appropriate. 

d. ISE Pritmcy Protection Policy. Each agency shall develop and implement a written 
ISE privacy protection policy that sets forth the mechanisms, policies, and 
prcxredures its personnel will follow in implementing tiiese Guidelines. Agencies 
should consult with the ISE Privacy Guidelines Committee as appropriate in the 
development and implementation of such policy. 

13. General Provisions. 

a. Definitions. 

(i) The term "agency" has the meaning set forth for the term "executive 
agency" in section 105 of title 5, United States Code, but includes the 
Pcjstal Rate Commission and the United States Postal Service and 
exclude.s the Government Accountability Office, 

(ii) The term "protected information" has the meaning set forth for such term 
in paragraph 1(b) of these Guidelines. 

(iii) The terms "terrorism information," "homeland security information," and 
"law enforcement information" are defined as follows: 

'Terrorism information," coitsistent with section 1016(a)(4) of IRTPA 
means all relating to (A) the existence, organization, capabilities, plans, 
intentions, vulnerabilities, means of finance or material support, or 
activities of foreign or international terrorist groups or individuals, or of 
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domestic grouj^ or individuals involved in transnationa! terrorism, (B) 
ttireats posed by such groups or individuals to the United States, United 
States persons, or United States interests, or to those of other nahwis, (C) 
communications of or by such groups or individuals, or (D) groups or 
IndividuaJs reasonably believed to be assisting or asscKiatcd with such 
groups or individuals. 

"Homeland security information," as derived from section 482(0(1) <rf the 
Homeland Security Act of 2002, means any information possessed by a 
federal. State, locaL or tribal agency that relates to (A) a threat of terrorist 
activity, (B) the ability to prevent, interdict, or disrupt terrorist activity, 
(Q the identification or investigatiem of a suspected terrorist or terrorist 
organization or any person, group, or entity associated with or assisting a 
suspected terrorist or terrorist organization, or (D) a platmed or actual 
response to a terrorist act. 

"Law enforcement information" for the purposes of the iSE means any 
information obtained by or of interest to a law enforrement agency or 
official that is (A) related to terrorism or the security of our homeland and 
(B) relevant to a law enforcement mission, including but not limited to 
information pertaining to an actual or potential criminal, civil, or 
administrative investigation or a foreign intelligence, counterintelligaace, 
or counterterrorism investigation; assessment of or response to criminal 
threats and vulnerabilities; the existence, organization, capabilities, plans, 
intentions, vulnerabilities, means, methods, or activities of individuals or 
groups involved or suspected of involvement in criminal or unlawful 
conduct or assisting or associated with criminal or unlawful conduct; the 
existence, identification, detection, prevention, interdiction, or disruption 
of, or response to, criminal acts and violations of the law; identification, 
apprehension, prosecution, release, detention, adjudication, supervision, 
or rehabilitation of accused persons or criminal offenders; and 
victim/witness assistance. 

b. The treatment of information as "protected information" under these Guidelines 
does not by itself establish that the individual or entity to which such 
information pertains does in fact have information privacy or other legal rights 
with respect to such information. 

c. Heads of exeaitive departments and agencies shall, to the extent permitted fay 
law and subject to the availability of appropriations, provide the cooperation, 
assistance, and information necessaiy for the implementation of these 
Guidelines. 
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d. These Guidelines: 

(i) shall be implemented in a manner consistent with applicable laws and 
executive orders, including Federal laws protecting die informaticm 
privacy rights and other legal rights of Ainericans, and sul^ct to She 
availability of appropriations; 

(ii) shall be implemented in a manner consistent with the statutory aufliority 
of the prindpal officers of executive departments and agencies as heads 
of tlteir respective departments or agencies; 

(iii) shall not be construed to impair or otherwise affect the functions of die 
Director of the Office of Management and Bud^t relating to budget 
administrative, and legislative proposals; and 

(iv) are intended only to improve the internal management of the Federal 
Government and are not intended to, and do not create any rights or 
benefits, substantive or procedural, enforceable at law or in equity by a 
party against the United States, its deparhnents, agenda, or entities, its 
officers, employees, or agendes, or any other person. 
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Michael W. Macleod-Ball 
Acting Director, Washington Legislative Office 
Christopher Calabrese 
Legislative Counsel 
before the 

Senate Committee on Homeland Security & Governmental Affairs 
January 20, 2010 


Chairman Lieberman, Ranking Member Collins, and Members of the Committee: 

The American Civil Liberties Union (ACLU) has more than half a million members, 
countless additional activists and supporters, and fifty-three affiliates nationwide. We are one of 
the nation’s oldest and largest organizations advocating in support of individual rights in the 
courts and before the executive and legislative branches of government. In particular, 
throughout our history, we have been one of the nation’s pre-eminent advocates in support of 
privacy and equality. We write today to express our strong concern over the three substantive 
policy changes that are being considered in the wake of the attempted terror attack on Christmas 
Day: the wider deployment of whole body imaging (WBI) devices, the expanded use of terror 
watch lists and increased screening of individuals from fourteen so-called nations of interest. 

The ACLU believes that each of these technologies greatly infringe on civil liberties and face 
serious questions regarding its efficacy in protecting airline travelers. 
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The President has already identified a failure of intelligence as the chief cause of the 
inability to detect the attempted terror attack on Christmas day. As such, the government’s 
response must be directed to that end. These invasive and unjust airline security techniques 
represent a dangerous diversion of resources from the real problem. This diversion of resources 
promises serious harm to American’s privacy and civil liberties while failing to deliver 
significant safety improvements. 


I. Introduction 

WBI uses millimeter wave or X-ray technology to produce graphic images of passengers’ 
bodies, essentially taking a naked picture of air passengers as they pass through security 
checkpoints. This technology is currently deployed at 19 airports and the Department of 
Homeland Security (DHS) recently announced the roll out of 300 more machines by year end. ' 
While initially described as a secondary screening mechanism, DHS is now stating that WBI will 
be used for primary screening of passengers.^ 

Another way of screening passengers is through terror watch lists. The terror watch lists 
are a series of lists of names of individuals suspected of planning or executing terrorist attacks. 
The master list is maintained by the Terrorist Screening Center (TSC) and contains more than 
one million names.^ Subsets of this list include the No Fly list (barring individuals from air 
travel) and the Automatic Selectee list (requiring a secondary screening). The names on this list 
and the criteria for placement on these lists are secret."' There is no process allowing individuals 
to challenge their placement on a list or seek removal from a list. 

Finally, individuals who were bom in, are citizens of, or are traveling from fourteen 
nations will receive additional scrutiny under a policy announced by the US government after the 
attempted terror attack. As of January 19, 2010 these nations are Afghanistan, Algeria, Cuba, 
Iran, Lebanon, Libya, Iraq, Nigeria, Pakistan, Saudi Arabia, Somalia, Sudan, Syria and Yemen. 

The ACLU believes that Congress should apply the following two principles in 
evaluating any airline security measure: 

• Efficacy. New security technologies must be genuinely effective, rather than creating a false 
sense of security. The wisdom supporting this principle is obvious: funds to increase aviation 
security are limited, and any technique or technology must work and be substantially better 
than other alternatives to deserve some of the limited funds available. It therefore follows 
that before Congress invests in technologies or employs new screening methods, it must 


' Harriet Baskas, Air security: Protection at privacy’s expense? Msnbc.com, January 14, 2010. 
htt0://www.msnbc.msn.com/id/34S469O.J/n.s/travel-tips/ 

^ Paul Giblin and Eric Lipton, New Airport X-Rays Scan Bodies, Not Just Bags, New York Times, February 24, 
2007. 

^ The Federal Bureau of Investigation's Terrorist Watchlist Nomination Practices, Justice Department, Office of the 
Inspector General, Audit Report 09-25, May 2009, pg 3. http://www.iustice.i>ov/oie/i'eports/FBl/a0925/fmal.pdf 
'id at 10. 
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demand evidence and testing from neutral parties that these techniques have a likelihood of 
success. 

• Impact on Civil Liberties. The degree to which a proposed measure invades privacy should 
be weighed in the evaluation of any technology. If there are multiple effective techniques for 
safeguarding air travel, the least intrusive technology or technique should always trump the 
more invasive technology. 


n. Screening Techniques and Technologies Must Be Effective, or they Should Not 
be Utilized or Funded 

The wider deployment of whole body imaging (WBI) devices, expanded use of terror 
watch lists and increased screening of individuals from fourteen so-called nations of interest each 
face significant questions regarding their efficacy in protecting air travelers and combating 
terrorism. 

Whole Body Imaging 

There are no magic solutions or technologies for protecting air travelers. Ben Wallace, a 
current member of the British parliament who advised a research team at QinetiQ, a 
manufacturer of body screening devices, has stated that their testing demonstrated that these 
screening devices would not have discovered a bomb of the type used on Christmas day, as they 
failed to detect low density materials like powders, liquids and thin plastics. ^ A current QinetiQ 
product manager admitted that even their newest body scan technology probably would not have 
detected the underwear bomb.* The British press has also reported that the British Department 
for Transport (DfT) and the British Home Office have already tested the scanners and were not 
convinced they would work comprehensively against terrorist threats to aviation.’ 

In addition we know that al Qaeda has already discovered a way to work around this 
technology. In September a suicide bomber stowed a full pound of high explosives and a 
detonator inside his rectum, and attempted to assassinate a Saudi prince by blowing himself up.* 
While the attack only slightly wounded the prince, it fully defeated an array of security measures 
including metal detectors and palace security. The bomber spent 30 hours in the close company 
of the prince's own secret service agents - all without anyone suspecting a thing. WBI devices - 
which do not penetrate the body - would not have detected this device. 

The practical obstacles to effective deployment of body scanners are also considerable. 

In the United States alone, 43,000 TSA officers staff numerous security gates at over 450 
airports and over 2 million passengers a day.’ To avoid being an ineffective “Maginot line,” 
these $170,000 machines will need to be put in place at all gates in all airports; otherwise a 


^ Jane Merrick, Are planned airport scanners just a scam? The Independent, January 3, 2010. 

‘id. 

^ Id. 

® Sheila MacVicar , Al Qaeda Bombers Learn from Drug Smugglers, CBSnews.com, September 28, 2009 
^ http://www.tsa.trov/whai we do/screenine/securitv checkpoints. slum 
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terrorist could just use an airport gate that does not have them. Scanner operators struggle 
constantly with boredom and inattention when tasked with the monotonous job of scanning 
thousands of harmless individuals when day after day, year after year, no terrorists come through 
their gate. In addition to the expense of buying, installing and maintaining these machines, 
additional personnel will have to be hired to run them (unless they are shifted from other security 
functions, which will degrade those functions). 

The efficacy of WBI devices must be weighed against not only their impact on civil 
liberties (discussed further below) but also their impact on the U.S. ability to implement other 
security measures. Every dollar spent on these technologies is a dollar that is not spent on 
intelligence analysis or other law enforcement activity. The President has already acknowledged 
that it was deficiencies in those areas - not aviation screening - that allowed Umar Farouk 
Abdulmutallab to board an airplane. 

Watch Lists 


The events leading up to the attempted Christmas attack are a telling indictment of the 
entire watch list system. In spite of damning information, including the direct plea of 
Abdulmutallab’ s father, and other intelligence gathered about terrorist activity in Yemen, 
Abdulmutallab was not placed into the main Terrorist Screening Database. We believe that fact 
can be directly attributed to the bloated and overbroad nature of the list - now at more than a 
million names.'” The size of the list creates numerous false positives, wastes resources and hides 
the real threats to aviation security. As we discuss below it also sweeps up many innocent 
Americans - falsely labeling them terrorists and providing them with no mechanism for 
removing themselves from the list. 

These problems are not hypothetical. They have real consequences for law enforcement 
and safety. An April 2009 report from the Virginia Fusion Center states 

According to 2008 Terrorism Screening Center ground encounter data, al-Qa'ida 
was one of the three most frequently encountered groups in Virginia. In 2007, at 
least 414 encounters between suspected al-Qa’ida members and law enforcement 
or government officials were documented in the Commonwealth. Although the 
vast majority of encounters involved automatic database checks for air travel, a 
number of subjects were encountered by law enforcement officers.” 

Every time a law enforcement officer encounters someone on the terrorist watch list (as 
determined by a check of the National Crime Information Center (NCIC) database) they contact 
the TSC. So in essence Virginia law enforcement is reporting that there are more than 400 al 
Qaeda terrorists in Virginia in a given year. This is difficult to believe. In reality most, if not 
all, of these stops are false positives, mistakes regarding individuals who should not be on the 
list. These false positives can only distract law enforcement from real dangers. 


DOJ OIG Audit Report 09-25, pg 3. http://www.iuslice.eov/oiu/reDorts/FBI/i]092.5/rma!.pdf 
” Virginia Fusion Center, 2009 Virginia Terrorism Threat Assessment, March 2009, pg 27. 

” The report does not state that any of these individuals were arrested. 
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A 2009 report by the Department of Justice Inspector General found similarly troubling 
results. From the summary: 

We found that the FBI failed to nominate many subjects in the terrorism 
investigations that we sampled, did not nominate many others in a timely fashion, 
and did not update or remove watchlist records as required. Specifically, in 32 of 
the 216 (15 percent) terrorism investigations we reviewed, 35 subjects of these 
investigations were not nominated to the consolidated terrorist watchlist, contrary 
to FBI policy. We also found that 78 percent of the initial watchlist nominations we 
reviewed were not processed in established FBI timeframes. 

Additionally, in 67 percent of the cases that we reviewed in which a watchlist 
record modification was necessary, we determined that the FBI case agent 
primarily assigned to the case failed to modify the watchlist record when new 
identifying information was obtained during the course of the investigation, as 
required by FBI policy. Further, in 8 percent of the closed cases we reviewed, we 
found that the FBI failed to remove subjects from the watchlist as required by FBI 
policy. Finally, in 72 percent of the closed cases reviewed, the FBI failed to remove 
the subject in a timely manner.i^ 

This is only the latest in a long string of government reports describing the failure of the terror 
watch lists. ''' In order to be an effective tool against terrorism these lists must shrink 
dramatically with names limited to only those for whom there is credible evidence of terrorist 
ties or activities. 

Aviation Screening on the Basis of Nationality 

Numerous security experts have already decried the use of race and national origin as an 
aviation screening technique. 

Noted security expert Bruce Schneier stated recently: 

[AJutomatic profiling based on name, nationality, method of ticket purchase, and 
so on...makes us all less safe. The problem with automatic profiling is that it 
doesn’t work. 


DOJ OIG Audit Report 09-25, pg iv-v. hUD://www.iustice.<tov/oie/reDorts/FBl/a0925/nnal.pdr 
Review of the Terrorist Screening Center (Redacted for Public Release), Justice Department. Office of the 
Inspector Genera!, Audit Report 05-27, June 2005; Review of the Terrorist Screening Center’s Efforts to Support the 
Secure Flight Program (Redacted for Public Release), Justice Department, Office of the Inspector General, Audit 
Report 05-34, August 2005; Follow-Up Audit of the Terrorist Screening Center (Redacted for Public Release), 
Justice Department, Office of the Inspector General, Audit Report 07-4 1 , September 2007; The Federal Bureau of 
Investigation's Terrorist Watchlist Nomination Practices, Justice Department, Office of the Inspector Genera!, Audit 
Report 09-25, May 2009; DHS Challenges in Consolidating Terrorist Watch List Information, Department of 
Homeland Security, Office of Inspector General, OIG-04-3 1 , August 2004; Terrorist Watch Lists Should Be 
Consolidated to Promote Better Integration and Sharing, GAO Report to Congressional Requesters, GAO-03-322, 
April 2003; Congressional Memo Regarding Technical Flaws in the Terrorist Watch List, House Committee on 
Science and Technology, August 2008. 
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Terrorists can figure out how to beat any profiling system. 

Terrorists don’t fit a profile and cannot be plucked out of crowds by computers. 
They're European, Asian, African, Hispanic, and Middle Eastern, male and female, 
young and old. Umar Farouk Abdul Mutallab was Nigerian. Richard Reid, the shoe 
bomber, was British with a Jamaican father. Germaine Lindsay, one of the 7/7 
London bombers, was Afro-Caribbean. Dirty bomb suspect Jose Padilla was 
Hispanic-Araerican. The 2002 Bali terrorists were Indonesian. Timothy McVeigh 
was a white American. So was the Unabomber. The Chechen terrorists who blew 
up two Russian planes in 2004 were female. Palestinian terrorists routinely recruit 
"clean" suicide bombers, and have used unsuspecting Westerners as bomb 
carriers. 

Without an accurate profile, the system can be statistically demonstrated to be no 
more effective than random screening. 

And, even worse, profiling creates two paths through security: one with less 
scrutiny and one with more. And once you do that, you invite the terrorists to take 
the path with less scrutiny. That is, a terrorist group can safely probe any profiling 
system and figure out how to beat the profile. And once they do, they're going to 
get through airport security with the minimum level of screening every time.^s 

Schneier is not alone in this assessment Philip Baum is the managing director 
of an aviation security company: 

Effective profiling is based on the analysis of the appearance and behavior of a 
passenger and an inspection of the traveler's itinerary and passport; it does not 
and should not be based on race, religion, nationality or color of skin. ... 

Equally, the decision to focus on nationals of certain countries is flawed and 
backward. Perhaps 1, as a British citizen, should be screened more intensely given 
that Richard Reid (a.k.a "the Shoebomber’’} was a U.K. passport holder and my 
guess is there are plenty more radicalized Muslims carrying similar passports. Has 
America forgotten the likes of Timothy McVeigh? It only takes one bad egg and 
they exist in every country of the world. 

Former Israeli airport security director Rafi Ron: 

My experience at Ben Gurion Airport in Tel Aviv has led me to the conclusion that 
racial profiling is not effective. The major attacks at Ben Gurion Airport were carried 
out by Japanese terrorists in 1972 and Germans in the 1980s. [TheyJ did not belong to 


hUp://roomfordebate.bloes.nvtimes.com/2010/0i/04/will-profilinL'-Tnake-a-difference/ 
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any expected ethnic group. Richard Reid [known as the shoe bomber] did not fit a racial 
profile. Professionally as well as legally, I oppose the idea of racial profiling.'’ 

This should be the end of the discussions. Policies that don’t work have no place 
in aviation security. When they are actively harmful - wasting resources and making us 
less safe - they should be stopped as quickly as possible. 


III. The Impact on Privacy and Civil Liberties Must be Weighed in Any 
Assessment of Aviation Security Techniques 

Each of the three aviation security provisions discussed in these remarks 
represents a direct attack on fundamental American values. As such they raise serious 
civil liberties concerns. 

Whole Body Imag in g 

WBI technology involves a striking and direct invasion of privacy. It produces 
strikingly graphic images of passengers’ bodies, essentially taking a naked picture of air 
passengers as they pass through security checkpoints. It is a virtual strip search that reveals 
not only our private body parts, but also intimate medical details like colostomy bags. Many 
people who wear adult diapers feel they will be humiliated. That degree of examination 
amounts to a significant assault on the essential dignity of passengers. Some people do not 
mind being viewed naked but many do and they have a right to have their integrity honored. 

This technology should not be used as part of a routine screening procedure, but only 
when the facts and circumstances suggest that it is the most effective method for a particular 
individual. And such technology may be used in place of an intrusive search, such as a strip 
search - when there is reasonable suspicion sufficient to support such a search. 

TSA is also touting privacy safeguards including blurring of faces, the non-retention of 
images, and the viewing of images only by screeners in a separate room. Scanners with such 
protections are certainly better than those without; however, we are still skeptical of their 
suggested safeguards such as obscuring faces and not retaining images. 

Obscuring faces is just a software fix that can be undone as easily as it is applied. And 
obscuring faces does not hide the fact that rest of the body will be vividly displayed. A policy of 
not retaining images is a protection that would certainly be a vital step for such a potentially 
invasive system, but it is hard to see how this would be achieved in practice. TSA would almost 
certainly have to create exceptions - for collecting evidence of a crime or for evaluation of the 
system (such as in the event of another attack) for example - and it is a short step from there to 
these images appearing on the Internet. 

” Katherine Walsh, Behavior Pattern Recognition and Why Racial Profiling Doesn ‘t Work, CSO Online, (Feb. I , 
2006), at: 

httD://www.csoon]ine.com/ardde/220787/nchavior Pattern Rccrrgnition and Why Racial Prorriine Doesn t Wo 
Ik 
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Intrusive technologies are often introduced very gingerly with all manner of safeguards 
and protections, but once the technology is accepted the protections are stripped away. There are 
substantial reasons for skepticism regarding TSA promised protections for WBI devices. In 
order for these protections to be credible Congress must enshrine them in law. 

Finally, the TSA should invest in developing other detection systems that are less 
invasive, less costly and less damaging to privacy. For example, “trace portal detection” particle 
detectors hold the promise of detecting explosives while posing little challenge to flyers’ privacy. 
A 2002 Homeland Security report urged the “immediate deployment” of relatively inexpensive 
explosive trace detectors in European airports, as did a 2005 report to Congress, yet according to 
a 2006 Associated Press article, these efforts “were frustrated inside Homeland Security by 
‘bureaucratic games, a lack of strategic goals and months-long delays in distributing money 
Congress had already approved.”'* Bureaucratic delay and mismanagement should not be 
allowed to thwart the development of more effective explosive detection technologies that do not 
have the negative privacy impact of WBI devices. 


Watch Lists 


The creation of terrorist watch lists - literally labeling individuals as a terrorist - has 
enormous civil liberties impact. It means ongoing and repetitive harassment at all airports - 
foreign and domestic, constant extra screening, searches and invasive questions. For the 
many innocent individuals on the lists this is humiliating and infuriating. 

For some it is worse. Individuals on the no fly list are denied a fundamental right, 
the right to travel and move about the country freely. Others are threatened with the loss of 
their job. Erich Sherfen, commercial airline pilot and Gulf War veteran, has been threatened 
with termination from his job as a pilot because his name appears on a government watch 
list, which prevents him from entering the cockpit. ’’ Sherfen is not the only innocent person 
placed on a terror watch list. Others individual who are either on a list or mistaken for those 
on the list include a former Assistant Attorney General, many individuals with the name 
Robert Johnson, the late Senator Edward Kennedy and even Nelson Mandela.^" 

The most recent case - revealed just last week - is that of Mikey Hicks, an 8 year old boy 
who has been on the selectee list seemingly since birth. According to Hicks’ family toeir travel 
tribulations that began when Mikey was an infant. When he was 2 years old, the kid was patted 
down at airport security. He's now, by all accounts, an unassuming bespectacled Boy Scout who 
has been stopped every time he flies with his family.^' 


John Solomon, Bureaucracy Impedes Bomb Detection Work, Washington Post, Aug. 12, 2{X)6, at: 
ht{p://www,'washinutonpO5l.com/wp-dvn/content/articlc/2(X)6/08/l2/AR2(H)608 i200269.html 
Jeanne Meserve, Name on government watch list threatens pilot's career, CNN.com, August 22, 2008, 
http://www, cnn.eom/2008/US/Q8/22/Dilot. watch. Iist/index.html?irel~-newsseurch 
For details on these individuals and many other please see: http://ww w. aciu.orp/technolopv-and-iiberiv/unlikelv- 
susnects 

Lizette Alvarez, Meet Mikey, 8: U.S. Has Him on Watch Ust, New York Times, January 1 3, 2010.^^ Effectiveness 
of the Department of Homeland Security Traveler Redress Inquiry Program, Department of Homeland Security, 
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In addition, to stops at the airport watch list information is also placed in the 
National Criminal Information Center database. That means law enforcement routinely run 
names against the watch lists for matters as mundane as traffic stops. It’s clear that innocent 
individuals may be harassed even if they don’t attempt to fly. 

Nor is there any due process for removing individuals from the list - there is simply 
no process for challenging the government’s contention that you are a terrorist. Even people 
who are mistaken for those on the list face challenges. A September 2009 report by the 
Inspector General of the Department of Homeland Security found that the process for 
clearing innocent travelers from the list is a complete mess.^^ 

In light of the significant and ongoing harm to innocent Americans as well as the 
harm to our national security caused by the diversion of security resources these watch lists 
must be substantial reduced in size and fundamental due process protections imposed. 

Innocent travelers must be able to remove themselves from the list both for their sake and 
the sake of national security. 

Aviation Screening on the Basis of Nationality 

This history of the civil rights movement in the 20"' and 21®' Century is a long, 
compelling rejection of the idea that individuals should be treated differently on the basis of their 
race or nation of origin. Because of that, the administration's decision to subject the citizens of 
fourteen nations flying to the United States to intensified screening is deeply troubling. 
Longstanding constitutional principles require that no administrative searches, either by 
technique or technology, be applied in a discriminatory matter. The ACLU opposes the 
categorical use of profiles based on race, religion, ethnicity, or country of origin. This practice is 
nothing less than racial profiling. Such profiling is ineffective and counter to American values. 

But the harm that profiling on the basis of national origin does to civil liberties is not an 
abstraction - it also has direct impact on American security interests. These harmful policies 
have a direct impact on the Muslim and Arab eommunities. The Senate Homeland Security and 
Government Affairs committee has heard testimony from several witnesses who cited the growth 
of Islamophobia and the polarization of the Muslim community as risk factors that could raise 
the potential for extremist violence.^^ Unfairly focusing suspicion on a vulnerable community 
tends to create the very alienation and danger that we need to avoid. 


Office of the Inspector General OIG 09-10, September 2009. hilp://www.Jhs.eov/xoie/assels/mgnilrpls/01G-09- 
103r Sep09.pdf 

Ejfectiveness of the Department of Homeland Security Traveler Redress Inquiry Program. Department of 
Homeland Security, Office of the Inspector General OIG 09-10, September 2009. 
littD://www.dhs.gov/xoig/iissets/mamtrpts/01G-09-l03r .SepOO ndl 
See for example. Hearing of the Senate Homeland Security and Governmental Affairs Committee, Violent Islamist 
Extremism: The European Experience, (June 27, 2007), particularly the testimony of Lidewijde Ongering and Marc 
Sageman, available at: 

hnp://hsgac.senale.ffov/public/index.criTi?FuseAction=Hcarin»s.HearingtS:Hearing ID=:9c8eISQ.S-75c8-48c2-81Qd- 
d77aanicca6 . 
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Indeed a recent United Kingdom analysis based on hundreds of case studies of 
individuals involved in terrorism reportedly identified “facing marginalization and racism" as a 
key vulnerability that could tend to make an individual receptive to extremist ideology.^'* The 
conclusion supporting tolerance of diversity and protection of civil liberties was echoed in a 
National Counterterrorism Center (NCTC) paper published in August 2008. In exploring why 
there was less violent homegrown extremism in the U.S. than the U.K., the authors cited the 
diversity of American communities and the greater protection of civil rights as key factors. 

At the January 7, 2009 White House briefing regarding the security failures surrounding 
the Christmas attack, DHS Secretary Janet Napolitano raised a question about “counter- 
radicalization.”^^ She asked, “How do we communicate better American values and so forth, in 
this country but also around the globe?” Of course the Secretary should know American values 
are communicated through U.S. government policies, which is why adopting openly 
discriminatory policies can be so damaging and counterproductive to our national interests. 


IV. Conclusion 

Ultimately security is never absolute and never will be. It is not wise security policy 
to spend heavily to protect against one particular type of plot, when the number of terrorist 
ideas that can be hatched - not only against airlines, but also against other targets - is 
limitless. The President has identified a failure “connect the dots” by intelligence analysts 
as the main reason that Umar Farouk Abdulmutallab was able to board a flight to the U.S.^* 
We must not lose sight of that reality. Limited security dollars should be invested where 
they will do the most good and have the best chance of thwarting attacks. That means 
investing them in developing competent intelligence and law enforcement agencies that will 
identify specific individuals who represent a danger to air travel and arrest them or deny 
them a visa. 

Invasive screening mechanisms, enlarging already bloated watch lists, targeting on 
the basis of national origin - none of these approaches go to the heart of what went wrong 
on Christmas day. Instead they are a dangerous sideshow - one that harms our civil liberties 
and ultimately makes us less safe. 


Alan Travis, “Af/5 Report Challenges ViVwr on Terrorism in Britain," The Guardian, {August 20, 2008) at: 
httD://www. guardian. CO. uk/uk/2008/autz/20/uk,securitv. terrorism 1 and: Alan Travis, "The Making of an Extremist," 
The Guardian {Aug. 20, 2008) at: htip://www. guardian. co-uk/uk/2008/iiua/20/uksecuritv. terrorism 
National Counterterrorism Center Conference Report. Towards a Domestic Counterradicalization Strategy, 
(August 2008) 

Briefing by Homeland Security Secretary Napolitano, Assistant to the President for Counterterrorism and 
Homeland Security Brennan, and Press Secretary Gibbs, 1/7/10, at: http://www,whitehouse.ijov/ihe-prc.ss. 
office/hriefinu-homeiand-sccurilv.sc cr ctarv-napolitano-assistant.prcsidcnt.countcrterroris 
Jake Tapper and Sunlen Miller, Obama: Intelligence Community Failed to "Connect the Dots" in a "Potentially 
Disastrous Way", ABCNews.com, January 05, 2010, hltp://bloi>s.abciiews.coro/noliticalnunch/20l0/01/ubama- 
intelligence.communitv-failed-to-conncct-lhc.dots-in-a-ptuentiallv-di.sastrous-wav.html 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Michael E. Leiter 
From Senator Daniel K. Akaka 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question 1 : (U) According to the Intelligence Reform and Terrorism Prevention Act, 
strategic operational planning is “planning for counterterrorism activities, integrating all 
instruments of national power, including diplomatic, financial, military, intelligence, 
homeland security, and law enforcement activities within and among agencies.” However, 
this may differ from what is being implemented since strategic operational planning is an 
unconventional term, 

a. How does the National Counterterrorism Center (NCTC) currently define 
strategic operational planning and has its definition evolved over time? 

b. Do other U.S. Government departments and agencies involved in 
counterterrorism planning fully support you in the definition of strategic 
operational planning currently in use? 

c. What priority does the Directorate of Strategic Operational Planning (DSOP) 
give to planning relative to other activities it may be involved in such as 
facilitation, negotiation, and mediation between the agencies involved in 
counterterrorism activities? 

Answer : (U) NCTC's Directorate of Strategic Operational Planning (DSOP) has taken its 
direction on the definition of strategic operational planning from both the Intelligence Reform 
and Terrorism Prevention Act (IRTPA), Executive Order (EO) 13354 (revoked by EO 13470 in 
July 2008), and from National Security Staff direction. DSOP views strategic operation planning 
as a process that develops interagency counterterrorism (CT) plans to help translate high level 
strategies and policy direction into coordinated department and agency activities. This process 
integrates all elements of national power by involving the appropriate department and agency 
representatives, to include those not traditionally associated with the CT mission. 

(IJ) Since DSOP’s creation, its definition of strategic operational planning has remained largely 
constant. However, the method for strategic operation planning has evolved to coincide with the 
lessons learned and the needs of the CT community. In its first tliree years, DSOP focused on 
broad, long-term strategic planning to provide common objectives, missions, and roles and 
responsibilities for CT departments and agencies. The National Implementation Plan for the War 
on Tenor — approved by President George W. Bush in 2006 and 2008 — was the first whole of 
government plan for CT and provided a common framework for department and agency CT 
actions. In addition to long-term strategic planning, DSOP has developed a capacity to conduct 
near-term interagency planning to respond to current threats. 

(U) The lack of broad interagency understanding of DSOP’s role and the term “strategic 
operational planning” has created some confusion and uncertainty among departments and 
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agencies. However, recent DSOP-lcd planning efforts have been increasingly supported by 
departments and agencies — including those that are not traditionally CT-focused. NCTC is 
reviewing the Project on National Security Reform’s conclusions on DSOP for potential ways of 
improving interagency participation. 

(U) NCTC DSOP’s focus remains on conducting strategic operational planning, using its 
mandate to develop whole of government CT plans to engage in cross-agency collaboration. The 
strategic operational planning process integrates all phases of the planning cycle — developing a 
plan, monitoring its implementation, and assessing its effectiveness — and creates communities of 
interest to coordinate and integrate implementation. Negotiation, facilitation and mediation are 
components of this interagency planning process. 
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Hearing Date; 20 January 2010 
Committee: SHSGAC 
Member: Senator Akaka 
Witness: Director Letter 
Question: 2 

Question 2 : (U) I asked you during the hearing about the relationship between the 
authorities of DSOP and the State Department’s Coordinator for Counterterrorism 
(S/CT), which appear to overlap. Your response cited DSOP’s statutory prohibition from 
directing operations. 

a. How have DSOP and S/CT defined their relationship with one another given 
their similar legislative mandates? 

b. Regarding operations, is it possible to plan counterterrorism activities 
proactively without being involved in directing them? 

c. If so, how is DSOP accomplishing this? 

Answer : (U) NCTC cooperates well with and recognizes the importance of a strong relationship 
with the State Department’s Coordinator for Counterterrorism (S/CT), Although the authorities 
appear to overlap and the relationship is multifaceted DSOP regularly collaborates with S/CT to 
delineate responsibilities and avoid duplication. Specifically, DSOP directly supports the State 
Department’s lead in developing regional CT strategic objectives, ensuring alignment with the 
National Implementation Plan and monitoring department and agency activities toward these 
objectives. When directed by the National Security Staff, DSOP develops near-term, threat- 
based CT plans, working closely with S/CT and the White House to ensure plans are consistent 
with broader foreign policy guidance, DSOP and S/CT have also forged a strong partnership on 
eountering violent extremism. 

(U) It is possible to conduct counterterrorism strategic operational plaiming without directing the 
execution of the resulting operation. NCTC has broad statutory authority to conduct strategic 
operational planning for counterterrorism activities and assigning roles and responsibilities to 
lead departments or agencies for counterterrorism activities in support of such strategic 
operational planning. NCTC is only precluded, by statute, from directing the execution of any 
operation resulting from such planning. DSOP creates collaborative interagency environments to 
increase transparency between, and provide strategic context for, departments’ and agencies’ 
operations. DSOP’s collocation with the intelligence community allows integration of 
intelligence to support the development of clear strategic objectives and the alignment of USG 
current and planned activities to those objectives. NCTC DSOP does not direct the execution of 
operations, but by holding collaborative meetings and collecting data on both current and 
proposed actions from across the USG — to include the relevant operators in the field — ^NCTC 
DSOP facilitates a coordinated planning process for agencies with the appropriate authorities to 
execute operations. 
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Hearing Date; 20 January 2010 
Committee: SHSGAC 
Member: Senator Akaka 
Witness: Director Letter 
Question: 3 

Question 3 : (U) One of the President’s preliminary conclusions regarding the failed attack 
is that failure to prevent the attempt was not the fault of a single individual or 
organization, but rather a failure across organizations and agencies. As you know, 
Congress gave the NCTC Director the responsibility to coordinate interagency 
counterterrorism planning. Do you believe that you have the full authority you need to 
direct U.S. Government agencies on this shared mission, or are further changes needed? 

Answer : (U) Pursuant to Section 1 19 of the National Security Act of 1947, as amended, NCTC 
has as a primary mission the conduct of strategic operational planning for counterterrorism 
activities, integrating all instruments of national power. In connection with these strategic 
operational planning duties, NCTC is further charged with the mission of assigning roles aid 
responsibilities to lead Departments or agencies for counterterrorism activities, NCTC, may not, 
however, direct the execution of counterterrorism operations. 

(U) No forma! conclusion has yet been drawn as to whether specific additional authorities are 
required to accomplish NCTC’s interagency counterterrorism mission, but NCTC is continuing 
to evaluate— in conjunction with outside observers — three principal areas of possible 
remediation. First, NCTC is — pursuant to the President’s tasking of January 7, 201 0 — 
developing a process to ensure follow up of threat information by the whole of the U.S. 
Government, In doing so, NCTC w'ill seriously evaluate whether additional authorities, either 
through Executive Order or legislation, are necessary to fulfill the President’s tasking. Second, 
NCTC will continue to evaluate whether existing information sharing policies and procedures are 
sufficient to provide adequate access to data relating to terrorism threats — in particular that data 
held by Departments and agencies outside the Intelligence Community (IC). Third, as roles and 
responsibilities for counterterrorism analysis are reaffirmed and clarified in response to the 
President’s tasking of January 7, 2010, NCTC will continue to review whether it has the 
authorities necessary to ensure appropriate coverage of priority counterterrorism issues by the 
entirety of the IC. 

(U) Finally, NCTC is reviewing the report from the Project on National Security Reform, 
“Toward Integrating Complex National Missions”, and its recommendations for the Directorate 
of Strategic Operational Planning to inform consideration of necessary authorities for the 
conduct of strategic operational planning, including potential need for additional budgetary 
authority. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Michael E. Leiter 
From Senator Susan M. Collins 

“Intelligence Reform; The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question 1 : (U) The initial error in failing to accurately determine whether Abdul 
Mutailab had a valid visa was caused by a slight misspelling. This error is similar to the 
mistakes made by Customs and Border Protection in failing to identify a Mexican national 
with a multiple-drug-resistant form of Tuberculosis who was able to enter the U.S. twenty- 
one times, even after DHS had his last name and date of birth. With the Mexican national, 
DHS acknowledged that its border screening database was antiquated and lacked 
sophisticated search functions. After this Committee’s hearing and investigation into that 
incident in 2007, 1 understand that these technological limitations were addressed. 

Director Leiter, your office has access to the Consolidated Consular Database that holds 
U.S. visa records. Do you know if this database has been enhanced to provide matches for 
searches with near, but not exact, name matches to accommodate for misspellings? 

Answer : (U) NCTC is aware that State Department has taken measures to enhance Consolidated 
Consular Database name search capabilities. We have directed your query to the Department of 
State for a reply to be prepared and delivered directly to the Committee. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Michael E. Leitcr 
From Senator John Ensign 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2009 

Question 1 : (U) I understand that in order for someone to be moved from TIDE (Terrorist 
Identities Datamart Environment) to the TSDB Watchlist (Terrorist Screening Database) 
the government must have sufficient identifying information and must satisfy a 
“reasonable suspicion” standard. While the information provided by the terrorist’s father 
alone did not satisfy the “reasonable suspicion” standard, the White House Review 
indicated that the NCTC along with the CIA did not search all available databases to 
uncover additional derogatory information that may have resulted in the terrorist being 
placed on the no-fly list. 

o Why didn’t the NCTC search all the databases? 

Answer : (U) The response to this question has been delivered to the Office of Senate Security, 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Dennis C. Blair 
From Senator Daniel K. Akaka 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question 1 : (U) In your response to my question about taking privacy and civil liberties 
into account when carrying out corrective actions in response to the December 25 terrorist 
attack, you stated that you believe the Privacy and Civil Liberties Oversight Board should 
be “manned up and started” and that it “would provide a very valuable service.” Please 
elaborate on what benefits you believe this Board would have for the Intelligence 
Community and national security, and please state whether you have brought these 
benefits to the President’s attention. 

Answer : (U) The Privacy and Civil Liberties Oversight Board will provide advice and oversight 
with respect to efforts to protect the nation from terrorism. The Board is to consist of members 
from outside government (other than the chair, who is to serve on a full-time basis), with full 
access to relevant information. This perspective is important not only for helping to enhance our 
system of checks and balances, but also to engender increased trust among the American people 
in how the Intelligence Community operates, 

(U) The Intelligence Community (IC) necessarily works in a classified environment. While this 
enables the community to mount successful intelligence operations, it also raises questions about 
our programs that we find difficult to answer in public settings. The IC remains subject to 
oversight and accountability nonetheless. We are subject to congressional oversight - a vital 
check and balance on intelligence activities. To the extent our activities are covered by the 
Foreign Intelligence Surveillance Act (FISA), for example, they require supervision by the FISA 
court. Moreover, we have internal oversight mechanisms, including those implemented through 
offices of general counsel, offices of inspector general, intelligence oversight offices, and 
privacy and civil liberties officers. For example, within my office, the Civil Liberties Protection 
Officer works closely with my staff including the General Counsel and the Inspector General, 
and those of other elements, to provide advice and oversight from a civil liberties and privacy 
perspective, 

(U) We can also bring to bear external expertise to review our activities. That is what 1 did in 
naming former acting DCI John McLaughlin to lead a panel of national security experts, 
including my Civil Liberties Protection Officer, to review the Fort Hood and December 25 
incidehts, and provide me with recommendations consistent with protecting privacy and civil 
liberties. 

(U) The Privacy and Civil Liberties Board would provide a welcome addition to this architecture 
for protecting privacy and civil liberties. With members drawn from outside government, it . 
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would bring an external perspective to counterterrorism activities. With the ability to access 
information, it would be able to gain an in-depth understanding of any program of its choosing. 
The Board would therefore be in a position to provide a degree of transparency that would 
enhance public confidence that the community is living up to its vision - to exemplify America’s 
values - operating under the rule of law, consistent with Americans’ expectations for protection 
of privacy and civil liberties. 


Question 2 : (U) One of the President’s preliminary conclusions regarding the failed attack 
is that failure to prevent the attempt was not the fault of a single individual or 
organization, but rather a failure across organizations and agencies. As you know, 
Congress gave the Director of National Intelligence the responsibility to direct interagency 
intelligence efforts. Do you believe that you have the full authority you need to direct U.S. 
Government agencies on this shared mission, or are further changes needed? 

Answer : (U) In the aftermath of the Fort Hood and Christmas Day attacks, and in response to the 
President's taskings, the Intelligence Community, under the leadership of the Director of 
National Intelligence, has undertaken several levels of review to determine how we can ensure 
that intelligence information is being accessed and shared properly, and What changes may be 
needed in order to better prevent such attacks. In the course of examining the results and 
recommendations from those reviews, we are assessing whether additional authorities are needed 
to carry out any proposed changes. If additional authorities are needed, we will incorporate 
requests for those authorities into a legislative proposal for consideration by Congress. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Dennis C. Blair 
From Senator Susan M. Collins 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question 1 : (U) The initial error in failing to accurately determine whether Abdul 
Mutallab had a valid visa was caused by a slight misspelling. This error is similar to the 
mistakes made by Customs and Border Protection in failing to identify a Mexican national 
with a multiple-drug-resistant form of Tuberculosis who was able to enter the U.S. twenty- 
one times, even after DHS bad his last name and date of birth. With the Mexican national, 
DHS acknowledged that its border screening database was antiquated and lacked 
sophisticated search functions. After this Committee’s hearing and investigation into that 
incident in 2007, 1 understand that these technological limitations were addressed. 

Director Blair, your office has access to the Consolidated Consular Database that holds 
U.S. visa records. Do you know if this database has been enhanced to provide matches for 
searches with near, but not exact, name matches to accommodate for misspellings? 

Answer : (U) The State Department has taken measures to enhance Consolidated Consular 
Database name search capabilities. I have directed your query to them for a reply to be prepared 
and delivered directly to the Committee. 


Question 2 ; (U) Director Blair, you have authority from the Intelligence Reforirt Act to 
direct analysts to focus on specific emerging threats. With the attack on the U.S. Embassy 
in Yemen in 2008 that killed 17 people, the attempted assassination of the chief counter- 
terrorism ofiicial in Saudi Arabia last August, and our government’s expanded concern 
with al-Qaeda in the Arabian Peninsula, did you focus more analysts on this threat? 

Answer : (U) The response to this question has been delivered to the Office of Senate Security. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Dennis C. Blair 
From Senator John Ensign 

“Intelligence Reform; The Lessons and Implications of the Christmas Day Attack” 

January 20, 2009 


Question 1 ; (U) The President’s Review of the attempted Christmas Day attack indicated 
that “Information Technology within the counterterrorism community did not sufficiently 
enable the correlation of data that would have enabled analysts to highlight the relevant 
threat information.” In his memo to Department Heads, the President specifically asked 
you to accelerate IT enhancements. What IT enhancements dow your office have planned 
to address this shortfall? What enhancements have already been instituted? 

Answer : (U) The response to this question has been delivered to the Office of Senate Security. 


Question 2 : (U) Top government officials revealed on February 2 that Abdulmutallab is 
cooperating with the FBI and may be providing useful information to authorities about al 
Qaeda. Is the United States Government plea bargaining for Intelligence? What type of 
precedent do you believe plea bargaining with terrorists’ sets? How would we'know if the 
intelligence gathered is credible? 

Answer : (U) I respectfully refer you to the Department of Justice, which has indicted Mr. 
Abdulmutallab for federal crimes relating to his actions on December 25, 2009. 

(U) Additional information responding to this question has been delivered to the Office of Senate 
Security. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Janet A. Napolitano 
From Senator Carl Levin 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question#: 

1 

Topic: 

role 

Hearing: 

Intelligence Reform; The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Carl Levin 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: In accordance with the Intelligence Reform and Terrorism Prevention Act of 
2004 (P.L. 108-458), the National Counterterrorism Center (NCTC) serves as the primary 
organization in the U.S. Government for integrating and analyzing all intelligence 
pertaining to counterterrorism (except for information pertaining exclusively to domestic 
terrorism [which is the responsibility of the Federal Bureau of Investigation]). However, 
the Homeland Security Act of 2002, assigns the intelligence component of DHS with the 
responsibility to receive, analyze, and integrate law enforcement and intelligence 
information in order to “(A) identify and assess the nature and scope of terrorist threats to 
the homeland; (B) detect and identify threats of terrorism against the United States; and 
(C) understand such threats in light of actual and potential vulnerabilities to the 
homeland.” 

What role does DHS have under law and in practice for evaluating threat streams and 
warning of possible terrorist attacks? 

Response: The Homeland Security Act of 2002 assigns DHS the primary mission to 
"prevent terrorist attacks within the United States" and "reduce the vulnerability of the 
United States to terrorism." Pursuant to section 201(d) of the Act, DHS satisfies these 
requirements by analyzing all-source intelligence and information from DHS Component 
organizations, other Federal, state and local government agencies — including intelligence 
and law enforcement partners — and the private sector. This analysis is used to identify 
potential threats and to provide warnings of possible terrorist attacks, and indicators of 
terrorist tactics, techniques, and procedures. 

DHS has the specific responsibility in 201(d)(9) “to disseminate” information it analyzes 
“...in order to assist in the deterrence, prevention, preemption of, or response to, terrorist 
attacks against the United States.” Pursuant to sec. 203 of the Act, DHS also 
“administer(s) the Homeland Security Advisory System... to provide advisories or 
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Question#: 

1 

Topic: 

role 

Hearing; 

Intelligence Reform; The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Carl Levin 

Committee; 

HOMELAND SECURITY (SENATE) 


warnings regarding the threat or risk that acts of terrorism will be committed on the 
homeland." In fulfilling these responsibilities, DHS consults with the DNI, the 
Intelligence Community, law enforcement, and other elements of the Federal government 
to establish collection priorities and strategies for information relating to terrorist threats 
[201(d)(9)], and with state and local governments and private sector entities to ensure 
information relating to terrorist threats is appropriately exchanged [201(d)(9)]. 

To this end, DHS produces a variety of analytical products for distribution to various 
customer sets, including intelligence assessments. Roll Call Releases, joint bulletins on 
time-sensitive events, reference aids, daily summaries, and tailored responses to inquiries. 
The Department also provides weekly, tailored briefings to its state and local customers, 
and ad hoc briefings to all its customers, as warranted. 

Question: Specifically, regarding the intelligence that the President’s summary states 
was available prior to the attempted bombing of NW-253, did DHS have access to that 
intelligence? That is, was the intelligence disseminated to DHS or was it available in 
databases to which DHS personnel had access? If so, what did DHS do with that 
information, or with the database access? 

Response: Intelligence information relating to Umar Farouk Abdulmutallab was 
available to DHS and the entire Intelligence Community prior to December 25, 2009. 

Mr. Abdulmutallab was entered into the Terrorist Identities Datamart Environment 
(TIDE), maintained by the National Counterterrorism Center, However, the derogatory 
information associated with that record, based on the policy in place at that time, was 
insufficient for him to be watchlisted through the Terrorist Screening Database (TSDB, 
the U.S. Government’s consolidated terrorist watchlist). It was also insufficient to have 
him placed on the No Fly list which would have prevented him from boarding, or 
subjected him to additional screening prior to boarding Northwest Flight 253. At the 
time of his travel, a Consolidated Lookout and Support System (CLASS) notice had been 
posted for Mr. Abdulmutallab, but these records did not meet the criteria for referral to 
lAP officers in Amsterdam prior to boarding. Since this incident, CBP has added CLASS 
lookouts with terrorism-related indicators to the pre-departure vetting criteria. 

While in flight, U.S. Customs and Border Protection (CBP) officers in Detroit conducted 
a screening of inbound flights against a consolidated system that included the State 
Department’s CLASS database. Mr. Abdulmutallab was identified as a match to the 
record and CBP officers were awaiting his arrival to conduct an in-depth interview. 
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Question#: 

2 

Topic: 

NCTC 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Carl Levin 

Committee; 

HOMELAND SECURITY (SENATE) 


Question: What presence does DHS have at NCTC and what functions do DHS analysts 
perform there? 

How do DHS analysts at NCTC interact with their counterparts at the DHS Office of 
Intelligence and Analysis and with the intelligence staffs of the DHS components? Are 
DHS personnel at NCTC permitted to share what they learn, or have access to, at NCTC 
with DHS officials in DHS’s operational components? If not, why not? Should this be 
corrected? 

Response: DHS currently has 1 7 analysts assigned to the National Counterterrorism 
Center (NCTC), as broken out below: 

• Office of Intelligence and Analysis (I&A) - 1 1 

• National Protection and Programs Directorate - 1 

• United States Citizenship and Immigration Services - 1 

• United States Coast Guard - 4 

In general, analysts detailed to NCTC operate as NCTC employees, not as DHS liaisons, 
and they are fully integrated into NCTC’s analytic management structure. While these 
analysts maintain reach-back capabilities and apply their expertise and experiences in 
Homeland intelligence analysis to the intelligence topics they are assigned, their roles are 
determined by NCTC management. The analysts have individual analytic accounts for 
which they are responsible, and have full access to intelligence available to other analysts 
in NCTC. 

DHS analysts assigned to NCTC share intelligence and coordinate with DHS under 
NCTC’s guidelines, as appropriate with the parameters of the clearance levels and need- 
to-know of counterpart DHS analysts. Coordination is generally accomplished through 
I&A, with I&A performing any onward coordination with the Intelligence Enterprise 
within those same parameters. 

Among I&A’s contribution to NCTC are two detailees to the Interagency Threat 
Assessment and Coordination Group (ITACG), as well as three individuals from state, 
local, and tribal organizations, who are “federalized” as I&A employees and detailed to 
NCTC. Rather than being integrated into an NCTC work unit, one I&A detailee leads the 
ITACG under NCTC’s management, and the second serves as a senior analyst supporting 
the ITACG mission. The federalized detailees from state, local, and tribal organizations 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 Jkt 056838 PO 00000 Frm 00265 Fmt6601 Sfmt 6' 


P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 




258 


Question#: 

2 

Topic: 

NCTC 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 
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Committee; 

HOMELAND SECURITY (SENATE) 


serve as the ITACG’s core, providing crucial advice and insights into state, local, and 
tribal needs and interests. Each of these detailees has access to NCTC systems, but his 
work focuses on reviewing finished production, rather than original intelligence analysis. 
Each works with all agencies that support intelligence collection and dissemination from 
within the NCTC analytical offices to ensure that relevant information is shared with 
state and local customers. 

Under NCTC’s information sharing guidelines, because NCTC has direct access to many 
sensitive compartmented systems from across the federal government, NCTC employees 
- including DHS detailees - are necessarily constrained from sharing information derived 
from those sources, pursuant to arrangements with the agencies that own them. NCTC’s 
guidelines in this regard raise issues for DHS under the following circumstances: 

• When DHS analysts co-author or provide significant input to an NCTC product 
based on unique Homeland equities, lack of access to all relevant materials can 
skew otherwise valuable and relevant input we can provide. 

• When DHS analysts are assigned to specialized projects at NCTC, as opposed to 
a routine detail to an NCTC analytic team, we believe that these guidelines should 
be reconsidered so that the analyst has the authority to maximize reachback to 
contribute Homeland inputs. 

A direct line of communication and information exchange in a 24/7 basis must be created 
between the NCTC and the DHS National Operations Center (NOC). NOC employees 
must be fully integrated within the Intelligence Community (IC) and able to contact and 
exchange intelligence information with the NCTC independently from DHS I&A. 

In addition to this a Congressional study must analyze which counterterrorism functions 
currently under the FBI National Security Branch must be better placed under DHS l&A 
and DHS NOC. Those functions must be transitioned to DHS within a period 6 months 
from the date of the study. 
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Topic: 

ATS 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Carl Levin 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: CBP uses the Automated Targeting System (ATS) at its National Targeting 
Center to identify high risk passengers and cargo shipments. The passenger component of 
ATS processes traveler information against other information available to ATS and 
applies threat-based scenarios comprised of risk-based rules to assist CBP officers in 
identifying individuals who require additional screening or in determining whether 
individuals should be allowed entry into the United States. It was reported that CBP 
officers learned of Abdulmutallab’s possible extremist links while NW-253 was airborne 
on December 25 as a result of cross-checking his name with the State Department’s 
CLASS database. As a result, CBP officers intended to question him when he landed. 

Was the determination to question Abdulmutallab upon landing based on the risk-based 
rules within the ATS system or purely on the CLASS entry or other intelligence 
information? 

Response: Based on the Department of State (DOS) record, Abdulmutallab would have 
been referred to secondary inspection upon his arrival in Detroit. The risk-based rules in 
the ATS passenger module are designed to identify higher-risk travelers whose travel 
parameters match threat-based scenarios, but who do not have pre-existing lookout 
records. 

Question: Why was the CBP security assessment of passengers for NW-253 not 
completed prior to departure of the flight? 

Response: CBP assessments are an on-going process that generally start 72 hours prior to 
a flight’s departure when Passenger Name Record (PNR) information from the airlines 
reservation system is transmitted to CBP and processed in the Automated Targeting 
System - Passenger (ATS-P) to the passenger’s arrival at a U.S. airport. Beginning at 72 
hours CBP can identify potential watchlist matches and patterns of illicit activity through 
the analysis of PNR. PNR data can be carrier reservation data and so is not standardized. 
As a result, a given PNR record may not always have full information on a traveler. For 
example, travel document information or method of payment may not be present. Once 
Advance Passenger Information (API) is received from the airline, prior to the flight’s 
departure (API contains complete biographic information taken from the passenger’s 
travel document at check-in) the passenger manifest is processed through the risk-based 
rule scenarios in ATS-P and additional lookouts may be found or possible lookouts may 
be confirmed. In the NW 253 case there were no records available to ATS-P that would 
have warranted CBP intervention to prevent Abdulmutallab from boarding the flight 
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Committee: 

HOMELAND SECURITY (SENATE) 


because the State Department record present did not rise to the level of pre-departure 
vetting. In particular, the failure of the USG to watchlist Abdullmutallib hampered 
CBP’s ability to take action prior to departure. 

Question: Is it standard practice to cross-check passenger lists as soon as they are 
received (e.g., up to 72 hours in advance of departure) against the entire TSDB and the 
NCTC TIDE database? Was that done in this case? Should this be standard procedure? 

Response: CBP utilizes the Advance Passenger Information System to screen passenger 
manifest data against the TSDB, including the No Fly and Selectee lists, but not TIDE. 
CBP automated checks also include (the U.S. Government’s consolidated terrorist 
watchlist), as well as visa revocation records, Electronic System for Travel Authorization 
(ESTA) denials, lost/stolen passport records, public health records, and other information. 
As a result of gaps identified from the NW 253 incident, Department of State records 
related to terrorism are now also included in the initial security screenings prioritized for 
action by the ATS-P Hot List. The TIDE database is a classified repository that contains 
the underlying derogatory information on persons who are watchlisted in the TSDB. 
Subjects in the TIDE are included in the TSDB when they meet the interagency defined 
and agreed to criteria for terrorist watchlisting. 

Question: If the CBP security assessment of passengers had been completed prior to 
departure, would Abdulmutallab still have been allowed to board? 

Response: If CBP had conducted a pre-departure screening which included vetting 
against the Department of State’s records related to terrorism it is possible that 
Abdulmutallab would still have been permitted to board the aircraft, because there were 
no significant lookouts in the systems, e.g. no visa revocation by Department of State and 
neither TSDB nor No Fly/Selectee record. 

Question: Would he have been subjected to additional screening or questioning? 

Response: At the time the Advance Passenger Information data was provided to CBP, 
the record in TECS for Abdulmutallab that had been received from State was not coded 
as a TSDB or terrorist related record, and CBP’s Automated Targeting System did not 
flag him as requiring additional screening by CBP lAP officers at Amsterdam-Schiphol 
International Airport. Since December 25, CBP has modified its automated screening 
procedures to identify State Department records pertaining to terrorism which results in 
additional screening. 

Question: Were there DFIS personnel at the departing airport? 
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Response: Yes, Abdulmutallab would have received additional screening prior to 
departure from Amsterdam and upon arrival at the port of entry. 

Question: Had the security assessment been completed on the basis of the passenger list 
provided 72 hours in advance, could DHS personnel have traveled to Amsterdam to 
interview Abdulmutallab if they were not already there? 

Response: lAP officers were on-site at Amsterdam. At the time the Passenger Name 
Record data was provided to CBP, the record in TECS for Abdulmutallab that had been 
received from State was not coded as a TSDB or terrorist related record, and CBP’s 
Automated Targeting System did not flag him as requiring additional screening by CBP 
lAP officers at Amsterdam-Schiphol International Airport. 

Since this time, CBP has changed its procedures so that it now focuses on identifying 
high-risk passengers and other inadmissible aliens prior to travel in an effort to prevent 
their departure prior to boarding commercial carriers bound for the United States from 
non-IAP overseas locations. CBP does this for lAP and non-lAP locations, by 
identifying all passengers who are possible matches to Terrorist Screening Database 
(TSDB including No Fly List records). Electronic System for Travel Authorization 
(ESTA) denials, Visa Revocation, Public Health, Lost or Stolen Passports (non-US) hits 
and all Department of State TECS records with terrorism related exclusion. 

The CBP National Targeting Center-Passenger (NTC-P) coordinates with lAP offices, 
Immigration Customs Enforcement (ICE) Attaches, CBP Attaches, and the Regional 
Carrier Liaison Group (RCLG) to assist with notifying specific airlines and that these 
identified subjects do not board an aircraft destined to the United States. 
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Question: Were the passengers on NW-253 screened through the Transportation Security 
Administration’s Computerized Passenger Pre-Screening System (CAPPS) or other DHS 
computer-assisted risk analysis capabilities? If not why not? 

Response: The passengers aboard NW 253 were screened against CBP’s Automated 
Targeting System-Passenger. 
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Question: Does the Computer-Assisted Passenger Prescreening System (CAPPS) or 
other Department of Homeland Security (DHS) computer-based analysis system’s 
screening algorithms include any current intelligence information, or is it based solely on 
criteria such as a passenger’s nationality, ticketing, itinerary, frequent flyer status, etc.? 
Do the DHS organizations that operate these risk-analysis tools have access to 
intelligence databases, or are there intelligence agency personnel detailed there who can 
search the intelligence holdings of their home agencies? If not, why not? Why not 
conduct risk analysis against all the data at the government’s disposal? 

Response: The Department of Homeland Security (DHS) has computer-based algorithms 
in place that are informed by intelligence and operational information. These algorithms 
utilize available passenger data. The DHS organizations that operate these algorithms - 
which include Intelligence and Analysis (I&A), the Transportation Security 
Administration, and the U.S. Coast Guard - have direct access to intelligence databases 
as well as Intelligence Community (IC) agencies. DHS also has personnel detailed to IC 
agencies under various agreements and understandings. DHS conducts terrorism risk 
analysis by leveraging the most relevant data available, including all source intelligence 
information. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Janet A. Napolitano 
From Senator Daniel K. Akaka 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 
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Question: As you know, Immigration and Customs Enforcement’s (ICE’s) Visa Security 
Program deploys special agents to high-risk visa activity posts to conduct in-depth 
reviews of individual visa applicants. In 2005, the Government Accountability Office 
observed that these agents would benefit from greater language proficiency for 
interviewing applicants and reviewing files. Likewise, a 2008 Department of Homeland 
Security (DHS) Inspector General report stated that language skills appear to be very 
important at some posts. 

Since these reports were issued, has DHS made any changes to the language training and 
proficiency requirements for ICE’s Visa Security Officers? If so, please describe these 
changes. If not, please discuss whether DHS plans to review the requirements and any 
anticipated changes to them. 

Response: DHS has participated in language training as recommended by the DHS IG 
report. For example. Special Agents assigned to Jakarta, Indonesia attended language 
training at the Department of State’s Foreign Service Institute prior to deploying to post. 
In some instances, DHS has been able to assign agents proficient in a language to a 
particular post. This was the case in both Manila and Frankfurt. ICE has recently made 
language training available through a contract with Rosetta Stone. This training is 
available to Special Agents both before and during their overseas deployments. 
Additionally, all ICE offices with Visa Security responsibilities hire locally engaged staff 
who are proficient in the local language and who are available to assist in interviewing 
applicants and reviewing files. 
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Question: The Transportation Security Administration’s (TSA) Office of Global 
Strategies develops and promotes effective transportation security processes worldwide. 

It relies on its overseas TSA representatives to align security between the U.S. and 
foreign governments and to assess foreign airports and air carriers. Since the Christmas 
Day attempt, what is DHS doing to ensure TSA has adequate staff and resources to 
reduce aviation security risks before they reach our shores? 

Response: The President’s budget proposal for fiscal year (FY) 201 1 reflects an increase 
of $38.8 million for TSA’s Office of Global Strategies (OGS) to support international 
outreach efforts, conduct assessments of international airports and inspections of foreign 
and domestic air carriers with flights to and from the United States, provide necessary 
security training to foreign governments, and evaluate the data identified through the 
assessment process in order to develop more robust systems and processes to better 
analyze the risk and institute appropriate security measures to prevent and deter terrorist 
acts. The requested resources will enable TSA to increase staffing levels by an additional 
34 Transportation Security Specialists, 10 International Industry Representatives, 20 desk 
officers/analysts to support field operations, trend and risk analysis, and provide overall 
program support, and 10 personnel for Aviation Security Sustainable International 
Standards Teams and Rapid Response Teams. TSA will fund an additional three (3) 
Transportation Security Administration Representatives from existing resources. 
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Question: There were recent media reports that whole body imaging and related scanning 
technology may not detect small amounts of explosives. Please discuss the extent to 
which these concerns are valid. If needed, please provide any classified information to 
my staff through Senate Security. 

Response: Advanced Imaging Technology (AIT) systems provide TSA with added 
capability to address explosives (bulk, liquids, and powders), as well as both metallic and 
nonmetallic weapons and prohibited items, based on the Transportation Security 
Officer’s (TSO) visual interpretations of passenger imagery. The detection capabilities of 
TSA’s AIT and related scanning technologies is sensitive information and can be 
provided to the Committee in the appropriate forum. 
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Question: In President Obama’s January 7, 2010, memo about the attempted attack on 
Christmas Day, he assigned you with the task of “aggressively pursuing enhanced 
screening technology consistent with privacy and civil liberties.” As you know, some 
privacy groups have argued that current whole body imaging technology may be too 
invasive. 

Are DHS and TSA looking into whole body imaging equipment that may be less invasive 
but just as effective, such as passive millimeter wave technology? 

Some small businesses may not have the capital to produce additional units of promising 
whole body imaging technology to support DHS and TSA testing and evaluation 
requirements. How are DHS and TSA handling this issue, and are they providing any 
funding to support the testing and evaluation of promising technology developed by small 
businesses? 

Response: The Transportation Security Administration (TSA) continues to evaluate 
different Advanced Imaging Technologies (AIT), including passive millimeter wave 
units, as part of the ongoing acquisition process for these systems. During this process 
TSA continues to seek effective technologies that protect travelers’ privacy and civil 
rights and civil liberties. Currently, Transportation Security Officers (TSOs) view AIT 
images from a remote location and have no contact with the passenger. Further, the AIT 
images are partially obscured by installed privacy algorithms and images are not stored. 
TSA is working with the Department of Homeland Security’s Science and Technology 
Directorate (DHS S&T), the security industry, and international government partners to 
develop an automated threat detection capability. The objective of Automated Target 
Recognition detection algorithms is to provide effective detection performance without 
the need for TSOs to interpret the passenger imagery to identify potential threat items. 
Instead, the technology would flag anomalies for further TSO screening on a 
representative image of the human body. 

In order to adequately evaluate the system performance of any technology, TSA requires 
a certain quantity of systems from vendors for test and evaluation. This is especially 
important during the operational testing of technologies, where technologies must be 
tested at a variety of airports with different operators, travel characteristics (type of 
baggage, passenger clothing, etc.) and physical environments (altitude, humidity, 
temperature, etc.). While TSA tries to limit the number of systems requested from 
vendors for testing, the aggressive acquisition, budgeting, and deployment schedules that 
are required to ensure a timely rollout of security technologies often require simultaneous 
testing at multiple laboratories and airports. Additionally, as pertains to funding for 
testing, the DHS S&T conducts all research and development for the TSA, including 
providing funding for the development and testing of emerging technologies. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Janet A. Napolitano 
From Senator Susan M. Collins 

“Intelligenee Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question#: 

10 

Topic: 

database 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary; 

The Honorable Susan M. Collins 

Committee; 

HOMELAND SECURITY (SENATE) 


Question: The initial error in failing to accurately determine whether Abdulmutallab had 
a valid visa was caused by a slight misspelling. This error is similar to the mistakes made 
by Customs and Border Protection in failing to identify a Mexican national with a 
multiple-drug-resistant form of Tuberculosis who was able to enter the U.S. twenty-one 
times, even after DHS had his last name and date of birth. 

With the Mexican national, DHS acknowledged that its border screening database was 
antiquated and lacked sophisticated search functions. After this Committee’s hearing and 
investigation into that incident in 2007, 1 understand that these technological limitations 
were addressed. 

Secretary Napolitano, the Department of Homeland Security has access to the 
Consolidated Consular Database that holds U.S. visa records. Do you know if this 
database has been enhanced to provide matches for searches with near, but not exact, 
name matches to accommodate for misspellings? 

Response: TECS and Automated Targeting System algorithms are established to provide 
appropriate levels of matching for advance passenger information, primary, and 
secondary passenger screening. 

CBP continuously evaluates and enhances matching algorithms to ensure levels of 
flexibility and sensitivity to provide users with appropriate matches. In particular, CBP’s 
TECS Modernization effort is looking at options for new and enhanced matching 
algorithms. 
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Question#: 

11 

Topic; 

VSP-2 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Susan M. Collins 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: At the hearing, I questioned you about delays in obtaining final DHS approval 
for the expansion of ICE’s Visa Security Program to three State Department consular 
posts overseas. In response to my questions, you stated that you were unsure how long 
the requests for deployment to these posts had been waiting for your approval. When did 
the Secretary’s Office receive each of the requests? And when did you approve them? 

Response: The below chart indicates the dates on which ICE submitted five NSDD-38 
applications to DHS for approval, and the corresponding dates on which DHS approved 
the respective applications. 


ICE Attache Office - 
VSP 

NSDD-38 
Sent to DHS 
for 

Approval 

DHS 

Approval 

Date 

Sana’a, Yemen 

9/8/2008 

1/14/10 

Frankfurt, Germany 

9/25/2009 

1/14/10 

Amman, Jordan 

9/25/2009 

1/14/10 

Tel Aviv, Israel 

9/25/2009 

1/15/10 

Jerusalem 

9/25/2009 

1/15/10 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Janet A. Napolitano 
From Senator Tom Coburn 

“Intelligence Reform; The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question#: 

I2 

Topic; 

GAO 

Hearing; 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary; 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: In October, The Government Accountability Office (GAO) released a report 
on the Transportation Security Administration’s (TSA) airport passenger screening 
technology. In the report, GAO recommends that the TSA “ensure that technologies have 
completed operational tests and evaluations before they are deployed.” 

What is the process for testing airport screening technology before it is deployed? 

Do all airport screening technologies go through this process? 

Please describe how long and what type of operation scenarios do you recreate to test this 
machines. 

Response: The Transportation Security Administration (TSA) implements a robust 
Testing and Evaluation (T&E) program in accordance with Department of Homeland 
Security (DHS) policy and management directives to ensure that the operational 
effectiveness and suitability of candidate security technology systems are evaluated in 
both a laboratory and field environment prior to deployment. This process leverages data 
from multiple developmental and operational testing sources, accredited vendor data, 
modeling and simulation, and other special analyses (as required), in accordance with 
T&E and systems engineering principles and best practices. Security technologies 
undergo laboratory testing to verify conformance with technical standards and 
requirements, which includes requirements for probability of detection, false alarms rates, 
screening/decision time, health and safety, privacy, human factors engineering, etc. 
Laboratory testing is conducted primarily at the DHS Science and Technology 
Directorate’s Transportation Security Laboratory in Atlantic City, NJ, but may also take 
place at a variety of other facilities, such as the Department of Defense laboratories or the 
Department of Energy National Laboratories. Depending on the technology, the TSA 
may also utilize the TSA Systems Integration Facility (TSIF, located in Arlington, VA) to 
conduct additional operational scenario and Concept of Operations testing on security 
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Question#; 

12 

Topic: 

GAO 

Hearing; 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary; 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


technologies before they are fielded. Operational testing and evaluation (OT&E) is 
typically conducted within the intended field environment (typically, multiple aviation 
facility checkpoints) for a period of 30-60 days, with representative Transportation 
Security Officers (TSOs) operating under the intended concept of operations. OT&E 
testbed sites are chosen based on their ability to reflect the anticipated utilization rates, 
operational tempos, and mix of passengers and carry-on items representative of the 
intended deployment. In addition, threat surrogates are employed to the extent practical 
as part of the OT&E effort, to gauge system performance in a more realistic environment. 
Testing results are then compiled and analyzed. A determination is then made as to the 
overall operational effectiveness and suitability. These results are briefed to TSA 
leadership, the DHS Director of Operational Test and Evaluation (for oversight 
programs), and the relevant Acquisition Review Board. 
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Question#: 

13 

Topic: 

puffer 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: Which versions of the explosive trace portal devices, also known as “puffer 
machines” have operational testing and which ones did not? Were they operationally 
tested and for how long? Did TSA have problems with the machines during operational 
testing? If they were not tested was there an official reason for that? 

Response: Both fielded versions/vendors of the Explosives Trace Portal (ETP) were 
tested in an operational setting prior to full scale deployment. The Transportation 
Security Administration (TSA) proceeded with airport operational assessments by 
fielding five (5) commercial General Electric (GE) Entry Scan ETP systems in 2004. 

TSA proceeded with another round of operational assessments at multiple airports from 
April to May 2005 on both the GE and Smiths Sentinel II ETP to further validate 
operational suitability. Field test results demonstrated satisfactory performance, 
indicating the equipment was ready for full scale deployment. In April 2006 TSA began 
deploying ETPs to airports. 

In 2006, TSA initiated another round of laboratory testing of the ETP to evaluate its 
effectiveness in detecting live explosives. During April and May of 2006, Idaho National 
Engineering and Environmental Laboratory conducted testing on both vendor 
submissions, which revealed a significant deficiency in the GE ETP’s ability to detect 
certain explosive compounds. Once these test results were received, along with exhibited 
reliability, maintainability, and availability issues with the fielded units, TSA formally 
notified the ETP vendor in June of 2006 that TSA would not deploy any additional ETPs 
until the detection capabilities and reliability issues were addressed. Remaining delivery 
units were diverted to the TSA warehouse until improvements could be completed and 
verified. 
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Question#: 

!4 

Topic: 

plans 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary; 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


Question; I am concerned that our screening efforts may be chasing the last threat rather 
than the next one. In the Wall Street Journal, put it succinctly when he said, “to inspect 
all shoes after the shoe bomber almost succeeded, or to pat down passengers after the 
underwear bomber almost succeeded, provides no defense against the next techniques 
that could be tried at any time.” Has TSA developed a comprehensive airport passenger 
screening plan that not only looks at present day threats but also looks down the road at 
newer threats? 

Response: The Transportation Security Administration (TSA) considers this question to 
be central to its mission. Terrorist adversaries are highly adaptive and have shown they 
are capable of exploiting vulnerabilities in the aviation system. TSA employs a layered 
risked based security strategy to counter specific and general threats. 

The use of intelligence informs TSA on the development of countermeasures to mitigate 
future threats. Over the past year, TSA has developed two inter-related processes 
increasing the likelihood that deployed countermeasures will mitigate both current and 
emerging threats. TSA has developed a risk analysis capability to assist resource 
allocation. In addition, TSA has developed a risk-based “capability-gap” process to 
identify the gaps between current capabilities and those needed to mitigate a portfolio of 
threat scenarios, including emerging threats. Through both risk analysis and the 
capability-gap process, TSA deploys “threat-agnostic” countermeasures capable of 
addressing a broader set of threats because their security design does not rely on 
assumptions about what form the threat might take. For example. Behavior Detection 
Officers (BDO) look for anomalous behaviors rather than a particular explosive or 
weapon. As a result, BDOs have a broader range of threat coverage and are less 
dependent on an assumption of which weapon terrorists will use in order to provide 
effective security. 

In addition, TSA works with the Department of Homeland Security’s Science and 
Technology Directorate and industry to advance the detection capabilities and operational 
suitability of a wide variety of screening technologies. TSA continues to support the 
development of emerging technologies that offer advanced screening capabilities while 
minimizing impact to the traveling public. 
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Question#; 

15 

Topic: 

testing 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: TSA is currently deploying whole body imagers in airports. Have the whole 
body imagers that TSA plans to purchase in 2010 been operationally tested and for how 
long? 

Response: The Transportation Security Administration (TSA) has been testing and 
evaluating Advanced Imaging Technology (AIT) for almost three years. Through covert 
testing, ongoing airports assessments, developmental testing in a laboratory environment, 
and operational testing in the field environment, AIT has proven itself as an effective tool 
to assist TSOs with the detection of metallic and nonmetallic threats in the laboratory and 
in the field. Initial product demonstrations and laboratory testing were conducted at the 
Transportation Security Laboratory from February to May 2007. Operational testing of 
AIT included: 

• Initial product demonstrations and laboratory testing at the Transportation 
Security Laboratory from February to May 2007; 

• Operational utility evaluations (OUEs) at multiple airports from August 2007 
to July 2008 

a. Sept 2007 - TSA awarded contracts for a limited number of systems to 
millimeter wave (MMW) and backscatter manufacturers for 
preliminary deployments to support extended surveillance 

b. MMW OUEs and field trials from November to December 2007 at 
Phoenix Sky Harbor International Airport (PHX); May to June 2007 
at Los Angeles Internationa! Airport (LAX) and John F. Kennedy 
International Airport (JFK) 

c. Backscatter field trials OUEs from February to April 2008 at PHX; 
June 2008 at LAX; and July 2008 at JFK. 

• Summer 2009 - Conducted Operational Testing and Evaluation (OT&E) and 
field trials of next-generation (AIT-2) MMW at George Bush Intercontinental 
Airport (lAH), Cleveland Hopkins International Airport (CLE), and Burbank- 
Glendale-Pasadena Airport (BUR); AIT-2 backscatter systems at lAH, CLE, 
and Greater Rochester International Airport (ROC) which provided the basis 
for recent procurement decisions. 

TSA continues to evaluate other vendors’ AIT proposals. 
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Question#: 

16 

Topic: 

devices 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: Are all the airport screening devices purchased under the American Recovery 
and Reinvestment Act being operationally tested? 

Response: Yes, all airport screening devices purchased under the American Recovery 
and Reinvestment Act undergo laboratory (developmental) testing as well as operational 
testing and evaluation in the field. They also meet the Transportation Security 
Administration’s established requirements for each specific technology. 
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Question#: 

17 

Topic; 

health 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable Tom A. Cobum 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: As a doctor, I am concerned with the possible health effects associated with 
whole body imagers. Have the whole body imagers that TSA plans to purchase been 
tested for possible exposure to unhealthy levels of radiation or other health hazards? 

Response: In its solicitation, the Transportation Security Administration references 
nationally recognized applicable safety standards for various forms of Advanced Imaging 
Technology (AIT). Vendors are required to demonstrate compliance to these standards 
prior to entering laboratory trials. Backscatter imaging results in exposures of less than 
10 microREM. This is equivalent to the exposure each person receives in about 2 
minutes of airplane flight at altitude or every 15 minutes from naturally occurring 
background radiation. The technology meets the American National Standards Institute 
standard for personnel security screening systems using X-rays. Millimeter wave AIT 
systems are also safe, utilizing energy frequency levels that are 1 0,000 times less than 
what is permitted for a cell phone. The average exposure time for a passenger being 
scanned by a millimeter wave AIT system is far less than the time that the average citizen 
is exposed to higher frequency cell phone transmissions throughout the day. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Janet A. Napolitano 
From Senator John Ensign 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 20, 2010 


Question#; 

18 

Topic; 

decision 

Hearing: 

Inteiligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable John Ensign 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: I understand that domestic flights in the air on Christmas night were not made 
aware of the emergency security directive. What was the reasoning for only alerting 
inbound transatlantic flights of the new directive? Who ultimately makes that decision? 

Response: After being made aware of the incident onboard Northwest Flight 253, the 
Transportation Security Administration (TSA) convened a Senior Leadership Team 
Conference Bridge to evaluate the incident and order appropriate action. Based upon our 
understanding of the incident and related intelligence at the time and advice from the 
Federal Aviation Administration on the number of flights in-bound, the Acting Assistant 
Secretary ordered that flights to the United States from European locations be apprised of 
the incident. As we continue to evaluate our response to the NW 253 incident, we are 
reviewing our protocols to notify aircraft in the air. 

In addition, TSA ordered additional security measures on these flights as well. As our 
response to the incident progressed, TSA expanded additional security measures to all 
international flights to the United States. Within five hours of issuing a Security 
Directive and Emergency Amendment ordering these measures, approximately 95 
percent of our partners reported being in full compliance. 
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Question#: 

19 

Topic: 

directive 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable John Ensign 

Committee: 

I 

HOMELAND SECURITY (SENATE) 


Question: On January 4, TSA issued a new security directive to focus on more extensive 
screening of passengers flying from certain countries of interest. Was this decision made 
based on intel gathered from the Christmas Day terrorist himself or from other outside 
intelligence? 

Response; The countries of interest listed in the Transportation Security Administration’s 
Security Directive issued subsequent to the December 25, 2009, incident were selected 
based on information contained in Chapters Three (State Sponsors of Terrorism) and Five 
(Terrorist Safe Havens) of the State Department 2008 Country Reports on Terrorism, as 
well as information provided in Department of Defense country threat assessments. 
Additionally, two countries were identified based on a number of threat and aviation 
security factors. The list was coordinated with the U.S. State Department. 
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Question#: 

20 

Topic: 

briefing 

Hearing; 

intelligence Refonn: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable John Ensign 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: I understand that White House counterterrorism advisor John Brennan was 
briefed in October on an assassination attempt by AI Qaeda that may have used the same 
underwear bombing technique used on Christmas Day. 

Question: Were you made aware of this briefing? 

Response: Yes. 

Question: What actions did DHS take in light of this new potential threat? 

Response: DHS acts quickly in response to the identification of new and emerging 
threats, coordinating with the Intelligence Community, and across the DHS components, 
on products designed to inform and educate our state, local, and private sector partners. 
DHS continues to analyze this and other terrorist tactics, techniques, and procedures, and 
shares information via briefings, teleconferences, and the generation of products at the 
classified and unclassified levels. 

In response to the attempted assassination briefed to John Brennan in October, DHS 
drafted a classified assessment for situational awareness, and an unclassified note that 
described the incident and subsequent extremist chatter encouraging the use of the device 
which the extremists lauded as an internally packed device. In response to the extremist 
chatter and initial press reporting, the Department undertook studies to determine the 
attenuation effects of the human body on an explosive detonation, and to determine the 
potential for TSA deployed technologies to detect such a device. 

DHS has established research and development programs to address emerging threats and 
continues to invest in the development of advanced screening technologies. DHS has 
also recently established the DHS -- Department of Energy (DOE) Aviation Security 
Enhancement Partnership to advance technical solutions to key aviation security 
problems in support of priorities announced by the President following the failed 
Christmas Day bombing attempt. While DHS has always worked in close collaboration 
with the DOE National Laboratories, the Department has now agreed to create a senior- 
level (at the Under Secretary level) governance mechanism to manage ways to extend 
and leverage this relationship with a focus on improving aviation security. 
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Question#: 

21 

Topic: 

IG 

Hearing: 

Intelligence Reform: The Lessons and implications of the Christmas Day Attack 

Primary: 

The Honorable John Ensign 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: Last year, the DHS Inspector General issued a report and indicated that ISA’s 
limited use of the No Fly and Selectee lists is appropriate in identifying individuals who 
pose threats to aviation security. Do you agree with the IG’s assessment? 

Response: The Transportation Security Administration (TSA) provided input to the 
Department of Homeland Security Office of Inspector General’s assessment and TSA 
agreed that the use of the No-Fly and Selectee lists was appropriate in identifying 
individuals who posed threats to aviation security under normal circumstances. 

DHS is collaborating with our interagency partners to assess corrective actions to 
protocols and procedures for watchlisting, as directed by the President, to ensure that 
gaps identified from this incident are addressed. 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 


Jkt 056838 PO 00000 


Frm 00288 Fmt6601 


Sfmt 6601 


P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 




281 


Question#: 

22 

Topic: 

DOS 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable John Ensign 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: In November, the State Department provided intel to the National 
Counterterrorism Center (NCTC) about information provided by the terrorist’s father 
who expressed concerns with son’s possible “extremist views”. This information, 
however, did not state that Abdulmuttalab had a U.S. visa. 

Do you feel that the State Department should have provided this information? 

Response: We are confident all members of the Intelligence Community will build upon 
the lessons learned from the failed Abdulmutallab attack. Recent events highlight the 
need to regularly assess all aspects of the intelligence — planning, collection, processing, 
analysis, and dissemination — to fix process and procedures that fail and to bolster process 
and procedures that work. 

Question: Do you believe that the State Department is the right entity to be issuing visas 
given the security issues? 

Response: DHS notes the Department of State has served as the visa issuing authority for 
the U.S. Government with distinction. They have the infrastructure, resources, processes, 
and procedures to continue to do so. 
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Question^: 

23 

Topic; 

VSP -3 

Hearing: 

Intelligence Reform; The Lessons and Implications of the Christmas Day Attack 

Primary: 

The Honorable John Ensign 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: The DHS Visa Security Program sends agents to posts overseas to review visa 
applications. I understand that in order to have the units deployed overseas, you must 
receive approval from the Department of State. 

Has the Department of State ever turned any of your requests down? 

If so, which countries have you been turned down for and what was their reasoning? 

Response: At posts where ICE Visa Security Program (VSP) operations have been 
established, Department of State (DOS) and DHS personnel have established strong and 
productive partnerships that enhance the security of the visa process. In 2008, ICE VSP 
and DOS collaborated on VSP’s site selection methodology and presented the joint 
findings to the Homeland Security Council. Additionally, DOS and ICE VSP released a 
2008 cable to all posts highlighting the joint accomplishments of DOS and ICE VSP 
efforts overseas. 

While ICE VSP’s cooperation with DOS has been largely successful, ICE VSP has 
occasionally faced resistance from individual Chiefs or Deputy Chiefs of Mission 
towards the establishment of new Visa Security Units in certain locations. ICE VSP 
continues to coordinate site selections and visits to posts under consideration for ICE 
VSP deployment to explain the program’s value. 
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Question#: 

24 

Topic: 

AIT 

Hearing: 

Intelligence Reform: The Lessons and Implications of the Clvistmas Day Attack 

Primary; 

The Honorable John Ensign 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: I know that the Department is looking to acquire Advanced Imaging 
Technologies. What is the Department doing to address the low-tech methods possibly 
being used by terrorists (i.e. placing explosives within their own body cavity)? 

Response: The Transportation Security Administration (TSA) mitigates this threat 
through the expanded use of explosives trace detectors, allowing TSA to detect minute 
quantities of explosive trace particles present on the bodies of individuals who have 
handled or carry explosive materials. TSA works closely with the Department of 
Homeland Security’s Science and Technology Directorate, as well as the National 
Laboratories under the Department of Energy, to develop new detection technologies. 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00291 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 




284 


Opening Statement for Chairman Joseph I. Lieberraan 
Homeland Security and Governmental Affairs Committee 
“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack, Part H” 

January 26, 2010 


The hearing will come to order. Good morning and welcome to this second in a series of 
hearings during which our Committee will examine how the intelligence reforms passed by 
Congress in the wake of the attack of 9-1 1 are working, and examine the reforms in light of 
recent terrorist attacks and the ongoing threat, and to determine what parts of what laws we 
passed earlier may perhaps need further reform so that we can fulfill our responsibility to protect 
the homeland security of the American people. 

I want to just go back to last week’s first in the series of hearings before I focus on this 
one and say that I very much appreciated the fact that all of our witnesses in last week’s hearing 
- Director of National Intelligence Dermis Blair, Director of the National Counterterrorism 
Center Michael Leiter and Department of Homeland Security Secretary Janet Napolitano - 
acknowledged that mistakes were made with regard to the Christmas Day attack on the plane 
over Detroit, and all three of them offered to work with each other and with this Committee to 
make our existing multi-layered counterterrorist defenses quicker to react and harder to 
penetrate. 

1 thought Admiral Blair was especially forthright and 1 thank him for that. My guess is 
his forthrightness has probably brought him some criticism and made him the target of some 
displeasure, but it was definitely the right thing to do because he felt and he spoke in what he 
believed to be the national interest. It is self-evident that our homeland security intelligence and 
law enforcement agencies didn’t work as we on this Committee, and as Governor Kean and 
Congressman Hamilton in their work post-9/1 1, would’ve wanted those agencies to work. The 
point is that unless the people in charge admit that, as our three witnesses did last week, the 
problems will never be fixed. And when they do deal with their shortcomings forthrightly, we 
have some hope that the problems will be fixed, and obviously whatever mistakes were made 
will not recur again. 

I do want to say that one of the most troubling revelations at our hearing last week was 
that none of the three witnesses was consulted before the Christmas Day bomber was turned over 
to our criminal courts, rather than to the military where 1 believe he should have been held, since 
he was trained, equipped and directed to attack America by A1 Qaeda. 

Since our hearing last week, Osama bin Laden himself has boasted of A1 Qaeda’s 
sponsorship of the Christmas Day attack on America. And so, while A1 Qaeda claims credit for 
this attack, Omar Farouk Abdulmutallab, whom 1 think we can fairly describe as a soldier of A1 
Qaeda, and obviously not an American citizen, now enjoys the Constitutional protections of an 
American citizen, including a lawyer who immediately counseled him to remain silent, even 
though he may have information that could protect the American people from another terrorist 
attack. 
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To me this is outrageous - a kind of “Alice in Wonderland” turn of the world of common 
sense on its head. 

And that is why yesterday Sen. Collins and I wTote to Attorney General Holder and 
Deputy National Security Advisor Brennan, urging them to immediately turn Abdulmutallab 
over to the Department of Defense, where he can be held as an enemy combatant, as a prisoner 
of war, which he is, acknowledging with some certainty and gratitude that this also means that he 
will be held and given rights far in excess of what the Geneva Convention requires enemy 
combatants or prisoners of war be given. Senator Collins and I and our committee are going to 
stand tough with this and other aspects of it to make sure that this mistake, the failure to consult 
with intelligence and homeland security officials before deciding how to handle Abdulmutallab 
and then the decision to turn him over to the civilian courts, is ever made again, 

I do believe our homeland security intelligence gathering and analysis have remarkably 
improved since the attacks of 9-1 1, and that the sharing of intelligence, as we said last week, at 
all levels of government is vastly improved. This is due in no small measure to the work of two 
gentlemen who we’re proud to have as our witnesses today: chairs of the 9-1 1 Commission, 
Governor Tom Kean and Congressman Lee Hamilton. The passage of the Intelligence Reform 
and Terrorism Prevention Act of 2004 has played a critical and extremely positive role in driving 
the changes that make the American people more secure today than we were on 9-1 1. 

It’s the work of these two gentlemen that leads us in part to refer to the Act I just referred 
to as the 9-1 1 Commission Act. That’s the reason. The other reason is that it sounds a lot better 
than saying IRTPA, which is the acronym for the Act. The fact is that Act implemented most of 
the bipartisan recommendations of that Commission, and Governor Kean and Congressman 
Hamilton have been unique, not only in their bipartisan service on the Commission, but in 
continuing to track the implementation of their recommendations persistently over the last five 
years. 


They are testifying before us today in their current capacity as co-chairs of the National 
Security Preparedness Group. I welcome both of you, and I thank you very much for your 
service. 


Your Commission’s recommendations were comprehensive, both in terms of long-term 
actions we can and should take to blunt the terrorists’ appeal and to stop their ability to recruit, 
and also more short-term actions that we need to take to defend our nation against further attack. 

One of the challenges revealed in our hearing last week was the overwhelming amount of 
information that is collected by our intelligence and law enforcement agencies for analysis. It has 
been estimated, as you gentlemen know, that the National Security Agency alone collects on a 
daily basis four times more information than is stored in the Library of Congress. Hard to 
imagine, but that’s how much is being collected. 

I know Governor Kean and Congressman Hamilton have been considering this challenge 
and I’ll be interested to hear their thoughts on how we can better organize our intelligence 
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gathering and analysis efforts so that crucial information can be mined more quickly from the 
vast mountain of data we build. I mean, after 9-1 1, we were saying, correctly I believe, that the 
dots that we were collecting did not come together on the same board, as it were. I think now, 
thanks to your recommendations and the legislation that followed, the dots are coming together 
on the same board. But there’s so many millions, billions of dots, the question is how do we see 
the patterns to help us act preemptively to stop attacks against our country? 

Another question I’d like to explore in more detail with our witnesses relates to the 
authorities that we provided to the Director of National Intelligence and the National 
Counterterrorism Center in the 9/1 1 Commission Act. Bottom line question: do we need to give 
the DNl and the NCTC additional authorities, or do we need to push them harder to use the 
authorities they already have? 

And again I know that the two of you have done some preliminary work on this and I 
look forward to the guidance that you can offer the Committee as we go forward with this series 
of hearings which is aimed at coming up with a report, a kind of status report, and perhaps 
recommendations for legislation or further executive action, 

I cannot thank you enough for your unflagging efforts to secure our nation against 
terrorism, particularly Islamist terrorism - a rootless and shadowy enemy, driven by theological 
extremism and unbound by any sense of morality or respect for life. That’s the challenge of our 
time and because of your extraordinary service, we are doing a lot better than we otherwise 
would have in meeting that challenge. 
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Opening Statement of 
Senator Susan M. Collins 

‘‘Intelligence Reform: The Lessons and Implications of the Christmas Day 

Attack, Part 11” 

Committee on Homeland Security and Governmental Affairs 
January 26, 2010 

★ ★ ★ 

Intelligence failures calls for reform lack of accountability . . . 

. testimony by Governor Kean and Congressman Hamilton. It sounds like 
the aftermath of the 2001 attacks all over again, but in fact, there are 
significant differences between now and then. 

When omr nation was attacked on the morning of September 11, 2001, 
our intelligence community was hampered by an organizational structure 
that undermined unity of effort. It was led by a Director that had little 
authority over its various elements and little incentive to focus beyond the 
mission of the Central Intelligence Agency. It was burdened with a culture 
that promoted parochial agency interests over the intelligence needs of a 
nation. 

The Intelligence Reform and Terrorism Prevention Act of 2004 
ftmdamentally changed our intelligence community. Working with the 
families of the victims and the 9/11 Commission, this Committee was able to 
pass the most substantial reforms of oxu intelligence agencies in more than 
50 years. 

In the five years since the Intelligence Reform Act became law, 
information sharing and collaboration among the 18 elements of the 
Intelligence commtuiity have improved dramatically. And, in 2009 alone, 
the intelligence community, working with law enforcement and homeltmd 
security agencies, has helped detect and disrupt numerous terrorist attacks 
targeting Oiu nation. Two of these successes were the arrests of David 
Headley and Najibullah Zazi in two separate terrorist conspiracies. Other 
successes also were made possible by the reforms this Committee 
spearheaded m 2004. 

But, standing alone, a law cannot accomplish transformation. At the 
end of the day, even the most powerful laws are just words on paper. They 
rely on the President and leaders within the executive branch to produce 
reform. And, to fight the war on terrorism, the President, the Director of 
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National Intelligence, the Secretary of State, and other leaders must use the 
laws passed by Congress to their fullest extent. 

Unfortunately, the terrorist attack at Fort Hood and the failed 
Christmas Day plot are stark reminders of what can happen when those 
authorities are not used effectively. 

Under the 2004 law, the DNI has the clear authority to “determine 
requirements and priorities.” Yet, the DNI failed to respond to the growing 
threat that al Qaeda in the Arabian Peninsula posed to the United States and 
apparently failed to target sufficient resources at this threat. 

The Intelligence Reform Act also provides ample authority “to ensure 
maximum avaOability of and access to intelligence formation within the 
intelligence community.” Yet, intelligence regarding the threat posed by 
Major Nidal Malik Hasan remained stove-piped at an FBI Joint Terrorism 
Task Force instead of being provided to officials within the Department of 
Defense who might have been able to act to prevent the Fort Hood attacks. 

The law directs the DNI to “ensure the development of information 
technology systems that include . . . inteUigence integration capabilities," yet 
intelligence that may have identified Abdulmutallab as a terrorist remained 
undiscovered in multiple Intelligence co'mmimity databases - disseminated, 
yet effectively unknown. 

The law provides the Secretary of State with clear authority to revoke 
a visa “at any time, in [her] discretion,” yet Abdulmutallab’s visa remained 
valid when he boarded Flight 253 in Amsterdam. It remained valid despite 
the fact that the State Department had already decided to question him 
about his ties to extremists if he chose to renew his visa. How he could have 
been a threat to the United States in the future based on these extremist ties, 
but not a sufficient current threat to prudentiaUy revoke his visa defies both 
logic and common sense. 

And, finally, despite the President’s authority to hold Abdulmutallab 
as an enemy belligerent and subject him to a thorough interrogation for 
intelligence purposes, the Department of Justice unilaterally decided to treat 
the foreign terrorist as a common criminal, advise him of the right to remain 
sOent, and grant him a lawyer at the taxpayer’s expense. Our nation’s top 
inteUigence officials were never even consulted on this decision. 
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I direct attention to these failures not to assign blame at this stage of 
our inquiry, but to indicate that effective leadership may prevent similar 
mistakes in the future. 

The President must empower his senior officials to use every 
authority available to them to defeat the terrorist threat. 

These reforms do not require action by the Congress. They do not 
require a 60-day review to consider. They should be implemented now by 
the President. Nothing less than our security hangs in the balance. 
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BIPARTISAN POLICY CENTER 


Bipartisan Policy Center 

Congressman Lee Hamilton and Governor Tom Kean 
Testimony before the Senate Homeland Security Committee 
January 26, 2010 


Introduction 

We are very happy to be back before you today. This committee’s role in 
enactment of the historic Intelligence Reform and Terrorism Prevention Act was 
critical to the most substantial changes to the national security infrastructure since 
its creation in 1947. Senators Lieberman and Collins, as well as Congressman 
Hoekstra and Congresswoman Harman, went well above the call of duty to see to 
its enactment and that’s something for which the country should be grateful. 

Today, we are appearing in our capacity as co-chairmen of the Bipartisan Policy 
Center’s National Security Preparedness Group (NSPG), a successor to the 9/1 1 
Commission, Drawing on a strong roster of national security professionals, the 
NSPG works as an independent, bipartisan group to monitor the implementation of 
the 9/1 1 Commission’s recommendations and address other emerging national 
security issues. 

NSPG includes the following membership: 

• Mr. Peter Bergen, CNN National Security Analyst and Author, Schwartz 
Senior Fellow at the New America Foundation 

• Dr. Bruce Hoffman, Georgetown University terrorism specialist 

• The Honorable Dave McCurdy, Former Congressman from Oklahoma and 
Chairman of the U.S. House Intelligence Committee, President of the 
Alliance of Automobile Manufacturers 

• The Honorable Edwin Meese 111, Former U.S. Attorney General, Ronald 
Reagan Distinguished Fellow in Public Policy and Chairman of the Center 
for Legal and Judicial Studies at The Heritage Foundation 

• The Honorable Tom Ridge, Former Governor of Pennsylvania and U.S. 
Secretary of Homeland Security, Senior Advisor at Deloitte Global LLP, 
Ridge Global 

• The Honorable Frances Townsend, Former Homeland Security Advisor and 
former Deputy National Security Advisor for Combating Terrorism 
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• Dr. Stephen Flynn, President, Center for National Policy 

• Dr. John Gannon, BAE Systems, former CIA Deputy Director for 
Intelligence, Chairman of the National Intelligence Council, and U.S. House 
Homeland Security Staff Director 

• The Honorable Richard L. Thornburgh, former U.S. Attorney General, Of 
Counsel at K&L Gates 

• The Honorable Jim Turner, Former Congressman from Texas and Ranking 
Member of the U.S. House Homeland Security Committee, Arnold and 
Porter, LLP 

• Mr. Lawrence Wright, New Yorker Columnist and Pulitzer Prize winning 
author of The Looming Tower: Al Qaeda and the Road to 9/11 

• The Honorable E. Spencer Abraham, Former U.S. Secretary of Energy and 
U.S. Senator from Michigan, The Abraham Group 

Over the course of 2009, our group met with Obama Administration and former 
senior officials from the Bush Administration, including: 

• Director of National Intelligence, Admiral Dennis Blair (July 2009) 

• CIA Director Leon Panetta (July 2009) 

• Secretary of Homeland Security Janet Napolitano (July 2009) 

• FBI Director Bob Mueller (September 2009) 

• Former CIA Director Mike Hayden (September 2009) 

• Former DNI Mike McConnell (September 2009) 

We will also meet with Deputy National Security Adviser John Brennan this 
afternoon. 

We believe the strength of our group will allow us to be a voice on national 
security issues and a resource to you and the executive branch. First and foremost, 
we are here to help play a constructive role in support of your work. 

Recently the 5 year anniversary of the Intelligence Reform and Terrorism 
Prevention Act passed and that makes it an appropriate time for us to consider how 
well this has worked and whether additional changes need to be made. At the 
Bipartisan Policy Center, our National Security Preparedness Group has been 
studying the implementation of the 9/1 1 Commission’s recommendations, 
especially the state of intelligence reform, and new threats to our national security. 

We look forward to working with you, and benefiting from the work of this 
committee, as our study continues. 
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We should state at the outset that the events that transpired on Christmas give us 
the opportunity to make two important points. 

First, the threat from al Qaeda and radical Islam remains strong. Al-Qaeda’s core 
is still active, individuals are still being radicalized in Western countries and 
motivated to commit violence, and homegrown lone actors are still a risk. As our 
colleague Bruce Hoffman observed, “al Qaeda is on the march, not on the run .” 

We have been concerned that our sense of urgency on terrorism has been low. We 
must reject complacency and recognize we still face a serious threat from 
organizations like Al-Qaeda. This is not a reason for panic but for a concerted, 
comprehensive effort. 

Second, as we see that the determination of the terrorist to attack the homeland 
remains unabated, it reminds us of the need for establishing a Director of National 
Intelligence and a National Counter Terrorism Center in the first place. At their 
core, the problems evident on September 1 1 , 2001, were about the failures and 
obstacles to sharing information among the federal partners charged with 
protecting the country and that there was no one in the federal government charged 
with fusing together intelligence derived from multiple foreign and domestic 
sources. The DNI has been charged with breaking down bureaucratic, cultural, 
technological, and policy barriers to the sharing of information among federal 
agencies and the NCTC has been successful in a number of incidents in helping 
thwart potential terrorist attacks. 

We need to support these entities and build them into enduring institutions. It is 
imperative that the DNI and the NCTC to be successful in the vital missions they 
have been asked to undertake for the country. 

Effectiveness of the DNI 

We are very pleased your committee has initiated this series of hearings to study 
how well intelligence reform has been implemented. This is the kind of 
congressional oversight the 9/1 1 Commission called for and we welcome your 
efforts to scrutinize the activities of our national security system. 

There has been a debate within the intelligence community on the state of 
intelligence reform and the effectiveness of the DNI. The DNI has been hobbled 
by endless disputes over its size, mission, and authority. We too are concerned 
about the expanding growth and bureaucracy of the DNI and we urge vigorous 
reevaluation of ail its functions to assure its leanness. But such a review must 
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occur with the recognition that the Congress and the President gave the DNl a 
massive to do list in the wake of the intelligence failures of 9/1 1 and weapons of 
mass destruction in Iraq. This to do list includes: 

• Solving systemic and longstanding information-sharing issues among 
Intelligence Community entities, especially to break down the “wall” 
between foreign and “domestic” intelligence, and to create an architecture to 
enable such sharing; 

• Serving as the President’s Principal Intelligence Advisor; 

• Developing a national intelligence budget across all intelligence agencies; 

• Overseeing billions of dollars of intelligence community acquisitions; 

• Improving the quality of intelligence analysis, especially to guard against 
“group-think,” and to manage an intelligence process that is inclusive of a 
variety of view points; 

• Strengthening management across the Intelligence Community; 

• Advancing and using the latest science and championing new research and 
development efforts; 

• Creating a work force within the Office of the DNI with the right people to 
execute these important functions; 

• Facilitating a “culture change” within the Community by establishing a joint 
duty system, modeled on DoD’s Goldwater-Nichols, to enable personnel to 
rotate assignments within the intelligence community; 

• Bringing a mission focus to the IC by creating a group of Mission Managers 
“responsible for all aspects of the intelligence process to those issues” and 
leading centers like National Counter Terrorism Center and National 
Counterproliferation Center. 

It is not enough to say simply that the DNI bureaucracy should be reduced. We 
need to take a fresh look at how the DNI has performed on these essential tasks, 
clarify the mission of the DNI, and then seek to adjust accordingly. 

In recent months as we have studied the effectiveness of the DNI we have come to 
some preliminary conclusions. We have more work to do but we believe that the 
DNI has achieved a meaningful measure of success in its first years - that has 
made it worth the inevitable turmoil - but is a work in progress closer to the 
beginning of reform than the end. Some of the successes in the last five years 
include progress on information-sharing, a joint-duty program, and despite the 
failures evident in the Christmas attack, the National Counter Terrorism Center. 
Since September 1 1, 2001 , the NCTC and other government agencies have 
repeatedly connected the dots and shared information necessary to defeat terrorist 
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attacks. Improvements have clearly been made although that sharing is not as 
prompt and seamless as it should be. 

But many of the successes of the DNl have been heavily dependent on key 
personalities within the executive branch. We want to continue to look closely at 
the authorities of the DNI to make sure he has the authority to do his work, but it is 
our sense that the success of the DNI in the short term will not rise or fall on 
whether we make additional statutory adjustments to IRTPA. 

To be sure, we believe there are some ambiguities in the law. Section 1018, the 
passage designed to ensure the chain of command in departments and agencies will 
not be abrogated, would certainly be in that category, although we understand that 
some of the problems resulting from this section were at least partially remedied in 
revisions to Executive Order 12333. Some ambiguities were the product of 
legislative compromise which is a fact of life in our political system. 

Nonetheless, there are still ambiguities and they can contribute to mission 
confusion and lack of clarity about lanes in the road. This is perhaps the greatest 
challenge facing the DNI. Is the DNI a strong leader of the intelligence 
community empowered to lead the IC as an enterprise? Or is the DNI a mere 
coordinator, a convening authority charged with helping facilitate common inter- 
intelligence agency agreement? The lack of settled clarity on its mission invites a 
host of other criticisms, including that the ODNI is too large, too intrusive, and too 
operational. 

The burden is on the President to be clear on who is in charge of the Intelligence 
Community and where final authority lies on budget, personnel, and other matters. 
In our estimation, we need a strong DNI who is a leader of the intelligence 
community. The DNI must be the person who drives inter-agency coordination 
and integration. At the same time, the DNI’s authorities must be exercised with 
discretion and consideration of the priorities and sensitivities of other intelligence 
agencies. But the President’s leadership is crucial and must be continuing or we 
run the risk of mission confusion and decrease the prospect of long and lasting 
reform that was recommended after September 11. 2001. The DNI’s ability to lead 
the Intelligence Community depends on the President defining is role and giving 
him the power and authority to act. 

Lessons from Christmas Attack 
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Much has been said on the lessons from the Christmas attack. We would like to 
highlight two issues. 

First, the greatest single challenge that arises from this incident in our view is the 
urgent need to strengthen the analytic process. 

As President Obama said, there was a failure to connect the dots. With more 
rigorous analysis, we might have been able to connect disparate pieces of 
information that might have foretold of the Christmas plot. We are pleased the 
President asked the DNI to look at this issue. The DNI was charged by the 
Congress to ensure the highest analytical standards within the Intelligence 
Community. The DNI is properly situated within that Community to assume a 
leadership role in applying more rigorous standards to analytical tradecraft. We 
hope the DNI will take a look at the incentives structure within the IC to reward 
analysts so we might recruit and retain the best people. We especially have in 
mind places in the intelligence community where analysts take a back seat to 
operators. We need to increase the prominence of the analyst which will lead to a 
lifting of standards across the intelligence community. Congress should also 
support these entities by giving the DNI and the NCTC the resources they need and 
the ability to recruit and keep the best people. 

Another part of improving analysis is judging sources of potential attacks 
properly. As the President’s review has shown, we had a “strategic sense” that A1 
Qaeda in the Arabian Peninsula was becoming a threat, but “we didn’t know they 
had progressed to the point of actually launching individuals here.” We collect a 
tremendous amount of intelligence and we need the very best people not only 
sorting through it for tactical details, but in a strategic sense asking where the next 
attack will come from. 

The principal challenge to improved analysis is that the Intelligence 
Community is awash with data. In an age when we are collecting more 
information than ever before, the real challenge is how do you understand, manage. 
and integrate vast amount of information. The DNI needs to develop ways of 
dealing with intelligence information overload. At the same time, we need to do a 
better job of pushing information to the right people within the Intelligence 
Community. We welcome President Obama’s order to distribute intelligence 
reports more quickly and widely. We need better management of the data and to 
look to technology to help us better sort through massive amounts of information 
to ensure the right people are seeing it in time to make a difference. The 
technology we use must be state of the art, constantly upgraded to quickly put 
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information together and it must be properly placed instantaneously so better 
analysis can occur. 


A second lesson from the Christmas attacks is that it reminds of the 
importance of eliminating terrorist sanctuaries. Finding that our attackers on 
9/1 1 benefited from the time, space, and command structure afforded in 
Afghanistan, the 9/1 1 Commission placed great emphasis on identifying and 
prioritizing actual or potential terrorist sanctuaries. We recommended strategies 
employing all elements of national power to keep terrorists insecure and on the 
run. We’re fortunate that the attack on Christmas emanating from Yemen did not 
succeed and this episode reminds us of the need to identify other potential 
sanctuaries. As our colleague Bruce Hoffman observed: “A1 Qaeda is aggressively 
seeking out, destabilizing and exploiting failed states and other areas of 
lawlessness . . . and over the past year has increased its activities in places such as 
Pakistan, Algeria, the Sahel, Somalia, and of course Yemen.” The U.S. should 
take a fresh look at these areas and deepen our commitment to ensuring al Qaeda 
cannot exploit those territories. 


Privacy and Civil Liberties 

The balance between security and liberty will always be a part of the struggle 
against terrorism. America must not sacrifice one for the other and must be in the 
business of protecting freedom and liberty as well as fighting terrorism. Following 
the 9/1 1 Commission recommendations, the Bush Administration created a Privacy 
and Civil Liberties Oversight Board to advise the executive branch and oversee 
government efforts to defend civil liberties. The board was staffed and became 
operational in 2006. In 2007, Congress restructured the Board as an independent 
agency outside the White House. Despite early accusations of undue delay and 
inadequate funding, the Board held numerous sessions with national security and 
homeland security advisers, the attorney general, and the FBI director, among 
others, on terrorist surveillance and other issues arising from intelligence 
collection. 

However, the Board has been dormant since that time. With massive capacity to 
develop data on individuals, the Board has to be the champion of seeing that 
collection capabilities do not intrude into privacy and civil liberties. We continue 
to believe that the Board provides critical functions and we urge President Obama 


7 


VerDate Nov 24 2008 


09:31 Oct 05, 2011 


Jkt 056838 PO 00000 


Frm 00304 Fmt6601 


Sfmt 6601 


P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



297 


to reconstitute it. quickly appoint its Members, and allow them full access to the 
information and the authority to perform to perform this essential function. 


Congressional Oversight 

The 9/1 1 Commission also placed great importance on rigorous congressional 
oversight. This recommendation helped precipitate the creation of a House 
Homeland Security Committee and a Senate Homeland Security and Governmental 
Affairs Committee. However, enduring fractured and overlapping committee 
jurisdictions on both sides of the hill have left Congressional oversight in a 
unsatisfactory state. DHS entities still report to dozens of separate committees 
hundreds of times per year, which constitutes a serious drain of time and resources 
for senior DHS officials. Further, the Jurisdictional melee among the scores of 
Congressional committees has led to conflicting and contradictory tasks and 
mandates for DHS. Without taking serious action, we fear this unworkable system 
could make the country less safe. 

The 9/1 1 Commission also called congressional oversight over intelligence 
dysfunctional. We made recommendations to strengthen the oversight committees 
which were not accepted by the Congress though some progress has been made. 
Today we want to emphasize the enormous importance we attach to rigorous 
oversight of the intelligence community. Congressional oversight can help ensure 
the intelligence community is operating effectively and help resolve disputes about 
conflicting roles and missions. We urge the Congress to take action to strengthen 
the oversight capabilities of the intelligence committees. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Thomas H. Kean 
and the Honorable Lee H. Hamilton 
From Senator Claire McCaskill 

“Intelligence Reform: The Lessons and Implications of the Christmas Day Attack” 

January 26, 2010 


1. In your testimony, you recommended to the Committee that we need to be giving 
DNI additional support to do their job more effectively. Can you expand upon 
this recommendation? How is DNI not currently being supported? Is this an 
issue of lack of funding? Are there specific examples of a lack of support? What 
specifically can Congress be doing to provide DNI with additional support? 

The Director of National Intelligence has a difficult job in managing an intelligence 
community spread out over many departments and agencies. Congress, in their 
oversight capacity, can play an important role in helping reinforce the spirit of 
intelligence reform, especially that the IC needs to act more like a joint enterprise. 

For example, hearings designed to encourage further cooperation and jointness, like 
the hearings conducted by the Senate Homeland Security Committee, can play an 
important role in surfacing issues that need higher level attention. 

2. During your testimony before the Committee, you stated that the Intelligence 
Community needs to raise the prominence of analysts and Congress needs to 
support these needs by giving DNI and NCTC the resources to do so. What led 
you to the conclusion that analysts do not have the prominence required in their 
communities? What can Congress be doing to ensure that DNI is able to keep 
and recruit the best analysts? 

One of the lessons from the after-action reports regarding the December 2009 attempt 
was that the intelligence community collects a tremendous amount of information. As 
President Obama said with regard to this incident, there was a failure to connect the 
dots. With more rigorous analysis, we might have been able to connect disparate 
pieces of information that might have foretold of the plot. The DNI was charged by 
the Congress to ensure the highest analytical standards within the Intelligence 
Community and is properly situated within that Community to assume a leadership 
role in applying more rigorous standards to analytical tradecraft. Our statement in 
January noted that analysts take a “back seat to operators.” We based this on our 
observations of the intelligence community and membership on a variety of other 
panels and advisory groups on which we have served. One way Congress can help 
the DNI is able to keep and recruit the best analysts is to ensure the DNI and other 
intelligence agencies have the funding, are empowered to create the right incentives 
structures, are continuing to implement programs to ensure rigorous analjlical 
tradecraft. 
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3. There are several references in your testimony indicating that the 9/11 
Commission’s most difficult and important recommendation that has not been 
implemented is the strengthening of Congressional oversight of the Intelligence 
Community. You stated that there are too many overlapping Congressional 
committees of jurisdiction that absorb time and lead to distortion and 
contradictory congressional direction. I share Senator Lieberman’s sentiment 
that we should revisit this recommendation. What is your recommendation for 
moving forward especially given the sensitive congressional jurisdiction 
challenges that lay ahead? 

We have stated on many occasions that changing congressional committee 
jurisdiction is one of the hardest things to do in Washington. As you mention, this is a 
delicate matter that would take a tremendous amount of effort. We believe that most 
reform efforts succeed from within, when Members of Congress see the problem and 
advocate change. We are willing to continue to play an outside advocacy role and 
would welcome the opportunity to discuss this matter further with you. 

4. DHS currently only uses the selectee and the no-fly list to screen passengers for 
purposes of secondary screening. They do not screen the Terrorist Identity 
Datamart Environment (TIDE) and Terrorist Screening Database (TSDB) lists 
prior to flight departure. Having access to all of the information in my mind 
would be the ideal situation. Do you recommend allowing DHS to access the 
TIDE and TSDB lists? In your view would allowing DHS to secondarily screen a 
passenger on the TSDB be appropriate? What would be the logistical or privacy 
implications of such a decision? 

The 9/1 1 Commission highlighted the importance taking aggressive measures to limit 
terrorist travel and the ideas you mention are certainly consistent with our 
recommendations, especially that TSA should utilize a larger set of watchlists 
maintained by the federal government. Ensuring that the officials controlling entry 
onto airplanes have all the information they need to make a decision strikes us as a 
necessity. You rightly identify operational and privacy considerations. These are 
very complex issues that need to be sorted through with the advice of a Civil Liberties 
Board, a 9/1 1 Commission recommendation that needs to be implemented. While we 
need to strive for security and protection of civil liberties, it makes sense to us that we 
need to empower individuals charged with safeguarding our security with the 
information they need to do the job. 

5. There is something that also must be taken under consideration in future 
screening concepts of operation. If we flagged an individual too late, as we did in 
the Abdulmutallab case, and the flight departed with a questionable individual 
on board, what recommendation would you provide with regards to notifying 
and advising the crew of the particular threat of the passenger while in-fight? 
Ultimately, we want to be able to catch these individuals before they get on the 
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plane, but if we don’t I want to make sure there is proper training and protocols 
in place to counter the threat with and without a Federal Air Marshall. Would 
you recommend a requirement to notify the crew of the flight if there is concern 
about a passenger, such as in the case of the alleged 12/25 bomber? In this case, 
given that Abdulmutallab spent 20 minutes in the bathroom prior to igniting the 
explosive, we might have been able to prevent him from even attempting the act. 

Yes, we agree that is sensible that if there is a dangerous individual aboard a plane in 
flight, the potential threat should be relayed to the crew. While we would want to 
study this issue further to ensure all dimensions of this scenario have been considered, 
on its face this seems like the right thing to do. 
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Opening Statement for Chairman Joseph Lieberman 
“The Lessons and Implications of the Christmas Day Attack: Watchlisting and Pre-Screening” 
Homeland Security and Governmental Affairs Committee 
March 10, 2010 
As Prepared for Delivery 


Good morning, and welcome to this Committ^’s third hearing in a series that Senator Collins and I have 
begun to examine the extensive reforms made to our intelligence systems both after September! 1, 2001, but 
particularly at the five year point from the enactment of die 9/1 1 Commission reforms. Our goals here are to 
review how we’re doing, to identify weaknesses that remain in the system, and make recommendations for 
administrative reform or legislation that are needed to correct those weaknesses. Of course, these hearings have 
taken on added significance in the aftermath of the Christmas Day terrorist attack in which Umar Farouk 
Abdulmutallab unfortunately exposed some serious wetnesses in our nation’s homeland defenses. 

The last two hearings that we’ve done in this series gave us a broad overview of the human mistakes and 
the structural shortcomings that contributed to the Christmas Day attack. Today, we will look at two of the most 
important components of our government’s efforts to deny terrorists tlie ability to travel to the United States, and 
that is the creation and use of terrorism watchlists and the passenger pre-screening mechanisms that use these lists 
to identify potentially dangerous individuals and, if in fact we determine they are such, stop them from getting on 
airplanes coming to the United States. 

On Christmas Day our government was unable to pull together all the intelligence in its possession to stop 
Abdulmutallab before he got on that plane. This was not a failure to collect information and, unlike the missteps 
leading up to 9/1 1 , it was not a failure to share it: We knew that Abdulmutallab’ s father had concerns about his 
son’s growing extremism and presence in Yemen. We had intelligence that there was a Nigerian — unnamed, 
unidentified, but a Nigerian nonetheless-training in Yemen with A1 Qaeda in the Arabian Peninsula. We heard 
separately of plans for a Christmas-time attack on the United States. And, again separately, we knew of a reported 
telephone intercept that identified a man named Umar Farouk, without his last name, as a terrorist. All those dots 
were on the same table but our government was unable to connect them - to separate this information out of the 
enormous mass of information our government collects and shares so that this terrorist could be stopped before he 
acted. We were just plain lucky that the device he had on him did not effectively explode on that plane. 

In our first hearing. National Counterterrorism Center Director Mike Leiter acknowledged that the 
Center’s information collection and sharing systems need to be smarter. And I would add, in an era when 
Google, for instance, can aggregate information for anybody who goes on Google from scores of websites and 
databases throughout the world very quickly, it is unacceptable that NCTC does not have the same ability to 
search and aggregate information across our government’s intelligence databases. 

I think we also need automated mechanisms to connect disparate data points 24/7, 365 days a year and 
flag potential threats for analysts to examine. These systems are widely used in the private sector, and need to be 
adopted by our intelligence community ASAP. 

The Abdulmutallab case also exposed weaknesses in our watchlisting system. Our intelligence agencies 
obviously need to view some tips with skepticism as informants may be motivated by spite or rivalry. But, most 
are not, and it is just unacceptable that Abdulmutallab’s father, a respected business leader in Nigeria, was not 
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considered a credible enough source for his information to put his son on the watchlist without corroborating 
evidence. I hope to hear from our witnesses today how the watchlisting process has been modified to ensure that 
this kind of error will not be made again. 

Another watchlisting problem concerns the screening of individuals on the watchlist who are not U.S, 
citizens or permanent residents. We are historically one of the most welcoming countries in the world to visitors. 
But travel to the United States is a privilege, not a right. In my opinion, if the government concludes that there is 
any reason to believe someone may have ties to terrorist activities, that person should be required to undergo 
secondary physical screening before being allowed to board a plane bound for the United States of America. 

Finally, we need to dramatically expand our ability to pre-screen travelers, both internationally and 
domestically. Right now, the government only begins to receive important identifying information about 
international travelers when they check in for their flight. In fact, most of this information is conveyed to the 
Department of Homeland Security only when an airplane’s doors are about to close, which makes it practically 
impossible for DHS to fully vet passengers before a plane takes off That was the case on Christmas Day and it 
argues loudly that we start in-depth vetting well in advance of a passenger’s arrival at the airport, using modern 
information technology and data gathering. We need to ensure that DHS has the identifying information it needs 
about international passengers at least 24 hours before departure and that it fully implements Secure Flight to 
ensure that all passengers on all flights are systematically checked against the terrorism watchlists. 

This hearing is an important opportunity to examine the next steps we need to take to continue to 
strengthen these watchlists and prescreening systems that have been established after 9/1 1 and particularly after 
the passage of the 9/1 1 legislation. We’re doing much better at this than we did after 9/11, but what the 
Christmas Day bombing attempt shows is that we have to do better yet to ensure that the next Abdulmutailab is 
not allowed to get on a plane to the United States. 

We’ve got a very good group of witnesses before the Committee today. I want to say to you that I think 
you have some of the hardest jobs in the United States Government and though you are therefore subjected to our 
criticism periodically I want to thank you for your commitment and service to our country. 
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Opening Statement of 
Senator Susan M. Collins 

“The Lessons and Implications of the Christmas Day Attack: Watchlisting 

and Pre-Screening” 

Committee on Homeland Security and Governmental Affairs 
March 10, 2010 

★ ★ ★ 

Today’s hearing focuses on two fundamental questions: why was the 
Christmas Day bomber, Umar Farouk Abdulmutallab, allowed to travel to the 
United States, and why wasn’t his name included on the terrorist watchlist? 

We know that Abduhnutailab’s father had informed the American 
Embassy in Nigeria of his Islamist extremist connections in Yemen more 
than a month before he boarded the flight to Detroit. We also know that his 
name was included in the broadest terrorist database, known as TIDE. But 
despite this alarming information, the system failed to bar Abdulmutallab 
from boarding Flight 253 to America. 

This is a case of missed opportunities. 

From my perspective, the State Department clearly had sufficient 
information to revoke Abdulmutallab’s visa. State Department officials 
already had decided to question Abdulmutallab about his ties to extremists 
if he chose to renew his visa. How he coidd have been a threat to the United 
States in the future based on his extremist ties, but not a sufficient current 
threat to suspend his visa defies both logic and common sense. Had the 
State Department taken this action, it would have prevented him from 
traveling to the United States. A missed opportunity. 

Another missed opportunity occurred in Amsterdam, where 
AbdulmutaUab’s flight originated. This airport is one of only nine foreign 
airports where a small number of U.S. immigration advisory officers are 
stationed. These officers can ask an airline not to board a passenger who 
will be prohibited from entering our country upon arrival. They receive a 
list of passengers of concern, including those whose visas have been 
revoked or flagged by the State Department. This was another missed 
opportunity to stop Abdulmutallab. 

Recently, the Department of Homeland Security has expanded its 
efforts to identify individuals who have revoked visas or who are on the 
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State Department’s visa watch list before they board airplanes overseas, 
rather than waiting until they have already arrived at U.S. airports. I would 
like to know how successful these programs are at Identifying high-risk 
travelers. 

Another missed opportunity to stop Abdulmutallab occurred at the 
NCTC. The President has stated that there was ample intelligence on 
Abdulmutallab to warrant his inclusion on the No Fly list. Yet that did not 
occur, even after his father’s warning. It did not occur because other 
streams of intelligence were not connected until it was too late. Why did the 
Intelligence Community fail to analyze all avaUable information relating to 
Abdulmutallab? 

Some intelligence experts point to outmoded systems as a factor. 
Despite vast improvements in information sharing, om Intelligence 
Community continues to rely on internal systems that are relics from the 
days before the Intelligence Reform and Terrorism Prevention Act of 2004. 
These outdated systems do not effectively surface intelligence information 
so that analysts and secinity officials can identify threats in real-time. 

I would like to know the Administration’s plans for upgrading systems 
to allow for more effective searching of terrorist information. For starters, 
identifying individuals in the terrorist databases who have valid U.S. visas 
should not be a complicated task. 

We also must examine how we can better identify individuals who 
should be on watchlists for additional screening at airports. For example, we 
know that Abdulmutahab was identified for additional screening once he 
arrived in Detroit while his flight was in the air. 

Why wasn’t that same information used to identify him earlier, before 
he boarded his flight? Another missed opportimity. As this case 
demonstrates, waiting xmtil a suspected terrorist arrives in the U.S. to 
conduct additional screening is waiting too long. 

We must continue to strengthen our watchlisting and screening 
systems. Unless these systems work effectively, we will not be able to 
prevent terrorists’ from traveling to our nation. 

### 
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Statement of Senator Thomas R. Carper 
Committee on Homeland Security and Governmental Affairs 
March 10,2010 

The Lessons and Implications of the Christmas Day Attack: Watchlisting and Pre-Screening 


Thank you, Mr. Chairman. 

I’d like to first begin by thanking each of our witnesses today for taking the time 
to join us as we explore how we should address the shortcomings that allowed Umar 
Farouk Abdulmutalib to board an airplane on December 25, 2009. 

As we all know, it is extremely difficult to be right 100 percent of the time when 
it comes to these matters. And as Secretary Napolitano said during her last appearance 
before this committee, ‘there is not Just one silver bullet’ we can deploy to stop terrorists 
from trying to enter our country and do us harm. The battle we’re engaged in is not one 
we can win with guns or tanks alone. It’s probably not one that we can win solely with 
some of the new screening technology that we’re talking about deploying in more 
airports. We’ll need to get smarter, adapt as those who wish to do us harm change their 
tactics and continue the efforts this committee embarked on after 9/11 to improve our 
intelligence operations and information sharing. 

Effective intelligence analysis involves both the use of technology and skilled 
people to identify threats and know which ones to act on. Our security systems need to be 
more agile and our intelligence officers, who are on the front lines every day, must be 
encouraged to share information with each other. We also need to look closely at what 
our friends around the world are doing to police their airports and pre-screen passengers 
boarding their airplanes. 

In closing. I’d also would like to express the urgency for this Congress to confirm 
in a timely manner President Obama’s nominee. Major General Robert A. Harding, to 
lead the Transportation Security Administration. This position has been vacant for over a 
year now and is too important to our national security to be without a permanent 
Assistant Secretary. 1 look forward to working with my colleagues to make sure that it is 
filled as soon as possible. 
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National Counterterrorism Center 

Statement for the Record 

March 10, 2010 

Committee on Homeland Security and Governmental Affairs 

The Lessons and Implications of the Christmas Day Attack: Watchlisling and Pre-Screening 

Chairman Lieberman, Ranking Member Collins, and distinguished Members of the 
Committee: Thank you for your invitation to appear before the committee to discuss terrorist 
screening procedures in light of the attempted terrorist attack on Christmas Day. 

It is my privilege to be accompanied by my colleagues from the Federal Bureau of 
Investigation and the Department of Homeland Security, 

Watchlisting Issues Associated with the Incident 

Umar Farouk Abdulmulallab was not watchlisted. This statement will explain the 
reasons why - addressing the post 9/1 1 changes in U.S.Govemment watchlisting practices, the 
associated standards that were adopted by the IJ.S. Government, and the application of those 
standards to the case of Umar Farouk Abdulmutallab. It will also address lessons learned as we 
strive to improve the Intelligence Community’s ability to support watchlisting and screening, 

• Before the September 1 1 terrorist attacks, intelligence databases and watchlisting systems 
were badly disjointed. They were neither interoperable nor broadly accessible and, as a 
result, two of the hijackers - although known to parts of the U.S. Government in late- 
1999, were not watchlisted until late- August 2001 . 

• To fix that systemic problem, the U.S. Government implemented Homeland Security 
Presidential Directive-6 (HSPD-6) in the Fall of 2003. Under the construct of HSPD-6. 
all collectors would provide information on knowm and suspected terrorists (except 
purely domestic terrorists) to NCTC which maintains a TOP SECRET database called the 
Terrorist Identities Datamart Environment (TIDE). Every night a FOR OFFICIAL USE 
ONLY extract of TIDE is provided to the Terrorist Screening Center (TSC) to support all 
U.S, Government screening operations. 

o The detennination of what information is passed from TIDE to the TSC is 
governed by the “reasonable .suspicion” standard which describes the minimum 
derogatory information for inclusion on the con.solidated w-atchlist. 

o That criteria, approved by the Deputies Committee in the Fall of 2008, notes that 
“individuals described as militants, extremists, jihadists, etc should not be 
nominated without particularized derogatory information.” 
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o The implementing instructions further state “those who only associate with known 
or suspected terrorists, but have done nothing to support ten'orism” are ineligible 
for the No Fly List (NFL) or Selectee List (SL). 

Mr. Abdulmutallab was in ITDE, but his name was not passed to the TSC for 
watchlisting. This was due to two factors: 

• The TIDE record that existed on Mr. Abdulmutallab was based primarily on information 
provided to the U.S. Embassy in Abuja, Nigeria on November 20, 2009. The cable 
included one general sentence of derogatory information related to his possible 
association with Yemeni-based extremists. The entire watchlisting community agrees 
that the level of derogatory information contained in the November 20, 2009 cable did 
not meet the minimum standard highlighted above and was insufficient for any level of 
watchlisting — much less either the No Fly List or Selectee lists, 

o As a result, Mr, Abdulmutallab w'as entered into TIDE November 23, 2009, but 
his name was not passed to the TSC for watchlisting. Additional biographic 
information was added to the record over the course of the next week, but no 
additional derogatory information was provided. 

o In order to provide some context, on any given day hundreds of other names are 
added to TIDE and virtually all of them would have far more alerting derogatory 
information than Mr. Abdulmutallab’s record. 

• While the November 20, 2009 cable formed the basis for the TIDE record and the 
watchlisting status as of December 25. 2009, we learned after the incident of additional 
reporting that— had it been linked to the November 20, 2009 cable — could have 
supported a watchlisting nomination. 

o Had this information been linked to Mr, Abdulmutallab’s record, his name 

undoubtedly would have been entered on the visa screening “lookout” list and the 
border inspection list. 

o Whether Mr, Abdulmutallab would have been placed on either the No Fly List or 
the Selectee List would have been determined by the strength of the analylic 
judgment. 

o It is important to note that the linkage of these pieces of information appears far 
more apparent in hindsight than it would have at the time. The reporting existed 
in daily intelligence holdings that number well into the thousands. Partial names 
and different spellings complicated the linkage. To be sure, the Intelligence 
Community continues its efforts to improve performance, but linking fw'o pieces 
of fragmentary information can be a very difficult analytic problem. The two 
cables existed largely “in the noise” and there was simply nolliing particularly 
alerting about either “dot.” 

Lessons Learned 

"> 
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• First of all, it is necessary to dispel two myths: 

o This situation doesn’t implicate the HSPD-6 watchlisting architecture. The 
National Counterterrorism Center continues to believe it is fundamentally sound, 

o This incident does not raise major information .sharing issues. The key derogatory 
information was widely shared across the U.S. Counterterrorism Community. 

The “dots" simply were not connected. 

• The incident does highlight the following issues: 

o The U.S. Government needs to look at overall standards — those required to get on 
watchlists in general, and the No Fly List and Selectee List in particular. 

o The U.S, Government needs to improve its overall ability to piece together partial, 
fragmentary information from multiple collectors. I'his requirement gets beyond 
watchlisting support, and is a very complicated challenge involving both numbers 
of analysts and the use of technology to correlate vast amounts of information 
housed in multiple agencies and systems. 

The men and women of the National Counterterrorism Center and the Intelligence 
Community are committed to fighting terrorism at home and abroad, and will seek every 
opportunity to belter our analytical tradecraft, more aggressively pursue those that plan and 
perpetrate acts of terrorism, and effectively enhance the criteria used to keep known or suspected 
terrorists out of the United States. 
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Statement of 
Timothy J. Healy 
Director 

Terrorist Screening Center 
Federal Bureau of Investigation 

Before the 

Committee on Homeland Security and Governmental Affairs 
United States Senate 

At a Hearing Entitled 

“The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening” 

March 10, 2010 


Good morning Chairman Lieberman, Ranking Member Collins and members of the 
Committee. Thank you for the opportunity to discuss the Terrorist Screening Center (TSC) and 
its role in the interagency watchlisting process. 

The attempted terrorist attack on Northwest Flight 253 on December 25, 2009, highlights 
the ever-present terrorist threat to our homeland. Over the past seven years, the TSC has played 
a vital role in the fight against terrorism by integrating terrorist information from the law 
enforcement and intelligence communities into a single database known as the Terrorist 
Screening Database (TSDB), which populates the various terrorist screening systems used by the 
Government. Following the Christmas Day attempted attack intense scrutiny has been placed on 
the requirements to nominate individuals to the watchlist and particularly to the No Fly and 
Selectee lists, which are subsets of the TSDB. These requirements, or standards, have evolved 
over time based on the experience of the watchlisting community and the issuance of additional 
Presidential Directives. Throughout this process, the TSC has remained committed to protecting 
the American public from terrorist threats while simultaneously protecting privacy and 
safeguarding civil liberties. As our efforts continue to evolve in response to new threats and 
intelligence, your support provides us with the tools necessary to continue our mission. Let me 
begin by telling you about the Terrorist Watchlisting process and how this process related to 
Umar Farouk Abdulmutallab. 

Terrorist Nomination Process 

The TSDB, commonly referred to as the Terrorist Watchlist, contains both international 
and domestic terrorist information. The procedure for submitting information on individuals for 
inclusion on the Terrorist Watchlist is referred to as the nomination process. The nomination 
process is the most fundamental and singularly important step in the watchlisting process. It is 
through this process that individuals are added to the Terrorist Watchlist. Nominations originate 
from credible information developed by our intelligence and law enforcement partners. These 
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intelligence and law enforcement agencies are referred to as Originators in the watchlisting 
community because it is through their work that nominations are developed. Federal 
departments and agencies submit nominations of known or suspected international terrorists to 
the NCTC for inclusion in NCTC’s Terrorist Identities Datamart Environment (TIDE) database, 
which is the source of all international terrorist identifier information in the TSDB. NCTC 
reviews TIDE entries and nominates entries to TSC that include sufficient biographical or 
biometric identifiers and supporting derogatory information that meet the watchlisting standard 
described below. Similarly, the FBI collects, stores, and forwards to the TSC information 
relating to domestic terrorists that may not have connections to international terrorism. 

When submitting a nomination to NCTC, an Originator may, but is under no obligation 
to, submit recommendations regarding specific screening systems the nomination should be 
exported to (e.g., inclusion on either No Fly or Selectee list). If an Originator submits a 
nomination without a recommendation, NCTC may make an appropriate recommendation based 
on the totality of associated information. Recommendations made by NCTC will be passed to 
the TSC for final disposition. 

TSC accepts nominations when they satisfy two requirements. First, the biographic 
information associated with a nomination must contain sufficient identifying data so that a 
person being screened can be matched to or disassociated from a watchlisted terrorist. Second, 
the facts and circumstances pertaining to the nomination must meet the reasonable suspicion 
standard of review established by terrorist screening Presidential Directives. Reasonable 
suspicion requires articulable facts which, taken together with rational inferences, reasonably 
warrant the determination that an individual “is known or suspected to be or has been engaged in 
conduct constituting, in preparation for, in aid of or related to terrorism and terrorist activities.” 
The reasonable suspicion standard is based on the totality of the circumstances in order to 
account for the sometimes fragmentary nature of terrorist information. Due weight must be 
given to the reasonable inferences that a person can draw from the available facts. Mere guesses 
or inarticulate “hunches” are not enough to constitute reasonable suspicion. A TSC interagency 
group composed of members from the intelligence and law enforcement communities issued 
clarifying guidance to the watchlisting community in February 2009. 

TSC makes the final decision on whether a person meets the minimum requirements for 
inclusion into TSDB as a known or suspected terrorist and which screening systems will receive 
the information about that known or suspected terrorist. It is not uncommon for a nomination to 
have multiple recommendations throughout the watchlisting process. In the end, however, TSC 
works with NCTC and the Originators to ensure a nomination is exported to as many screening 
systems as the nomination information supports. 

The watchlisting and nomination process can best be described as a watchlisting 
enterprise because it requires constant collaboration between the Originators, NCTC, and TSC. 
NCTC relies upon the information provided by the intelligence and law enforcement community, 
TSC relies upon NCTC to analyze and provide accurate and credible information, and the 
screening community relies upon TSC to manage that information and to efficiently export it to 
their screening systems. 
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Export to Supported Systems 

Once a known or suspected terrorist is identified and included in the TSDB, TSC ensures the 
timely dissemination of the terrorist identity data to our screening partners. The utility of the 
watchlisting process is greatest when the information is efficiently disseminated to those who need it 
the most. The TSC’s subject matter experts, who are composed of experienced analysts and 
designated agency representatives, review nominations to determine whether they meet the 
criteria for inclusion in the screening systems supported by the TSDB. The four major U.S. 
Government systems supported by the TSDB are: Department of State’s Consular Lookout and 
Support System (CLASS) for passport and visa screening; Department of Homeland Security’s 
TECS system for border and port of entry screening; the No Fly and Selectee lists used by the 
Transportation Security Administration for air passenger screening; and the FBI’s National 
Crime and Information Center’s Known or Suspected Terrorist File (formerly known as the 
Violent Gang/Terrorist Organization File (VGTOF)) for domestic law enforcement screening. 
The criteria for inclusion in each of these systems are tailored to the mission, legal authorities, 
and information technology requirements of the department or agency that maintains the system. 
Accordingly, each of these systems contains a different subset of data from TSDB. 

The TSDB exports most pertinent to Umar Farouk Abdulmutallab - CLASS, TECS, and 
the No Fly and Selectee lists- are discussed below. 

CLASS 

CLASS is a database administered by the Department of State’s Bureau of Consular 
Affairs and is used by consular officers abroad to screen visa applicants for travel to the United 
States. CLASS accepts nearly all records from the TSDB because minimal biographic 
information is necessary for visa screening. In other words, given where (overseas) and when 
(well in advance of travel to the U.S.), the Government has time to work through what can 
sometimes be less than complete biographical information - time that might not otherwise be 
feasible in other screening situations like a routine traffic stop or a busy overseas airport where 
the presence of U.S. officials is often minimal. The Department of State also uses a screening 
system known as CLASS-PASSPORT to screen applications for U.S. passports. 

The TSC aids the Department of State in identifying known or suspected terrorists 
through two different processes. The first is the Security Advisory Opinion (SAO) process, 
whereby individuals that are watchlisted could be identified at the time of their visa application 
to visit the United States. When consular officers process visa applications, checks are run in 
CLASS to determine whether any derogatory information exists to warrant a visa denial. If it is 
determined that the visa applicant is a possible match to an individual on the Terrorist Watchlist, 
the consular officer requests an SAO. The SAO request is forwarded to the TSC, where the 
Department of State’s subject matter experts at the TSC review the associated TSDB and TIDE 
records to determine whether the visa applicant is in fact the same watchlisted individual. The 
TSC’s only role in this process is to determine if the individual applying for the visa is the same 
individual on the Terrorist Watchlist. In the case of a positive match, the TSC forwards the 
information to the Department of State’s Visa Office, in the Bureau of Consular Affairs, to 
prepare an SAO in response to the request. The SAO is then forw'arded to the consular officer 
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adjudicating the visa, who has the authority to issue or deny visa applications. Individuals that 
are watchlisted at the time of their visa application could be identified through this process. 

The second State Department process supported by the TSC is the Visa Revocation 
Program, The Visa Revocation Program was initiated after 9/1 1 and is designed to identify 
individuals who may have received visas prior to that person being identified as a known or 
suspected terrorist. Every day, the Department of State automatically generates a report that 
identifies all individuals with a valid visa that could potentially match a person in the TSDB. 
State officers compare information in CLASS (exported from TSDB), to existing records of visa 
holders in the Department of State’s Consular Consolidated Database (CCD). This report is then 
evaluated by the State Department experts at the TSC who determine whether there is a positive 
match to a watchlisted individual. If there is a positive match, then the TIDE record and related 
derogatory information is made available to the Department of State for review. The Secretary 
of State holds broad discretionary authority to revoke a visa. Therefore, TSC forwards the 
information to the Department of State’s Visa Office to determine whether to revoke the visa. 
Individuals that are watchlisted in TSDB after receiving their visas can be identified through this 
process, 

TECS 


TECS serves as the Department of Homeland Security’s primary lookout system and 
receives daily exports of TSDB records from the TSC. Additionally, TECS receives non-terrorist 
related subject records from more than twenty federal agencies, including a wide spectrum of 
data, and provides alerts for a variety of law enforcement needs, U.S. Customs and Border 
Protection (CBP) is the principal owner and primary user of TECS and uses the system to screen 
individuals at air ports, land, and sea ports of entry. Through TECS, CBP screens against the 
Terrorist Watchlist at all 327 ports of entry and by all of the 1 5 pre-clearance offices located in 
Canada, the Caribbean, and Ireland. They also use the Terrorist Watchlist to conduct screening 
operations at international mail and cargo facilities. Similar to CLASS, TECS accepts nearly all 
records from the TSDB, For subjects in TSDB, CBP is alerted to their travel when a commercial 
airline forwards the passenger manifest to CBP using the Advanced Passenger Information 
System (APIS). APIS enhances border security by providing officers with pre-arrival and 
departure manifest data on all passengers and crew members 

No Fly and Selectee List 

The No Fly and Selectee lists are unique among TSDB subsets in that they are the only 
subsets within the Terrorist Watchlist that have their own substantive minimum derogatory 
criteria requirements, which are considerably more stringent than the reasonable suspicion 
standard required for inclusion in TSDB itself. Following the creation of the TSC in 2003, the 
Homeland Security Council Deputies Committee established the initial terrorist screening 
nomination criteria for the No Fly and Selectee lists in October 2004. At that time, the No Fly 
list consisted of substantive derogatory criteria that focused attention on individuals intending to 
commit acts of terrorism against civil aviation or the domestic homeland. Over time, that initial 
criteria proved to be too restrictive. Consequently, in February 2008, the Homeland Security 
Council Deputies Committee approved additional criteria that served to broaden the scope of 
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terrorists eligible for the No Fly list. In other words, the criteria to place individuals on the No 
Fly list has broadened to make the No Fly list more inclusive to respond to additional terrorism 
threats. The Department of Homeland Security Office of Inspector General recognized the 
significance of the additional criteria when, in a May 2009 report, it stated, “Major security gaps 
have been addressed by adding No Fly criteria.”' 

For international terrorists, the process to be included on the No Fly list begins, as it does 
with every nomination, with a federal agency nominating an individual to NCTC for inclusion in 
TIDE. NCTC analysts review the nomination to ensure it meets nomination criteria and then 
forward the nomination to the TSC. Analysts at the TSC perform a comprehensive review of the 
nomination, which includes a review of the derogatory information contained in TIDE and the 
FBI’s Automated Case System. During this process, if there is a reasonable suspicion that the 
individual is engaging in terrorism or terrorist activity, the terrorist would be added to the TSDB. 
Placement on the No Fly list requires two components, sufficient biographical information and 
sufficient derogatory information. If additional information existed to satisfy any of the 
substantive derogatory criteria and the minimum biographic criteria for the No Fly list, the 
terrorist’s name would be exported to the No Fly list as well. If the analyst reviewing the No Fly 
nomination determines that there is insufficient information to warrant inclusion on the No Fly 
list, the nomination is forwarded to the TSA (Office of Intelligence and/or the Federal Air 
Marshal Service (FAMS)) subject matter experts at the TSC for further analysis and a final 
recommendation. The TSA subject matter expert will review the nomination and all accessible 
derogatory information associated with the individual and apply the No Fly and Selectee list 
criteria to that information. Based upon that review and analysis, the TSA/FAMS subject matter 
expert will then decide based upon that criteria whether the individual will be included on either 
the No Fly or Selectee list. 

Inclusion on the No Fly list prohibits a potential terrorist from boarding a commercial 
aircraft that departs or arrives in the United States. It also prohibits an airplane carrying an 
individual on the No Fly list from transiting United States airspace. The Selectee list is used to 
provide the individual with a secondary screening. Currently, TSA provides the No Fly and 
Selectee list to commercial air carriers who are then responsible for passenger prescreening 
against the No Fly and Selectee lists. With the implementation of the Department of Homeland 
Security’s Secure Flight Program, the U.S. Government will assume the responsibility of 
passenger prescreening against the No Fly and Selectee lists, which will improve the overall 
effectiveness of this process. 

Actions Since December 25, 2009 

Before December 25, 2009, TSC did not receive a nomination to watchlist Umar Farouk 
Abdulmutallab and, as a result, he was not watchlisted in TSDB. Following the attempted 
terrorist attack, the President of the United States initiated a review of the facts that permitted 
Umar Farouk Abdulmutallab to board Northwest Airlines Flight 253. In his January 7, 2010 
memorandum, the President concluded that immediate actions must be taken to enhance the 
security of the American people. These corrective actions were also required to ensure that the 


' US Department of Homeland Security Office of Inspector General, Role of the No Fly and Selectee Lists in 
Securing Commercial Aviation, OIG-09-64, May 2009. 
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standards, practices, and business processes that have been in place since the aftermath of 9/1 1 
are appropriately robust to address the evolving terrorist threat facing our Nation in the coming 
years. As a result, the TSC was given two instructions. The first was to conduct a thorough 
review of the TSDB and ascertain the current visa status of all known and suspected terrorists, 
beginning with the No Fly list. That process has now been completed. The second was to 
develop recommendations on whether adjustments are needed to the watchlisting Nominations 
Guidance, including biographic and derogatory criteria for inclusion in TIDE and TSDB, as well 
as the No Fly and Selectee lists. To do so, TSC convened its Policy Board Working Group with 
representation from NCTC, DHS, CIA, NSA, DOD, DOJ, DOS, and NSC to achieve interagency 
consensus. That process is underway and TSC is working with its interagency partners to 
develop appropriate recommendations for consideration by the President. 

As of yet, however, there have been no formal changes to watchlisting criteria, including 
the criteria for inclusion on the No Fly list, since February 2008 when those criteria were last 
expanded. At the direction of the White House and in conjunction with NCTC, the TSC has 
made some temporary and limited additions to the watchlist to counter the specific terrorist threat 
observed on December 25, 2009. As a result, a threat-related target group was identified and 
individuals from specific high-threat countries already residing in TIDE or TSDB were added to 
the No Fly and Selectee lists, or upgraded to TSDB if necessary, to prevent future attacks. 

Conclusion 

As the investigation into the events that allowed Umar Farouk Abdulmutallab to board 
Flight 253 continues, the TSC remains focused on fulfilling its Presidential and interagency 
mandates to share terrorist screening information with our domestic and foreign partners. We 
have a standing commitment to improve our operational processes, to enhance our human capital 
and technological capabilities, and to continue to protect Americans from terrorist threats while 
protecting privacy and safeguarding their civil liberties. Terrorist Watchlisting has been a vital 
tool in the counterterrorism efforts of the United States Government and will continue to be so in 
the future. Chairman Lieberman, Ranking Member Collins and members of the Committee, 
thank you for the opportunity to address this Committee. I look forward to answering your 
questions. 
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Good morning Chairman Lieberman, Ranking Member Collins, and distinguished 
Members of the Committee. Thank you for the opportunity to appear today to discuss the steps 
the Transportation Security Administration (TSA) has taken in response to the attempted terrorist 
attack on Northwest Flight 253. I appreciate the Committee’s leadership in the aftermath of the 
attack, and your steadfast efforts to ensure the security of the American people. 

The attempted attack on Northwest Flight 253 on December 25 was a powerful reminder 
that terrorists will go to great lengths to defeat the security measures that have been put in place 
since September 1 1 , 200 1 . As Secretary of Homeland Security Janet Napolitano has testified at 
recent hearings, this Administration is determined to thwart terrorist plots and disrupt, dismantle, 
and defeat terrorist networks by employing multiple layers of defense that work in concert with 
one another to secure our country. This is an effort that involves not just TSA, but components 
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across the Department of Homeland Security and many other federal agencies as well as state, 
local, tribal, territorial, private sector and international partners. 

Today 1 want to describe the role that TSA currently performs in aviation security, how' 
TSA responded in the immediate aftermath of the attempted Christmas Day attack, and how we 
are moving forward to further bolster aviation security. 

TSA’s Role in Multiple Layers of Defense 

Since 9/11, the U.S. government has employed multiple layers of defense across several 
departments and agencies to secure the aviation sector and ensure the safety of the traveling 
public. Different federal agencies bear different responsibilities, while other countries and the 
private sector - e.specially the air carriers themselves - also have important roles to play. 

Passenger Identity Verification 

As one critical layer of defense, DHS conducts pre-departure passenger identity 
verification in partnership with the airline industry and foreign governments in order to prevent 
known or suspected terrorists from boarding a plane bound for the United States or, as 
appropriate, to identify them for additional screening. DHS uses the Terrorist Screening 
Database (TSDB), managed by the FBI’s Terrorist Screening Center, to determine who may 
board, who requires further screening and investigation, who should not be admitted, or who 
should be referred to appropriate law enforcement personnel. 

Specifically, to help make these determinations, DHS uses the No-Fly List and the 
Selectee List, two important subsets within the TSDB. Individuals on the No-Fly List should not 
receive a boarding pass for a flight to, from, over, or within the United States. Individuals on the 
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Selectee List must go through additional security measures, including a full-body pat-down and a 
full physical examination of personal effects. 

Through ISA’s Secure Flight Program, the Department is making an important change to 
the process of matching passenger identities against the No-Fly List and Selectee List, and 
fulfilling an important recommendation of the 9/1 1 Commission, Previously, responsibility for 
checking passenger manifests against these lists rested with the air carriers themselves. Under the 
Secure Flight program, DHS began to transfer this responsibility to TSA in 2009, and the 
transition is targeted for completion by the end of this year. In addition to creating a more 
consistent matching process for all domestic and international travel to the United States and 
strengthening the effectiveness of redress in preventing misidentifications. Secure Flight will flag 
potential watchlist matches and immediately trigger law enforcement notification and 
coordination. 

Screening Passengers and Baggage 

Another layer of defense in which TSA plays a critical role is the screening of passengers 
and their baggage. TSA screens passengers and baggage at airports in the United States, but not 
in other countries. Physical screening at foreign airports is conducted by the foreign government, 
air carriers, or by the respective airport authority. 

Domestically, TSA employs a layered approach to security, which includes measures 
both seen and unseen by travelers. The 48,000 Transportation Security Officers at hundreds of 
airports across the United States screen 1,8 million passengers and their baggage every day using 
advanced technology x-ray systems, walk-through metal detectors, explosive trace detection 
equipment, trained canines, vapor trace machines that detect liquid explosives. Advanced 
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Imaging Technology, full-body pat-downs, explosives detection systems, Bomb Appraisal 
Officers, and Behavior Detection Officers - both at the checkpoint and throughout the airport. 
Through programs such as the Aviation Direct Access Screening Program, TSA also uses 
random and unpredictable measures to enhance security throughout the airport perimeter and in 
limited access areas of airports. The $1 billion in Recovery Act funds provided to TSA for 
checkpoint and checked baggage screening technology have enabled TSA to greatly accelerate 
deployment of these critical tools to keep passengers safe. 

In-Flight Security 

To support in-flight security. Federal Air Marshals (FAM) are deployed on high-risk 
domestic and international flights where international partners allow FAMs to enter their country 
on U.S.-flagged carriers. Thousands more volunteer pilots serve as armed, deputized Federal 
Flight Deck Officers on domestic flights. Additionally, armed law enforcement officers from 
federal, state, local, and tribal law enforcement agencies that have a need to fly armed provide a 
force multiplier on many flights. 

International Screening Standards 

Because TSA does not conduct screening at international airports, TSA works closely 
with our foreign partners to ensure international screening standards are followed- particularly 
for flights bound to the U.S. TSA annually conducts approximately 300 airport assessments at 
foreign airports using International Civil Aviation Organization (ICAO) standards and 
inspections of foreign and U.S. air carriers that fly to the United States using TSA standards. If 
an airport does not meet these standards, TSA works with the host government to rectify the 
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deficiencies and raise airport security to an acceptable level. Ultimately, it is the foreign 
government that must work to address these security issues. If non-compliance with international 
standards continues long-term, TSA may recommend suspension of flight service from these 
airports to the United States. 

In addition, TSA inspects ail U.S. and foreign air carriers that fly to the United States 
from each airport that is a last point of departure to ensure compliance with TSA standards and 
directives. Should air carrier security deficiencies exist, TSA works with the air carrier to raise 
compliance to an acceptable level. 

Response to the Christmas Day Attack 

Following the first reports of an attempted terrorist attack on Northwest Flight 253 on 
December 25, DHS immediately put in place additional security measures. TSA directed the 
Federal Aviation Administration to apprise 128 U.S.-bound international flights from Europe of 
the attempted attack and to ask them to maintain heightened vigilance on their flights. Increased 
security measures were put in place at domestic airports, including additional explosive detection 
canine teams, state and local law enforcement, expanded presence of Behavior Detection 
Officers, and enhanced screening. TSA conducted calls with all major airlines and the Air 
Transport Association, and issued Security Directives and Emergency Amendments for all 
international flights to the U.S,, which mandated enhanced screening prior to departure and 
additional security measures during flight. 

In addition to TSA’s outreach, DHS was in close contact with Congress, our international 
partners, and state and local officials across the country. DHS and the FBI issued a joint bulletin 
on the attempted attack to state and local law enforcement throughout the nation and distributed 
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it to all Homeland Security Advisors, regional fusion center directors and Major City Homeland 
Security Points of Contact in the country. 

On January 3, DHS/TSA issued a new Security Directive, effective on January 4 and still 
operational today, which includes security measures developed in consultation with law 
enforcement officials and our domestic and international partners. This Security Directive 
mandates that every individual flying into the U.S. from anywhere in the world traveling from or 
through nations that arc state sponsors of terrorism' or other countries of interest will be required 
to go through enhanced screening. The directive also increases the use of enhanced screening 
technologies and mandates threat-based and random additional screening for passengers on U.S. 
bound international flights. These measures are being implemented with extraordinary 
cooperation from our global aviation partners 

Steps Forward to Improve Aviation Security 

While these immediate steps helped strengthen our security posture to face current threats 
to our country, as President Obama has made clear, we need to take additional actions to address 
the systemic vulnerabilities highlighted by this failed attack. At President Obama and Secretary 
Napolitano’s direction, DHS and TSA are pursuing five key objectives to enhance the protection 
of air travel from acts of terrorism. 


Watchlists 

First, DHS is working with our interagency partners to re-evaluate and modify the criteria 
and process used to build the TSDB, including adjusting the process by which names are added 
' The State Department currently lists Cuba, Iran, Sudan, and Syria as state sponsors of terrorism. 
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to the No-Fly and Selectee Lists. The Department’s ability to prevent terrorists from boarding 
flights to the United States depends upon these lists and the criteria used to create them. As an 
entity that is primarily a consumer of this intelligence and the operator of programs that rely on 
these lists, DHS is working closely with our partners in the Intelligence Community to make 
clear the kind of information DHS needs from the watchlist system. 

DHS/ DOE Partnership 

Second, DHS has established a new partnership with the Department of Energy (DOE) 
and its National Laboratories in order to use their expertise to bolster security. The Deputy 
Secretaries of Homeland Security and Energy are leading the effort to bring the paramount 
capabilities and critical resources of the DOE National Laboratories to bear on developing 
advance technical solutions to key aviation security challenges. This partnership will focus on 
advancing current technology, assessing system capabilities to determine gaps, and developing 
emerging technologies to fill those gaps in an efficient and effective manner. 

Two years ago, DHS and DOE formed the National Explosive Engineering Sciences 
Security (NEXESS) Center, a consortium of National Laboratories including Sandia National 
Laboratory, Los Alamos National Laboratory, and Lawrence Livermore National Laboratory, to 
provide an agile and aggressive means to anticipate and understand explosive threats and to 
develop countermeasures to protect the homeland. The NEXESS Center provides informed 
scientific analysis for short- to mid-term priority assessments as well as mid- to long-term 
research and technology development. The Deputy Secretaries of both DHS and DOE are 
working collaboratively to strengthen these efforts in light of the December 25 attempted attack. 
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TSA is also working closely with the DHS Transportation Security Laboratory (TSL) in 
technology development. The TSL, operated by DHS Science & Technology, performs extensive 
qualification testing for all of TSA’s explosives screening equipment. 

Enhanced Screening Technology 

Third, TSA is aggressively pursuing the deployment of enhanced screening technology to 
domestic airports and encouraging our international partners to do the same. While no 
technology is a silver bullet in stopping a terrorist attack, a number of technologies, when 
employed as part of a multi-layered security strategy, can increase our ability to detect dangerous 
materials. 

To this end, TSA will accelerate deployment of Advanced Imaging Technology to 
increase capabilities to identify materials such as those used in the attempted December 25 
attack. These efforts are already well underway. TSA currently has 40 machines deployed at 
nineteen airports throughout the United States and purchased 150 additional AIT units last 
September under the American Recovery and Reinvestment Act of 2009. This year, TSA expects 
to deploy at least 450 additional units across the country. The Administration’s Fiscal Year 201 1 
budget calls for purchasing and installing an additional 500 AIT units, which would bring the 
total number of AIT units to approximately 1 ,000, The detection capabilities of AIT units are 
one part of a successful technology security initiative, but it is also critical that TSOs have the 
necessary training to resolve an anomaly identified by the AIT operator. TSA is working to 
improve both the detection capability of the units and the ability of screening personnel to 
resolve an anomaly, while being respectful of personal privacy, dignity, and civil rights and 
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liberties. The Administration’s Fiscal Year 201 1 budget also includes additional personnel to 
operate these AIT machines, 

DHS is also increasing assets in the area of canine teams, explosives detection 
equipment, and highly trained security personnel to strengthen our abilities to find dangerous 
materials and stop dangerous people from boarding aircraft. Nearly 950 Advanced Technology 
X-ray machines have been deployed to U.S. airports to enhance the screening of carry-on bags. 
Additional machines will follow this year and include automated detection software to improve 
their capability. TSA has expanded the random use of Explosive Trace Detection (ETD) 
machines, which can be effective against a wide scope of explosives, to screen both passengers 
and bags. The Administration’s Fiscal Year 201 1 budget request calls for $60 million to 
purchase approximately 800 portable ETD machines. The FY 201 1 budget also requests funding 
for a substantial increase of explosives detection canines by adding an additional 275 teams. 
Further, the budget seeks funding for an additional 350 Behavior Detection Officers. 

Aviation Law Enforcement 

Fourth, DHS will strengthen the presence and capacity of aviation law enforcement. 
Beginning this month, as an interim measure, we have deployed additional law enforcement 
officers from across DHS- including the Secret Service, Customs and Border Protection, 
Immigration and Customs Enforcement, and the U.S. Coast Guard- to assist Federal Air 
Marshals. In January, these highly trained officers participated in an accelerated specialized 
training program led by the FAMS on the unique methods employed to protect and defend an 
aircraft. This will allow for an immediate further increase in FAMS coverage of international 
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flights. The President’s FY 201 1 budget request also increases funding to sustain long-term 
FAMS coverage on domestic and international flights. 

International Partnerships 

Fifth, as mentioned earlier, DHS will continue to work with international partners to 
strengthen international security measures and standards for aviation security. Much of our 
success in ensuring that terrorists do not board flights to the United States is dependent on what 
happens in foreign airports and the commitment of our foreign partners to enhance security. 

Last month, DUS leadership embarked upon an aggressive international outreach 
initiative to enhance international aviation security standards and practices- particularly for 
international flights bound for the United States. In early January, Deputy Secretary Lute and 
other senior Department officials traveled to Africa, Asia, Europe, the Middle East, Australia, 
and South America to meet with international leadership on aviation security. In these meetings, 
they reviewed security procedures and technology being used to screen passengers on U.S.- 
bound flights and worked on ways to bolster our collective tactics for defeating terrorists. 

Later in January, Secretary Napolitano traveled to Toledo, Spain and Geneva, 
Switzerland to meet with her international counterparts and the private sector air carriers on 
aviation security. In Spain, at the invitation of the Spanish Minister of Interior, the Secretary 
participated in the first organizational meeting of the Spanish EU Presidency of Justice and 
Home Affairs ministers, a plenary of thirty-three countries. At this meeting, there was broad 
consensus and a clear sense of urgency to take immediate action to strengthen security measures, 
as the Secretary and her European counterparts signed a joint declaration affirming their 
collective commitment to strengthening information sharing and passenger vetting, deploying 
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additional proven security technologies, and bolstering international aviation security standards. 
There was similarly strong consensus in Geneva, where the Secretary met with the leaders of the 
International Air Transport Association, which represents approximately 230 airlines and more 
than 90 percent of the world's air traffic. They agreed that government and the private sector 
must work collaboratively both to develop enhanced international security standards and-most 
importantly-to implement them effectively. 

These meetings were the first in a series to bring about international agreement on 
stronger aviation security standards and procedures. Over the next few months, the International 
Civil Aviation Organization (ICAO) will facilitate several regional aviation security meetings to 
build on the progress made in Toledo and Geneva. TSA, specifically, has also developed an 
aggressive timeline and corresponding strategy for international engagement and outreach 
through our Office of Global Strategies. Focusing on priority areas designed to affect the 
greatest change in international civil aviation security, TSA is boosting its work with foreign 
government counterparts and industry stakeholders to raise awareness of the threat and to 
encourage specific enhancements in security measures worldwide. These priorities include: 
developing a common view and understanding of the threat to civil aviation; enhancing 
international standards for civil aviation security through ICAO; conducting security audits and 
ensuring robust oversight; encouraging the use of technological and non-technological measures 
to prevent and deter terrorist activity in the civil aviation sector; developing cooperative 
agreements for information sharing with key foreign government partners; providing training 
and related technical assistance to develop and enhance sustainable security practices in partner 
countries; and working with appropriate foreign government counterparts to enhance their 
authorities in their national aviation security domain. This targeted coordination and 
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collaboration, through both bilateral and multilateral forums, will continue to advance our key 
security objectives and improve the overall level of security of international civil aviation while 
fostering our international partnerships and relations that are critical to this effort. 

In all of these action areas to bolster aviation security, we are moving forward with a 
determination to safeguard the privacy and rights of travelers. 


Conclusion 

In closing, Mr, Chairman, TSA is taking aggressive action in the wake of the failed 
Christmas Day bombing. We are expanding and improving the use of technology, strengthening 
aviation security protocols with our foreign partners, developing long-term law enforcement 
capacities in aviation security, collaborating across the Administration in developing the next 
generation of aviation security technology, working to streamline and improve the U.S. watchlist 
matching process for air travelers, and strengthening a TSA workforce that is highly trained, 
agile and dedicated to this mission. TSA and DHS are prepared to meet the challenge. 

Thank you for your continued assistance to TSA and for the opportunity to discuss these 
steps with you today. I would be pleased to respond to your questions. 
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Chairman Lieberman, Ranking Member Collins, and distinguished Members of 
the Committee. Thank you for the opportunity to appear today to discuss the steps U.S. 
Customs and Border Protection (CBP) has taken in response to the attempted terrorist 
attack on Northwest Flight 253. 1 appreciate the Committee’s leadership in the aftermath 
of the attack, and your steadfast efforts to ensure the security of the American people. 

The attempted attack on Northwest Flight 253 on December 25 was a powerful 
reminder that terrorists will go to great lengths to defeat the security measures that have 
been put in place since September 1 1, 2001 . As Secretary Napolitano has testified at 
recent hearings regarding the attempted attack, this Administration is determined to 
thwart terrorist plots and disrupt, dismantle, and defeat terrorist networks by 
employing multiple layers of defense that work in concert with one another to secure our 
country. This is an effort that involves not just CBP, but components across the 
Department of Homeland Security and many other federal agencies as well as state, local, 
tribal, territorial, private sector and international partners. 
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Today I want to describe the role that CBP currently performs in aviation security 
and the enhanced security measures implemented in the aftermath of the attempted 
Christmas Day attack. 

CBP’s Role in Multiple Layers of Defense 

Since 9/1 1, the U.S, government has employed multiple layers of defense across 
several departments and agencies to secure the aviation sector and ensure the safety of the 
traveling public. Different federal agencies bear different responsibilities, while other 
countries and the private sector - especially the air carriers themselves - also have 
important roles to play. 

CBP is responsible for securing our Nation’s borders while facilitating the 
movement of legitimate travel and trade vital to our economy. Our purview spans more 
than 5,000 miles of border with Canada and 1,900 miles of border with Mexico. CBP is 
the largest uniformed, federal law enforcement agency in the country, with over 20,000 
Border Patrol Agents operating between the ports of entry and more than 20,000 CBP 
officers stationed at air, land, and sea ports nationwide. These forces are supplemented 
with more than 1,100 Air and Marine agents, and 2,300 agricultural specialists and other 
professionals. In FY 2009 alone, CBP processed more than 360 million pedestrians and 
passengers, 109 million conveyances, apprehended over 556,000 illegal aliens between 
our ports of entry, encountered over 224,000 inadmissible aliens at the ports of entry, and 
seized more than 5.2 million pounds of illegal drugs. Every day, CBP processes over one 
million travelers seeking to enter the United States by land, air or sea. 

In order to counter the threat of terrorism and secure our borders, CBP relies on a 
balanced mix of professional law enforcement personnel, advanced technologies and 
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fully modernized facilities and infrastructure both at and between the ports of entry. We 
deploy a cadre of highly trained agents and officers who utilize state of the art 
technologies to quickly detect, analyze and respond to illegal breaches across the borders. 
These personnel rely upon a solid backbone of tactical infrastructure to facilitate their 
access to border areas while impeding illegal entry by persons or vehicles into the United 
States. CBP Officers utilize advanced targeting, screening and inspection technologies to 
quickly identify persons or cargo that warrant additional scrutiny without unduly 
impeding the traveling public or commerce. 

CBP and Intelligence 

In 2007, CBP created the Office of Intelligence and Operations Coordination 
(OIOC), which serves as the situational awareness hub for CBP, providing timely, 
relevant information and actionable intelligence to operators and decision-makers and 
improving coordination of CBP-wide operations. Through prioritization and mitigation of 
emerging threats, risks and vulnerabilities, OIOC enables CBP to better function as an 
intelligence-driven operational organization. The OIOC serves as a single, central 
repository for agency-wide intelligence, while exploring new ways to analyze and fuse 
information. 

As part of our efforts to screen passengers bound for the United States, CBP is a 
consumer of the U.S. Government’s consolidated terrorist watchlist, which we use to help 
keep potential terrorists off flights bound for the United States and to identify travelers 
that require additional screening. Specifically, DHS uses the Terrorist Screening 
Database (TSDB), managed by the Terrorist Screening Center, as well as other 
information provided through the Intelligence Community, to determine who may board 
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flights, who requires further screening and investigation, who should not be admitted, or 
who should be referred to appropriate law enforcement personnel. 

National Targeting Center-Passenger (NTC-P) 

A key tool for DHS in analyzing, assessing, and making determinations based on 
the TSDB and other intelligence information, is the National Targeting Center (NTC), 
run by CBP. The NTC is a 24/7 operation, established to provide tactical targeting 
information aimed at interdicting terrorists, criminal actors and prohibited items. Crucial 
to the operation of the NTC is CBP’s Automated Targeting System (ATS), a primary 
platform used by DHS to match travelers and goods against screening information and 
known patterns of illicit activity. Since its inception after 9/1 1, the NTC has evolved into 
two Centers: the National Targeting Center Passenger (NTC-P) and the National 
Targeting Center Cargo (NTC-C). 

This year, Immigration and Customs Enforcement (ICE) began deploying Visa 
Security Program (VSP) personnel to the NTC-P to augment and expand current 
operations. Through the VSP, ICE stations agents at embassies and consulates to assist 
the State Department in identifying visa applicants who may present a security threat. 
The focus of the VSP and NTC-P are complementary: the VSP is focused on identifying 
terrorists and criminal suspects and preventing them from reaching the United States, 
while the NTC-P provides tactical targeting and analytical research in support of 
preventing terrorist and terrorist weapons from entering the United States. The co- 
location of VSP personnel at the NTC-P has helped increase communication and 
information sharing. 
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Safeguards for Visas and Travel 

One of the first layers of defense in securing air travel involves safeguards to 
prevent dangerous people from obtaining visas, travel authorizations and boarding passes. 
To apply for entry to the United States prior to boarding flights bound for the U.S. or 
arriving at a U.S. port of entry, most foreign nationals need visas - issued by a U.S. 
embassy or consulate - or, if eligible to travel under the Visa Waiver Program (VWP) 
country, travel authorizations issued through the Electronic System for Travel 
Authorization (ESTA).' 

Issuing visas is the responsibility of the Department of State (DOS), which 
screens all visa applicants biographic data against the TSDB for terrorism-related 
concerns and screens their biometric data (fingerprints and facial recognition) against 
other U.S. government databases for security, criminal and immigration violation 
concerns. For individuals traveling under the VWP, DHS operates ESTA, a web-based 
system through which individuals must apply for travel authorization prior to traveling to 
the United States. ESTA enables CBP to conduct enhanced screening of VWP applicants 
in advance, of travel to the United States in order to assess whether they could pose a risk 
to the United States, including possible links to terrorism. On January 20, 2010, CBP 
began its transition to enforce ESTA compliance for air carriers, requiring all foreign 
nationals to present a valid authorization to travel to the United States at the airport of 
departure. 


’ Exceptions would be citizens of countries under other visa waiver authority such as the Western 
Hemisphere Travel Initiative or the separate visa waiver program for Guam and the Commonwealth of the 
Northern Mariana Islands, or those granted individual waivers of the visa requirement under the 
immigration laws. 
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Pre-departure Screening 

When a traveler purchases a ticket for travel to the United States, a Passenger 
Name Record (PNR) may be generated in the airline’s reservation system. PNR data 
contains various elements, which may include optional information on itinerary, co- 
travelers, changes to the reservation, and payment information. CBP receives PNR data 
from the airline at various intervals beginning 72 hours prior to departure and concluding 
at the scheduled departure time, CBP officers utilize the Automated Targeting System - 
Passenger (ATS-P) to evaluate the PNR data against “targeting rules” that are based on 
law enforcement data, intelligence and past case experience. 

On the day of departure, when an individual checks-in for their intended flight, 
the basic biographic information from the individual’s passport is collected by the air 
carrier and submitted to CBP’s Advance Passenger Information System (APIS). APIS 
data, which carriers are required to provide to DHS at least 30 minutes before a flight for 
all passengers and crew on-board, contains important identifying information that may 
not be included in PNR data, including verified identity and travel document information 
such as a traveler’s date of birth, citizenship, and travel document number. Carriers are 
required to verify the APIS information against the travel document prior to transmitting 
it to CBP, DHS screens APIS information on international flights to or from the United 
States against the TSDB, as well as against criminal history information, records of lost 
or stolen passports, and prior immigration or customs violations and visa refusals, APIS 
is also connected to Interpol’s lost and stolen passport database for routine queries on all 
inbound international travelers. 
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Another layer in the screening process is the Immigration Advisory Program 
(lAP), which stations CBP officers at nine airports in seven countries in coordination 
with the host foreign governments. CBP's National Targeting Center provides the lAP 
officers with non-U.S. Citizen and non-Legal Permanent Resident matches to the TSDB, 
of which the No Fly list is a subset. CBP also flags anyone whose U.S. visa has been 
revoked, whose Electronic System for Travel Authorization (ESTA) has been denied, 
who is using a foreign lost or stolen passport, or who is included on a Public Health 
Record provided by the Centers for Disease Control and Prevention. lAP officers can 
make “no board” recommendations to carriers and host governments regarding 
passengers bound for the United States who may constitute security risks, but do not have 
the authority to arrest, detain, or prevent passengers from boarding planes. 

Screening while en-route to the United States and upon arrival 

While flights are en route to the United States, CBP continues to evaluate the 
APIS and PNR information submitted by the airlines. At this point, a further assessment 
of an individual’s admissibility into the United States is conducted, and a determination is 
made as to whether an individual requires additional screening prior to admission. 

Upon arrival in the United States, travelers present themselves to a CBP officer 
for inspection. Based on the information garnered during the in-flight analysis, as well as 
the CBP officer’s observations at the port of entry, a determination is made as to whether 
the traveler should be referred for a secondary inspection or admitted to the United 
States. 
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Enhanced Security Measures Implemented Since the Christmas Day Attack 

Following the first reports of an attempted terrorist attack on Northwest Flight 
253 on December 25, DHS immediately put in place additional security measures. Since 
then, CBP has undertaken a number of initiatives to enhance our security posture. 
lAP Referrals 

As explained above, CBP officers stationed abroad under the lAP receive referrals 
from the NTC-P based on matches against the TSDB. Following the attempted attack in 
December, the NTC-P, in coordination with the OIOC, has expanded the information 
referred to lAP’s to include all aliens that the State Department has identified as actually, 
or likely, having engaged in terrorist activity as well, as existed in that case.. NTC-P and 
OIOC continue to work with the Intelligence Community to develop new rules to address 
the ever-changing threat, while implementing specific operations to address these threats. 
Referrals for non-lAP Airports 

On January 10, 2010, CBP also began pre-screening passengers traveling from 
non-IAP locations through the ATS-P framework. To accomplish this goal, the NTC-P 
works in coordination with officers assigned to the Regional Carrier Liaison Groups 
(RCLG). The RCLG are established in Honolulu, Miami and New York and provide 
regional points of contact and coordination between international carriers, foreign 
immigration authorities and other DHS entities. The RCLG respond to carrier inquiries 
concerning the validity of travel documents presented or admissibility of travelers. 
Additionally, CBP officers at the NTC-P work with the RCLG officers to make 
recommendations to foreign carriers that boarding be denied (off-loads) to individuals 
traveling to the United States who have been Identified as being national security related 
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threats, ineligible for admission or who are traveling on fraudulent or fraudulently 
obtained documents prior to boarding a flight to the United States. However, the final 
decision to board or not board remains with the carrier. This pre-departure initiative 
mirrors our lAP efforts for flights originating from airports that do not currently have an 
lAP presence. 

Enhanced Operational Protocols 

At home and abroad, CBP officers have been briefed on the current threat stream 
and continue to work with our international partners, air carriers, local police, border 
control and counterterrorism authorities to recommend passengers traveling to and 
entering the U.S. for additional screening as needed. CBP has implemented enhanced 
operational protocols at 1 5 preclearance locations and all 300 plus ports of entry in the 
United States. At airports, CBP has enhanced reviews of all incoming advanced 
passenger manifests based on current threats and have increased pre and post-primary 
operations. At U.S. ports of entry, Passenger Analysis Units (PAU), and Counter 
Terrorism Response (CTR) teams continue carrying out targeted enforcement 
inspections, and have increased reviews of cargo manifest systems/databases by our 
Advance Targeting Unit (ATU) teams, and vehicle trunk inspections and truck cab 
checks. At POEs, the CTR team will normally be formed from CBP Officers assigned to 
special teams, or who possess prior counter-terrorism, antiterrorism, or intelligence- 
related training or experience. These officers are then provided additional training in 
order to target persons or cargo that may warrant additional scrutiny. PAU and ATU are 
specifically designed to target passengers or cargo that may require CTR examination 
before they arrive at the POE, At seaports, CBP has heightened screening with Non 


9 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00344 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



337 


Intrusive Inspection (Nil) equipment of all cargo from countries of interest, and increased 
cargo and port perimeter sweeps. 

Through intelligence sharing agreements, CBP continues to work with our 
counterparts in the United Kingdom, Canada, and Mexico, as well as CBP Attaches and 
representatives around the world, to share information as necessary and appropriate. 

Conclusion 

The attempted attack on Christmas Day serves as a stark reminder that terrorists 
motivated by violent extremist beliefs are determined to attack the United States. 
President Obama and Secretary Napolitano have made clear that we will be unrelenting 
in using every element of our national power in our efforts around the world to disrupt, 
dismantle, and defeat al-Qaeda and other violent extremists. 

While we address the circumstances behind this specific incident, we must also 
recognize the evolving threats posed by terrorists, and take action to ensure that our 
defenses continue to evolve in order to defeat them. We live in a world of ever-changing 
risks, and we must move as aggressively as possible both to find and fix security flaws 
and anticipate future vulnerabilities. CBP will continue to work with our colleagues in 
DHS and the Intelligence Community to address this ever-changing threat. 

Chairman Lieberman, Ranking Member Collins, and members of the Committee, 
thank you for this opportunity to testify. I look forw'ard to answering your questions. 
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Post-Hearing Questions for the Record 
Submitted to Russell E. Travers 
From Senator Joseph I. Lieberman 

“The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening” 

March 10, 2010 


1 . NCTC Director Michael Leiter testified before this Committee on January 20th that NCTC 
does not have the capability to conduct a single search across intelligence community 
databases but instead must query each database individually. An internal assessment of the 
terrorist watch list process undertaken by the DNI last year supports Director Leiter’ s 
statement and highlights the ways in which the stovepiped information architecture within 
the intelligence community makes it challenging for NCTC analysts to search relevant 
databases and validate watchlisting nominations. In assessing the watchlisting process, this 
internal report points out that NCTC analysts lack the ability to conduct a Google-like search 
across databases. Instead, they need to separately log-on to different networks and data 
sources, This obviously results in an inefficient use of time — and as we know, time is all too 
often short. The assessment also notes that NCTC analysts often have “limited source 
information” and “don’t know what they don’t know.” 

a. What is being done to enhance the efficiency of the analytic processes that support 
watchlisting, and to ensure that analysts are able to discover all the information that 
exists across the government’s intelligence databases about a person who has been 
nominated - or build the case for NCTC-generated nominations? 

b. Are there specific types of information that NCTC analysts are unable to access when 
they are reviewing watchlisting nominations - for example, certain types of 
compartmented information? Without going into details, what steps are being taken 
in the wake of the Christmas Day attack to remove such barriers and ensure that such 
information can be queried where appropriate? 

2. What is being done in the wake of the Christmas Day attack to develop capabilities that 
would allow NCTC to improve automated discovery of potential threat-related information in 
a way that would support the watchlisting system? What exactly are the legal or policy 
obstacles that need to be overcome in order to implement such automated capabilities? 


Responses to the above Questions for the Reeord were submitted as “for official use only” 
and are on file with the Committee. 
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Post-Hearing Questions for the Record 
Submitted to Gale D. Rossides and David V. Aguilar 
From Senator Joseph 1. Lieberman 

Question#; i 

Topic: Global API 

Hearing; The Lessons and Implications of the Christmas Day Attack: 

Watchlisting and Pre-Screening 

Primary: The Honorable Joseph I. Lieberman 

Committee: HOMELAND SECURITY (SENATE) 

Question: Our ability to pre-screen international travelers against our watchlists and 
other databases is a crucial component of our national security. The President’s budget 
submission would eliminate funding for the Global Advance Passenger Information 
program (Global API). Global API seeks to address a weakness in our prescreening 
system by reaching agreements with other countries to provide us with information about 
passengers on flights that do not have a nexus to the United States that is, flights that are 
not coming to the U.S. This is important because if someone purchases their ticket to the 
United States in two separate transactions, spending perhaps a day or two in another 
country in between their two flights, we currently have no way to know about their travel 
until they show up at the airport for their U.S. -bound flight. The Christmas day attack 
has shown us that this prescreening needs to begin as soon as possible and Global API is 
an important piece of the puzzle. 

Why is DHS seeking to eliminate funding for the Global API program? How will DHS 
ensure that alternative funding is available should other countries seek to participate in 
the program during FY201 1, given that the Department is also proposing a cut in the CBP 
travel budget? 

Response; While the FY 201 1 budget request does not sustain the $3M FY 2010 
initiative for the Global API program, CBP is not eliminating its commitment to the 
program. CBP is continuing outreach to the countries with significant interest in the 
program. Should an opportunity with an interested country present itself, CBP would 
identify internal funding and make the appropriate notifications, to support such a 
request. Additionally, CBP would request the funding in future budget requests. 

Question; Would DHS support Congressional action to expand the current passenger 
prescreening programs for international flights to ensure that CBP and other agencies 
have access to the identifying biographical information required to check all of our 
government’s intelligence and crime databases at least 24 hours before an airplane 
departs for the United Stales? 

Response: Commercial air carriers must transmit Advance Passenger Information 
System (APIS) data no later than 30 minutes prior to securing the aircraft doors for a 
batch transmission of passenger data or up to the time of securing the aircraft doors for 
interactive Automated Quick Query (AQQ) submissions of individual passenger data. 
CBP also requires commercial air carriers to provide access to available Passenger Name 
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Question#; 
T opic: 
Hearing; 

Primary; 

Committee; 


I 

Global API 

The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening 

The Honorable Joseph I. Lieberman 

HOMELAND SECURITY (SENATE) 


Record (PNR) data starting at 72 hours before departure. Many passenger name records 
contain incomplete information, which limits CBP’s ability to conduct terrorist watchlist 
screening, however; this will change with the full implementation of the Transportation 
Security Administration’s (TSA) Secure Flight program. 

Under Secure Flight, carriers will be required to collect and provide passenger 
information including Full Name, Date of Birth and Gender to TSA 72 hours prior to 
departure for purposes of security screening. When Secure Flight is fully deployed for 
international air carriers (by December 31, 2010), CBP will receive this passenger 
information through the PNR data requirement resulting in enhanced screening 
capabilities for CBP. 

Requiring additional passenger information and additional time for screening, beyond 
current APIS and PNR requirements, would necessitate changes to existing processes. 
Requiring travelers to formalize plans to travel to or from the United States at least 24 
hours before departure would also preclude all last-minute travel. 
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Question#; 2 
Topic; TSDB 

Hearing; The Lessons and Implications of the Christmas Day Attack; 
Watchlisting and Pre-Screening 

Primary; The Honorable Joseph 1, Lieberman 

Committee: HOMELAND SECURITY (SENATE) 


Question: Over 400,000 individuals have been identified as known or suspected 
terrorists on our Consolidated Terrorist Screening Database (TSDB). Only a small subset 
of these people, about 12,000, face enhanced physical screening measures at our airports. 
In the wake of the December 25th attack by Abdulmutallab, we may need to consider 
whether aviation passengers should be pre-screened against the TSDB, and not just the 
no-fly or selectee list, to determine if they should be subjected to enhanced physical 
screening measures. The implications for this type of change may be substantial, and 
may be different for domestic and international flights. But I believe that the risk of 
allowing someone who is on our government’s list of known or suspected terrorists to 
board a plane without being subjected to a secondary physical screening is intolerable. If 
such a person ends up carrying out an attack, the public’s confidence in our screening 
systems would be severely compromised, and rightfully so. 

a. What are the current obstacles to subjecting all individuals on the TSDB to a 
secondary physical screening at the airport? Are our passenger pre-screening systems 
capable of handling this expansion? 

Response: The Department of Homeland Security believes the No Fly and Selectee 
subsets of the Terrorist Screening Database (TSDB) are appropriate for pre-screening 
passengers against the watch list. However, as part of DHS efforts to enhance aviation 
security, as directed by the President in his January 7, 2010 memorandum, DHS has 
undertaken a comprehensive review to evaluate expanding the scope of subjects 
watchlisted in the Terrorist Screening Database (TSDB, the U.S. Government’s 
consolidated terrorist watchlist) who should undergo enhanced physical screening prior to 
boarding an aircraft. 

Question: 

b. What is DHS’s best estimate of how many additional secondary exams would be 
generated by such an expansion? Are the TSA checkpoints capable of handling 
additional secondary exams? 

Response: The Transportation Security Administration is unable to predict with any 
accuracy the increase in additional secondary examinations generated by proposed 
expansions to the Selectee list or use of the fuller TSDB for watchlist matching. 
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Question#; 2 
Topic: TSDB 

Hearing: The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening 

Primary: The Honorable Joseph I. Lieberman 

Committee: HOMELAND SECURITY (SENATE) 


Question: 

c. Do these obstacles apply to both international and domestic flights? Would it be 
feasible to expand the use of the watchlist for secondary screening to international flights 
bound for the U.S. before doing it for all domestic flights? Have we discussed such a 
measure with our foreign partners, who would have to carry out the physical screening? 
Are our international agreements robust enough to ensure that our foreign partners will 
agree to screen additional people if we expand the selectee list? 

Response: Watchlist screening is generally conducted in the same manner for both 
domestic and international flights. As threat and risk warrant, however, the 
Transportation Security Administration (TSA) continues to explore mechanisms for 
enhanced screening for international flights that is informed by real-time threat 
information and intelligence. Simultaneously, TSA is laying the groundwork for such 
initiatives with our international partners, and accordingly, TSA continues to meet with 
foreign partners to discuss a way forward on mitigating the shared threat to international 
civil aviation security. In order to provide service to the United States, governments must 
comply with international security standards established by the International Civil 
Aviation Organization (ICAO), which is the United Nations’ specialized agency for 
aviation matters. These international standards include provisions for the physical 
screening of passengers and their property. Additionally, air carriers must comply with 
specific TSA requirements for all flights to the United States. As threat information 
warrants, these requirements may include the enhanced screening of passengers and their 
property for U.S.-bound flights, which often is carried out by the relevant host 
government authorities. Effectively, in many cases, any additional security measures 
TSA might implement for international inbound flights to the United States beyond the 
international standards set by ICAO, will be implemented by, and the costs for doing so 
will be borne by, the relevant foreign government as well as the air carriers. When TSA 
requirements change, foreign government counterparts and industry stakeholders are 
notified and given a period of time for implementation. Although challenges frequently 
arise when changes to these requirements are made, TSA works with its foreign 
government counterparts to address concerns while at the same time ensuring security 
requirements are met. 
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Question#; 3 
Topic: ESTA 

Hearing; The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening 

Primary: The Honorable Joseph I. Lieberman 

Committee: HOMELAND SECURITY (SENATE) 


Question: The easiest way to get the identifying information that we need about 
passengers would be to expand the PNR system. However, we continually hear from the 
airlines that requiring identifying fields to be included in the PNR system would be 
difficult and expensive for them to implement. There is another option that may be easier 
to implement. This Committee implemented the Electronic System for Travel 
Authorization (ESTA) to collect the important identifying information needed by our 
agencies to match the records of travelers from visa waiver countries. We have been told 
that the airlines are very close to being able to automatically check for an ESTA as 
passengers check into their flights and deny boarding if they do not have one. If we 
expand this system to include all travel to the United States we would know, in advance, 
the identities of all individuals planning to come to the United States. Because the ESTA 
system checks all of its emolled travelers against all of our law enforcement and 
intelligence databases each day, if someone was granted a visa but subsequently 
committed a crime or was watchlisted, their ESTA would automatically be invalidated 
and they would not be allowed to board an airplane. 


Does CBP believe that an expansion of the ESTA requirement to include all countries 
would be useful? What does DHS believe would be the obstacles to expanding the ESTA 
system to include all travelers to the United States? 

The ESTA system currently allows individuals to register only once every two years. It 
seems to me that one way to know when people are planning to travel to the United 
States could be to require that they register for an ESTA each time they want to come 
here. What obstacles would there be to expanding ESTA so that travelers, especially 
those from non-visa waiver nations, had to register for ESTA each time they booked a 
flight for the U.S.? 

Response: First of all, it should be noted that although ESTA applications generally are 
valid for two years, CBP performs regular screening of all travelers each and every time 
they travel to the United States-. 

The ESTA requirement applies specifically to travelers seeking to travel under the Visa 
Waiver Program (VWP), as required by the Implementing Recommendations of the 9/1 1 
Commission Act of 2007 (Pub. L. 1 10-53). There is currently no legal authority for 
requiring non-VWP travelers to apply for an ESTA; such travelers instead are required to 
apply for a visa through the Department of State. 

Additionally, carriers are also in process of transitioning to the Transportation Security 
Administration (TSA) Secure Flight program where carriers are required to provide data 
to DHS starting 72 hours prior to departure. Under Secure Flight, carriers will be 
required to provide passenger information including Full Name, Date of Birth and 
Gender to TSA for security screening. 
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Question#; 

Topic: 

Hearing; 

Primary: 

Committee; 


4 

visa revocations 

The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening 

The Honorable Joseph i. Lieberman 

HOMELAND SECURITY (SENATE) 


Question: Almost nine years after 9/1 1, we do not have an automated way to check 
passengers against our visa revocation lists. PNR data is currently checked against 
revocations, but this data is sometimes not robust enough to allow a match to be made. 
This is a clear weakness in our passenger pre-screening system. We simply cannot afford 
to allow travelers who have their visas revoked to board airplanes. It is the Committee’s 
understanding that the State Department has been working with DHS to implement an 
automated system. 

What is the current timeline for deploying an automated system for checking visa 
revocations at the same time the no-fly list is checked? 

Response; CBP currently screens travelers destined for the United States for visa 
revocations via an automated interface with the Department of State systems. 

The Intelligence Reform and Terrorism Act of 2004 (IRTPA) (Pub. L. 108-458), enacted 
December 17, 2004, requires the Federal Government to conduct a terror watchlist 
screening before a passenger travels on a flight where practicable. On August 23, 2007, 
the Advance Passenger Information System (APIS) Pre-Departure Final Rule was 
published in the Federal Register, requiring APIS data pre-departure to enable the CBP 
system to conduct screening against the no-fly and selectee watch lists and to provide air 
carriers with the results prior to passengers gaining access to the aircraft. 
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Question: Under Secure Flight, all airlines will transmit passenger data for both 
international and domestic flights to the Secure Flight program. This data will include 
information such as name and date of birth, which will be used to check the passenger 
manifest against the appropriate watchlists. It may also include information CBP needs 
to begin some of the immigration and border security checks it does. 

How will DHS manage the various checks component agencies need to perform using 
information collected under the Secure Flight program, while ensuring that there is 
sufficient information collected, and that neither agency’s process will be impeded or 
slowed under the umbrella of the Secure Flight program? 

What is DHS doing to ensure that this process is not cumbersome for the airlines, and 
that response times won’t be affected by the necessary interagency coordination? 

What is the eurrent timeline for full implementation of Secure Flight to all air travel with 
a United States nexus? 

Response; DHS has implemented a layered approach to screening advance passenger 
information to ensure the timely, thorough, and appropriate level of information-based 
screening specific to CBP and TSA’s respective missions. 

CBP has access to available Passenger Name Record (PNR) data for international flights 
with a nexus to the U.S. beginning at 72 hours prior to departure. CBP screens PNR data 
against various law enforcement and immigration databases including Terrorist Screening 
Database (TSDB) records. Additionally, carriers are required to transmit their complete 
and final passenger manifests through the Advance Passenger Information System (APIS) 
to CBP no less than 30 minutes prior to securing the aircraft doors (for batch data 
transmission) or up to the time of securing the aircraft doors (for carriers utilizing the 
interactive APIS Quick Query (AQQ) transmission process). APIS data includes 
passenger information that is found on the biographic page of passports, such as full 
name, date of birth, gender, document number, and country of document issuance. 

TSA is implementing the Secure Flight program that requires carriers to provide Secure 
Flight Passenger Data (full name, date of birth, and gender) begirming at 72 hours prior to 
the departure of a flight (domestic or international). The Secure Flight program normally 
screens against the No Fly and Selectee subsets of the TSDB and the Centers for Disease 
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Control’s (CDC) Do Not Board list. As stated in the Secure Flight final rule, TSA may 
use the ftill TSDB for Secure Flight screening when warranted based on a specific 
security threat or other security factors. For example, TSA may receive actionable 
intelligence that identifies a heightened security risk associated with flights between two 
cities. TSA may determine that the intelligence, together with the information in the 
TSDB records, supports using the full TSDB to conduct watchlist matching of passengers 
on flights between these two cities for the duration of the heightened risk. 

TSA anticipates that Secure Flight deployments for U.S. aircraft operators will be 
completed in spring 2010. TSA has also initiated Secure Flight deployments for foreign 
air carriers and expects to transition watchlist G’fo Fly, Selectee, and CDC Do Not Board) 
matching to Secure Flight for all covered flights, international and domestic, by the end 
of calendar year 2010. 

Once international carriers have transitioned to Secure Flight, carriers will be required to 
collect and provide passenger information including Full Name, Date of Birth and 
Gender. CBP will also receive this passenger information through the PNR data 
requirement resulting in enhanced screening capabilities for CBP beginning at 72 hours 
prior to departure. CBP will continue to screen PNR and APIS data as part of their 
border security and immigration admissibility determinations. 

DHS has worked closely with the airline industry to provide one information technology 
conduit through which carriers may provide passenger information and receive timely 
pre-boarding results that will not impede carrier operations. DHS continues to work 
closely with interagency stakeholders and the airlines to ensure that program 
requirements are aligned and resources are managed effectively. 
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Question; The attempted terrorist attack on a Northwest Airlines flight in Detroit last 
Christmas Day is a sobering reminder of the importance of international cooperation in 
the fight against terrorism and the need for universally adopted aviation security 
measures. Since 9/1 1, the U.S. government has worked closely with the International 
Civil Aviation Organization (ICAO) to foster international cooperation in aviation 
security. The ICAO took on the enduring challenge of harmonizing the implementation 
of aviation security measures worldwide, recognizing that deficiencies in any part of the 
air transport system constitute a threat to the international community as a whole. Taiwan 
is a key air transport hub in the Asia Pacific region serving more than I million flights 
and over 40 million passengers each year. Despite this important regional role in the 
global airtransport system, Taiwan has been excluded from ICAO since 1971. Taiwan’s 
lack of participation in the ICAO may contribute to gaps in international aviation 
security. 

What is DHS’s assessment of Taiwan’s aviation security posture? 

Response: At the time of the last TSA Airport Assessment in Taipei, the airport was 
found to be in compliance with ICAO Annex 17, Standards and Recommended Practices. 

Question: Do you believe that allowing Taiwan to join ICAO would be beneficial for 
international aviation security? 

Response: DHS follows the Department of State policy that the United States supports 
Taiwan’s membership in international organizations where statehood is not a prerequisite 
and supports meaningful participation by Taiwan in organizations where statehood is 
required. Taiwan’s ability to gain official status in ICAO or other United Nations 
organizations is affected by the fact that Taiwan is not a Member State of the United 
Nations and does not have observer status at the United Nations General Assembly. 

It is U.S. policy to support Taiwan’s involvement in international organizations, 
processes, agreements, and gatherings wherever possible. Our overall goal is to ensure 
that Taiwan has access to information on international standards, restrictions, quotas, etc., 
so that it can comply with international regulations and guidelines and benefit from 
international assistance and advice. 
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We are aware that Taiwan wishes to expand its meaningful participation in ICAO. 
Given the volume of flights through Taiwan's airspace, there are important practical 
reasons to support the island's inclusion, in some form, in the work of ICAO entities. 
The United States supports this objective. 

Rule 5 of the Standing Rules of Procedure for the ICAO Assembly declares that 
“Non-Contracting States and international organizations duly invited by the Council, 
or by the Assembly itself, to attend a session of the Assembly may be represented by 
observers.” Comprised of 36 Member States (including the United States), the 
Council is ICAO’s governing body that runs the Organization between sessions of the 
triennial Assembly. The practical question is whether Taiwan can obtain an 
invitation from the Council or Assembly. The ICAO Council and Assembly both 
operate by consensus on a matter such as this and, to date, there is no agreement 
among ICAO Member States on inviting Taiwan to participate as an observer. 

Taiwan receives information on ICAO safety, security, and environmental standards 
and other matters by way of the membership of its airline, China Airlines, in the 
International Air Transport Association (lATA), which is an active observer in ICAO 
meetings on behalf of its hundreds of member airlines. 

The U.S. Mission to ICAO in Montreal has, and will continue to respond to inquiries 
for information from Taiwan representatives in Canada about the Organization, to the 
extent that they seek a better understanding of the structure and rules of procedures of 
ICAO, including those of the Assembly and the Council. 
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Question: The Committee has received a number of letters from organizations 
representing ethnic minorities that are concerned with the TSA policies that have been 
implemented post 12/25. Most of these concerns relate to the issue of racial or ethnic 
profiling by airport screeners. 

What measures are being taken to ensure that TSA airport screeners are not engaged in 
profiling of air travelers on the basis of religion, ethnicity, and national origin? 

What kind of instruction have TSA airport screeners received to ensure that civil rights 
and liberties are protected in the course of enacting enhanced screening measures post- 
Christmas 2009? 

If TSA plans on expanding the use of Whole Body Imaging (WBI) machines, what 
measures does TSA plan on taking to ensure that use of such machines does not, 
intentionally or unintentionally, target specific ethnic or religious communities as a form 
of profiling? 

Response: The Transportation Security Administration (TSA) takes a proactive and 
multi-layered approach to ensuring that unlawful profiling of travelers based on religion, 
ethnicity, and national origin does not occur. TSA adheres to the “Department of 
Homeland Security’s Commitment to Race Neutrality,” a DHS policy document that has 
been in place since 2004, in security screening programs. TSA neither uses nor condones 
unlawful profiling in security screening activities. Unlawful profiling is not and has not 
been an acceptable method of selecting passengers for additional screening. 

TSA has mandatory and annual training on both cultural awareness and race neutrality in 
law enforcement programs for the workforce. Cultural awareness trainings include 
trainings on the Sikh, Arab, and Muslim cultures. Race neutrality training programs 
include the Department of Justice’s trainings for law enforcement officers to ensure that 
unlawful profiling does not occur. 


In addition to these formal, mandatory courses, TSA provides cultural awareness 
briefings to the workforce throughout the year on cultural events and religious holidays 
including Rammadan, Hajj, and Sukkot. For Ramadan, TSA provides awareness to the 
workforce that observant Muslims may be observed during this month-long holiday 
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traveling in groups, praying at the airport, and possibly wearing traditional clothing 
during travel. This information is important for the workforce to understand because they 
need to be aware of baseline behaviors and characteristics of the traveling public. For 
Sukkot, a significant event for persons of the Jewish faith, ISA’s standard operating 
procedures do not prohibit the carrying of the four plants - which include a palm branch, 
myrtle twigs, willow twigs, and a citron through the airport or the security checkpoints, 
or on aircraft. These plants are not on ISA’s Prohibited Items List. Third, TSA provides 
cultural awareness briefings for the workforce on Hajj. The training provides awareness 
that observant Muslims may travel more frequently in groups during this time period, 
may travel in traditional clothing, may be observed praying more frequently at the 
airports, and may carry holy water either within or in excess of the 3. 1 ounce rule. The 
briefings provide awareness to the TSOs to respectfully interact with observant Muslims 
who may carry the holy water in excess of the prescribed quantities and who may need to 
either check the water or discard the water. 

TSA also provides additional briefings to the workforce on a periodic basis advising them 
of mass movements of people through the checkpoints in a short period of time and the 
cultural traditions and religious practices they may experience at the checkpoints. In 
addition, TSA provides periodic briefings to the workforce on handling and screening 
religious items and artifacts. 

TSA continues to assess the measures currently in place, and measures that can be put in 
place, to strengthen the commitment to race, ethnicity, and religious neutrality in security 
screening programs. TSA takes a layered approach to ensure that adequate systems are in 
place to prevent any unlawful profiling. These measures include: workforce 
accountability, on the job training, cultural awareness training, and civil rights oversight, 
which includes review of SOP and intelligence products by OCRL personnel who possess 
the appropriate security clearance. 

The Transportation Security Administration (TSA) will continue to assess and evaluate 
the security initiatives currently in place and security initiatives that can be made 
operational to strengthen the commitment to race, ethnicity, and religious neutrality in 
security screening programs, as they relate to Advanced Imaging Technology (AIT). 

TSA has reached out to multi-cultural coalition members to educate them about AIT and 
learn about their issues and concerns. TSA has a strong commitment to community 
engagement. By understanding the concerns of the various communities, TSA will be 
better able to ensure that the screening methods and technologies do not adversely or 
unlawfully impact any community. 
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Primary: The Honorable Claire McCaskill 
Committee: HOMELAND SECURITY (SENATE) 


Question: During the hearing, we discussed that the first three warning messages after 
the failed Northwest Flight 253 on 12/25/09 were sent out only to transatlantic flights. 
You stated that this was a lesson learned for TSA and that in the future other carriers will 
be notified. From what I understand, the first three warning messages were sent over two 
hours after the flight landed and that the broad distribution Security Directive (SD) 
notification to all airborne and ground crewmembers was sent about seven hours after the 
flight landed. Coordinated attacks can be seconds and minutes apart. I understand there 
are investigations required before making the determination to broadcast any warning 
announcement, but is TSA also looking at processes and procedures for minimizing the 
time it takes between event occurrences and broadcasting warning communications? 
Please explain. 

Response: The Transportation Security Administration (TSA) strives to ensure its 
communications during an event are as timely as possible, taking into consideration that 
every incident is unique and presents its own complicating factors. 

The Transportation Security Administration (TSA) strives to ensure its communications 
during an event are as timely as possible, taking into consideration that every incident is 
unique and presents its own complicating factors. 

In the aftermath of the 12/25 incident, TSA held several working sessions with the FAA, 
assessing existing operational communications protocols in order to improve incident 
response and overall performance. These efforts have resulted in positive process 
change, reflected in the most recent incident (United Airlines Flight 663, occurring on 
April 7, 2010), when 4,600 aircraft in flight were contacted and provided situational 
awareness via communications from the Transportation Security Operations Center to the 
Federal Aviation Administration. TSA would certainly be able to provide a briefing to 
the Committee regarding these operational improvements. 
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Question: Under Secure Flight, what enforcement mechanisms does TSA have to require 
airlines to collect the newly required fields for airline travel, both abroad and 
domestically? What happens if an airline refused to collect this information? What 
happens if the information is incomplete? 

Response: The Transportation Security Administration (TSA) will use the same 
enforcement process to ensure compliance with Secure Flight requirements that it uses to 
enforce other TSA security requirements. As a general matter, TSA will open an 
investigation if an entity fails to comply with TSA’s security requirements. Based on that 
investigation, TSA will decide what type of enforcement action to take. For example, if 
an aircraft operator is not willing or able to collect Secure Flight Passenger Data (SFPD) 
according to the Secure Flight Final Rule, codified at 49 C.F.R. part 1560, then TSA 
would likely conduct an investigation into the noncompliance. Based on the results of 
the investigation, TSA may decide to take administrative action (e.g. issue a Warning 
Notice) or impose a monetary civil penalty to deter recurrence of the noncompliance. If 
TSA determines that any aircraft operator’s violations are so egregious that it presents a 
threat to civil aviation, TSA could suspend service, either by withdrawing TSA approval 
of the aircraft operator’s security program or through an Order, until such time that the 
threat to civil aviation security is adequately mitigated and the aircraft operator is in full 
compliance with TSA’s security requirements. 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00360 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



353 


Question#: 

Topic: 

Hearing: 

Primary: 

Committee: 


10 

notification 

The Lessons and Implications of the Christmas Day Attack: 
Watchlisting and Pre-Screening 

The Honorable Claire McCaskill 

HOMELAND SECURITY (SENATE) 


Question: If we flagged an individual too late, as we did in the Abdulmutallab case, and 
the flight departed with a questionable individual on board, what recommendation would 
you provide with regards to notifying and advising the crew of the particular threat of the 
passenger while in-fight? Ultimately, we want to be able to catch these individuals 
before they get on the plane, but if we don’t 1 want to make sure there is proper training 
and protocols in place to counter the threat with and without a Federal Air Marshall. In 
this case, given that Abdulmutallab spent 20 minutes in the bathroom prior to igniting the 
explosive, we might have been able to prevent him from even attempting the act. Would 
you recommend a requirement to notify the crew of the flight if there is concern about a 
passenger, such as in the case of the alleged 12/25 bomber? 

Response: The Transportation Security Administration (TSA) takes appropriate action 
when made aware of threat information on aircraft in flight in coordination with our 
security partners, including contact with the air carriers. The TSA Freedom Center is a 
24/7 watch team that is capable of communicating with commercial airlines’ Systems 
Operations Centers that are in contact with the flight deck crewmembers through internal 
communication systems. This system is capable of communicating both while on the 
ground and airborne. 

In addition to communications with flight crews, TSA has assigned liaison officers who 
communicate directly with an air carrier’s corporate security personnel, both for U.S. 
aircraft operators (Principal Security Inspectors) and foreign air carriers (International 
Industry Representatives). These liaison officers are in continuous communication with 
their assigned air carriers’ corporate security personnel and, among other things, would 
advise them of any threat or other concern so that such information may be immediately 
disseminated to the affected air carrier’s management. 

Crewmembers receive annual training in the requirements contained in Vision- 100, 
Century of Aviation Reauthorization Act, philosophy and procedures in Common 
Strategies, and other subjects deemed necessary by TSA. The training programs include 
training exercises that simulate threat conditions as noted in the standards. These 
exercises enable the participants to apply and practice the knowledge acquired during the 
training to include selecting and executing the appropriate courses of action. Situational 
training includes various methods of instruction that create an environment or problem 
requiring a resolution. Examples of situational training include role-playing, simulations, 
and critical incident techniques. Since flight and cabin crewmembers must effectively 
work as a team, group-learning activities are encouraged. 
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Question: My staff attended an FYl 1 TSA budget overview brief on February 18th and 
it is my understanding that TSA has used a sole source contract for the procurement of 
Explosive Detection Systems (EDS) since the beginning of the program several years 
ago. TSA is now planning to enter into a competitive bidding process by the end of 
FYIO for EDSs. Is this still the plan? Please provide the updated details. 

Response: Yes, the Transportation Security Administration (TSA) will compete the 
Explosives Detection Systems (EDS) acquisition among those vendors who pass a 
Qualification Data Package (QDP) validation, certification, and operational testing 
requirement. Vendors that meet the requirements will be placed on a qualified products 
list and eligible to compete for future EDS requirements. A synopsis initiating the 
establishment of a qualified products list was published on www.FBO.gov on January 27, 
2010. The next major milestone is submission of QDPs by April 5, 2010. TSA plans to 
award the contract in January 2011. 
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The Lessons and Implications of the Christmas 
Day Attack: Intelligence Reform and Interagency Integration 

Homeland Security and Governmental Affairs Committee 
Chairman Joseph I. Lieberman 
March 17, 2010 

Good morning. Today we continue our Committee’s inquiry into the intelligence reforms 
adopted after 9/1 1 , We do so in the fresh context of the failed terrorist attack on Christmas Day, 
which exposed continuing gaps in our homeland defenses. Today’s hearing - our fourth in the 
series - will specifically examine the authorities of the Director of National Intelligence (DNI) 
and the National Counterterrorism Center (NCTC). Our purpose is to determine if those 
authorities are sufficient or in need of additional reform. 

Creation of the DNI and the NCTC were the most critical recommendations made by the 
9/1 1 Commission to improve our ability to protect the American people against the threat of 
terrorism. 

More than five years have passed now since the Intelligence Reform and Terrorist 
Prevention Act- the so-called 9/1 1 Commission Act - was signed into law. And that’s why, last 
fall, the Committee began this series of oversight hearings. The Christmas day incident only 
added urgency to our task and underscored 1 think how much this is a continuing effort to 
strengthen our ability to detect and counter potential terrorist threats. 

In recent weeks we have held hearings on issues raised by the Christmas day bombing 
attempt, most reoenlty examining our watchlisting and prescreening systems. Next month we’re 
going to hold hearings on our visa issuance procedures and intelligence analysis and information 
sharing. 


But today, as I said, w'e’rc going to focus on the DNI and NCTC. We want to consider 
instances in which these two entities have had difficulty carrying out their intended missions, as 
well of course the many times they have done exactly what we hoped they would do. We want to 
discuss also what, if anything, Congress should do to strengthen the abilities of the DNI and 
NCTC to respond to terrorist and other national security threats, perhaps different threats, that 
have emerged since 2004. 

The 9/1 1 Commission concluded that no single person or agency was in charge of our 
sprawling intelligence community and, therefore, recommended creation of the DNI to lead the 
16 intelligence agencies of our government - including, of course, the CIA - and to act as the 
principal advisor to the President on matters of intelligence. 

The 9/1 1 Commission Act gave the DNI a range of authorities to better integrate the 
intelligence community, to promote what the 9/1 1 Commission called the “unity of effort” that 
they found was absent before 9/11. 
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The 9/1 1 Commission further concluded that no one was responsible for coordinating the 
critical activities of key agencies involved in the fight against terrorism. As the Commission 
memorably concluded: No one was in charge of the various efforts that had been ongoing to 
capture or kill Osama Bin Laden. So, the Intelligence Reform Act created the NCTC and gave it 
the responsibility to conduct a new, but critically important, function in our government, which 
we called strategic operational planning — that is, planning counterterrorism activities on a 
government-wide basis, integrating all elements of our national power to fight terrorism, and 
assigning roles and responsibilities to Departments and agencies for specific activities, based on 
that planning. 

In many, many instances, the DNI and NCTC have used their authorities very well and 
implemented critical policies and organizational initiatives to improve intelligence functions and 
better protect the American people. The NCTC has played a vital role in coordinating federal, 
state, and local agencies to prevent an ongoing series of terrorist plots against the U.S., including 
some recent, remarkable acts of prevention in the cases of Najibullah Zazi and David Headley. 

But in other instances - such as the case of Umar Farouk Abdulmutallab on Christmas 
Day - failures have occured. In key areas, progress at fully implementing reforms has been slow 
- perhaps due to institutional or bureaucratic resistance from some of the 1 6 agencies that report 
to the DNI, or perhaps due in other cases to insufficient resources or inadequate leadership. 

Those are the questions that we want to ask today about where there are the shortcomings and 
why they have occurred. 

1 also want to discuss the policy and legal framework for intelligence community 
information systems. Last week, the Deputy Director of the NCTC testified that policy, legal, 
and privacy-related barriers impede the development of advanced search and discovery tools that 
could help analysts spot potential terrorist plots in a way that may have prevented Abdulmutallab 
from ever boarding Northwest Flight 253. Before 9/1 1 there was an inability to connect the dots, 
in part because various intelligence agencies and other agencies of our government were not 
sharing information and the dots weren’t on the same table. 1 think our feeling now is the dots 
are on the same table, there is a lot of sharing going on, but there are so many dots on the table 
that many times it’s hard to make connections between them that are necessary. We’re focused 
now on the capacity of technology to assist us in doing that. For humans it’s very hard to do 
that, particularly in a timely way. So 1 think some of the barriers that were cited last week need 
to be overcome in the interest of the homeland security of the American people. 

1 want to thank the three of you, who each bring very relevant and extensive experience 
to us, for appearing before the Committee and sharing your perspectives on this. 1 look forward 
to the discussion after your testimony. 

Senator Collins. 
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Opening Statement of 
Ranking Member Senator Susan M. Collins 

“The Lessons and Implications of the Christmas Day Attack: Intelligence 
Reform and Interagency Integration” 

Committee on Homeland Security and Governmental Affairs 
March 17, 2010 

★ ★ ★ 

Over the past three months, this Committee has examined the 
intelligence faUures surrounding the attempted terrorist attack on Christmas 
Day. As a part of our due diligence, we also have evaluated the impact of 
the Intelligence Reform and Terrorism Prevention Act of 2004. 

Today, we focus anew on one of the most significant issues that we 
grappled with in drafting the Intelligence Reform law: the extent of the 
authority for the Office of the Director of National Intelligence. 

The DNI was established to be, in Colin Powell’s memorable words, the 
“quarterback” of the Intelligence community, to coordinate the activities of 
the 16 intelligence agencies scattered across the federal government. Those 
16 diverse components carry out an array of missions, each with its own 
view about how best to carry out its assignment. 

The intelligence community is resistant to change, but change is 
precisely what the Intelligence Reform Act directed the DNI to achieve. To 
that end, we provided a set of authorities that the DNI would use as tools to 
encomage, cajole, and, m some cases, compel action. 

These authorities included; 

• The ability to access all intelligence information collected by the 
federal government. 

• The lead role in developing the annual National Intelligence Program 
budget and ensuring its effective execution. 

• Some ability to transfer funds and personnel within the Intelligence 
Community. 

• The ability to manage and direct the tasking, collection, analysis, 
production, and dissemination of intelligence. 

• The authority to develop standards and guidelines to ensure maximum 
availability of intelligence information within the Intelligence 
Commtmity. 
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These authorities should he sufficient for the DNl to accomplish its 
mission - provided they are wielded effectively and with the strong support 
of the President. As Governor Kean and Representative Hamilton testified 
before this Com m ittee in January, “The DNI’s ability to lead the InteUigence 
Commimity depends on the President defining its role and giving him the 
power and authority to act.” 

The question is, however, whether or not these authorities have been 
used as often and in the maimer intended by this Congress. 

Does the institutional resistance of agencies like the CIA make use of 
these authorities such an onerous ordeal that the DNI is hesitant to embark 
upon this Journey? 

Is the DNI concerned that exercising these authorities more 
aggressively might create HI wiU that will make it even more difficult to 
coordinate activities in other areas? 

Or, are these authorities being undercut by insufficient support from 
the President or the National Security Council, both of which need to be 
active to ensure that the DNI works as intended? 

Our witnesses today offer a wealth of practical experience in the day- 
to-day operations of the Intelligence Community both pre- and post-reform, 
and I hope that they can offer some insight into these questions. 
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STATEMENT OF BENJAMIN A. POWELL BEFORE THE SENATE COMMITTEE ON 
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS 

“The Lessons and Implications of the Christmas Day Attack: Intelligence Reform and 
Interagency Integration” 

MARCH 17, 2010 


Introduction 


I appreciate the opportunity to appear before the Committee to discuss intelligence 
reform and interagency integration. I am particularly honored to appear before this Committee 
given the historic role in intelligence reform played by this Committee, under the leadership of 
Senator Lieberman and Senator Collins, in the crafting of the most significant changes to the 
Intelligence Community (IC) since the enactment of the National Security Act of 1947. 

I appear before the Committee in my personal capacity and the views I express are my 
own. None of the views expressed in this statement or in my discussions with the Committee 
should be understood in any way to reflect the views of my employer. This statement was 
reviewed by the government for classification purposes. 

I have separately provided the Committee my biography. I have been involved in 
information sharing and data handling issues related to the IC going back to the late 1980s in 
work at the Federal Bureau of Investigation (FBI) and as an officer in the Air Force prior to 
becoming an attorney. I was involved in the formation and drafting of the various proposals for 
intelligence reform that ultimately resulted in the passage of the Intelligence Reform and 
Terrorism Prevention Act of 2004 (IRTPA). As an Associate Counsel to the President and 
Special Assistant to the President, I spent a significant amount of my time on intelligence 
transformation issues, reviewing and responding to the recommendations of the 9/1 1 
Commission related to intelligence transformation, and assisting in the drafting and interagency 
coordination of directives related to the IC. Of course, the most significant change to the IC was 
the legislative direction contained in the IRTPA. 

As General Counsel for the first three Directors of National Intelligence, I have seen the 
implementation of the IRTPA at the ground level. From my perspective, a substantial amount of 
the actual details of transformation - both good and bad - has been obscured at times by a fog of 
commentary not always grounded in law, fact, or actual experience. The work of transformation 
at its ground level is often in the less glamorous areas of policy directives, implementation of 
standards, and oversight to ensure there is actual implementation and measurement of the success 
or failure of policy changes. And while it can appear quite distant from the daily operational 
activity of the IC, the 9/1 1 attacks and subsequent events have made clear that this is work with 
real world consequences. The Christmas Day attack was another vivid example of the 
importance of an integrated 1C. Neglect in building an integrated IC will have negative 
consequences for the Nation. 


Page I of 1 1 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00367 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



360 


IC transformation is not a zero sum project. The goal is not to diminish the authorities or 
capabilities of one organization in favor of another organization, such as the DNI’s office. The 
goal is to have an integrated IC that is more than the sum of its parts arid has greater capabilities 
to confront serious global threats. 

Support from this Committee, the Senate Select Committee on Intelligence, and senior 
congressional leaders for the efforts to build a more integrated and capable IC has been critical to 
the ability of the DNI and IC to implement the mandates of the IRTPA and other legislation, 1 
hope that current and future leaders of the IC continue to receive support and leadership from the 
Congress on these issues. 


DNI Leadership 

This Conmiittee is well aware of the lengthy list of responsibilities given to the DNI to 
lead the IC and improve its operations. The IRTPA did not create a Department of Intelligence 
that combines all intelligence elements under a single leader with complete direction, control, 
and authority. Instead, for a number of reasons, the IRTPA created a structure of matrix 
management, providing the DNI with responsibilities and authorities in certain areas, while 
leaving other duties with heads of departments containing elements of the IC. An organization 
chart for the IC is attached at Annex 1 . 

Some observers have argued that the IRTPA is filled with ambiguity and a lack of clarity, 
leaving the DNI with an unclear mission and little authority to carry out the mandate of the 
IRTPA. I think that conclusion sweeps too broadly. The legislation is not free from ambiguity, 
but significant legislation often entails compromise and leaves areas unclear for further definition 
in implementation of the statute. 

Section 102A of the National Security Act of 1947, as amended, provides a lengthy list of 
DNI responsibilities and authorities. Section 102A is codified at 50 U.S.C. § 403-1 and attached 
at Annex 3 to this statement. Certainly, the responsibilities are more dear than the authorities 
provided to meet the mandates contained in the legislation. Thus, the DNI’s office spent 
significant amounts of time working with elements of the IC to interpret the IRTPA and 
determine how the DNI’s authorities can be exercised to meet the DNT’s assigned 
responsibilities. Many of these discussions, whether over information sharing, personnel 
policies, budget authority, collection priorities, or other areas, seemed to be less legal at their 
core and more in fact discussions of the policy, cultural, and organizational change issues created 
by the integration demanded by the Congress and President in the IRTPA. 

One overlooked benefit of the creation of the DNI is the critical value in having a leader 
and an organization that was not connected to a particular agency and could serve as an “honest 
broker” over disputes or provide greater visibility at senior intelligence levels to serious 
problems impacting a single IC element. I saw significant interagency national securit)' issues 
come before the DNI, senior officials, or the Executive Committee (EXCOM) for discussion and 
resolution. In addition, 1C elements in individual departments may have significant intelligence 
challenges that do not receive adequate attention as they compete for attention with many other 
non-intelligence related issues facing a department head. The DNI could concentrate on these 
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intelligence issues and ensure they received appropriate attention in the DNI’s office, the 
National Security Council, or other organizations. 

The IRTPA omits some authorities that would provide greater control to the DNI. First, 
as Secretary Gates has pointed out, the DNI does not have hiring or firing authority for the heads 
of most of the elements of the IC. Recent examples outside the IC have shown the importance of 
a department head being able to exercise this blunt instrument when the department head has 
determined that a subordinate is pursuing a course different from the department head or not ■ 
satisfactorily meeting expectations. Revisions to Executive Order 12333 went beyond the 
IRTPA in providing additional authority for the DNI in this area. Currentiy, the DNI is generally 
provided input into hiring and firing for most leaders of the IC, but must negotiate and work with 
other leaders to effect any leadership changes. 

Second, the diverse nature of the IC, with a personnel mix that ranges from the uniformed 
military to CIA officers to FBI agents to State Department professionals, located in departments 
and agencies governed by a range of laws and regulations provides an especially difficult 
challenge to the implementation of uniform policies in areas such as information sharing and 
joint duty. The IRTPA mandated joint duty, increased information sharing, uniform security 
policies, and many other important standards and policies. But harmonizing these mandates with 
the laws and regulations governing these areas in each department required careful review and 
discussion with each department. For example, as discussed more below, joint duty policies took 
years to implement as the DNI’s office worked with each department to determine how an IC- 
wide policy would impact their individual compensation, assignment, evaluation, and promotion 
system. 

The IRTPA sets up a challenging matrix structure of shared control over the IC- As I 
discuss below, the DNI has made significant progress on many issues since 2004 and the current 
structure, for all its challenges, can pursue meaningful improvements for the security of the 
Nation. As Congress considers future legislation related to the DNI, it may find it useful to 
examine laws governing information sharing, privacy, personnel and other areas and determine 
the best way to harmonize these laws governing individual departments with the mandates of the 
IRTPA to create a more integrated IC. But the success of the DNI will not solely be determined 
by the clarity of the IRTPA or subsequent legislation. 

The support of the President, his senior national security team, and the Congress is 
critical to building a unified national intelligence enterprise. I should note one “foundation” 
myth related to the former President’s support that has become conventional wisdom, but is 
contrary to my experience, I have heard many people comment that former President Bush only 
accepted the IRTPA and the creation of the DNI because of the pending 2004 election. I am not 
aware of evidence to support this assertion. First, the fundamental fact is that the IRTPA was not 
passed in the House and Senate until December 2004, after the 2004 election, and not signed 
until December 17, 2004. The most difficult negotiations from my perspective took place also 
after the 2004 election. Second, I believe the President would not have personally become 
involved in urging passage of the legislation and working with the Congress after the 2004 
election if the President did not support the legislation. Third, every interaction I had with 
former President Bush after the election indicated that he wanted the legislation and wanted a 
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strong DNI. And his actions in supporting the DNI after the enactment of IRTPA reflected his 
support for a strong DNI who vigorously exercised the DNFs authorities and brought greater 
integration to the IC. His support for and direct involvement in the revision of Executive Order 
12333 is further evidence of his views on a strong DNI. 

Fundamentally, the DNI will succeed if the President and the National Security Council, 
with the support of Congress, provide backing for the DNI’s leadership of the IC and demand 
integration and transformation. Absent that support, transforming our IC into the integrated 
Community needed to deal with the current and future threats of the 21“ Century will not 
happen. 


This is not a new insight. The members of the Commission on the Intelligence 
Capabilities of the United States Regarding Weapons of Mass Destruction (“Silberman-Robb 
Commission”) - members with many decades of national security experience - made this point 
in its submission to former President Bush in 2005, where they stated; 

Give the DNI powers— and backing-fo match bis responsibilities. 

In your public statement accompanying the announcement of Ambassador Negroponte’s 
nomination as Director of National Intelligence (DNI), you have already moved in this 
direction. The new intelligence law makes the DNI responsible for integrating the 15 
[now 16] independent members of the Intelligence Community. But it gives him powers 
that are only relatively broader than before. The DNI cannot make this work unless he 
takes his legal authorities over budget, programs, personnel, and priorities to the limit. It 
won't be easy to provide this leadership to the intelligence components of the Defense 
Department, or to the CIA. They are some of the government’s most headstrong agencies. 
Sooner or later, they will try to run around — or over-the DNI. Then, only your 
determined backing will convince them that we cannot return to the old ways, 

Transmittal Letter from Silberman-Robb Commission to the President (March 31, 2005) at p. 2, 
available af http://www.gpoaccess.gov/wmd/pdf/full_vnnd_report.pdf. The Commission 
consisted of: Charles Robb, Judge Laurence Silberman, Richard Levin. Sen. John McCain, 
Henry Rowen, Walter Slocombe, Admiral William Studeman, Charles Vest, Judge Patricia 
Wald/Lldyd Cutler (orcounsclTTafid^ViceTWtJiiraLJohirScDtrRedd (ExecutfveDrrectorJr The 
same points were forcefully made by former Congressman Lee Hamilton and former Governor 
Tom Kean in testimony before this Committee on January 26, 2010, where they stated; 

Is the DNI a strong leader of the intelligence community empowered to lead the IC as an 
enterprise? Or is the DNI a mere coordinator, a convening authority charged with helping 
facilitate common inter-intellieence aeenev agreement? The lack of settled clarity on its 
mission invites a host of other criticisms, including that the ODNI is too large, too 
intrusive, and too operational. 

The burden is on the President to be clear on who is in charge of the Intelligence 
Community and where final authority lies on budget, personnel, and other matters. In our 
estimation, we need a strong DNI who is a leader of the intelligence community. The 
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DNI must be the person who drives inter-agency coordination and integration. At the 
same time, the DNI’s authorities must be exercised with discretion and consideration of 
the priorities and sensitivities of other intelligence agencies. But the President’s 
leadership is crucial and must be continuing or we run the risk of mission confusion and 
decrease the prospect of long and lasting reform that was recommended after September 
11. 2001. The DNI’s ability to lead the Intelligence Community depends on the President 
defining is role and giving him the power and authority to act. 

Hearing on Intelligence Reform: The Lessons and Implications of the Christmas Day Attack, 

Part 11 Before the S. Homeland Sec. Comm., 11 1th Cong. (2010) (statement of Congressman Lee 
Hamilton and Governor Tom Kean) at p. 5, available at 

http://hsgac.senate.gov/public/index.cfm?FuseAction=Files.View&FileStoTe_id=756c2ecd-328f- 
4efd-849e-27ce8G48acd (emphasis in original). Presidential-level support, combined with 
support from the President’s national security team, is needed to continue with ensuring our IC is 
ready to confront the global threats facing the country now and in the future. 

Integration and T ransformalion 

The DNI structure has been challenged over its mission, size, and roles from even before 
the enactment of the IRTPA. A significant part of this discussion may result from continued 
dissatisfaction with the IRTPA, and not particular initiatives pursued by the DNI. There is no 
doubt that changing the prior Director of Central Intelligence structure and creating a DNI with a 
full-time mission of overseeing the IC and a mandate to bring greater integration across the IC 
was a seismic shift. Change of this magnitude takes many years to fully implement and remains 
a work in progress. A debate over structure is quite appropriate and the IRTPA can always be 
reconsidered by Congress and the President. However, using such a debate to hobble needed 
progress on intelligence reform within the current structure is corrosive to the IC mission and 
needed progress on transformation. 

The DNI has exercised authority in many areas with varying levels of success over the 
past five years. As 1 mentioned before, critical work on many of these initiatives was also done 
by other departments and agencies. The DNI was not acting alone on these initiatives. 

However, the DNI’s office was frequently a necessary leader or participant in initiatives that 
required teamwork across the IC. Some of the larger initiatives included: 

• Working with Congress to enact fundamental change to the Foreign Intelligence 
Surveillance Act of 1978 (FISA) to modernize FISA and significantly improve our 
foreign intelligence collection activities. 

• Supporting the standup of the National Counterterrorism Center (NCTC) and its ability to 
access relevant information across the government. 

• Implementation of Joint Duty. 
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• Working with the President to update Executive Order 1 2333, the foundational Executive 
Order governing the IC, to clarify and align DM and IC authorities and reflect the many 
changes in the IC since the order was signed in 1981. 

• Security clearance reform 

• Deployment of technologies in innovative ways such as the Analytic Space (A-Space), 
Intellipedia, and other information technology systems. 

• Critical work in the cyber area that culminated in the Comprehensive National 
Cybersecurity Initiative (CNCl). 

There are many other important areas where the DM exercised authorities including 
reprogramming of funds to deal with higher priority issues, identifying gaps in our understanding 
of threats to the Nation, setting collection and analysis priorities, and supporting the mission and 
support activities for the IC. I also omit important classified work that consumed significant 
resources and time of senior officials from the DM’s office, 

Some observers have claimed that the IRTPA and the DNI’s subsequent implementation 
merely added a “new layer of bureaucracy” and accomplished little. That does not reflect the 
reality of the past five years. 

For example, deficiencies in FISA were known since at least 1990. Many reasons 
account for a failure to confront defects in the statute that put the Nation at risk and became 
worse with greater changes in communication technology. Without a DM working this issue 
night and day, and providing the strong push to seek legislative change, FISA legislation would 
not have been enacted, serious collection gaps would remain (and would have worsened), and the 
Nation would face greater risk. 

The pre-IRTPA structure did not have a single person who could have committed the 
resources or the level of individual commitment to getting such a significant change enacted into 
law. Indeed, we can only speculate as to how history would have changed if a DNI existed in 
2001 or in earlier years. As with all these initiatives, the DNI’s office depended on the support 
from leaders and professionals across the IC and other departments and the Congress. The 
DNI’s office was not sufficient alone to get the changes enacted, but it was necessary, as were 
the other participants, for the ultimate outcome. 

The DNI received some criticism for its involvement in asking for legislative changes to 
improve IC operations. I firmly believe that the IRTPA mandates that the DNI put forth 
suggestions for change when the DNI identifies an inadequacy in existing law. Also, an 
additional advantage of having a DNI leading the IC was that IC element heads were more 
insulated from the public controversy surrounding the FISA legislation, and the political nature 
of the debate at times, and could concentrate on their important operational day-to-day work of 
running their agencies. 
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NCTC has been the subject of recent hearings of this Committee and I will only discuss 
NCTC briefly, NCTC has “collocate[d] more than 30 intelligence, military, law enforcement 
and homeland security networks under one roof to facilitate robust information sharing” and has 
access to a variety of databases. See National Counterterrorism Center: About Us, 
http://www, nctc.gov/about_us/about_nctc.html (last visited Mar, 15, 2010), Gaining access to 
information sources across the government is a detailed task requiring that personnel work 
through a web of laws, regulations, and guidelines governing the use and distribution of each 
particular type of information. Without the DNI structure, I am unsure where a NCTC 
organization could effectively reside or find the support to work through information sharing 
challenges. Because of its organizational location apart from particular operational elements, 
NCTC sits in a unique position apart from individual IC elements and is able to access a broader 
variety of information. The legal, policy, and other issues created by locating NCTC in an 
element of the IC would be very complex and probably unworkable without significant legal and 
organizational changes. 

Joint duty is critical and its implementation will be a long-term project, See Intelligence 
Community Directive No. 601 , Human Capital Joint Intelligence Community Duty Assignments 
(May 16, 2006) and Intelligence Community Policy Guidance 601 , 1 , Civilian Joint Duty 
Program Implementing Instructions (As Amended Sept. 4, 2009), available at 
http://www.dni.gov/electronic_reading_room.htm. The signing of the Joint Duty Directive and 
its accompanying implementation guidance took years and is a practical example of many of the 
issues discussed in this statement. First, the DNI’s office needed to gain an understanding of the 
wide variety, of personnel systems both within IC elements and across departments. This 
knowledge was not sitting on a shelf in any particular agency. Second, the DNI could not just 
sign a directive implementing joint duty. Signing a directive without extensive discussions with 
the 1C elements and departments would have been both unwise and resulted in a policy that 
would likely be ignored. The discussions and negotiations over joint duty were not the result of 
resistance in the IC to the idea of joint duty or a desire to avoid the legislative mandate. IC 
elements wanted to ensure their particular evaluation, assignment, promotion, pay, and other 
personnel processes could be harmonized with an IC-wide personnel policy. We also had to 
work through issues related to legal authorities and how they would apply in practice to items 
such as the granting of exemptions of positions from joint duty requirements, designation of joint 
duty positions, tracking of promotion rates, and waivers of joint duty requirements for 
individuals. Smaller elements of the IC had to determine how to incorporate new personnel 
policies and processes relating to a single office in a much larger department that was not 
adopting those policies and processes, without creating unworkable internal inconsistencies. 

This is just a few of the issues that the DNI’s office and the IC needed to work through on this 
policy. 


Joint duty is an example of the investment of time and effort required to formulate and 
implement workable policies in the IC’s structure of matrix management. This effort required 
dedicated personnel in the DNI’s office working through issues with the agencies, large data 
collection efforts, coordination with sixteen 1C elements, and obtaining agreement across the 
senior leaders of the IC. I have strong doubts that the pre-IRTPA structure could have produced 
an IC-wide initiative of this scope and complexity. The joint duty experience does suggest that 
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fliture legislation related to the DN! should consider how the responsibilities assigned to the DNI 
will interact with other laws and regulations governing the various IC elements and their 
respective departments, 

Many other initiatives were pursued since the passage of IRTPA. Executive Order 12333 
required modification for many years, A number of past attempts to update the Executive Order 
were unsuccessful. The DNI was able to make revision of this Executive Order a priority and 
identify deficiencies in the existing Order. Significant parts of the Order parallel the mandates 
contained in IRTPA, but there are important provisions in the Order enhancing the DNFs 
authority, clarifying roles between the agencies (particularly in the domestic and foreign spheres 
of operation), and aligning the missions of 1C elements. The amended Executive Order 12333 is 
attached at Annex 4. 

Security clearance reform has been the subject of much discussion and dissatisfaction for 
decades. This area has been a particular focus of this Committee’s Subcommittee on Oversight 
of Government Management, the Federal Workforce, and the District of Columbia under the 
leadership of Senator Akaka and Senator Voinovich. The cost and delays present in the process 
impose a large cost on the IC. In response to the mandates contained in the IRTPA, the DNI 
used his authorities to join with the Office of Personnel Management (OPM), the Office of 
Management and Budget (0MB), the Department of Defense (DoD), and other agencies to carry 
out pilot projects and explore the use of technology to bring down the cost and timeframes 
associated with clearances. This must be done very carefully because of counterintelligence 
issues, but significant progress continues to be made in this area. In November 2005, Top Secret 
investigations took an average of 3 14 days to complete with only 8 percent being completed 
within 90 days. I understand that currently, 90 percent are completed within an average of 91 
days. In November 2005, Secret and Confidential investigations took an average of 153 days, 
with just 44 percent completed within 90 days. I understand that currently 90 percent are 
completed within 49 days. 1 also understand that the decades-old backlog of investigations, 
which as recently as October 2006 stood at almost 100,000 cases, has been eliminated. In 
addition, I understand that the government, with an IC-led effort, believes it will substantially 
reach its goal by December 2010 of having an end-to-end c-service security clearance process in 
partnership with 0MB, OPM, and DoD that will lead to US Government-wide benefits. 

The deployment under the DNI’s guidance of A-Space and other collaborative tools are 
innovative technologies that significantly improve the analytical capability of the IC. They also 
threaten old ways of doing business that unnecessarily, prevent collaboration and will challenge 
unneeded bureaucratic policies. The IC is a young workforce familiar with social networking 
and other tools. These technologies will facilitate collaboration across organizational boundaries 
and will challenge existing organiiiational structures. On balance, that is a positive development 
for the Community, but the DNI’s analytic and counterintelligence team will need to monitor 
these efforts to ensure accurate information is the end result of the collaboration and security is 
not compromised. The differing legal regimes governing the sharing of information may also 
prevent the full use of these technologies and present unanticipated challenges in 
implementation. 
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Without the DNI’s office, the Nation would not have a CNCI and be less prepared for the 
cyber threat that Director Blair recently discussed in testimony to Congress. Much of the 
discussion in the Administration and Congress to address cyber threats was a direct result of the 
intense focus on the issue by the DNI organization. 

* ♦ ♦ 

My purpose in this brief and necessarily incomplete discussion of DNI initiatives is an 
attempt to bring greater clarity to the discussion of the mission of the DNI and the associated 
responsibilities and authorities. There are ample grounds for debate as to the proper policies and 
operations of the IC in all of these areas, from persoimel policy to operational roles to required 
legislation. There is opposition to FISA reform, there was significant criticism of the formation 
of NCTC, and virtually every other initiative of any significance has been the subject of much 
constructive criticism. But instead of fairly meaningless charges of “another layer of 
bureaucracy,” I would hope the questions would focus on substance, such as: 

• Are these IC initiatives useful efforts? Which initiatives should be pursued and how? Do 
they make the IC better integrated and ultimately produce better intelligence? 

• Who should pursue these initiatives? If a dedicated DNI staff is not the proper place or 
structure, what structure should ptirsue these initiatives and what is the feasibility of that 
structure and staffing? 

• Historically, how did alternative structures perform? Did they produce the needed 
integration and transformation of the IC? 

Depending on the answers to these questions, the Administration and Congress can work 
with the DNI to determine the best allocation of time and resources.. If there is a better structure 
to create an integrated, agile, and capable IC for the 21" Century, I would hope that such a 
structure will be pursued with the greatest urgency. 

Size of DNI Office 


Director Blair has talked about the DNFs responsibilities for guiding a “200,000 person, 
$75 billion national enterprise in intelligence, whose job is to help our policymakers, to support 
our troops and diplomats in the field and to build better tools and a better workforce so that we 
can do the job even better in the future.” Media Conference Call with the Director of National 
Intelligence, Mr. Dennis C. Blair (Sept. 15, 2009), 

http;//www.dni.gov/interviews/20090915_interview.pdf Given the effort spent on the charges 
and counter-charges concerning the size of the DNI over the years, I would be remiss if 1 did not 
discuss this issue. Significant parts of the criticism may be based on fundamental disagreement 
with the creation of the DNI and a dedicated staff performing oversight and policy functions IC- 
wide. They may also reflect disagreements with the manner in which the DNI’s office carries 
out its functions. 
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First, some facts about the size of the core DNI staff. This core staff consists of 
individuals carrying out, among other tasks, the DNI’s responsibilities to oversee the budget, 
develop policies, plans, and requirements, oversee acquisition and technology issues, and 
oversee analytical and collection efforts. In addition, there are functions related to human capital 
initiatives, a legislative office that in the first 12 months of the DNI’s standup supported 
approximately 660 congressional briefings and meetings with Congress and appearances by the 
DNI’s office at 43 hearings before 13 congressional committees. Chief Information Officer 
functions. Civil Liberties and Protection, General Counsel, Inspector General, and other 
functions. See Remarks to the ABA Standing Committee on Law and National Security (June 
22, 2006), http://www.dni.gOv/speeches/printer_friendly/20060622_speech_print, htm. A 
number of these functions were mandated by the IRTPA and in fact substantial portions of the 
staff consist of individuals transferred into the DNI’s office pursuant to the IRTPA. In addition, 
there are the support functions that are required of any agency of the government, ranging from 
responding to Freedom of Information Act (FOIA) requests to EEO to infrastructure issues. 

As of January 2009, Director McConnell spoke about a core group of intelligence 
professionals of 650. See Media Roundtable rvith Mr. Mike McConnell, Director of National 
Intelligence (Jan. 16, 2009), http://www.dni,gov/interviews/200901 16_interview.pdf, As he 
noted in his discussion, the larger numbers often used to describe the size of the staff include the 
centers and other support activities for the IC as detailed on Annex 2. For example, NCTC “is 
staffed by more than 500 personnel from more than 16 departments and agencies (approximately 
60 percent of whom are detailed to NCTC).” See National Counterterrorism Center: About Us, 
http://www.nctc,gov/about_us/about_nctc.html (last visited Mar. 1 5, 20 1 0). 

Under any method of calculation, the DNI is a very small proportion of the entire IC 
population. I understand that the IC is managed with a staff smaller than staffs of DOD’s 
regional combatant commands or, as Director Negroponte has pointed out, the U.S. embassies in 
the Philippines, Mexico, or Iraq. (I am not including contractors in these numbers as 1 am not 
aware of unclassified figures concerning contractors.) 

Second, the DNI is given a lengthy list of mandates and responsibilities in IRTPA, 
subsequent legislation, and Executive Order 12333. See, e.g., Annexes 3 and 4. If those 
responsibilities are unnecessary or properly belong elsewhere, then those responsibilities, along 
with staff, should be changed and removed from the DNI’s already lengthy ‘ho do” list, I have 
also heard claims that the DNI was not what was “envisioned” or its “growth” was too rapid 
(despite the fact that such growth was often the result of the transfer of pre-existing staff and 
functions to the DNI). At the same time, the DNI was often criticized for not improving 
information sharing fast enough, not fixing acquisition issues quicker, and a host of other open 
action items. 

Those who work in the DNI’s office are working according to what the law states in the 
IRTPA, subsequent legislation, and Executive Order 12333. When those responsibilities are 
matched up against the needed staffing, I do not think the size of the DNI seems significantly out 
of proportion. Some have suggested that perhaps the DNI could just order a lead agency to carry 
out his responsibilities and therefore have little staff. I do not think such a process would be 
practical or have a realistic chance of success given concerns that the lead agency may “tilt” the 
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playing field to their advantage or the lead ^eiicy may have other immediate priorities that 
overshadow its IC responsibilities. 

Third, perhaps the proper size of the staff is larger or smaller than the 650 persons that 
Director McConnell discussed in January 2009. I am sure, as with most organizations in 
government, that there are many efficiencies and improvements in staffing that require 
examination. The DNI’s office has not been perfect in its staffing or in every interaction with the 
IC or other departments and agencies. But the debate of whether the right number of personnel 
is 475, 592, 725 or some other number pales in significance next to the questions concerning 
information sharing, collection requirements, multi-billion dollar acquisition program oversight, 
analytical excellence, and a host of other issues on the DNI’s list of responsibilities. And of 
course, the delta in terms of numbers is insignificant compared to the amount of time and effort 
spent on this issue. 

Finally, the fact is the DNI cannot issue directives and walk away expecting that they will 
be carried out. The structure set up by IRTPA demands extensive interagency consultation and 
careful crafting of IC- wide policies. The DNI must monitor implementation and results, 
particularly in a matrix management structure where bureaucratic drift is all but inevitable. 

Ultimately, much of the debate over the DNI may reflect fundamental disagreement with 
a strong DNI or a different vision of a DNI with little power to develop complex policies and 
oversee their implementation. Given the size and budget of the IC, it is difficult to see a 
radically different staffing situation without fundamental changes to the responsibilities or 
operation of the DNI. 

Conclusion 

Implementation of the matrix management structure created by IRTPA has presented 
numerous challenges. But failing to act on intelligence transformation was unacceptable and 
pursuing alternative structures would have also led to significant challenges. Significant 
progress has been made through the exercise of DNI’s authorities, Many tasks remain undone 
and progress on building an integrated, innovative, and more effective IC is likely to be Uneven 
in the coming years. Continued attention on these issues and support for the effort from the 
President, the Congress, and senior national security officials is vital if the DNI is to successfully 
lead the IC in the 21“ Century. 
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ANNEX 1 

Elements of the U.S. Intelligence 
Community 
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ANNEX 2 

Organizational Chart 

Office of the Director of National 
Intelligence 
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on ICt OF I'FIE [:>IRhCTOROr NAIIONAl IMilllK.LNC i 



MISSION AND SUPPORT ACTIVITIES fORTHE iC 






BUSINESS TRANSFORMATION OFFICE (BTO) 

Cataiya lor (ransformir^ ihe tc inio an efficient and effective, 
imelligence Enterprise wfth siandardUr’d common bigness 
practices. irKtuding human t esources and fmanci^ management 
processes, f stsN/sfted under the Dni in Ociooer 2005. 

CENTER FOR SECURITY EVALUATION 

ioirit State oepi/DNf office protecting inteffigence ^xwcesaio 
methods information at US diplomatic facilities atx'oad. Esfaitfe/iecf 
im98aassDa center. Realigned under the Owi « Apri 20CS. 

INFORMATION SHARING L-NVJRONMENT 

Sstsbii^esa trosied partnesstiip and cuitum of WormaiioostjarBig 
betwocri federal dej»rtmertts and a^ckjsand stale, tool and itftal 
governments, the pr Ivaie sector, and foreign partners to ensure 
muiti-OirectiDnoi bating of infor.n‘'3'.ion. £si3t}tisiTedin?00Sin 
dccxxxkrxxwithiHTPA. #?ee/(gned under f/w ON/ tf??C07. 

INTELLIGENCE ADVANCED RESEARCH PROjECTS 

ACTIVITY (lARPA) 

Invests in hjgn-f!sSi:/high.oayoff research that has the potential to 
provide our nauon wtift a.n overwhelming intelligence advantage over 
future adverscfips. Ssta&ished in 2007 with ciastlng components 
from NSA and CIA. 

INTEIUCENCE TODAY OFFICE 

Produces a singe centraiaed weKite allowing customers to access 
the iC's most umely analytic insights in supoort of key national 
security decisions. Designed soecificany for senior policymakers who 
do not recaive the pce. esuohshed under the ONim 2009. 

MISSION SUPPORT CENTER 

Provides centraffeed administrative support for OONi Mission & 
Support activities, including ifUra^ructure and peisonoei sopoori 
services. estaaisiK'd under the DNifnTOiX. 

MISSION MANAGEMENT TEAMS (COUNTRY SPECIFIC) 
integrates all (;ol}ecti<>n and analysis on priority intelligence topics 
across IC, Teams include Iran, North Korea. CuoaAfenezuela. and 
AfghanisarVPatasfon. Created in Novemoer 2005 upon 
reconmiendaiion Cythe WMD Commission in Us 2005 report Ai-Pdk 
team added in 2009. 

NATIONAL INTELLIGENCE UNIVERSITY (NtU) 

Oversees ana integrates ic eoucation and trair^r^ includir® foreiet 
language training ana po'icy, eslaplished in 2005 under iheDNl 


NATIONAL COUNTERTERRORISM CENTER (NCTC) 

Nation's primary organizaiion for anaty7ing and mtegrahng an 
tmeii^fice possessed or acQuired by me united States Government 
pertaiffirig to terrorism and counterterronsm, Previously (he Terrorist 
Threat mtegratiof) center cmci which was managed Oy the DCi and 
txgan operations in May Realigned under the ONi as NCTC in 

2005. 

NATIONAi. COUNTERINTEUIGENCE EXECUTIVE (NCfX) 
i-iead of nationaidounterinleiligence for the us Governtnem. 

Provkles a counteTritelilgence ici) perspective in all iC support to 
policy rrekers and departments artd egcndcs outside the ic. 

Created in 200t under the DCi. Realigned under the DNI inAprH 2005 
in accordance with irtpa 

NATIONAL COUNTERPROllFERATlON CENTER(NCPC) 

IC cen»r for an uS Government efforts to discourage, eiimtnata or 
counter cyriantano future ihrfats from bic^gicai, chemical, nuclear, 
and raoioiogicai weapons, crested under tho dm/ in November 2C05 
as recommended dy the wmd CommissiW? in 2005 . 

NATIONAi INTELLIGENCE COORDINATION CENTER 

(NIC'O 

Nation's printeiy mechani&nt for the coordinetion, assessment, and 
effiaeni ytiszaLfon of the total array of U.S. inieiHgentx* col/ectlon 
capabilities and resources. GO'iocated with the Oefense intelligence 
Oporauon Cootdination Center , EsfeWIsfted fr/2007. 

NATIONAL INTEU.IGENCE COUNCIL (NIC) 

leads and coordinains analysis across the iC, represents ic analytic 
views to the policy community, aiid d.iects Natlcnal intcfllgcncG 
Estimates and othe; mfo-ierm ana long-term siratt^ analyses 
Formed undenhe DCI 101979. Reaignea under the DNimTOOS 

PftlSlDlNTS DAILYBRIEFING (PDB) STAFF 
Manages the production arid duHivery of daily mteii^ence 
pfesentaiions for the Rresiaerit and select adnnniswation seniors. 

Tw most recent of several formats and names since the Trurrm era. 
The en.'anonof the OCM moved senior authority tor (tvs presidential 
support from CiA to ONI in 2005 

SPECIAL SECURITY CENTER 

Leads security clearance dartsfoonafion and assists the DM i/t 
sharir^ and proiecling national intefilgence information, creating 
standard security procedures end maragirrg corrtrdicd access 
programs. Previously the Director's Special Security center under 
the Da. Real^r^ under the DNI in 2005. 
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ANNEX 3 

Section 102A of the National Security Act 

of 1947 

Codified at 50 U.S.C. § 403-1 
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TITLE 50~WAR AND NATIONAL DEFENSE 


Page 82 


“(2) the Permanent Select Committee on Intel- 
ligence and the Committee on Armed Services of the 
House of Representatives; and 
“(2) the Select Committee on Intelligence and the 
Committee on Armed Services of the Senate." 

Cia>JTRAL INTELLIGSNCB AGENCY RETIREMENT AND 
DisABn-rry System 

Pub. L. 88-643. Oct, 13, 1964, 78 Stat. 1043, as amended 
by Pub. L. 90-689, Sept. 30, 1968, 82 Stat. 902; Pub, L. 
91-185, Dec. 30. 1969, 83 Stat. 847; Pub. L. 91-626, §§1-8, 
Dec. 31. 1970, 84 Stat. 1872-1874; Pub. L. 93-31, May 8, 
1973, 87 Stat. 65; Pub. L. 93-210, §l<a). Dec. 28. 1973, 87 
Stat. 808; Pub, L. 94-381, title vni, § 801(b), July 14, 1976, 
90 Stat. ^9; Pub. L. 94-522, title I. §§101. 102, title U. 
§§201-213, Oct. 17. 1976. 90 Stat. 2467-2471; Bx. Ord. No. 
12273, Jan. 16, 1981, 46 P.R, 5854; Ex. Ord. No. 12326. Sept. 
30. 1981, 46 F.R. 48880; Pub. L. 97-269. title VI. §§602-611, 
Sept. 27, 1982, 9.8 Stat. 1145-1148, 1152-1153; Ex. Ord. No. 
12443, Sept. 27. 1983, 48 F.R. 44751; Ex. Ord, No. 12485. 
July 13. 1984. 49 F.R. 2882?; Pub. L. 98-618, title IH, 1302. 
Nov. 8. 1984. 98 Stat. 3300; Pub, L, 99-169, title VD, §702. 
Dec. 4, 1985. 99 Stat. 1008; Pub. L, 99-335, title V. 
§§501-506, June 6. 1986. 100 Stat. 622-624; Pub, L. 99-614, 
§2, Oct. 22, 1966, 100 Stat. 2095; Pub. L. 99-569, title m. 
§303(a), Oct. 27. 1986. 100 Stat. 3192; Pub. L. 100-178. title 
IV, §§401(a>, 402(a). (b)(1). (2). Dec. 2, 1987, 161 Stat. 
1012-1014; Pub. L. 10CM53, title UI, § 302(a), (b)(i). (oXD, 
(dXl). (2), title V. §602, Sept. 29, 1988. 102 Stat. 1906. 1907, 
1909: Pub. L. 101-193, title ID. §§302-3Q4(a). 307(b>, Nov, 
30. 1989, 103 Stat. 1703, 1707; Pub. L. 102-83. §5(oX2), Aug. 
6. 1991, 105 Stat. 406; Pub. L. 102-88, title III, 
S§302-305(a), 306-307(b), Aug. 14. 1991, 105 Scat- 431-433; 
Pub. L. 10^183, title HI. §§ 3C2(a)-(o). 303(a). 304-30e(b). 
307 , 309(a). 810(a). Dec. 4. 1991, 106 Stat. 1262-1266; Pub. 
L. 102-496. title m. §304<b), Oct. 24. 1992, 106 Stat. 31B3. 
known as the Central Xnteliigenoe Agency Retirement 
Act of 1964 for Certain Employees, was revised gener- 
ally by Pub. L. 102-496. title VIU, §802, Oct. 24, 1992. 106 
Stat. 3196. As so revised. Pub. L. 88-643, now known as 
the Central Intelligence Agency Retirement Act, has 
been transferred to chapter 38 (§2001 et aeq.) of this 
title. All notes, Executive orders, and other provisions 
relating to this Act have been transferred to section 
2001 of this title. 

Exeouttvb Order No. 10656 
Ek. Ord. No. 10656, Feb. 6. 1956, 21 F.R. 859. which es- 
tablished the President's Board of Consultants on For- 
eign Intelligence Aotivlties, was revoked by Bx. Ord. 
No. 109^. May 4, 1961. 26 F.R. 3951, formerly set out 
below. 

ExBOunvB Order no. 10938 

Ex. Ord. No. 10938, May 4, 1901, 28 F.R. 3951, which es- 
tablished the President’s Foreign Intelligence Advisory 
Board, was revoked by Bx. Ord. No. 13460, Mar. 20. 1969, 
34 F.R. 5535, formerly set out below. 

EXBOUrrVB order no, 11460 

Bx. Ord. No. 11460, Mar. 20, 1969. 34 F.R. 5535. which es- 
tablished the President’s Foreign Intelligence Advisory 
Board, was revoked by Ex. Ord. No. 11984, May 4, 1977, 
42 F.R. 23329, set out below. 

EX. Ord. No. 11984. Abolition of President’s Pobbign 

INTELLIQENOE ADVISORY BOARD 
Ex, Ord. No. 11984, May 4, 1977, 42 F.R, 23129, provided: 
By virtue of the authority vested in me by the Con- 
stitution and statutes of the United States of America, 
and as President of the United States of America, in 
order to abolish the President’s Foreign Intelligenco 
Advisory Board, Executive Order No. 31460 of March 20, 
1969, l8 hereby revoked, 

JIMMY Carter. 

EXECUTIVE ORDER NO. 12331 

Ex. Ord, No. 12331, Oct. 20. 1981, 46 F.R. 51706, which 
established the President’s Foreign Intelligonoe Advi- 


sory Board, was revoked by Ex. Ord. No. 32537, Oct. 28, 
1^5, 50 F.R, 45083, formerly set out below, 

EXECUTIVE Order No. 12537 

Bx. Ord. No, 12537, Oct. 28, 1986, 50 P.R. 45083, as 
amended by Ex. Ord. No. 1^24, Jan. 6, 1M8. 53 F.R. 489, 
which established the President’s Foreign Intelligence 
Advisory Board, was revoked by Ex. Ord. No, 12863, §3.3, 
Sept. 13. 1993, 58 P.R. 48441, set out as a note under sec- 
tion 401 of this title. 

§403-1. Respousibilitles and authorities of the 

Director of National Intelligence 

(a) Provision of intelligence 

(1) The Director of National Intelligence shall 
be responsible for ei^uring that national intel- 
ligence is provided— 

(A) to the President; 

(B) to the heads of departments and agencies 
of the executive branch; 

(C) to the Chairman of the Joint Chiefs of 
Staff and senior military commanders; 

(D) to the Senate and House of Representa- 
tives and the committees thereof: and 

(B) to such other persons as the Director of 
National Intelligence determines to be appro- 
priate. 

(2) Such national intelligence should be time- 
ly. objective, independent of political consider- 
ations. and based upon all sources available to 
the intelligence community and other appro- 
priate entities. 

(b) Access to intelligence 

Unless otherwise directed by the President, 
the Director of National Intelligence shall have 
access to all national intelligence and intel- 
ligence related to the national security which is 
collected by any Federal department, agency, or 
other entity, except as otherwise provided by 
law or, as appropriate, under guidelines agreed 
upon by the Attorney General and the Director 
of National Intelligence. 

(e) Budget authorities 

(1) With respect to budget requests and appro- 
priations for the National Intelligence Program, 
the Director of National Intelligence shall — 

(A) based on intelligence priorities set by 
the President, provide to the heads of depart- 
ments containing agencies or organizations 
within the Intelligence community, and to the 

■ heads of such agencies and organizations, 
guidance for developing the National Intel- 
ligence Program budget pertaining to such 
agencies and organizations: 

(B) based on budget proposals provided to 
the Director of National Intelligence by the 
heads of agencies and organizations within the 
intelligence community and the heads of their 
respective departments and. as appropriate, 
after obtaining the advice of the Joint Intel- 
ligence Community Council, develop and de- 
termine an annual consolidated National In- 
telligence Program budget; and 

(C) present such coi^olidated National Intel- 
ligence Program budget, together with any 
comments from the heads of departments con- 
taining agencies or organizations within the 
intelligence community, to Che President for 
approval. 
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(2) In addition to the information provided 

under paragraph the heads qf agencies 

and organizations within the intelligence com- 
munity shall provide the Director of National 
Intelligence such other information as the Di- 
rector shall request for the purpose of determin- 
ing the annual consolidated National Intel- 
ligence Program budget under that paragraph. 

(3) {A) The Director of National Intelligence 
shall participate in the development by the Sec- 
retary of Defense of the annual budgets for the 
Joint Military Intelligence Program and for 
Tactical Intelligence and Related Activities. 

(B) The Director of National Intelligence ^all 
provide guidance for the development of the an- 
nual budget for each element of the Intelligence 
community that Is not within the National In- 
telligence Program. 

(4) The Director of National Intelligence shall 
ensure the effective execution of the annual 
budget for intelligence and intelligence-related 
activities. 

(5) (A) The Director of National Intelligence 
shall be responsible for managing appropriations 
for the National Intelligence Program by direct- 
ing the allotment or allocation of such appro- 
priations through the heads of the departments 
containing agencies or organizations within the 
intelligence community and the Director of the 
Central Intelligence Agency, with prior notice 
(including the provision of appropriate support- 
ing information) to the head of the department 
containing an agency or organization receiving 
any such allocation or allotment or the Director 
of the Central Intelligence Agency. 

(B) Notwithstanding any other provision of 
law, pursuant to relevant appropriations Acts 
for the National Intelligence Program, the Di- 
rector of the Office of Management and Budget 
shall exercise the authority of the Director of 
the Office of Management and Budget to appor- 
tion funds, at the exclusive direction of the Di- 
rector of National Intelligence, for allocation to 
the elements of the intelligence community 
through the relevant host executive depart- 
ments and the Central Intelligence Agency. De- 
partment comptrollers or appropriate budget 
execution officers shall allot, allocate, repro- 
gram, or transfer funds appropriated for the Na- 
tional Intelligence Program in an expeditious 
manner. 

(C) The Director of National Intelligence shall 
monitor the implementation and execution of 
the National Intelligence Program by the heads 
of the elements of the intelligence community 
that manage programs and activities that are 
part of the National Intelligence Program, 
which may include audits and evaluations. 

(6) Apportionment and allotment of funds 
under this subsection shall be subject to chapter 
13 and section 1517 of title 31 and the Congres- 
sional Budget and Impoundment Control Act of 
1974 (2U.S.C, 621 et seq.). 

(7) (A) The Director of National Intelligence 
shall provide a semi-annual report, beginning 
April 1. 2005, and ending April 1, 2007, to the 
President and the Congress regarding implemen- 
tation of this section. 

(B) The Director of National Intelligence shall 
report to the President and the Congress not 
later than 15 days after learning of any instance 


in which a departmental comptroller acts in a 
manner inconsistent with the law (including 
permanent statutes, authorization Acts, and ap- 
propriations Acts), or the direction of the Direc- 
tor of National Intelligence, in carrying out the 
National Intelligence Program. 

(d) Role of Director of National Intelligence in 

trai^fer and reprogramming of funds 

(1) (A) No funds made available under the Na- 
tional Intelligence Program may be transferred 
or reprogrammed without the prior approval of 
the Director of National Intelligence, except in 
accordance with procedures prescribed by the 
Director of National Intelligence. 

(B) The Secretary of Defense shall consult 
with the Director of National Intelligence before 
transferring or reprogramming fUnds made 
available under the Joint Military Intelligence 
Program. 

(2) Subject to the succeeding provisions of this 
subsection, the Director of National Intelligence 
may transfer or reprogram funds appropriated 
for a program within the National Intelligence 
Program to another such program. 

(3) The Director of National Intelligence may 
only transfer or reprogram funds referred to in 
subparagraph (A) — ^ 

(A) with the approval of the Director of the 
Office of Management and Budget; and 

(B) after consultation with the heads of de- 
partments containing agencies or organiza- 
tions within the intelligence community to 
the extent such agencies or organizations are 
affected, and, in the case of the Central Intel- 
ligence Agency, after consultation with Che 
Director of the Central Intelligence Agency. 

(4) The amounts available for transfer or re- 
programming in the National Intelligence Pro- 
gram in any given fiscal year, and the terms and 
conditions governing such transfers and 
reprogrammings, are subject to the provisions of 
annual appropriations Acts and this subsection, 

(5) (A) A transfer or reprogramming of funds or 
personnel may be made under this subsection 
only If— 

(i) the funds are being transferred to an ac- 
tivity that is a higher priority intelligence ac- 
tivity; 

(ii) the transfer or reprogramming supports 
an emergent need, improves program effec- 
tiveness, or increases efficiency: 

(iii) the transfer or reprogramming does not 
involve a transfer or reprogramming of funds 
to a Reserve for Contingencies of the Director 
of National Intelligence or the Reserve for 
Contingencies of the Central Intelligence 
Agency: 

(Iv) the transfer or reprogramming results In 
a cumulative transfer or reprogramming of 
funds out of any department or agency, as ap- 
propriate, funded in the National Intelligence 
Program in a single fiscal year — 

(I) that is less than $150,000,000, and 

(II) that is less than 5 percent of amounts 

available to a department or agency under 

the National Intelligence Program; and 

(v) the transfer or reprogramming does not 
terminate an acquisitioi] program. 


»So in original, Probably sbould be "paragraph (1)(A)— 
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(B) A transfer or reprogramming may be made 
without regard to a limitation set forth in 
clause (iv) or (v) of subparagraph (A) if the 
transfer has the concurrence of the head of the 
department Involved or the Director of the Cen- 
tral Intelligence Agency (in the case of the Cen- 
tral Intelligence Agency). The authority to pro- 
vide such concurrence may only be delegated by 
the head of the department or agency Involved 
to the deputy of such officer. 

(6) Funds transferred or reprogrammed under 
this subsection shall remain available for the 
same period as the appropriations account to 
which transferred or reprogrammed. 

(7) Any transfer or reprogramming of funds 
under this subsection shall he carried out in ac- 
cordance with existing procedures applicable to 
reprogramming notifications for the appropriate 
congressional committees. Any proposed trans- 
fer or reprogramming for which notice Is given 
to the appropriate congressional committees 
shall be accompanied by a report explaining the 
nature of the proposed transfer or reprogram- 
ming and how it satisfies the requirements of 
this subsection. In addition, the congressional 
intelligence committees shall be promptly noti- 
fied of any transfer or reprogramming of funds 
made pursuant to this subsection in any case In 
which the transfer or reprogramming would not 
have otherwise required reprogramming notifi- 
cation under procedures in effect && of December 
17. 2004. 

(e) Transfer of personnel 

(1) (A) In addition to any other authorities 
available under law for such purposes, in the 
first twelve months after establishment of a new 
national intelligence center, the Director of Na- 
tional Intelligence, with the approval of the Di- 
rector of the Office of Management and Budget 
and in consultation with Che congressional com- 
mittees of jurisdiction referred to in subpara- 
graph (B), may transfer not more than 100 per- 
sonnel authorized for elements of the intel- 
ligence community to such center. 

(B) The Director of National Intelligence shall 
promptly provide notice of any transfer of per- 
sonnel made pursuant to this paragraph to— 

(1) the congressional intelligence commit- 
tees; 

(ii) the Committees on Appropriations of the 
Senate and the House of Representatives; 

(iii) in the case of the transfer of personnel 
to or from the Department of Defense, the 
Committees on Armed Services of the Senate 
and the House of Representatives; and 

(Iv) in the case of the transfer of personnel 
to or from the Department of Justice, to the 
Committees on the Judiciary of the Senate 
and the House of Representatives. 

(C) The Director shall include in any notice 
under subparagraph (B) an explanation of the 
nature of the transfer and how it satisfies the 
requirements of this subsection. 

(2) (A) The Director of National Intelligence, 
with the approval of the Director of the Office of 
Management and Budget and in accordance with 
procedures to be developed by the Director of 
National Intelligence and the heads of the de- 
partments and agencies concerned, may transfer 
personnel authorized for an element of the Intel- 


Ifeenoe community to another such element for 
a jwriod of not more than 2 years. 

(B) A transfer of personnel may be made under 
this paragraph only if— 

(i) the personnel are being transferred to an 
activity that is a higher priority intelligence 
activity; and 

(il) the transfer supports an emergent need, 
improves program effectiveness, or increases 
efficiency, 

(C) The Director of National Intelligence shall 
promptly provide notice of any transfer of per- 
sonnel made pursuant to this paragraph to— 

(i) the congressional intelligence commit- 
tees; 

(ii) in the case of the transfer of personnel to 
or from the Department of Defense, the Com- 
mittees on Armed Services of the Senate and 
the House of Representatives; and 

(iii) in the case of the transfer of personnel 
to or from the Department of Justice, to the 
Committees on the Judiciary of the Senate 
and the House of Representatives. 

(D) The Director shall Include in any notice 
under subparagraph (C) an explanation of the 
nature of the transfer and how it satisfies the 
requirements of this paragraph. 

<3) It is the sense of Congress that— 

(A) the nature of the national security 
threats facing the United States will continue 
to challenge the intelligence community to re- 
spond rapidly and flexibly to bring analytic re- 
sources to bear against emerging and unfore- 
seen requirements; 

(B> both the Office of the Director of Na- 
tional Intelligence and any analytic centers 
determined to be necessary should be fully and 
properly supported with appropriate levels of 
personnel resources and that the President’s 
yearly budget requests adequately support 
those needs; and 

(C) the President should utilize all legal and 
administrative discretion to ensure that the 
Director of National Intelligence and all other 
elements of the intelligence community have 
the necessary resources and procedures to re- 
spond promptly and effectively to emerging 
and unforeseen, national security challenges. 

(f) Tasking and other aufiiorities 

(3)(A) The Director of National Intelligence 
shall — 

(I) establish objectives, priorities, and guid- 
ance for the intelligence community to ensure 
timely and effective collection, processing, 
analysis, and dissemination (Including access 
by users to collected data consistent with ap- 
plicable law and, as appropriate, the guide- 
lines referred to in subsection (b) of this sec- 
tion and analytic products generated by or 
within the intelligence community) of na- 
tional intelligence: 

(ii) determine requirements and priorities 
for, and manage and direct the tasking of, col- 
lection, analysis, production, and dissemina- 
tion of national intelligence by elements of 
the intelligence community, including— 

(I) approving requirementa (including 
those requirements responding to needs pro- 
vided by consumers) for collection and 
analysis; and 
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(II) resolving conflicts In collection re- 
quirements and in tlie tasking of national 
collection a^ets of the elements of Uie in- 
telligence community; and 
(iii) provide advisory tasking to intelligence 
elements of those agencies and departments 
not within the National Intelligence Program. 

(B) The authority of the Director of National 
Intelligence under subparagraph (A) shall not 
apply— 

(1) insofar as the President so directs: 

(ii) with respect to clause (il) of subpara- 
graph (A), insofar as the Secretary of Defense 
exercises tasking authority under plans or ar- 
rangements agreed upon by the Secretary of 
Defense and the Director of National Intel- 
ligence; or 

(iii) to the direct dissemination of informa- 
tion to State government and local govern- 
ment officials and private sector entitles pur- 
suant to sections 121 and 482 of title 6. 

(2) The Director of National Intelligence shall 
oversee the National Counterterrorism Center 
and may establish such other national intel- 
ligence centers as the Director determines nec- 
essary. 

(3) (A) The Director of National Intelligence 
shall prescribe, In consultation with the heads 
of other agencies or elements of the intelligence 
community, and the heads of their respective 
departments, personnel policies and programs 
applicable to the intelligence community that— 

(i) encourage and facilitate assignments and 
details of personnel to national intelligence 
centers, and between elements of the intel- 
ligence community; 

(ii) set standards for education, training, and 
career development of personnel of the intel- 
ligence community; 

(iii) encourage and facilitate the recruit- 
ment and retention by the intelligence com- 
munity of highly qualified Individuals for the 
effective conduct of intelligence activities; 

(iv) ensure that the personnel of the Intel- 
ligence community are sufficiently diverse for 
purposes of the collection and analysis of In- 
telligence through the recruitment and train- 
ing of women, minorities, and individuals with 
diverse ethnic, cultural, and linguistic back- 
grounds; 

(V) make service In more than one element 
of the intelligence community a condition of 
promotion to such positions within the intel- 
ligence community as the Director shall speci- 
fy; and 

(vi) ensure the effective management of in- 
telligence community personnel who are re- 
sponsible for intelligence community-wide 
matters. 

(B) Policies prescribed under subparagraph (A) 
shall not be inconsistent with the personnel 
policies otherwise applicable to members of the 
uniformed services. 

(4) The Director of National Intelligence shall 
ensure compliance with the Constitution and 
laws of the United States by the Central Intel- 
ligence Agency and shall ensure such compli- 
ance by other elements of the intelligence com- 
munity through the host executive departments 


that manage the programs and activities that 
are part of the National Intelligence Program. 

(5) The Director of National Intelligence shall 
ensure the elimination of waste and unnecessary 
duplication within the intelligence community. 

(6) The Director of National Intelligence shall 
establish requirements and priorities for foreign 
intelligence information to be collected under 
the Foreign Intelligence Surveillance Act of 1978 
<50 U.S.C. 1801 et seq.), and provide assistance to 
the Attorney General to ensure that informa- 
tion derived fbom electronic surveillance or 
physical searches under that Act is dissemi- 
nated so it may be used efficiently and effec- 
tively for national intelligence purposes, except 
that the Director shall have no authority to di- 
rect or undertake electronic surveillance or 
physical search operations pursuant to that Act 
unless authorized by statute or Executive order, 

(7) The Director of National Intelligence shall 
perform such other functions as the President 
may direct. 

(8) Nothing in this subchapter shall be con- 
strued as affecting the role of the Department of 
Justice or the Attorney General under the For- 
eign Intelligence Surveillance Act of 1978. 

(g) Intelligence information sharing 

(1) The Director of National Intelligence shall 
have principal authority to ensure maximum 
availability of and access to intelligence infor- 
mation within the intelligence community con- 
sistent with national security requirements, 
The Director of National Intelligence shall— 

(A) establish uniform security standards and 
procedures; 

(B) establish common information tech- 
nology standards, protocols, and interfaces; 

(C) ensure development of information tech- 
nology systems that Include multi-level secu- 
rity and Intelligenoe integration oapabilltles; 

(D) establish policies and procedures to re- 
solve conflicts between the need to share in- 
telligence information and the need to protect 
intelligence sources and methods; 

(E) develop an enterprise architecture for 
the intelligence community and ensure that 
elements of the intelligence community com- 
ply with such architecture; and 

(F) have procurement approval authority 
over all enterprise architecture-related Infor- 
mation technology items funded in the Na- 
tional Intelligence Program. 

(2) The President shall ensure that the Direc- 
tor of National Intelligence has all necessary 
support and authorities to fully and effectively 
Implement paragraph (i). 

(3) Except as otherwise directed by the Presi- 
dent or with the specific written agreement of 
the head of the department or agency in ques- 
tion, a Federal agency or official shall not be 
considered to have met any obligation to pro- 
vide any information, report, assessment, or 
other material (including unevaluated intel- 
ligence information) to that department or 
agency solely by virtue of having provided that 
information, report, assessment, or other mate- 
rial to the Director of National Intelligence or 
the National Countarterroriam Center. 

(4) Not later than February 1 of each year, the 
Director of National Intelligence shall submit to 
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the President and to the Congress an annual re- 
port that identifies any statute, regulation^ pol- 
icy, or practice that the Director believes im- 
pedes the ability of the Director to fully and ef- 
fectively implement paragraph (1). 

(h) Analysis 

. To ensure the most accurate analysis of intel- 
ligence is derived from all sources to support na- 
tional secuidty needs, the Director of National 
Intelligence shall— 

(1) implement policies and procedures — 

(A) to encourage sound analytic methods 
and tradecraft throughout the elements of 
the Intelligence community; 

(B) to ensure that analysis is based upon 
all sources available; and 

(C) to ensure that the elements of the in- 
telligence community regularly conduct 
competitive analysis of analytic products, 
whether such products are produced by or 
disseminated to such elements; 

(2) ensure that resource allocation for intel- 
ligence analysis is appropriately proportional 
to resource allocation for intelligence collec- 
tion systems and operations in order to maxi- 
mize analysis of all collected data; 

(3) ensure that differences in analytic Judg- 
ment are fully considered and brought to the 
attention of policymakers; and 

(4) ensure that sufficient relationships are 
established between intelligence collectors 
and analysts to facilitate greater understand- 
ing of the needs of analysts. 

(i) Protection of Intelligence sources and meth- 
ods 

(1) The Director of National Intelligence shall 
protect intelligence sources and methods from 
unauthorized disclosure. 

(2) Consistent with paragraph (1), in order to 
maximize the dissemination of intelligence, the 
Director of National Intelligence shall establish 
and implement guidelines for the Intelligence 
community for the following purposes: 

(A) Classification of information under ap- 
plicable law, Executive orders, or other Presi- 
dential directives. 

(B) Access to and dissemination of intel- 
ligence, both in final form and in the form 
when initially gathered. 

(C) Preparation of Intelligence products in 
such a way that source Informatlou is removed 
to allow for dissemination at the lowest level 
of classification possible or in unclassified 
form to the extent practicable. 

(3) The Director may only delegate a duty or 
authority given the Director under this sub- 
section to the Principal Deputy Director of Na- 
tional Intelligeoce. 

(|) Uniform procedures for sensitive compart- 
mented information 

The Director of National Intelligence, subject 
to the direction of the President, shall — 

(1) establish uniform standards and proce- 
dures for the grant of access to sensitive com- 
partmented information to any officer or em- 
ployee of any agency or department of the 
United States and to employees of contractors 
of those agencies or departments; 


(2) ensure the consistent implementation of 
those standards and procedures throughout 
such agencies and departments; 

(3) ensure that security clearances granted 
by Individual elements of the intelligence 
community are recognized by all elements of 
the intelligence community, and under con- 
tracts entered into by those agencies; and 

(4) ensure that the process for investigation 
and adjudication of an application for access 
to sensitive compartmented information Is 
performed in the most expeditious manner 
possible consistent with applicable standards 
for national security. 

Ck) Coordination with foreign governments 

Under the direction of the President and in a 
manner consistent with section 392? of title 22, 
the Director of National Intelligence shall over- 
see the coordination of the relationships be- 
tween elements of the intelligence community 
and the intelligence or security services of for- 
eign governments or international organizations 
on all matters Involving intelligence related to 
the national security or involving Intelligence 
acoulred through clandestine means. 

(f) Enhanced personnel management 

(1) (A) The Director of National Intelligence 
shall, under regulations prescribed by the Direc- 
tor. provide incentives for personnel of elements 
of the intelligence community to serve— 

(i) on the staff of the Director of National 
Intelligence; 

(ii) on the staff of the national intelligence 
centers; 

(ill) on the staff of the National Counter- 
terrorism Center; and 

(iv) in other positions In support of the in- 
telligence community management functions 
of the Director. 

(B) Incentives under subparagraph (A) may in- 
clude financial incentives, bonuses, and such 
other awards and incentives as the Director con- 
siders appropriate. 

(2) (A) Notwithstanding any other provision of 
law, the personnel of an element of the intel- 
ligence community who are assigned or detailed 
under paragraph 0)(A) to service under the Di- 
rector of National Intelligence shall be pro- 
moted at rates equivalent to or better than per- 
sonnel of such element who are not so assigned 
or detailed. 

(B) The Director may prescribe regulations to 
carry out this section. 

(3) (A) The Director of National Intelligence 
shall prescribe mechanisms to facilitate the ro- 
tation of personnel of the intelligence commu- 
nity through various elements of the intel- 
ligence community in the course of their careers 
In order to facilitate the widest possible under- 
stending by such personnel of the variety of in- 
telligence requirements, methods, users, and ca- 
pabilities. 

(B) The mechanisms prescribed under subpara- 
graph (A) may include the following; 

(i) The establishment of special occupational 
categories involving service, over the course of 
a career, in more than one element of the in- 
telligence community. 

(11) The provision of rewards for service in 
petitions undertaking analysis and planning 
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of operations involving two or more elements 
of the intelligence community. 

(iii) The establishment of requirements for 
education, training, service, and evaluation 
for service involving more than one element of 
the Intelligence community. 

(C) It is the sense of Congress that the mecha- 
nisms prescribed under this subsection should, 
to the extent practical, seek to duplicate for ci- 
vilian personnel within the intelligence commu- 
nity the ^oint officer management policies es- 
tablished by chapter 38 of title 10 and the other 
amendments made by title IV of the Qoldwater- 
Nichols Department of Defense Reotganl 2 atlon 
Act of 1986 (Public Law 9^33). 

(4)(A) Except as provided in subparagraph (B) 
and subparagraph (D), this subsection shall not 
apply with respect to personnel of the elements 
of the intelligence community who are members 
of the uniformed services. 

(B) Mechanisms that establish requirements 
for education and training pursuant to para- 
graph (3)(B)(iii) may apply with respect to mem- 
bere of the uniformed services who are assigned 
to an element of the Intelligence community 
funded through the National Intelligence Pro- 
gram. but such mechanisms shall not be incon- 
sistent with personnel policies and education 
and training requirements otherwise applicable 
to membere of the uniformed services. 

(C) The personnel policies and programs devel- 
oped and implemented under this subsection 
with respect to law enforcement officers (avS that 
term is defined in section 5541(3) of title 5) shall 
not affect the ability of law enforcement enti- 
ties to conduct operations or. through the appli- 
cable chain of command, to control the activi- 
ties of such law enforcement officers. 

CD) Assignment to the Office of the Director of 
National Intelligence of commissioned officers 
of the Armed Forces shall be considered a joint- 
duty assignment for purposes of the joint officer 
management policies prescribed by chapter 38 of 
title 10 and other provisions of that title. 

(m) Additional authority with respect to person- 
nel 

(1) In addition to the authorities under sub- 
section (f)(3) of this section, the Director of Na- 
tional Intelligence may exercise with respect to 
the personnel of the Office of the Director of Na- 
tional Intelligence any authority of the Director 
of the Central Intelligence Agency with respect 
to the personnel of the Central Intelligence 
Agency under the Central Intelligence Agency 
Act of 1949 (50 U.S.C. 403a et seq.), and other ap- 
plicable provisions of law, as of December 17, 
^Odr-to-the-same-exteatr-and-subject-tOuthe-same— 
conditions and limitations, that the Director of 
the Central Intelligence Agency may exercise 
such authority with respect to personnel of the 
Central Intelligence Agency. 

(2) Employees and applicants for employment 
of the Office of the Director of National Intel- 
ligence shall have the same rights and proreo- 
Uons under the Office of the Director of Na- 
tional Intelligence as employees of the Central 
Intelligence Agency have under the Central In- 
telligence Agency Act of 1949 (50 U.S.C. 403a et 
seq. 3, and other applicable provisions of law, as 
of December 17, 2004, 


{&) Acquisition authoriticas 

(1) In carrying out the responsibilities and au- 
thorities under this section, the Director of Na- 
tional Intelligence may exercise the acquisition 
and appropriations authorities referred to in the 
Central Intelligence Agency Act of 1949 (50 
U.S.C. 403a et seq.) other than the authorities 
referred to in section 8(b) of that Act (50 U.S.C. 
403j(b)). 

(2) For the purpose of the exercise of any au- 
thority referred to in paragraph (1), a reference 
to the head of an agency shall be deemed to be 
a reference to the Director of National Intel- 
ligence or the Principal Deputy Director of Na- 
tional Intelligence. 

(8)(A) Any determination or decision to be 
made under an authority referred to in para- 
graph (1) by the head of an agency may be made 
with respect to individual purchases and con- 
tracts or with respect to classes of purchases or 
contracts, and shall be final. 

(B) Except as provided in subparagraph (G). 
the Director of National Intelligence or the 
Principal Deputy Director of National Intel- 
ligence may, in such offtclars discretion, dele- 
gate to any officer or other official of the Office 
of the Director of National Intelligence any au- 
thority to make a determination or decision as 
the head of the agency under an authority re- 
ferred to in paragraph (1), 

(C) The limitations and conditions set forth in 
section 3(d) of the Central Intelligence Agency 
Act of 1949 (50 U.S.C. 403c(d)) shall apply to the 
exercise by the Director of National Intelligence 
of an authority referred to in paragraph (3). 

(D) Bach determination or decision required 
by an autboriCy referred to in the second sen- 
tence of section 3(d) of the Central Intelligence 
Agency Act of 1949 (50 U.S.C. 403c(d)] shall be 
based upon written findings made by the official 
making such determination or decision, which 
findings shall be final and shall be available 
within the Office of the Director of National In- 
telligence for a period of at least six years fol- 
lowing the date of such determination or deci- 
sion. 

(o) Consideration of views of elements of Intel- 
ligence community 

In carrying out the duties and responsibilities 
under this section, the Director of National In- 
telligence shall take into account the views of a 
head of a department containing an element of 
the intelligence community and of the Director 
of the Central Intelligence Agency. 

(p) ReBponsibility of Director of National faiel' 
ligence regarding National Int eliigence Pit> « 

gram budget concerning the Department of 
Defense 

Subject to the direction of the President, the 
Director of National Intelligence shall, after 
consultation with the Secretary of Defense, en- 
sure that the National Intelligence Program 
budgets for the elements of the intelligence 
community that are within the Department of 
Defense are adequate to satisfy the national In- 
telligence needs of the Department of Defense, 
including the needs of the Chairman of the Joint 
Chiefs of Staff and the commanders of the uni- 
fied and specified commands, and wherever such 
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elements are performing Government-wide func- 
tions, the needs of other Federal departments 
and agencies. 

(q) Acquisitions of mq|or systems 

(1) For each intelligence program within the 
National Intelligence Program for the acquisi- 
tion of a major system, the Director of National 
Intelligence ^all— 

(A) require the development and implemen- 
tation of a program management plan that in- 
cludes cost, schedule, and performance goals 
and program milestone criteria, except that 
with respect to Department of Defense pro- 
grams the Director shall consult with the Sec- 
retary of Defense; 

(B) serve as exclusive milestone decision au- 
thority, except that with respect to Depart- 
ment of Defense programs the Director shall 
serve as milestone decision authority jointly 
with the Secretary of Defense or the designee 
of the Secretary; and 

(C) periodically— 

(I) review and assess the progress made to- 
ward the achievement of the goals and mile- 
stones established In such plan; and 

(il) submit to Congress a report on the re- 
sults of such review and assessment. 

(2) If the Director of National Intelligence and 
the Secretary of Defense are unable to reach an 
agreement on a milestone decision under para- 
graph (1)(B), the President shall resolve the con- 
nict. 

(3) Nothing In this subsection may be con- 
strued to limit the authority of the Director of 
National Intelligence to delegate to any other 
official any authority to perform the respon- 
sibilities of the Director under this subsection. 

(4) In this subsection: 

<A) The term “intelligence program*', with 
respect to the acquisition of a major system, 
means a, program that— 

(i) is carried out to acquire such major 
system for an element of the intelligence 
community; and 

(II) is funded In whole out of amounts 
available for the National Intelligence Pro- 
gram. 

(B) The term “major system” has the mean- 
ing given such term in section 403(9) of title 42. 

(r) PerforxaaiM^ of common services 

The Director of National Intelligence shall, in 
consultation with the heads of departments and 
agencies of the United States Government con- 
taining elements within the intelligence com- 
munity and with the Director of the Central In- 
telligence Agency, coordinate the performance 
by the elements of the intelligence community 
within the National Intelligence Program of 
such services as are of common concern to the 
intelligence community, which services the Di- 
rector of National Intelligence determines can 
be more efficiently accomplished in a consoli- 
dated manner. 

(July W, 1947. ch. 343, title I, §102A, as added 
Pub. L. 108-458, title I, §10U(a). Dec, 17. 2004, 118 
Stat. 3644.) 

REFERENCES IN TEXT 

The Congressional Budget and Impoundment Control 
Act of 1974, referred to in subseo. (c)<6). is Pub. L. 


9S-S44. July 12. 1974 , 88 Stat. 297, as amended. For com- 
plete classification of this Act to the Code, see Short 
Title note set out under section 621 of Title 2, The Con- 
gress, and. Tables, 

The Foreign Intelligence Surveillance Act of 1978, re- 
ferred to in subseo. (0(6), <8), Is Pub. L. 95-511, Oct. 25. 
J978, 92 Stat. 1783. as amended, which Is classihed prin- 
cipally to chapter 38 (11801 et seq.) of this title. For 
complete oiassiflcatlon of this Aot to the Code, see 
Short Title note set out under section 1801 of this title 
and Tables. - 

This Bubchapter, referred to in subseo, (f)(8), was in 
the original ‘'this title”, meaning title I of act July 26, 
1947, ch. 843. 61 Stat. 496, as amended, which la classified 
generally to this subchapter. For complete olassifloa- 
tlon of title I to the Code, see Tables. 

The Goldwater-Nichols Department of Defense Reor- 
ganisation Act of 1988, referred to in subseo. (i)(3)(C), is 
Pub. L. 99-433, Oct. 1. 1986, 100 Stat. 992. as amended. 
For complete classification of this Act to the Code, see 
Short Title of 1986 Amendment note set out under eec- 
tion 111 of Title 10. Armed Forces, and Tables. 

The Central Intelligence Agency Act of 2949, referred 
to in snbsecs. (m) and (n)(l). is act June 20. 1949, ch. 227, 
63 Stat. 208, as amended, which is classiHcd generally 
to section 403a et seq. of this title. For complete classi- 
fication of this Act to the Code, see Short Title note 
set out under section 403a of this title and Tables. 

Prior provisions 

A prior section 403-1, act July 26, 1947, ch. 343. title I, 
5102A. as added Pub, h. 104-293, title Vm. § 805(b). Oct. 
11. 1996, 110 Stat. 3479, provided there Is a Central Intel- 
ligence Agency and described its function prior to re- 
peal by Pub. L. 108-458, title I. SSlOU(a), 1097(s). Deo. 17, 
2004, 118 Stat. 3643, 3698, effective not later than six 
months after Deo. 17, 2004, except as otherwise ex- 
pressly provided. See section 403-4 of this title. 

Another prior section 403-1. aot July 26. 1947,' ch. 343, 
title I. as added Doc. 9, 1983, Pub, h. 98-215, title 

iV. 1403, 97 Stat, 1477. related to appointment of Dh*ec- 
tor of the Intolligenoe Community Staff prior to repeal 
by Pub. h. 102-496, title Vn. § 706(a)(1), Oct, 24. 2992, 108 
Stat. 3190. 

EFFECTIVE DATE 

For Determination by President that section take ef- 
fect on Apr. 21, 2005. see Memorandum of President of 
the United States, Apr. 21. 2005, 70 F.B. 23926, set out as 
a note under section 401 of this title. 

Section effective not later than six months after Dec. 
17, 2004, except as otherwise expressly provided, see sec- 
tlOD 1097(a) of Pub, L. 103-458, set out in an Effective 
Date of 2004 Amendment; Transition Provisions note 
under section 401 of this title. 

Joint procedures for Operational Coordination 
BB' rwEBN Department op defense and Central In- 
telligence aornoy 

Pub. L. 108-458, title I. §1013. Dec. 17 , 2004. 118 Stat. 
3662, provided that: 

“(a) DEVELOPMENT OP PROCEDURES.— The Director of 
National Intelligence, in consultation with the Sec- 
retary of Defense and the Director of the Central Intel- 
ligence Agency, shall develop joint procedures to be 
used by the Department of Defense and the Central In- 
telligence Agency to improve the coordination and 
deconfliction of operations that involve elements of 
both the Armed Forces and the Central Intelligence 
Agency consistent with national security and the pro- 
tection of human intelligence sources and methods. 
Those procedures shall, at a minimum, provide the fol- 
lowing: 

“(1) Methods by which the Director of the Central 
Intelligence Agency and the Secretary of Defense can 
improve communication and coordination in the 
planning, execution, and sustainment of operations, 
including, as a minimum— 

“(A) Information exchange between senior offi- 
cials of the Central Intelligence Agency and senior 
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omcers and ofHciala of the Department of Defense 
when planning for such an operation commencee by 
either organization; and 

‘■(B) exchange of information between the Sec- 
retary and the Director of the Central Intelligence 
Agency to ensure that senior operational officials 
In both the Department of Defense and the Central 
Intelligence Agency have knowledge of the exist- 
ence of the ongoing operations of the other. 

"(2) When appropriate, in cases where the Depart- 
ment of Defense and the Central Intelligence Agency 
are conducting separate missions in the same geo- 
graphical area, a mutual agreement on the tactical 
and strategic objectives for the region and a clear de- 
lineation of operational responsibilities to prevent 
conflict and duplication Of effort. 

“(b) IMPLEMENTATION REPORT.— Not later than 180 
days after the dace of the enactment of the Act [Dec. 
17. 2004], the Director of National Intelligence ehall 
submit to the congressional defense committees (as- de- 
fined in section 101 of title 10, United States Code) and 
the congressional intelligence committees (as defined 
in section 3(7) of the National Security Act of 1947 (50 
U.S.C. 40ia(7))) a report describing the procedures es- 
tablished pursuant to subsection (a) and the status of 
the implementation of those procedures,” 

Alternative analysis op Intellicbnoe by the 
Intelligence community 

Pub. L. 108-458, title I. §1017, Dec, 17, 2004. 118 Stat. 
3670, provided that: 

“(a) IN GENERAL.~Not later than 180 days after the 
effective date of this Act [probably means the effective 
date of title I of Pub. L. 108-458, see Effective Date of 
a)04 Amendment; Transition Provisions note set out 
under section 401 of this title], the Director of National 
Intelligence shall establish a process and assign an in- 
dividual or entity the responsibility for ensuring that, 
as appropriate, elements of the intelligence community 
conduct alternative analysis (commonly referred to as 
‘red-team analysis') of the information and conclusions 
in intelligence products. 

“(b) Report,— N ot later than 270 days after the effec- 
tive date of this Act, the Director of National Intel- 
ligence shall provide a report to the Select Committee 
on Intelligence of the Senate and the Permanent Select 
Committee of the House of Representatives on the im- 
plementation of subsection (a).“ 

REQUIREMENT FOR EFFICIENT USE BY lNna:.LrOENCB 

Community of opkn-Sourcb intelligence 
P ub. L. i0&-458. title I. §I052(b), Dec, 17. 2004, 118 Stat. 
3683, provided that: “The Director of National Intel- 
ligence shall ensure that the intelligence community 
makes efficient and effective use of open-source infor- 
mation and analysis.” 

Enhancing Classified counterterrorist travel 
Efforts 

Pub, L. 108-458, title vn, §7201(e). Dec, 17. 2004, 118 
Stat. 3813, provided that: 

“(1) In general.— T he Director of National Intel- 
ligence shall significantly increase resources and per- 
sonnel to the small classified program that collects and 
analyzes intelligence on terrorist travel. 

“(2) AUTHORIZATION OP APPROPRIATIONS.— There are 

authorized to be appropriated for each of the fiscal 
years 2006 through 2009 such sums as may be necessary 
to carry out this subsection.” 

Intelligence Community Use op National 
INFRASTRUCTURE SIMULATION AND ANALYSIS CSirraR 

Pub. L, 108-458, title VIU, §8101, Dec. 17, 2004, 118 Stat. 
3864, provided that; 

“(a) IN GENERAL.— -The Director of National Intel- 
ligence shall establish a formal relationship, including 
information sharing, between the elements of the intel- 
ligence community and the National Infrastructure 
Simulation end Analysis Center. 


“(b) PURPOSE.— The purpose of the relationship under 
subsection (a) shall be to permit the intelligenca com- 
munity to take full advantage of the capabilities of the 
National InlTaatructure Simulation and Analysis Cen- 
ter. particularly vulnerability and consequence analy- 
aie, for real time response to reported threats and long 
term planning for projected threats.” 

Pilot program on analysis of Signals and other 
intelligence by intelligence Analysts op Var- 
ious Elements op the intelligence community 
P ub. L. 108-177, title in. §317, Dec. 13. 2003. 117 Stat. 
2611, as amended by Pub. L, 108-458, title I, 
§fl071(gX3XA)(i). (ii). 1072(d)(2XA), Dec. 17. 2004. 118 
Stat. 3^2. 3693, provided that: 

“(a) IN General.— T he Director of National Intel- 
ligence shall, in coordination with the Secretary of De- 
fense, carry out a pilot program to assess the feasibil- 
ity and advisability of permitting intelligence analysts 
of various elements of the intelligence community to 
access and analyze intelligence from the databases of 
other elements of the intelligence community in order 
to achieve the objectives set forth in subsection <o). 

“(b) Covered lNTBLLraBNOE.--Tbe intelligence to be 
analyzed under the pilot program under subsection (a) 
shall Include the following: 

“(J) Signals intelligence of the National Security 
Agency. 

“(2) Such intelligence of other elements of the In- 
telligence community as the Director shall select for 
purposes of the pilot program. 

“(c) OBJECTIVES.— The objectives set forth In this sub- 
eection are as follows; 

“(I) To enhance the capacity of the intelligence 
community to undertake ‘aU source fusion' analysis 
in support of the intelligence and intelligence-related 
missions of the intelligence community. 

“(3) To reduce, to the extent possible, the amount 
of Intelligence collected by the intelligence commu- 
nity that is not assessed, or reviewed, by intelligence 
analysts. 

“(3) To reduce the burdens imposed on analytical 
personnel of the elements of the intelligence commu- 
nity by current practices regarding the sharing of in- 
telligence among elements of the intelligence com- 
munity. 

”(d) COMMENCEMENT.— The Dlreotor shall commence 
the pilot program under subsection (a) not later than 
December 31, 2003. 

“(e) Various Mechanisms Required.— in carrying out 
the pilot program under subsection (a), the Director 
shall develop and utilize various meohaoisms to facili- 
tate the access to. and the analysis of, intelligence in 
the databases of the intelligence community by intel- 
ligence analysts of other elements of the intelligence 
community, including the use of so-called 'detailees in 
place’. 

“(D SECURmr.— (1) in carrying out the pilot program 
under subsection (a), the Director aball take appro- 
priate actions to protect against the disclosure and uo- 
au(:horized use of Intelligence in the databases of the 
elements of the intelligence community which may en- 
danger sources and methods which (as determined by 
the Director) warrant protection. 

“(2) The actions taken under paragraph (2) shall io- 
ciude the provision of training on the accessing and 
handling of information in the databases of various ele- 
ments of the intelligence community and the establish- 
ment of limitations on access to information in such 
databases regarding United States persons. 

“(g) ASSESSMENT,— Not later than February 1. 2004, 
after the commencement under subsection (d) of the 
pilot prograun under subsection (a), the Under Sec- 
retary of Defense for Intelligence and the Deputy Di- 
rector of National Intelligence shall jointly carry out 
an assessment of the progress of the pilot program in 
meeting the objectives set forth in subsection (c). 

“(b) REPORT.— (1) The Director of National Intel- 
ligence shall, in coordination with the Secretary of De- 
fense, submit to the appropriate committees of Con- 
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gress a report on tbe assessment carried out under BUt>- 
section <f). 

“(2) Tbe report sbail Include— 

“(A) a description of tbe pilot program under sub- 
section (a): 

“(B) tbe nndlnga of tbe Under Secretary and Assist- 
ant Director [Deputy Director of National Intel- 
ligence] as a result of tbe assessment; 

"(0) any recommendations regarding tbe pilot pro- 
gram that tbe Under Secretary and tbe Deputy Direc- 
tor of National Intelligence Jointly consider appro- 
priate in light of tbe assessment; and 
“(D) any recommendations that tbe Director and 
Secretary consider appropriate for purposes of the re- 
port, 

"(1) Appropriate committees op congress de- 
PINBD.— In this section, the term ‘appropriate oommit- 
teea of Congress' means— 

“(1) tbe Select Committee on Intelligence, the 
Committee on Armed Services, and tbe Committee on 
Appropriations of tbe Senate; and 
“(2) the Permanent Select Committee on Intel- 
ligence, the Committee on Armed Services, and the 
Committee on Appropriations of the House of Rep- 
resentatives.” 

Standardized Transutbbation op Names Into the 
Roman alphabet 

Pub. L, lOT-SOS. title III, §352. Nov. 27, 2002, 116 Stat. 
2401, as amended by Pub. L. 10M68, title I, 
§1071(gK2KD), Dec. 17. 2004. 118 SUt, 3691, provided that; 

"(a) METHOD OF TRANSLITERATION REQUIRED.— NoC 
later than 180 days after tbe date of the enactment of 
this Act [Nov. 27, 20023. the Director of Central intel- 
ligence shall provide for a standardized method for 
tren si iterating into tbe Roman alphabet personal and 
place names originally rendered In any language that 
uses an alphabet other than tbe Roman alphabet. 

“(b) USB BY Intelligence Community.— T he Director 
of National Intelligence shall ensure the use of tbe 
method established under subsection (a) in— 

“(1) all communications among the elements of tbe 
intoUlgenoe community; and 
“(2) all intelllgeDco products of the intelligence 
community.” 

Standards fob Spelling of foreign Names and 
Places and for Use op geographic coordinates 
P ub. L. 10&-107. title III, §309. Nov, 20. 1997, 111 Stat. 
2253, provided that: 

"(a) Survey of Current standards.— 

“(1) SURVEY.— The Director of Central Intelligence 
shall carry oat a survey of current standards for the 
spelling of foreign names and places, and tbe use of 
geographic coordinates for such places, among tbe 
elements of the Intelligence community. 

“(2) REPORT.— Not later than 90 days after the date 
of enactment of this Act [Nov. 20, 1997], the Director 
shall submit to the congressional Intelligence com- 
mittees a report on the survey carried out under 
paragraph (i). The report shall be submitted in un- 
classified form, bu^t may include a classified annex, 
“(b) GUIDELINES.— 

“(I) ISSUANCE.— Not later than 180 days after the 
date of enactment of this Act, tbe Director shall 
Issue guidelines to ensure the use of uniform spelling 
of foreign names and places and the uniform use of 
geographic coordinates for such places. The guide- 
lines shall apply to all intelligence reports, intel- 
ligence products, and Intelligence databases prepared 
and utilized by the elements of the intelligence coio- 
munity. 

‘‘(2) Basis.— T be guidelines under paragraph (1) 
Shan, to the maximum extent practicable, be based 
on current United States Government standards for 
Che transliteration of foreign names, standards for 
foreign place names developed by tbe Board on Geo- 
graphic Names, and a standard set of geographic co- 
ordinates. 


‘•(8) submittal to congress.— T he Director shall 
submit a copy of the guidelines to the congreBsional 
intelligence committees. 

"(c) Congressional Inteu4gence Committees de- 
fined.— I n this section, the term 'congressional Intel- 
ligence committees’ means the following; 

“(1) The Select Committee on Inteliigonce of the 
Senate. 

“(2) The Permanent Select Committee on Intel- 
ligence of the House of Representatives.” 

[Reference to the Director of Central intelligence or 
the Director of the Central Intelligence Agency in the 
Director’s capacity as tbe head of the intelligence com- 
munity deemed to be a reference to the Director of Na- 
tional Intelligence. Reference to the Director of Cen- 
tral Intelligence or the Director of the Central Intel- 
lienee Agency in the Director’s capacity as the head of 
the Central Intelligence Agency deemed to be a ref- 
erence to the Director of the Central Intelligence Agen- 
cy. See section i081<a), (b) of Pub. L. 106-468, set out as 
a note under section 401 of this title.] 

PERIODIC REPORTS ON EXPENDFrURES 

Pub. li. 104-293, S807 (c), Oct- 11. 1996. 110 Stat. 3480. 
provided that: “Not later than January 1, 1997, tbe Di- 
rector of Central Intelligence and tbe Secretary of De- 
fense shall prescribe guidelines to ensure prompt re- 
porting to the Director and the Secretary on a periodic 
basie of budget execution data for all national, defense- 
wide, and tactical intelligence aotivltlee.” 

[Reference to the Director of Central Intelligence or 
tbe Director of the Central Intelligence Agency m the 
Director’s capacity as the head of the Intelligence com- 
munity deemed to be a reference to the Director of Na- 
tional Intelligence. Reference to the Director of Cen- 
tral Intelligence or tbe Director of the Central Intel- 
ligence Agency in tbe Director's capacity as the head of 
tbe Central Intelligence Agency deemed to be a ref- 
erence to the Director of the Central Intelligence Agen- 
cy. See section 1081(a), (b) of Pub. L. X08-458, set out as 
a note under section 401 of this title.] 

Database program 'Prackwo 
P ub. L. 104-293, UtJe vm. §807(d), Oct, 11. 1996, UO 
Stat. 8481, provided that; “Not later than January 1, 
1999. the Director of Central Intelligence and the Sec- 
retary of Defense shall develop and Implement a data- 
base to provide timely and accurate information bn the 
amounts, purposes, and status of the resources, inolud- 
ing periodic budget execution updates, for all national, 
defense-wide, and tactical IntelUgenoe activities.*' 
[Reference to the Director of Central Intelligence or 
the Director of the Central Intelligence Agency in the 
Director's capacity as the head of the intelligence com- 
munity deemed to be a reference to the Director of Na- 
tional Intelligence. Reference to tbe Director of Cen- 
tral Intelligence or tbe Director of the Central Intel- 
ligence Agency in the Director's capacity as the head of 
the Central Intelligence Agency deemed to be a ref- 
erence to the Director of the Central Intelligence Agen- 
cy. See section 1081(a), (b) of Pub. L. 10&-458, set out as 
a note under section 401 of this title.] 

IDENTIFICATION OF CONSTITUENT COMPONENTS OP BASE 
INTELLIGENCE BUDGET 

Pub. L. 30^359, title VI, §603. Oct. 14. 1994. 108 Stat. 
3433, provided that; “The Director of Central Intel- 
ligence shall Include the same level of budgetary detail 
for the Base Budget that is provided for Ongoing Initia- 
tives and New Initiatives to the Permanent Select 
Committee on Intelligence of the House of Representa- 
tives and Che Select Committee on Intelligence of the 
Senate in the congressional justification materials for 
Che annual submission of tbe National Foreign Intel- 
ligence Program of each fiscal year.” 

[Reference to the Director of Central Intelligence or 
the Director of tbe Central Intelligence Agency in the 
Director's capacity as tbe head of the intelligence com- 
munity deemed to be a reference to the Director of Na- 
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tJonal Intelligence. Reference to the Director of Cen- 
tral Intelligence or the Director of the Central Intel- 
ligence Agency In the Director’s capacity as the head of 
the Central Inteliigence Agency deemed to he a ref- 
erence to the Director of the Central Intelligence Agen- 
cy, See section 1081(a), (h) of Puh. L. 108-458, set ont as 
a note under section 401 of thia title,] 

§403-18. Aflsigmnent of responsibilities relating 

to anal 3 i^ic integrity 

(a) Assig3aineiit of responsibilities 

For purposes of carrying out section 403~l(b) of 
this title, the Director of National Intelligence 
shall, not later than 180 days after December 17, 
2004. assign an individual or entity to be respon- 
sible for ensuring that finished intelligence 
products produced by any element or elements 
of the intelligence community are timely, objec- 
tive, independent of political considerations, 
based upon all sources of available intelligence, 
and employ the standards of proper analjrtlc 
tradecraft. 

(b) Responsibilities 

(1) The individual or entity assigned respon- 
sibility under subsection (a) of this section— 

(A) may be responsible for general oversight 
and management of analysis and production, 
but may not be directly responsible for, or In- 
volved in, the specific production of any fin- 
ished intelligence product; 

(B) shall perform, on a regular basis, de- 
tailed reviews of finished intelligence product 
or other analytic products by an element or 
elements of the intelligence community cover- 
ing a particular topic or subject matter; 

(C) shall be responsible for identifying on an 
annual basis functional or topical areas of 
analysis for specific review under subpara- 
graph (B); and 

(D) upon completion of any review under 
subparagraph (B), may draft lessons learned, 
identify best practices, or make recommenda- 
tions for improvement to the analytic 
tradecraft employed in the production of the 
reviewed product or products. 

(2) Each review under paragraph (1)(B) 
ahould^ — 

(A) include whether the product or products 
concerned were based on all sources of avail- 
able intelligence, properly describe the quality 
and reliability of underlying sources, properly 
caveat and express uncertainties or confidence 
in analytic judgments, properly distinguish 
between underlying Intelligence and Che as- 
sumptions and judgments of analysts, and In- 
corporate, where appropriate, alternative 
analyses: and 

(B) ensure that the analytic methodologies, 
tradecraft, and practices used by the element 
or element concerned in the production of the 
product or products concerned meet the stand- 
ards set forth in subsection (a) of this section. 

(3) Information drafted under paragraph C1)(D) 
should, as appropriate, be included in analysis 
teaching modules and case studies for use 
throughout the intelligence community, 

(c) Annual reports 

Not later than December 1 each year, the Di- 
rector of National Intelligence shall submit to 


the congressional intelligence committees, the 
beads of the relevant elements of the intel- 
ligence community, and the heads of analytic 
training departments a report containing a de- 
scription, and the associated findings, of each 
review under subsection (b)(1)(B) of this section 
during such year. 

(d) Congressional intelligence committees de- 
fined 

In this section, the term “congressional intel- 
ligence committees” means — 

(1) the Select Committee on Intelligence of 
the Senate: and 

(2) the Permanent Select Committee on In- 
telligence of the House of Representatives. 

(Pub. L. 108-458. title I, §1019, Dec. 17. 2004, 118 
Stat. 3671.) 

CODIFICATION 

Section was enacted as part of the Intelligence Re- 
form and Terrorism Prevention Act of 2004, and also aa 
part of the National Security Intelligence Reform Act 
of 2004. and not aa part of the National Security Act of 
1947 which comprises this chapter. 

Effective Date 

For Determination by President that section take ef- 
fect on Apr. 21, 2006, see Memorandum of President of 
the United States, Apr, 21, 2005, 70 F.B. 23926, set out as 
a note under section 401 of this title. 

Section effective not later than six months after Dec. 
17, 2004, except as otherwise expressly provided, see sec- 
tion 10&7(a) of Pub. L. 108-458, set out In an Effective 
Date of 2004 Amendment: Transition Provisions note 
under section 401 of this title. 

Safeguard of Objectivitv in Intelligence analysis 
Pub. L. 10M58. title I. §1020, Dec. 17 , 2004. 118 Stat. 
3^72, provided that; 

“(a) In General.— N ot later than 180 days after the 
effective date of this Act [probably means ^e effective 
date of title I of Pub. L. 108-458, see Effective Date of 
2004 Amendment; Traneltlon Provisions note set out 
under section 401 of this title], the Director of National 
Intelligence shall identify an individual within the Of- 
fice of the Director of National Intelligence who shall 
be available to analysts within the Office of the Direc- 
tor of National Intelligence to counsel, conduct arbi- 
tration. offer recommendations, and. as appropriate, 
initiate inquiries into real or perceived problems of 
analytic tradecraft or politicization, biased leporting, 
or lack of objectivity in Intelligence analysis, 

“(b) REPORT.— Not later than 270 days after the effec- 
tive date of this Aot, the Director of National Intel- 
ligence shall provide a report to the Select Committee 
on Intelligence of the Senate and the Permanent Select 
Committee ou Intelligence of the House of Representa- 
tives on the implementation of subseotion (a).’’ 

§ 403-lb. Additional education and training re- 
quirements 
(a) Findings 

Congress makes the following findings: 

(1) Foreign language education is essential 
for the development of a highly-skilled work- 
force for the intelligence community. 

(2) Since September 11, 2001, the need for 
language proficiency levels to meet required 
national security functions has been raised, 
and the ability to comprehend and articulate 
technical and scientific information in foreign 
languages has become critical. 

<b) Linguistic requirements 
(1) The Director of National Intelligence 
shall — 
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ANNEX 4 

Executive Order 12333, as amended 
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UNITED STATES INTELLIGENCE ACTIVITIES 
DECEMBER 4, 1981 

(AS AMENDED BY EXECUTIVE ORDERS 13284 (2003), 13355 (2004) 
AND 13470 (2008) ) 

PREAMBLE 

Timely, accurate, and insightful information about the 
activities, capabilities, plans, and intentions of foreign 
powers, organizations, and persons, and their agents, is 
essential to the national security of the United States . All 
reasonable and lawful means must be used to ensure that the 
United States will receive the best intelligence possible. For 
that purpose, by virtue of the authority vested in me by the 
Constitution and the laws of the United States of America, 
including the National Security Act of 1947, as amended, (Act) 
and as President of the United States of America, in order to 
provide for the effective conduct of United States intelligence 
activities and the protection of constitutional rights, it is 
hereby ordered as follows ; 

PART 1 Goals, Directions, Duties, and Responsibilities with 
Respect to United States Intelligence Efforts 

1.1 Goals. The United States intelligence effort shall provide 
the President, the National Security Council, and the Homeland 
Security Council with the necessary information on which to base 
decisions concerning the development and conduct of foreign, 
defense, and economic policies, and the protection of 
United States national interests from foreign security threats. 
All departments and agencies shall cooperate fully to fulfill 
this goal . 

(a) All means, consistent with applicable Federal law and 
this order, and with full consideration of the rights of 
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and shall continue in the conduct of intelligence activities 
under this order, to protect fully the legal rights of all 
United States persons, including freedoms, civil liberties, and 
privacy rights guaranteed by Federal law. 

(c) Intelligence collection under this order should be 
guided by the need for information to respond to intelligence 
priorities set by the President. 

(d) Special emphasis should be given to detecting and 
countering : 

(1) Espionage and other threats and activities 
directed by foreign powers or their intelligence 
services against the United States and its interests; 

(2) Threats to the United States and its interests 
from terrorism; and 

(3) Threats to the United States and its interests 
from the development, possession, proliferation, or 
use of weapons of mass destruction. 

(e) Special emphasis shall be given to the production 
of timely, accurate, and insightful reports, responsive to 
decisionmakers in the executive branch, that draw on all 
appropriate sources of information, including open source 
information, meet rigorous analytic standards, consider 
diverse analytic viewpoints, and accurately represent 
appropriate alternative views . 

(f) State, local, and tribal governments are critical 
partners in securing and defending the United States from 
terrorism and other threats to the United States and its 
interests. Our national intelligence effort should take into 
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(g) All departments and agencies have a responsibility 
to prepare and to provide intelligence in a manner that allows 
the full and free exchange of information, consistent with 
applicable law and presidential guidance. 

1.2 The National Security Council. 

(a) Purpose. The National Security Council (NSC) 
shall act as the highest ranking executive branch entity that 
provides support to the President for review of, guidance 
for, and direction to the conduct of all foreign intelligence, 
counterintelligence, and covert action, and attendant policies 
and programs . 

(b) Covert Action and Other Sensitive Intelligence 
Operations. The NSC shall consider and submit to the President 
a policy recommendation, including all dissents, on each 
proposed covert action and conduct a periodic review of ongoing 
covert action activities, including an evaluation of the 
effectiveness and consistency with current national policy 

of such activities and consistency with applicable legal 
requirements . The NSC shall perform such other functions 
related to covert action as the President may direct, but shall 
not undertake the conduct of covert actions. The NSC shall also 
review proposals for other sensitive intelligence operations. 

1.3 Director of National Intelligence, Subject to the 
authority, direction, and control of the President, the Director 
of National Intelligence (Director) shall serve as the head of 
the Intelligence Community, act as the principal adviser to the 
President, to the NSC, and to the Homeland Security Council 

for intelligence matters related to national security, and 
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shall, in carrying out the duties and responsibilities under 
this section, take into account the views of the heads of 
departments containing an element of the Intelligence Community 
and of the Director of the Central Intelligence Agency. 

(a) Except as otherwise directed by the President or 
prohibited by law, the Director shall have access to all 
information and intelligence described in section 1.5(a) of this 
order. For the purpose of access to and sharing of information 
and intelligence, the Director: 

(1) Is hereby assigned the function under 
section 3(5) of the Act, to determine that intelligence, 
regardless of the source from which derived and including 
information gathered within or outside the United States, 
pertains to more than one United States Government agency; and 

(2) Shall develop guidelines for how information 
or intelligence is provided to or accessed by the Intelligence 
Community in accordance with section 1.5(a) of this order, and 
for how the information or intelligence may be used and shared 
by the Intelligence Community. All guidelines developed in 
accordance with this section shall be approved by the Attorney 
General and, where applicable, shall be consistent with 
guidelines issued pursuant to section 1016 of the Intelligence 
Reform and Terrorism Protection Act of 2004 (Public Law 108-458) 
(IRTPA) . 

(b) In addition to fulfilling the obligations and 
responsibilities prescribed by the Act, the Director: 

(1) Shall establish objectives, priorities, and 
guidance for the Intelligence Connrnmity to ensure timely and 
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heads of departments or Intelligence Community elements, one or 
more Intelligence Community elements to develop and to maintain 
services of common concern on behalf of the Intelligence 
Community if the Director determines such services can be more 
efficiently or effectively accomplished in a consolidated 
manner; 

(3) Shall oversee and provide advice to the 
President and the NSC with respect to all ongoing and proposed 
covert action programs; 

(4) In regard to the establishment and conduct of 
intelligence arrangements and agreements with foreign 
governments and international organizations: 

(A) May enter into Intelligence and 
counterintelligence arrangements and agreements with foreign 
governments and international organizations; 

(B) Shall formulate policies concerning 
intelligence and counterintelligence arrangements and agreements 
with foreign governments and international organizations; and 

(C) Shall align and synchronize intelligence and 
counterintelligence foreign relationships among the elements of 
the Intelligence Community to further United States national 
security, policy, and intelligence objectives; 

(5) Shall participate in the development of 
procedures approved by the Attorney General governing criminal 
drug intelligence activities abroad to ensure that these 
activities are consistent with foreign intelligence programs; 

(6) Shall establish common security and access 
standards for managing and handling intelligence systems. 
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assigning the highest priority to detecting, preventing, 
preempting, and disrupting terrorist threats and activities 
against the United States, its interests, and allies; and 

(B) The establishment of standards for an 
interoperable information sharing enterprise that facilitates 
the sharing of intelligence information among elements of the 
Intelligence Community; 

(7) Shall ensure that appropriate departments and 
agencies have access to intelligence and receive the support 
needed to perform Independent analysis; 

(8) Shall protect, and ensure that programs are 
developed to protect, intelligence sources, methods, and 
activities from unauthorized disclosure; 

(9) Shall, after consultation with the heads of 
affected departments and agencies, establish guidelines for 
Intelligence Community elements for: 

(A) Classification and declassification of all 
intelligence and intelligence-related information classified 
ixnder the authority of the Director or the authority of the- head 
of a department or Intelligence Community element; and 

(B) Access to and dissemination of all 
intelligence and intelligence-related Information, both in its 
final form and in the form when initially gathered, to include 
intelligence originally classified by the head of a department 
or Intelligence Community element, except that access to and 
dissemination of information concerning United States persons 
shall be governed by procedures developed in accordance with 
Part 2 of this order; 
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declassification of, information or intelligence relating to 
intelligence sources, methods, and activities. The Director may 
only delegate this authority to the Principal Deputy Director of 
National Intelligence; 

(11) May establish, operate, and direct one or more 
national intelligence centers to address intelligence 
priorities; 

(12) May establish Functional Managers and Mission 
Managers, and designate officers or employees of the 

United States to serve in these positions , 

(A) Functional Managers shall report to the 
Director concerning the execution of their duties as Functional 
Managers, and may be charged with developing and implementing 
strategic guidance, policies, and procedures for activities 
related to a specific intelligence discipline or set of 
intelligence activities; set training and tradecraft standards; 
and ensure coordination within and across intelligence 
disciplines and Intelligence Community elements and with related 
non- intelligence activities. Functional Managers may also 
advise the Director on: the management of resources; policies 
and procedures; collection capabilities and gaps; processing and 
dissemination of intelligence; technical architectures; and 
other issues or activities determined by the Director. 

(i) The Director of the National 
Security Agency is designated the Functional Manager for signals 
intelligence; 

(ii) The Director of the Central 
Intelligence Agency is designated the Functional Manager for 
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(B) Mission Managers shall serve as principal 
substantive advisors on all or specified aspects of intelligence 
related to designated countries, regions, topics, or functional 
issues; 

(13) Shall establish uniform criteria for the 
determination of relative priorities for the transmission of 
critical foreign intelligence, and advise the Secretary of 
Defense concerning the communications requirements of the 
Intelligence Community for the transmission of such 
communications; 

(14) Shall have ultimate responsibility for 
production and dissemination of intelligence produced by the 
Intelligence Community and authority to levy analytic tasks on 
intelligence production organizations within the Intelligence 
Community, in consultation with the heads of the Intelligence 
Community elements concerned; 

(15) May establish advisory groups for the purpose 
of obtaining advice from within the Intelligence Community to 
carry out the Director's responsibilities, to include 
Intelligence Community executive management committees composed 
of senior Intelligence Community leaders. Advisory groups shall 
consist of representatives from elements of the Intelligence 
Community, as designated by the Director, or other executive 
branch departments, agencies, and offices, as appropriate; 

(IS) Shall ensure the timely exploitation and 
dissemination of data gathered by national intelligence 
collection means, and ensure that the resulting intelligence Is 
disseminated immediately to appropriate government elements, 
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elements of the Intelligence Community, including approving 
requirements for collection and analysis and resolving conflicts 
in collection requirements and in the tasking of national 
collection assets of Intelligence Community elements (except 
when otherwise directed by the President or when the Secretary 
of Defense exercises collection tasking authority under plans 
and arrangements approved by the Secretary of Defense and the 
Director) ; 

(18) May provide advisory tasking concerning 
collection and analysis of information or intelligence relevant 
to national intelligence or national security to departments, 
agencies, and establishments of the United States Government 
that are not elements of the Intelligence Community; and shall 
establish 

procedures, in consultation with affected heads of 
departments or agencies and subject to approval by the Attorney 
General, to implement this authority and to monitor or evaluate 
the responsiveness of United States Government departments, 
agencies, and other establishments; 

(19) Shall fulfill the responsibilities in 
section 1.3(b) (17) and (18) of this order, consistent with 
applicable law and with full consideration of the rights of 
United States persons, whether information is to be collected 
inside or outside the United States; 

(20) Shall ensure, through appropriate policies and 
procedures, the deconf liction, coordination, and integration of 
all intelligence activities conducted by an Intelligence 
Community element or funded by the National Intelligence 
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human- enabled means and counterintelligence activities inside 
the United States; 

(B) The Director of the Central Intelligence 
Agency shall coordinate the clandestine collection of foreign 
intelligence collected through human sources or through human- 
enabled means and counterintelligence activities outside the 
United States; 

(C) All policies and procedures for the 
coordination of counterintelligence activities and the 
clandestine collection of foreign intelligence inside the 
United States shall be subject to the approval of the Attorney 
General ; and 

(D) All policies and procedures developed under 
this section shall be coordinated with the heads of affected 
departments and Intelligence Community elements; 

(21) Shall, with the concurrence of the heads of 
affected departments and agencies, establish joint procedures to 
deconflict, coordinate, and synchronize intelligence activities 
conducted by an intelligence Community element or funded by the 
National Intelligence Program, with intelligence activities, 
activities that involve foreign intelligence and security 
services, or activities that involve the use of clandestine 
methods, conducted by other United States Government 
departments, agencies, and establishments; 

(22) Shall, in coordination with the heads of 
departments containing elements of the Intelligence Community, 
develop procedures to govern major system acquisitions funded in 
whole or in majority part by the National Intelligence Program; 
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activities are conducted in a manner consistent with the 
responsibilities pursuant to law and presidential direction of 
Chiefs of United States Missions; and 

(24) Shall facilitate the use of Intelligence 
Community products by the Congress in a secure manner, 

(c) The Director’s exercise of authorities in the 
Act and this order shall not abrogate the statutory or 
other responsibilities of the heads of departments of the 
United States Government or the Director of the Central 
Intelligence Agency, Directives issued and actions taken by 
the Director in the exercise of the Director's authorities 
and responsibilities to integrate, coordinate, and make the 
Intelligence Community more effective in providing intelligence 
related to national security shall be implemented by the 
elements of the Intelligence Community, provided that any 
department head whose department contains an element of the 
Intelligence Community and who believes that a directive or 
action of the Director violates the requirements of section 1018 
of the IRTPA or this siibsection shall bring the issue to the 
attention of the Director, the NSC, or the President for 
resolution in a manner that respects and does not abrogate the 
statutory responsibilities of the heads of the departments. 

(d) Appointments to certain positions. 

(1) The relevant department or bureau head shall 
provide recommendations and obtain the concurrence of the 
Director for the selection of: the Director of the National 
Security Agency, the Director of the National Reconnaissance 
Office, the Director of the National Geospatial -Intelligence 
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Energy, the Assistant Secretary for Intelligence and Analysis of 
the Department of the Treasury, and the Executive Assistant 
Director for the National Security Branch of the Federal Bureau 
of Investigation. If the Director does not concur in the 
recommendation, the department head may not fill the vacancy or 
make the recommendation to the President, as the case may be. 

If the department head and the Director do not reach an 
agreement on the selection or recommendation, the Director and 
the department head concerned may advise the President directly 
of the Director's intention to withhold concurrence. 

( 2 ) The relevant department head shall consult with 
the Director before appointing an individual to fill a vacancy 
or recommending to the President an individual be nominated to 
fill a vacancy in any of the following positions: the Under 
Secretary of Defense for Intelligence; the Director of the 
Defense Intelligence Agency; uniformed heads of the intelligence 
elements of the Army, the Navy, the Air Force, and the Marine 
Corps above the rank of Major General or Rear Admiral; the 
Assistant Commandant of the Coast Guard for Intelligence,- and 
the Assistant Attorney General for National Security. 

(e) Removal from certain positions. 

(1) Except for the Director of the Central 
Intelligence Agency, whose removal the Director may recommend to 
the President, the Director and the relevant department head 
shall consult on the removal, or recommendation to the President 
for removal, as the case may be, of: the Director of the 
National Security Agency, the Director of the National 
Geospatial- Intelligence Agency, the Director of the Defense 
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the Director and the department head do not agree on removal, or 
recommendation for removal, either may make a recommendation to 
the President for the removal of the individual. 

(2) The Director and the relevant department or 
bureau head shall consult on the removal of : the Executive 
Assistant Director for the National Security Branch of the 
Federal Bureau of investigation, the Director of the Office of 
Intelligence and Counterintelligence of the Department of 
Energy, the Director of the National Reconnaissance Office, 
the Assistant Commandant of the Coast Guard for Intelligence, 
and the Under Secretary of Defense for Intelligence. With 
respect to an individual appointed by a department head, the 
department head may remove the individual upon the request of 
the Director; if the department head chooses not to remove the 
individual, either the Director or the department head may 
advise the President of the department head's intention to 
retain the individual . In the case of the Under Secretary of 
Defense for Intelligence, the Secretary of Defense may recommend 
to the President either the removal or the retention of the 
individual. For uniformed heads of the intelligence elements of 
the Army, the Navy, the Air Force, and the Marine Corps, the 
Director may make a recommendation for removal to the Secretary 
of Defense. 

(3) Nothing in this subsection shall be construed 
to limit or otherwise affect the authority of the President to 
nominate, appoint, assign, or terminate the appointment or 
assignment of any individual, with or without a consultation, 
recommendation, or concurrence. 
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(a) Collect and provide information needed by the 
President and, in the performance of executive functions, the 
Vice President, the NSC, the Homeland Security Council, the 
Chairman of the Joint Chiefs of Staff, senior military 
commanders, and other executive branch officials and, as 
appropriate, the Congress of the United States; 

(b) In accordance with priorities set by the President, 
collect information concerning, and conduct activities to 
protect against, international terrorism, proliferation of 
weapons of mass destruction, intelligence activities directed 
against the United States, international criminal drug 
activities, and other hostile activities directed against the 
United States by foreign powers, organizations, persons, and 
their agents,- 

(c) Analyze, produce, and disseminate intelligence; 

(d) Conduct administrative, technical, and other support 
activities within the United States and abroad necessary for 
the performance of authorized activities, to include providing 
services of common concern for the Intelligence Community as 
designated by the Director in accordance with this order; 

(e) Conduct research, development, and procurement of 
technical systems and devices relating to authorized functions 
and missions or the provision of services of common concern for 
the Intelligence Community; 

(f) Protect the security of intelligence related 
activities, information, installations, property, and employees 
by appropriate means, including such investigations of 
applicants, employees, contractors, and other persons with 
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information needs relating to national and homeland security; 

(h) Deconflict, coordinate, and integrate all intelligence 
activities and other information gathering in accordance with 
section 1.3(b) (20) of this order; and 

(i) Perform such other functions and duties related to 
intelligence activities as the President may direct. 

l.S Duties and Responsibilities of the Heads of Executive 
Branch Departments and Agencies. The heads of all departments 
and agencies shall; 

(a) Provide the Director access to all information and 
intelligence relevant to the national security or that otherwise 
is required for the performance of the Director's duties, 

to include administrative and other appropriate management 
information, except such information excluded by law, by the 
President, or by the Attorney General acting under this order 
at the direction of the President; 

(b) Provide all programmatic and budgetary information 
necessary to support the Director in developing the National 
Intelligence Program; 

(c) Coordinate development and implementation of 
intelligence systems and architectures and, as appropriate, 
operational systems and architectures of their departments, 
agencies, and other elements with the Director to respond 
to national intelligence requirements and all applicable 
information sharing and security guidelines, information 
privacy, and other legal requirements; 

(d) Provide, to the maximum extent permitted by 
law, subject to the availability of appropriations and not 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00409 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



402 


(e) Respond to advisory tasking from the Director 
under section 1.3(b) (18) of this order to the greatest extent 
possible, in accordance with applicable policies established 
by the head of the responding department or agency; 

(f) Ensure that all elements within the department 

or agency comply with the provisions of Part 2 of this order, 
regardless of Intelligence Community affiliation, when 
performing foreign Intelligence and counterintelligence 
functions; 

(g) Deconflict, coordinate, and integrate all 
intelligence activities in accordance with section 1.3(b) (20), 
and intelligence and other activities in accordance with 
section 1.3(b) (21) of this order; 

(h) Inform the Attorney General, either directly or 
through the Federal Bureau of Investigation, and the Director 
of clandestine collection of foreign intelligence and 
counterintelligence activities inside the United States not 
coordinated with the Federal Bureau of Investigation; 

(i) Pursuant to arrangements developed by the head of 
the department or agency and the Director of the Central 
Intelligence Agency and approved by the Director, inform the 
Director and the Director of the Central Intelligence Agency, 
either directly or through his designee serving outside the 
United States, as appropriate, of clandestine collection of 
foreign intelligence collected through human sources or through 
human-enabled means outside the United States that has not been 
coordinated with the Central Intelligence Agency; and 

(j) Inform the Secretary of Defense, either directly or 
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consultation with the Director of National Intelligence. 

1.6 Heads of Elements of the Intelligence Community. The heads 
of elements of the Intelligence Community shall: 

(a) Provide the Director access to all information and 
intelligence relevant to the national security or that otherwise 
is required for the performance of the Director's duties, 

to include administrative and other appropriate management 
information, except such information excluded by law, by the 
President, or by the Attorney General acting under this order 
at the direction of the President; 

(b) Report to Che Attorney General possible violations 
of Federal criminal laws by employees and of specified Federal 
criminal laws by any other person as provided in procedures 
agreed upon by the Attorney General and the head of the 
department, agency, or establishment concerned, in a manner 
consistent with the protection of intelligence sources and 
methods, as specified in those procedures; 

(c) Report to the Intelligence Oversight Board, consistent 
with Executive Order 13462 of February 29, 2008, and provide 
copies of all such reports to the Director, concerning any 
intelligence activities of their elements that they have reason 
to believe may be unlawful or contrary to executive order or 
presidential directive; 

(d) Protect intelligence and intelligence sources, 
methods, and activities from unauthorized disclosure in 
accordance with guidance from the Director; 

(e) Facilitate, as appropriate, the sharing of information 
or intelligence, as directed by law or the President, to State, 
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accordance with section 1.3(b)(4) of this order; 

(g) Participate in the development of procedures approved 
by the Attorney General governing production and dissemination 
of information or intelligence resulting from criminal drug 
intelligence activities abroad if they have intelligence 
responsibilities for foreign or domestic criminal drug 
production and trafficking; and 

(h) Ensure that the inspectors general, general counsels, 
and agency officials responsible for privacy or civil liberties 
protection for their respective organizations have access to any 
information or intelligence necessary to perform their official 
duties. 

1.7 Intelligence Community Elements, Each element of 
the Intelligence Community shall have the duties and 
responsibilities specified below, in addition to those 
specified by law or elsewhere in this order. Intelligence 
Community elements within executive departments shall serve the 
information and intelligence needs of their respective heads 
of departments and also shall operate as part of an integrated 
Intelligence Community, as provided in law or this order. 

(a) THE CENTRAL INTELLIGENCE AGENCY. The Director of the 
Central intelligence Agency shall : 

(1) Collect (Including through clandestine means) , 
analyze, produce, and disseminate foreign intelligence and 
counterintelligence; 

(2) Conduct counterintelligence activities without 
assuming or performing any internal security functions within 
the United States; 
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President. No agency except the Central Intelligence Agency Cor 
the Armed Forces of the United States in time of war declared by 
the Congress or during any period covered by a report from the 
President to the Congress consistent with the War Powers 
Resolution, Public Law 93-148) may conduct any covert action 
activity unless the President determines that another agency is 
more likely to achieve a particular objective; 

CS) Conduct foreign intelligence liaison 
relationships with intelligence or security services of foreign 
governments or international organizations consistent with 
section 1.3(b) (4) of this order; 

(6) Under the direction and guidance of the Director, 
and in accordance with section 1.3(b) (4) of this order, 
coordinate the implementation of intelligence and 
counterintelligence relationships between elements of the 
Intelligence Community and the intelligence or security services 
of foreign governments or international organizations; and 

(7) Perform such other functions and duties related 
to intelligence as the Director may direct. 

(b) THE DEFENSE INTELLIGENCE AGENCY. The Director of the 
Defense intelligence Agency shall; 

(1) Collect (including through clandestine means) , 
analyze, produce, and disseminate foreign intelligence and 
counterintelligence to support national and departmental 
missions; 

(2) Collect, analyze, produce, or, through tasking 
and coordination, provide defense and defense-related 
intelligence for the Secretary of Defense, the Chairman of the 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00413 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



406 


activities within and outside the United States as necessary for 
cover and proprietary arrangements; 

(5) Conduct foreign defense intelligence liaison 
relationships and defense intelligence exchange programs with 
foreign defense establishments, intelligence or security 
services of foreign governments, and international organizations 
in accordance with sections 1.3(b)<4), 1.7(a) (6), and 1.10 (i) of 
this order; 

(6) Manage and coordinate all matters related to the 
Defense Attach# system; and 

(7) Provide foreign intelligence and 
counterintelligence staff support as directed by the Secretary 
of Defense. 

(c) THE NATIONAL SECURITY AGENCY. The Director of the 
National Security Agency shall: 

(1) Collect (including through clandestine means) , 
process, analyze, produce, and disseminate signals intelligence 
information and data for foreign intelligence and 
counterintelligence purposes to support national and 
departmental missions; 

(2) Establish and operate an effective unified 
organization for signals intelligence activities, except for the 
delegation of operational control over certain operations that 
are conducted through other elements of the Intelligence 
Community. No other department or agency may engage in signals 
intelligence activities except pursuant to a delegation by the 
Secretary of Defense, after coordination with the Director; 

(3) Control signals intelligence collection and 
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activities within and outside the United States as necessary for 
cover arrangements; 

(5) Provide signals intelligence support for national 
and departmental requirements and for the conduct of military 
operations; 

(6) Act as the National Manager for National Security 
Systems as established in law and policy, and in this capacity 
be responsible to the Secretary of Defense and to the Director; 

{7) Prescribe, consistent with section 102A(g) of 
the Act, within its field of authorized operations, security 
regulations covering operating practices, including the 
transmission, handling, and distribution of signals intelligence 
and communications security material within and among the 
elements under control of the Director of the National Security 
Agency, and exercise the necessary supervisory control to ensure 
compliance with the regulations; and 

(8) Conduct foreign cryptologic liaison relationships 
in accordance with sections 1.3(b)(4), 1.7(a)(6), and l.lO(i) of 
this order. 

(d) THE NATIONAL RECONNAISSANCE OFFICE. The Director of 
the National Reconnaissance Office shall: 

(1) Be responsible for research and development, 
acquisition, launch, deployment, and operation of overhead 
systems and related data processing facilities to collect 
intelligence and information to support national and 
departmental missions and other United States Government needs; 
and 

(2) Conduct foreign liaison relationships relating 
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(1) Collect, process, analyze, produce, and 
disseminate geospatial intelligence information and data for 
foreign intelligence and counterintelligence purposes to support 
national and departmental missions; 

(2) Provide geospatial intelligence support for 
national and departmental requirements and for the conduct of 
military operations; 

(3) Conduct administrative and technical support 
activities within and outside the United States as necessary for 
cover arrangements ; and 

(4) Conduct foreign geospatial intelligence liaison 
relationships, in accordance with sections 1.3(b)(4), 1.7(a)(6), 
and l.io(i) of this order. 

(f) THE INTELLIGENCE AND COUNTERINTELLIGENCE ELEMENTS OF 
THE ARMY, NAVY, AIR FORCE, AND MARINE CORPS. The Commanders and 
heads of the intelligence and counterintelligence elements of 
the Army, Navy, Air Force, and Marine Corps shall: 

(1) Collect (including through clandestine means), 
produce, analyze, and disseminate defense and defense-related 
intelligence and counterintelligence to support departmental 
requirements, and, as appropriate, national requirements; 

(2) Conduct counterintelligence activities; 

(3) Monitor the development, procurement, and 
management of tactical intelligence systems and equipment and 
conduct related research, development, and test and evaluation 
activities; and 

(4) Conduct military intelligence liaison 
relationships and military intelligence exchange programs with 
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INVESTIGATION, Under the supervision of the Attorney General 
and pursuant to such regulations as the Attorney General may 
establish, the intelligence elements of the Federal Bureau of 
Investigation shall: 

(1) Collect (including through clandestine means), 
analyze, produce, and disseminate foreign intelligence and 
counterintelligence to support national and departmental 
missions, in accordance with procedural guidelines approved by 
the Attorney General, after consultation with the Director; 

(2) Conduct counterintelligence activities; and 

(3) Conduct foreign intelligence and 
counterintelligence liaison relationships with intelligence, 
security, and law enforcement services of foreign governments or 
international organizations in accordance with 

sections 1.3(b)(4) and 1.7(a)(6) of this order. 

(h) THE INTELLIGENCE AND COUNTERINTELLIGENCE ELEMENTS OP 
THE COAST GUARD. The Commandant of the Coast Guard shall: 

(1) Collect (including through clandestine means) , 
analyze, produce, and disseminate foreign intelligence and 
counterintelligence including defense and defense-related 
information and intelligence to support national and 
departmental missions; 

(2) Conduct counterintelligence activities; 

(3) Monitor the development, procurement, and 
management of tactical intelligence systems and equipment and 
conduct related research, development, and test and evaluation 
activities; and 

(4) Conduct foreign intelligence liaison 
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1.10 (i) of this order. 

(i) THE BUREAU OF INTELLIGENCE AND RESEARCH, DEPARTMENT OF 
STATE; THE OFFICE OF INTELLIGENCE AND ANALYSIS, DEPARTMENT OF 
THE TREASURY; THE OFFICE OF NATIONAL SECURITY INTELLIGENCE, DRUG 
ENFORCEMENT ADMINISTRATION; THE OFFICE OF INTELLIGENCE AND 
ANALYSIS, DEPARTMENT OF HOMELAND SECURITY; AND THE OFFICE OF 
INTELLIGENCE AND COUNTERINTELLIGENCE, DEPARTMENT OF ENERGY. 

The heads of the Bureau of Intelligence and Research, Department 
of State; the Office of Intelligence and Analysis, Department 
of the Treasury; the Office of National Security Intelligence, 
Drug Enforcement Administration; the Office of Intelligence and 
Analysis, Department of Homeland Security; and the Office of 
Intelligence and Counterintelligence, Department of Energy 
shall ; 

(1) Collect (overtly or through publicly available 
sources) , analyze, produce, and disseminate information, 
intelligence, and counterintelligence to support national and 
departmental missions; and 

(2) Conduct and participate in analytic or 
information exchanges with foreign partners and international 
organizations in accordance with sections 1.3(b)(4) and 
1.7(a)(6) of this order. 

(j) THE OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE. 
The Director shall collect (overtly or through publicly 
available sources) , analyze, produce, and disseminate 
information, intelligence, and counterintelligence to support 
the missions of the Office of the Director of National 
intelligence, including the National Counterterrorism Center, 
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shall ; 

(a) Collect (overtly or through publicly available 
sources) information relevant to united States foreign policy 
and national security concerns; 

(b) Disseminate, to the inaximuiti extent possible, reports 
received from United States diplomatic and consular posts; 

(c) Transmit reporting requirements and advisory taskings 
of the Intelligence Community to the Chiefs of United States 
Missions abroad; and 

(d) Support Chiefs of United States Missions in 
discharging their responsibilities pursuant to law and 
presidential direction. 

1.9 The Department of the Treasury. In addition to the 
authorities exercised by the Office of Intelligence and Analysis 
of the Department of the Treasury under sections 1.4 and 1.7 (i) 
of this order the Secretary of the Treasury shall collect 
(overtly or through publicly available sources) foreign 
financial information and, in consultation with the Department 
of State, foreign economic information. 

1.10 The Department of Defense, The Secretary of Defense 
shall : 

(a) Collect (including through clandestine means), 
analyze, produce, and disseminate information and intelligence 
and be responsive to collection tasking and advisory tasking by 
the Director; 

(b) Collect (Including through clandestine means), 
analyze, produce, and disseminate defense and defense-related 
intelligence and counterintelligence, as required for execution 
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of Department of Defense components and coordinate 
counterintelligence activities in accordance with 
section 1.3(b) (20) and (21) of this order; 

(e) Act, in coordination with the Director, as the 
executive agent of the United States Government for signals 
intelligence activities; 

(f) Provide for the timely transmission of critical 
intelligence, as defined by the Director, within the 
United States Government; 

(g) Carry out or contract for research, development, 
and procurement of technical systems and devices relating to 
authorized intelligence functions; 

(h) Protect the security of Department of Defense 
installations, activities, information, property, and 
employees by appropriate means, including such investigations 
of applicants, employees, contractors, and other persons with 
similar associations with the Department of Defense as are 
necessary; 

(i) Establish and maintain defense intelligence 
relationships and defense intelligence exchange programs 
with selected cooperative foreign defense establishments, 
intelligence or security services of foreign governments, and 
international organizations, and ensure that such relationships 
and programs are in accordance with sections 1.3(b) (4), 

1.3(b) (21) and 1.7(a)(6) of this order; 

(j) Conduct such administrative and technical support 
activities within and outside the United States as are necessary 
to provide for cover and proprietary arrangements, to perform 
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Department of Defense identified in section 1.7(b) through (f) 
and, when the Coast Guard is operating as part of the Department 
of Defense, 

(h) above to carry out the Secretary of Defense's 
responsibilities assigned in this section or other departments, 
agencies, or offices within the Department of Defense, as 
appropriate, to conduct the intelligence missions and 
responsibilities assigned to the Secretary of Defense. 

1.11 The Department of Homeland Security. In addition to the 
authorities exercised by the Office of Intelligence and Analysis 
of the Department of Homeland Security under sections 1.4 and 
1.7 (i) of this order, the Secretary of Homeland Security shall 
conduct, through the United States Secret Service, activities to 
determine the existence and capability of surveillance equipment 
being used against the President or the Vice President of the 
United States, the Executive Office of the President, and, 

as authorized by the Secretary of Homeland Security or the 
President, other Secret Service protectees and United States 
officials. No information shall be acquired intentionally 
through such activities except to protect against use of such 
surveillance equipment, and those activities shall be conducted 
pursuant to procedures agreed upon by the Secretary of Homeland 
Security and the Attorney General. 

1.12 The Department of Energy. In addition to the authorities 
exercised by the Office of Intelligence and Counterintelligence 
of the Department of Energy under sections 1.4 and 1.7(1) of 
this order, the Secretary of Energy shall: 

(a) Provide expert scientific, technical, analytic, and 
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Department can contribute; and 

(c) Participate with the Department of State in overtly 
collecting information with respect to foreign energy matters . 
1.13 The Federal Bureau of Investigation. In addition to the 
authorities exercised by the intelligence elements of the 
Federal Bureau of Investigation of the Department of Justice 
under sections 1,4 and 1.7(g) of this order and under the 
supervision of the Attorney General and pursuant to such 
regulations as the Attorney General may establish, the Director 
of the Federal Bureau of Investigation shall provide technical 
assistance, within or outside the United States, to foreign 
intelligence and law enforcement services, consistent with 
section 1.3(b) (20) and (21) of this order, as may be necessary 
to support national or departmental missions. 

PART 2 Conduct of Intelligence Activities 

2.1 Need. Timely, accurate, and insightful information about 
the activities, capabilities, plans, and intentions of foreign 
powers, organizations, and persons, and their agents, is 
essential to informed decisionmaking in the areas of national 
security, national defense, and foreign relations. Collection 
of such information is a priority objective and will be pursued 
in a vigorous, innovative, and responsible manner that is 
consistent with the Constitution and applicable law and 
respectful of the principles upon which the United States was 
founded. 

2.2 Purpose. This Order is intended to enhance human and 
technical collection techniques, especially those undertaken 
abroad, and the acquisition of significant foreign intelligence, 
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with applicable laws, are intended to achieve the proper balance 
between the acquisition of essential information and protection 
of individual interests. Slothing in this Order shall be 
construed to apply to or interfere with any authorized civil or 
criminal law enforcement responsibility of any department or 
agency . 

2.3 Collection of information. Elements of the Intelligence 
Community are authorized to collect, retain, or disseminate 
information concerning United States persons only in accordance 
with procedures established by the head of the Intelligence 
Community element concerned or by the head of a department 
containing such element and approved by the Attorney General, 
consistent with the authorities provided by Part 1 of this 
Order, after consultation with the Director. Those procedures 
shall permit collection, retention, and dissemination of the 
following types of information: 

(a) Information that is publicly available or collected 
with the consent of the person concerned; 

!b) Information constituting foreign intelligence or 
counterintelligence, including such information concerning 
corporations or other commercial organizations. Collection 
within the United States of foreign intelligence not otherwise 
obtainable shall be undertaken by the Federal Bureau of 
Investigation (FBI) or, when significant foreign intelligence is 
sought, by other authorized elements of the Intelligence 
Community, provided that no foreign intelligence collection by 
such elements may be undertaken for the purpose of acquiring 
information concerning the domestic activities of United States 
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(d) Information needed to protect the safety of any persons 
or organizations, including those who are targets, victims, or 
hostages of international terrorist organizations; 

(e) Information needed to protect foreign intelligence or 
counterintelligence sources, methods, and activities from 
unauthorized disclosure. Collection within the United States 
shall be undertaken by the FBI except that other elements of the 
Intelligence Community may also collect such information 
concerning present or former employees, present or former 
intelligence element contractors or their present or former 
employees, or applicants for such employment or contracting; 

(f) Information concerning persons who are reasonably 
believed to be potential sources or contacts for the purpose of 
determining their suitability or credibility; 

(g) Information arising out of a lawful personnel, 
physical, or communications security investigation; 

(h) Information acquired by overhead reconnaissance not 
directed at specific United States persons; 

(i) Incidentally obtained information that may indicate 
involvement in activities that may violate Federal, state, 
local, or foreign laws; and 

(j) Information necessary for administrative purposes. 

In addition, elements of the Intelligence Community may 

disseminate information to each appropriate element within the 
Intelligence Community for purposes of allowing the recipient 
element to determine whether the information is relevant to its 
responsibilities and can be retained by it, except that 
information derived from signals intelligence may only be 
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2.4 Collection Techniques. Elements of the Intelligence 
Community shall use the least intrusive collection techniques 
feasible within the United States or directed against 
United States persons abroad. Elements of the Intelligence 
Community are not authorized to use such techniques as 
electronic surveillance, unconsented physical searches, mail 
surveillance, physical surveillance, or monitoring devices 
unless they are in accordance with procedures established by the 
head of the Intelligence Community element concerned or the head 
of a department containing such element and approved by the 
Attorney General, after consultation with the Director. Such 
procedures shall protect constitutional and other legal rights 
and limit use of such information to lawful governmental 
purposes. These procedures shall not authorize: 

(a) The Central Intelligence Agency (CIA) to engage in 
electronic surveillance within the United States except for the 
purpose of training, testing, or conducting countermeasures . to 
hostile electronic surveillance; 

(b) Unconsented physical searches in the United States by 
elements of the Intelligence Community other than the FBI, 
except for : 

(1) Searches by counterintelligence elements of the 
military services directed against military personnel within the 
United States or abroad for intelligence purposes, when 
authorized by a military commander empowered to approve physical 
searches for law enforcement purposes, based upon a finding of 
probable cause to believe that such persons are acting as agents 
of foreign powers; and 
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than the FBI, except for: 

(1) Physical surveillance of present or former 
employees, present or former intelligence element contractors or 
their present or former employees, or applicants for any such 
employment or contracting; and 

(2) Physical surveillance of a military person 
employed by a non- intelligence element of a military service; 
and 

(d) Physical surveillance of a Onited States person abroad 
to collect foreign intelligence, except to obtain significant 
information that cannot reasonably be acquired by other means . 

2.5 Attorney General Approval. The Attorney General hereby is 
delegated the power to approve the use for intelligence 
purposes, within the United States or against a United States 
person abroad, of any technique for which a warrant would be 
required if undertaken for law enforcement purposes, provided 
that such techniques shall not be undertaken unless the Attorney 
General has determined in each case that there is probable cause 
to believe that the technique is directed against a foreign 
power or an agent of a foreign power. The authority delegated 
pursuant to this paragraph, including the authority to approve 
the use of electronic surveillance as defined in the Foreign 
Intelligence Surveillance Act of 1978, as amended, shall be 
exercised in accordance with that Act, 

2.6 Assistance to Law Enforcement and other Civil Authorities . 
Elements of the Intelligence Community are authorized to; 

(a) Cooperate with appropriate law enforcement agencies for 
the purpose of protecting the employees, information, property. 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00426 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



419 


or international terrorist or narcotics activities; 

(c) Provide specialized equipment, technical knowledge, or 
assistance of expert personnel for use by any department or 
agency, or when lives are endangered, to support local law 
enforcement agencies. Provision of assistance by expert 
personnel shall be approved in each case by the general counsel 
of the providing element or department; and 

(d) Render any other assistance and cooperation to law 
enforcement or other civil authorities not precluded by 
applicable law. 

2.7 Contracting. Elements of the Intelligence Community are 
authorized to enter into contracts or arrangements for the 
provision of goods or services with private companies or 
Institutions in the United States and need not reveal the 
sponsorship of such contracts or arrangements for authorized 
intelligence purposes. Contracts or arrangements with academic 
institutions may be undertaken only with the consent of 
appropriate officials of the institution. 

2.8 Consistency With Other Laws. Nothing in this Order shall be 
construed to authorize any activity in violation of the 
Constitution or statutes of the United States. 

2.9 Undisclosed Participation in Organizations Within the 
United States. No one acting on behalf of elements of the 
Intelligence Community may join or otherwise participate in any 
organization in the United States on behalf of any element of 
the Intelligence Community without disclosing such person' s 
intelligence affiliation to appropriate officials of the 
organization, except in accordance with procedures established 
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to achieving lawful purposes as determined by the Intelligence 
Community element head or designee. No such participation may 
be undertaken for the purpose of influencing the activity of the 
organization or its members except in cases where; 

(a) The participation is undertaken on behalf of the FBI in 
the course of a lawful investigation; or 

(b) The organization concerned is composed primarily of 
individuals who are not United States persons and is reasonably 
believed to be acting on behalf of a foreign power. 

2.10 Human Experimentation. No element of the Intelligence 
Community shall sponsor, contract for, or conduct research on 
human subjects except in accordance with guidelines Issued by 
the Department of Health and Human Services. The subject's 
informed consent shall be documented as required by those 
guidelines . 

2.11 Prohibition on Assassination. No person employed by or 
acting on behalf of the United States Government shall engage in 
or conspire to engage in assassination. 

2.12 Indirect Participation. No element of the Intelligence 
Community shall participate in or request any person to 
undertake activities forbidden by this Order. 

2.13 Limitation on Covert Action. No covert action may be 
conducted which is intended to influence United States political 
processes, public opinion, policies, or media. 

PART 3 General Provisions 

3.1 Congressional Oversight. The duties and responsibilities of 
the Director and the heads of other departments, agencies, 
elements, and entities engaged in intelligence activities to 
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including title V of the Act, shall apply to all covert action 
activities as defined in this Order. 

3.2 Implementation. The President, supported by the NSC, 
and the Director shall issue such appropriate directives, 
procedures, and guidance as are necessary to implement this 
order. Heads of elements within the Intelligence Community 
shall issue appropriate procedures and supplementary directives 
consistent with this order. No procedures to implement Part 2 
of this order shall be issued without the Attorney General's 
approval, after consultation with the Director. The Attorney 
General shall provide a statement of reasons for not approving 
any procedures established by the head of an element in the 
Intelligence Community (or the head of the department containing 
such element) other than the FBI. In instances where the 
element head or department head and the Attorney General are 
unable to reach agreements on other than constitutional or other 
legal grounds, the Attorney General, the head of department 
concerned, or the Director shall refer the matter to the NSC. 

3.3 Procedures. The activities herein authorized that 
require procedures shall be conducted in accordance with 
existing procedures or requirements established under Executive 
Order 12333. New procedures, as required by Executive 

Order 12333, as further amended, shall be established as 
expeditiously as possible. All new procedures promulgated 
pursuant to Executive Order 12333, as amended, shall be made 
available to the Select Committee on Intelligence of the Senate 
and the Permanent Select Committee on Intelligence of the House 
of Representatives . 
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President otherwise directs; references in Intelligence 
Community or Intelligence Community element policies or 
guidance, shall be deemed to be references to the heads of 
elements of the Intelligence Community, unless the President or 
the Director otherwise directs. 

3.5 Definitions. For the purposes of this Order, the following 
terms shall have these meanings : 

(a) Counterintelligence means information gathered and 
activities conducted to identify, deceive, exploit, disrupt, or 
protect against espionage, other intelligence activities, 
sabotage, or assassinations conducted for or on behalf of 
foreign powers, organizations, or persons, or their agents, or 
international terrorist organizations or activities. 

(b) Covert action means an activity or activities of the 
United States Government to influence political, economic, or 
military conditions abroad, where it is intended that the role 
of the United States Government will not be apparent or 
acknowledged publicly, but does not include: 

(1) Activities the primary purpose of which is to 
acquire intelligence, traditional counterintelligence 
activities, traditional activities to improve or maintain the 
operational security of United States Government programs, or 
administrative activities; 

(2) Traditional diplomatic or military activities or 
routine support to such activities; 

(3) Traditional law enforcement activities conducted 
by United States Government law enforcement agencies or routine 
support to such activities; or 
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(c) Electronic surveillance means acquisition of a 
nonpublic communication by electronic means without the consent 
of a person who is a party to an electronic communication or, in 
the case of a nonelectronic coTwnunication, without the consent 
of a person who is visibly present at the place of 
communication, but not including the use of radio direction- 
finding equipment solely to determine the location of a 
transmitter. 

(d) Employee means a person employed by, assigned 

or detailed to, or acting for an element within the Intelligence 
Community. 

(e) Foreign intelligence means information relating to the 
capabilities, intentions, or activities of foreign governments 
or elements thereof, foreign organizations, foreign persons, or 
international terrorists. 

(f) Intelligence includes foreign intelligence and 
counterintelligence. 

(g) Intelligence activities means all activities that 
elements of the Intelligence Community are authorized to conduct 
pursuant to this order. 

(h) Intelligence Community and elements of the 
Intelligence Community refers to; 

(1) The Office of the Director of National 


Intelligence; 

(2) The Central Intelligence Agency; 

(3) The National Security Agency,- 

(4) The Defense Intelligence Agency; 

<5) The National Geospatial- Intelligence Agency; 
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(8) The intelligence and counterintelligence 
elements of the Army, the Navy, the Air Force, and the Marine 
Corps ; 

(9) The intelligence elements of the Federal Bureau 
of Investigation; 

(10) The Office of National Security Intelligence of 
the Drug Enforcement Administration; 

(11) The Office of Intelligence and 
Counterintelligence of the Department of Energy; 

(12) The Bureau of Intelligence and Research of the 
Department of State; 

(13) The Office of Intelligence and Analysis of the 
Department of the Treasury; 

(14) The Office of Intelligence and Analysis of the 
Department of Homeland Security; 

(15) The intelligence and counterintelligence 
elements of the Coast Guard; and 

(16) Such other elements of any department or agency 
as may be designated by the President, or designated jointly by 
the Director and the head of the department or agency concerned, 
as an element of the Intelligence Community. 

(i) National Intelligence and Intelligence Related to 
National Security means all intelligence, regardless of the 
source from which derived and including information gathered 
within or outside the United States, that pertains, as 
determined consistent with any guidance issued by the President, 
or that is determined for the purpose of access to information 
by the Director in accordance with section 1.3(a) (1) of this 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00432 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



425 


bearing on United States national or homeland security. 

(j) The National Intelligence Program means all programs, 
projects, and activities of the Intelligence Community, as well 
as any other programs of the Intelligence Community designated 
jointly by the Director and the head of a United States 
department or agency or by the President . Such term does not 
include programs, projects, or activities of the military 
departments to acquire intelligence solely for the planning and 
conduct of tactical military operations by United States Armed 
Forces . 

(k) United States person means a United States citizen, an 
alien known by the intelligence element concerned to be a 
permanent resident alien, an unincorporated association 
substantially composed of United States citizens or permanent 
resident aliens, or a corporation incorporated in the 

United States, except for a corporation directed and controlled 
by a foreign government or governments . 

3.6 Revocation. Executive Orders 13354 and 13355 of August 27, 
2004, are revoked; and paragraphs 1.3(b)(9) and (10) of Part 1 
supersede provisions within Executive Order 12958, as amended, 
to the extent such provisions in Executive Order 12958, as 
amended, are inconsistent with this Order. 

3.7 General Provisions. 

(a) Consistent with section 1.3(c) of this order, nothing 
in this order shall be construed to impair or otherwise affect: 

(1) Authority granted by law to a department or 
agency, or the head thereof; or 

(2) Functions of the Director of the Office of 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00433 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



426 


appropriations . 

(c) This order is intended only to improve the internal 
management of the executive branch and is not intended to, 
and does not, create any right or benefit, substantive or 
procedural, enforceable at law or in equity, by any party 
against the United States, its departments, agencies or 
entities, its officers, employees, or agents, or any other 
person. 

/s/ Ronald Reagan 


THE WHITE HOUSE 
December 4, 1981 
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Testimony Of Jeffrey H. Smith* 

Senate Committee on Homeland Security and Governmental Affairs 
March 17, 2010 

Mr, Chairman, thank you for inviting me to appear this morning to discuss a very 
important topic, namely the implementation of the Intelligence Reform and Terrorism Prevention 
Act of 2004 (“IRTPA”) that established the Director of National Intelligence (“DNI”) some five 
years ago. In particular, you have asked me to reflect on the role of the DNI and the organization 
of the Intelligence Community in light of the failure to prevent Abdul Farouk Abdulmutallab, the 
“Christmas bomber,” from getting on an airplane bound for the United States with a concealed 
bomb, 

I am very pleased that the Committee is taking a hard look at how the statute has worked. 
And I must be candid: It is not working as well as it should. 

To prepare for these hearings, 1 spoke to many senior Intelligence Community officers, 
including in the Office of the Director of National Intelligence (“ODNI”), My testimony this 
morning draws on those conversations and my own experiences over the years. What 1 found 
was very disturbing. It leads me to conclude that there is an urgent need for a serious in-depth 
look at the organization and functioning of the American Intelligence Community, 

The Intelligence Community is very large and complex. It is a unique beast in the 
American government - sixteen agencies spread throughout seven separate government 


It has been my privilege to work in and with the U.S, Intelligence Community for 35 years, since I was hired in 
1 975 by the Office of the Legal Adviser of the Department of State to be the junior lawyer helping the department 
with the Church and Pike Committee investigations of the Intelligence Community. After my State Department 
service, I moved to the staff of the Senate Armed Services Committee where I was the General Counsel under 
Senator Sam Nunn and his designee to the Senate Intelligence Committee. Later I served as General Counsel of the 
CIA and have worked closely with the Intelligence Community in my private practice. And, I currently serve on the 
External Advisory Board of the Director of the Central Intelligence Agency. 
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departments and agencies, but with a singular mission: the provision of intelligence to the 
President and the execution of intelligence operations. Over the years, many efforts have been 
made to stitch the “community” into something more. But we’ve never agreed on what that 
“more” is. 

The attacks of 9/1 1 starkly demonstrated that the previous system, in which the Director 
of Central Intelligence was “dual-hatted” as the Director of the CIA and the head of the U.S. 
Intelligence Community, had serious shortfalls. To address these problems, the 9/1 1 
Commission recommended, among other things, the establishment of a National Intelligence 
Director who would head the U.S. Intelligence Community. I was a supporter of that legislation 
and still believe it was the right thing to do. 

As this Committee knows, IRTPA gave the DNI broad responsibility, but not clear 
authority to carry out many of those responsibilities. The result is much confusion and 
inconsistency between the authorities of the DNI and those already held by others in the 
Community, including the Secretary of Defense and the Director of CIA. 

This confusion over authorities lies at the heart of the problem. Senior officials tell me 
they spend an inordinate amount of time arguing over these authorities. This creates friction - 
and occasionally anger - that distracts from the accomplishment of their important missions. 
More disturbingly, some officers even speak about mistrust among agencies, This must be 
addressed. 

This friction can erupt into unseemly bureaucratic warfare. One widely reported dispute 
had to be resolved by the White House. In my conversations, several officers said that 
experience left “scars” that will take a long lime to heal. 
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The men and women of the United States Intelligence Community are dedicated, hard 
working, enormously talented individuals. Many risk their lives to keep us safe. By all 
accounts, they work together extremely well in the field, for example in Iraq and Afghanistan, 
but for some reason they are not able to find that same ability to work together here in 
Washington. 

The individual elements of the Community regard themselves - correctly - as elite 
organizations. They have great morale. They take pride in their organizations. Competition to 
join the Community is fierce. For example, the CIA gets about 180,000 applicants a year, 
providing a rich pool of talented Americans committed to service. I have been greatly impressed 
by the young officers with whom I have recently met in the CIA and other agencies. All 
Americans should be proud of these men and women. 

But maintaining an elite organization with high morale requires careful attention. Strong 
and clear leadership is needed. The support of the President, the Congress, and the American 
people is critical. The seemingly endless arguments over authorities undermines the unit pride 
that all agencies in the Intelligence Community require. We owe it to them to fix this. 

I would like to use my time this morning to discuss: (1) my specific observations about 
the current structure under IRTPA, (2) four areas where the DNTs authority should be 
strengthened or clarified, and (3) a suggestion that a comprehensive review of these issues is 
needed. 

I, Observations about the Current Structure under IRTPA 

Overall, the current structure is not working as Congress intended. The 9/1 ! Commission 
recognized that the DCI had three jobs; (1) run the CIA, (2) manage the “loose confederation” of 
the Intelligence Community, (3) and be the “analyst in chief for the government.” National 
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Commission on Terrorist Attacks upon the United States, The 9/11 Commission Report 409 
(W.W. Norton & Co. 2004). That was, the Commission said, “too many jobs” and no DCl had 
ever been able to do all three effectively. Id. They recommended, and Congress agreed, that a 
new national director of intelligence should be established with two jobs: (1) “oversee national 
intelligence centers on specific subjects of interest,” e.g, the National Counterterrorism Center 
(“NCTC”), and (2) “manage the national intelligence program and oversee the agencies that 
contribute to it.” /</. at 41 1 . 

Those are still valid objectives. However, there was also the concern that ODNI would, 
as government agencies do, grow and become a layer of bureaucracy between the operating 
elements of the Intelligence Community and the President. Unfortunately, many are convinced 
that has occurred. 

One of the most prescient observations I heard was that we are slowly replicating the 
problems of the old DCl. Many believe the dual responsibilities of providing intelligence to the 
President on the one hand and managing the Intelligence Community on the other are sufficiently 
distinct that they should be separated. In a sense, it’s tbe reason the Goldwater Nichols Act 
streamlined the chain of command and clarified that the military service chiefs were not to exert 
operational control of their services in the field. Operational control is to be exercised by the 
combatant commanders. 

But all is not gloom. Each of the gifted Americans who have served as DNI has 
accomplished a great deal and put many excellent policies and procedures in place. The current 
DNI, Admiral Blair, has brought extraordinarily talented people into his office and has 
established very good relationships with the defense agencies, including in the important area of 
procurement. Support to the warfighters is excellent. Nearly everyone agrees there is much 
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better information sharing within the Community. “A-Space,” the research tool for analysts, gets 
very high marks. NCTC is widely praised as very effective, and there is acceptance that joint 
duty in more than one agency or discipline should be a requirement for promotion to senior 
ranks. 

But there are also assertions that ODNI often overreaches in its demand for information 
and micromanages the agencies. There are frequent complaints that the staff of the ODNI is too 
large and that it relies far too heavily on contractors. 

I know, for a fact, that Director Blair does not seek to micromanage or make excessive 
demands for information. However, he also confronts a mismatch between his statutory 
responsibilities and his authority to carry them out. 

II. Four Areas where the DNFs Authority Should be Strengthened or Clarified 

These basic observations lead me to believe that the Director’s authority should be 
strengthened in those areas that are essential to the effective management of the Community and 
clarified in operational areas where there is overlap and inconsistency. 

I would like to discuss four specific areas that I hope will illustrate my observations. In 
two of them, I believe the Director needs additional authority and in two I believe his authority 
needs to be clarified. 

A. The Role of the Director of National Intelligence 

What do we want the DNl to do? 

By law, the DNI is to serve “as the head of the intelligence community” and “as the 
principal advisor to the President ... for intelligence matters related to the National Security.” 

50 U.S.C. § 403(b)(l)-(2). There is a considerable amount of discussion among the intelligence 
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agencies as to exactly what that means. Because the relationship between the DNl and the 
President is so important, I would like to discuss it in some depth. 

Section 403-1 says that the Director of National Intelligence shall be “responsible for 
insuring that National Intelligence is provided ... to the President.” 50 U.S.C. § 403-1 . But 
does this mean that he or she should be the President’s daily briefer? Does it mean that the DNI 
is personally responsible for the production of all intelligence products? 

Obviously, this is a matter that must be worked out between the President and his DNI, 
but it illustrates the challenges of the current statutory scheme. Those who think that the DNI 
should not be the daily briefer believe the briefer should be a senior intelligence analyst whose 
only duty is to brief the President and that he or she should bring with them “subject matter 
experts” when particular subjects are to be discussed. The briefer would then be able to follow 
up on issues that arise in the briefing and respond to the President in a timely fashion. The DNI 
should participate in the daily briefing as needed. The demands of being the daily briefer, 
however, almost surely make it impossible to devote the time needed to carry out effectively his 
management responsibilities for the broader Intelligence Community. 

If the DNI is the daily briefer or is in the Oval Office excessively, it also raises the 
specter that has occasionally bedeviled the Intelligence Community - namely, that the senior 
intelligence official of the government should not be drawn into the policy process so deeply that 
he or she is not able to step back and render fully independent advice to the President. This is a 
very tricky balance, and does not lend itself to resolution by statute. Clearly, the President must 
have great confidence in the DNI and the DNI must have unfettered access to the President, 
However, maintaining a respectable distance seems wise. 
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Along these same lines, the DN! has a responsibility that I believe is sometimes 
overlooked. Just as the Secretary of Defense and the service secretaries have the obligation to 
insulate the uniformed armed services from the political winds of Washington, so too does the 
DNI have the responsibility to prevent politics - regardless of its source - from influencing the 
management of the Intelligence Community, its products, or its operations. 

Finally, on the issue of production of intelligence, the career professional analysts who 
are responsible for the production of intelligence believe, very strongly, that they must be 
integrally involved in the discussions that lead to the formation and execution of our national 
security policy. They understand, very clearly, that they are not decision makers, but believe that 
if they are not “at the table" their ability to provide relevant and useful intelligence is severely 
degraded. And some have expressed concern that the ODNI structure has placed a layer between 
them and the decision makers that they believe risks the quality and usefulness of their products. 

I wish to emphasize that I do not speak from first-hand knowledge on these matters as I 
am not an intelligence analyst and have never even been in the Oval Office. However, I do 
believe these are legitimate concerns and worthy of close examination. 

Another concern that arises out of the DNI’s basic responsibility is: How much staff is 
needed to do the job? 

There is much talk that the DNI’s staff is too large. That is a bit unfair because the staff 
also includes NCTC, the National Intelligence Council, the National Counter Intelligence 
Executive, and other organizations that perform vital functions and do so very well. However, in 
my conversations with elements in the Intelligence Community, 1 frequently heard that the ODNI 
staff often micromanages the agencies and engages in duplicative and unnecessary efforts. 
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Much of this frustration is with the proliferation of contract employees, not government 
officials, who “task” the agencies for information. For example, one senior agency official told 
me that contractors at ODNI had recently requested detailed information about an operation. 

The agency responded that they were not able to comply with the request because the individuals 
involved in that operation simply didn’t have the time to set aside the mission and respond to the 
request. The response from the contractors at ODNI was to offer to send another contractor to 
the agency in order to answer the questions put by the contractors in the first place. This senior 
agency officer expressed frustration that, to the best of the officer’s knowledge, there was not a 
single government employee “in the loop” with respect to that particular request for data. 

Others complain that the requests for information are not coordinated within the ODNI 
staff and they get conflicting and overlapping requests from different elements of the ODNI 
staff Many of these comments were made with considerable passion. Some even said that the 
Office of the DNI was so intrusive that it was causing harm and getting in the way of good 
intelligence. 

In response, ODNI correctly points out that the Congress has given the Director very 
clear missions and responsibilities. In many cases, the DNI does not have the direct authority to 
ensure that these responsibilities are carried out. Therefore, it is necessary to collect a great deal 
of information so the Director can understand what is happening across the Community and 
develop and implement policies to carry out the responsibilities he has under the taw. 

B. Acquisition Authority 

The second area where confusion has arisen is the responsibility for acquisition. Here I 
believe that the DNI needs additional authority, particularly over the large technical collection 
platforms, most of which are in the Department of Defense (“DOD”). 
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There is, as this Committee knows, considerable overlap between the responsibilities of 
the DNI and the Secretary of Defense. One of the biggest challenges in the massive DOD 
intelligence procurement programs is to ensure that the requirements are adequately understood, 
are not overstated, and that the appropriate budgetary and procurement discipline is applied to 
the programs throughout their life cycle. 

With respect to the large programs in the DOD, I note that DNI is responsible for 
providing “guidance for developing the National Intelligence Program budget” to each agency, 

50 U.S.C. § 403- 1(c)(1)(A), and “ensur[ing] the effective execution” of that budget. SO U.S.C. 

§ 403-l(c)(4). Although the Director is given a considerable amount of authority over the 
“allotment or allocation” of the National Intelligence Program, he still lacks authority to do many 
of the things that Congress intended him to be able to do. 50 U.S.C. § 403- 1(c)(5)(A). 

For example, it is not clear to me that he has adequate authority over programs in the 
National Reconnaissance Office (“NRO”), the National Security Agency (“NSA”), or the 
National Geospatial Agency (“NO A”). These agencies are part of the DOD, and the Secretary of 
Defense is required by law only to “ensure appropriate implementation of the policies and 
resource decisions of the DNI by elements of the Department of Defense within the National 
Intelligence Program.” 50 U.S.C. § 403-5(a)(2). Obviously, the word “appropriate” gives the 
Secretary of Defense enormous flexibility to decide what to do - or not do. This provision, when 
coupled with Section 1018 that provides that nothing in the DNI’s authority shall “abrogate” the 
existing statutory authority of any other department head illustrates this problem. 50 U.S.C, 

§ 403 note. 
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On a positive note, Director Blair has established a system that is designed to give him 
oversight without oppressive interference in the execution of these DOD intelligence 
procurement programs. Both sides, I understand, are very pleased with these new arrangements. 

However, there is still confusion over authorities. For example, the law is not clear as to 
whether the agencies or ODNI are responsible for Independent Cost Estimates and at what 
threshold. I know the two pending intelligence authorization bills address this and I hope 
Congress will quickly pass that legislation. Similar confusion persists over re-programming 
authority that makes it difficult to execute the DNI’s priorities during the execution of programs. 

The fact that there continues to be confusion in the very important area of procurement 
suggests to me that a careful review is needed. Over time, DNIs have been able to work out 
arrangements that sometimes work - but not always. However, the successful arrangements are 
largely personality-dependent and suggest that the underlying statutory authority should be 
reviewed to see if adjustments are needed. 

C. Information Sharing 

A third area where the authorities of the DNI could usefully be strengthened is 
information sharing. Information sharing has been a focus of this Committee and I commend 
you for the hard work you have put into this critical issue. The Christmas bomber demonstrated 
how difficult it is to get this issue right and I’m pleased that the government is working very hard 
to see what went wrong and to fix the problems. 

As you know, I am privileged to serve on the Markle Task Force on National Security in 
the Information Age, co-chaired by Zoc Baird and Jim Barksdale. Since 2002, the Markle Task 
Force has pursued a “virtual reorganization of government” that uses the best technology to 
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connect the dots and the best management know-how that gets people working across agency 
lines to understand the meaning of fragments of information.^ 

Although much has been accomplished, much remains to be done. For example, I 
understand that the ODNl has “dozens” of bilateral agreements with other agencies that are 
needed to obtain information within the possession of those other agencies. We still need 
uniform guidance that enables the Intelligence Community to obtain appropriate access to U.S. 
person information in a number of diverse data bases. 

Technology exists to make the information in all the systems that exist today 
“discoverable” without creating a large centralized database. When “data can find data” through 
discoverability, the process of piecing information together can be automated so that an 
electronic notification is sent to relevant analysts when new information reveals a connection 
that may warrant action. When discoverability is combined with an authorized use standard that 
allows users to see what has been discovered based on their specific role or mission, persistent 
obstacles in the present system of classification and stovepipes can be overcome. Using such a 
decentralized system of discoverability simultaneously improves security and minimizes privacy 
risks by avoiding bulk transfers of data. 

Shortly before leaving office. Director McConnell issued a directive, Intelligence 
Community Directive 501 , that is being implemented by Director Blair. ICD 501 moved the 
Community very much in the right direction. We need to press for complete implementation of 
that directive. The Director must also work very hard to encourage collaboration across all 
agencies and departments to empower the establishment of ad hoc communities of interest that 

^ The Markic Task Force has released four reports that are available at 

httDi/'vvvvw.marklc.orii'iriarkle p ro urains^p oli cv tor a networked societv/nationai security projects taskforce nati 
onal secm-jtv.php . 
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focus on a given intelligence challenge. The stove pipes are still there and we still have much 
work to break through them. 

My concern is that the DNI may need additional authority to press for these changes, I 
understand that ODNI and NCTC are currently reviewing whether additional authority is needed. 
When that review is completed, I hope the President and Congress will give them any additional 
authority they believe they need. 

D. Human Resources 

The fourth area where 1 believe clarification is needed is in the human resource area. As 
1 noted earlier, there is broad agreement that joint duty should be a requirement for promotion to 
senior rank in the Intelligence Community. This requirement, which is a hallmark success of the 
Goldwater Nichols Act, assures that officers will understand other elements of the Intelligence 
Community. It greatly enhances cooperation across the Community and improves both 
operations and production. 

Joint duty is a very noble objective, as are a number of other human resource objectives 
contained in IRTPA, However, the agencies frequently complain that there seems to be an 
obsession with uniformity on personnel issues across the Community that is unnecessary and 
threatens the effectiveness, initiative and unit pride of the various agencies. For example, I 
understand that ODNI recently has required that a database be created on every employee in the 
Intelligence Community with eighty fields that must be completed for each individual. As 1 
understand it, the argument is that this data is needed so that ODNI can assure compliance with 
the law and report accordingly to Congress, Agencies have complained that this creates a great 
burden and questioned whether it is truly needed. In some cases, particularly those with officers 
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under cover, it creates counterintelligence risks. One must also ask whether the objectives of the 
law could be achieved without requiring this level of detailed oversight. 

HI. A Wav Forward 

Let me now outline some suggestions that I hope will address these issues. Some of 
these thoughts are tentative and all require more deliberation. But 1 believe they are worthy of 
consideration. 

A. Goldwater Nichols for the Intelligence Community 

I believe a strong Director of National Intelligence with clear authority over policy, 
procurement, and management of the Intelligence Community is needed. Unfortunately, we now 
have conflicting authorities and overlapping responsibilities that cause frustration and waste 
great amounts of time in arguing over those authorities. In the course of my conversations, I 
heard frequent suggestions that a “Goldwater Nichols” act is needed for the Intelligence 
Community. I believe there is much merit in that suggestion. 

Analogies are never perfect. However, there are approaches in Goldwater Nichols that 
could be adapted to help with the challenges in managing the Intelligence Community. Keep in 
mind that the Goldwater Nichols legislation made relatively minor changes - things like 
streamlining the chain of command, establishing a Vice Chairman of the Joint Chiefs, requiring 
joint duty for promotion to flag rank, and giving the Chairman the power to choose officers for 
assignment to the Joint Staff Accordingly, I would like to make a few suggestions that draw on 
the success that emerged from our experience with Goldwater Nichols. 

Let me begin by discussing the relationship between the CIA and the ODNI, probably the 
most challenging relationship. That is true for a number of reasons, including the legacy of the 
CIA and the fact that it is the only agency over which the DNI has clear authority. The other 
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agencies are all part of another cabinet department and Section 1018 gives those departments a 
handy tool anytime they wish to ignore the DNI’s directions. 

Section 1018 speaks only in terms of “department” heads and some have suggested that 
CIA should be put on the same footing by adding the word “agencies.” I believe that 
Section 1018 should be carefully reviewed. A strong case can be made that it should be 
repealed, but if it is to stay in the law, I believe consideration should be given to including the 
word “agencies” so that CIA is treated like other agencies in the Intelligence Community. A 
further complication is the language in IRTPA that says the Director of CIA “shall report to the 
DNI regarding the activities of the CIA.” This language should not be studied in the war 
colleges as a model for establishing clear lines of command and control. 

The CIA was established to be “central” and to be independent. In my view, those 
functions are still critical. CIA is the only member of the Intelligence Community that is not part 
of another department. No other agency has broad responsibility for all-source production of 
intelligence. The analysts at CIA have developed, over the years, a close working relationship 
with the National Clandestine Service that is critical for assuring that human intelligence 
(“HUMINT”), which is often the most valuable intelligence, is adequately factored into the final 
product. 

It is occasionally frustrating to DNIs that the President and the National Security Council 
(“NSC”) continue to deal directly with CIA rather than going through them. That frustration is 
understandable, but it is also easy to understand why the President and the NSC reach out 
directly to CIA. 
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CIA is, after all, the chief operational arm of the Intelligence Community, Therefore, the 
wise approach may be to tailor the authorities to maximize the value of the CIA and, where 
necessary, clarify and strengthen the management responsibilities of the DNl. 

In Goldwater Nichols terms, perhaps we should think of the CIA as a “combatant 
command” responsible for production of all source intelligence to the President, covert 
operations, and HUMINT. The “chain of command” for intelligence activities would run from 
the President through the Director of National Intelligence to the Director of CIA, Certain other 
intelligence agencies, for example NSA, NGA, and NRO could be thought of as “combat support 
agencies” supporting the CIA in its national mission, much as they support the regional 
combatant commands in the DOD, To continue the analogy, the DNI would function a bit like 
the Chairman of the Joint Chiefs of Staff in that the chain of command would pass through him 
to the Director of CIA, but the execution of the mission would rest with the Director of CIA, 

The DNI should be able to choose his own staff, much as the Chairman of the Joint Chiefs does. 
The DNI would also function a bit like the Secretary of Defense in that he has responsibility for 
management and overall policy of the Community, The DNI should have clear authority to 
appoint - and remove - heads of the agencies that comprise the Intelligence Community, 

But much as the President deals directly with his field combatant commanders, it is 
reasonable, and one can argue desirable, for the President to deal directly with the Director of 
CIA, 

A more difficult organizational challenge is represented with respect to the issue of 
domestic intelligence. Much progress has been made in integrating the foreign intelligence 
agencies and the FBI, And the FBI has made great strides in developing a genuine domestic 
intelligence function. However, I remain concerned that we still don’t have the organizational 
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structure right. In preparing for this hearing, I concentrated on the foreign side of the house, but 
1 believe many of the observations I’ve made may well apply to the domestic side. Should, for 
example, we begin to think of the National Security Branch (“NSB”) of the FBI as the 
“combatant commander” for counterintelligence and domestic intelligence? Do we need to 
establish the NSB as a free-standing domestic intelligence service, perhaps in the Department of 
Justice or Homeland Security? These are very difficult questions and raise some fundamental 
issues about how domestic intelligence should be conducted in our democracy, but I believe we 
must keep asking them. 

B. Review of IRTPA 

Mr. Chairman, many of the organizational challenges that arose after the creation of the 
DNI have been worked out; for example in the revision of Executive Order 12333 issued in 2008 
and in numerous DNI directives. Nevertheless, much tension remains. Some of the remaining 
issues can be solved by strong presidential leadership. However, 1 also believe the statute should 
be reviewed to address some of the ambiguity and confusion that I’ve discussed today. I believe 
it should be possible to develop a clearer division of responsibility between the DNI and the 
elements of the Community that will improve the management of the Community while 
preserving the special nature and effectiveness that each agency in the Community rightfully 
takes pride in. The result should be, if we get it right, a great improvement in the quality of the 
intelligence provided to the President and, at the same time, a great improvement in the 
management and effectiveness of the Community. 

Many senior officers in the community put it this way: “The DNI should establish clear 
policies, provide direction and priorities for collection, develop integration strategies and assure 
that requirements for the major acquisition programs are sound. But the execution must be left 
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to the agencies who are the operating arms. The DNI must have authority to hold me 
accountable, but he should not micromanage. Just give me a mission and let me do it. If I fail, 
fire me.” That seems right to me. 

C. Establishment of a Separate National Intelligence Program 

As part of this review, consideration should be given to the establishment of a separate 
National Intelligence Program (“NIP”). This would be a very dramatic change from the current 
practice and would require much thought - and political compromise in the executive and 
congressional branches. But its time may have come, especially given the procurement concerns 
discussed above. As a .separate budget program the NIP would be authorized by the two 
intelligence committees, with appropriate sequential referrals to the other relevant committees 
for authorization of their portions. It would then be appropriated as a separate appropriation. 

The top line would necessarily be unclassified and a new congressional rule may have to be 
adopted to assure that it could be debated and considered in a manner that protects classified 
information and prohibits politicizing the budget. By that 1 mean it would not be advisable for 
the intelligence budget to become like the defense budget where individual members of Congress 
seek to amend the authorization of appropriation bills to favor constituent contractors. 

I understand that the administration is exploring ways to have the intelligence budget 
separately treated within the existing structure. I encourage that but it may be necessary to go 
even further. I fully recognize that a wholly separate NIP would be a sea change in the manner 
in which intelligence agencies are funded and managed. And 1 recognize how hard it would be 
to achieve this. However, I believe it should be closely examined. Even if we conclude such a 
change is not advisable, the process of thinking it through will, in all likelihood, shed light on 
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some of the more difficult management problems, and creative solutions may emerge that would 
not otherwise have occurred to us. 

D. Next Steps 

There are, in my view, three basic approaches to a review of IRTPA and the Intelligence 
Community organization. Congress could take the lead, perhaps by setting up a special task 
force of members from the relevant committees. The President could order the study on his own, 
perhaps using the President’s Intelligence Advisory Board. A third approach would be for the 
President and Congress to encourage an outside group, such as the Bipartisan Policy Center to 
conduct the study. As the Committee knows. Governor Keane and Mr. Hamilton have a strong 
interest in this subject and have scheduled a conference on the matter on April 6. 

Regardless, I believe a review should be done and done now. 1 thank the Committee 
again for its leadership and the opportunity to appear before you this morning. 
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Chairman Lieberman, Ranking Member Collins, distinguished members of the committee, thank you for 
the opportunity to discuss this important topic. 

I come to you today as a retired Navy Officer with over twenty years of operational and intelligence 
experience. I spent most of the last decade focusing on the challenges of combating global terrorism, 
including assignments at the National Counterterrorism Center (NCTC), the National Security Council 
(NSC), and the U.S. Special Operations Command. In 2005, 1 was selected to serve as one of the original 
planners in NCTC’s Directorate of Strategic and Operational Planning and was a lead planner for the 
nation’s inaugural National Implementation Plan for Counterterrorism (NIP), approved by President Bush 
in June, 2006. During the next few minutes, 1 plan to discuss NCTC and its legislatively-mandated role to 
conduct strategic operational planning. 

Background; 

The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) addressed serious weaknesses in 
our nation’s intelligence community and its ability to combat terrorism. In creating the Directorate of 
National Intelligence (DNI) and NCTC, the landmark legislation sought to improve collaboration among 
the numerous departments and agencies that deal with threats to our nation’s security. Among the Act’s 
most significant contributions was its recognition that the our nation’s Cold War national security 
organization was no longer sufficient to address the complex and myriad transnational threats that we will 
face in the 21" Century, To these ends, DNI has embarked on its mission to better integrate the 
Intelligence Community and NCTC represents an unprecedented recognition of the need for the United 
States government to focus on security beyond the traditional threats posed by nation-states. 

As with any innovative idea, achieving the aims of this legislation will come through evolution. Valuable 
lessons can and should be learned when ideas and concepts meet implementation. Those lessons should 
be leveraged to improve upon the original ideas and ensure the vision of its creators is being met. This is 
the case with NCTC and particularly with the Directorate of Strategic Operational Planning (DSOP), 

Why do we need a stronger, more effective DSOP? In short, while numerous departments and agencies 
work aggressively to counter threats as they emerge, the Intelligence Community, and arguably the 
government as a whole, still lacks a truly “inter-active” process for addressing terrorism. One need look 
no further than the failure to “connect the dots” prior to the December 25 plot to understand why 
coordination is so important. Furthermore, because so much effort is channeled toward the immediate 
exigencies of the day, the government has not devoted sufficient time to long-range thinking about how to 
develop a common — and ultimately, strategic — framework for dealing with terrorism and other sub-state, 
transnational threats. The issue will grow more complex as enhanced collaboration with state and local 
governments — as well as with the private sector — becomes even more necessary in a globalized world 
that blurs national borders and lines between public and private domains. To ensure our security in the 
coming decades, then, interagency coordination mechanisms like DSOP must be strengthened. And 
achieving this goal will require legislative and institutional changes. 
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To be fair, 1 last served at NCTC in 2007, but as a “plank holder” and someone committed to the success 
of DSOP, 1 have continued to follow the organization though the years. The organization has evolved and 
its personnel are dedicated individuals with some of the most difficult and grinding jobs in the United 
States government. After all, coordinating and integrating the nation’s counterterrorism programs across 
more than 1 6 departments and agencies is a formidable challenge, particularly with so little margin for 
error. 

DSOP has experienced success in many noteworthy areas. The NIP is a remarkable achievement given the 
document’s size and complexity, along with the fact that it must navigate between agencies and be signed 
by the president. And arguably, DSOP remains one of the few places in the government where 
interagency planning takes place. Most importantly, is has become the de facto incubator for the 
government’s interagency planners. This is why it must succeed. 

Enhancements to DSOP must address three key areas: mission, authorities, and personnel. DSOP’s 
mission must be refocused to ensure its role in and value to the interagency CT architecture is understood. 
Specifically, the “strategic operational” planning requirements must be divided into two separate planning 
functions. DSOP should have distinct strategic and operational roles. In its strategic role it should be the 
government’s primary force behind CT policy, strategy, and resource allocation. In its operational role it 
should be leading near-term planning efforts against terrorist groups, serving as the leader, integrator, and 
arbiter for CT plans. It should build and house the nation’s premiere CT planning capability. 

DSOP’s operational authorities should not be increased; however, interagency CT authorities and 
responsibilities must be clarified. IRTPA gave DSOP the authorities to conduct its specific mission, yet 
no authorities were taken from any other department or agency in support of DSOP’s creation. Not only 
did this create overlapping authorities, but it also established no compelling reason for departments and 
agencies to participate in the DSOP process, as they could continue their counterterrorism efforts under 
extant powers. These overlapping areas of responsibility must be clarified. Without this, departments and 
agencies will continue to spend time fighting turf battles when they should be focused solely on the 
enemy at hand. 

And last, DSOP should be given the personnel to conduct its mission. This does not necessarily mean 
more people; it means the right people. If NCTC is going to lead the government’s CT efforts, it must 
possess the nation’s best and brightest CT minds from across the government. Currently, the organization 
faces a dilemma where an ambiguous mission and unclear authorities keep DSOP from attracting and 
retaining the requisite personnel; this lack of appropriate persormel keeps it from executing a clear, well- 
defined mission. Much of this cycle is driven by the lack of interagency support for DSOP and it remains 
a significant impediment to DSOP’s success. 

Below, 1 outline in greater detail the three most important factors in determining DSOP’s success: 
mission, authorities, and personnel. 
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Mission: 

DSOP’s IRTPA-mandated mission is clear in theory, but convoluted in practice, DSOP was given the 
broad guidance to “conduct strategic operational planning for counterterrorism activities integrating all 
instruments of national power” and to “assign roles and responsibilities” for CT activities. The intent was 
for DSOP to fill the void in counterterrorism planning between strategic level policymaking and tactical 
level operational activities. This chartered DSOP to not only fill the vertical gap between the strategic and 
tactical, but also to bridge the horizontal planning gap in the interagency between departments and 
agencies. 

In an attempt to close this gap, the term “strategic operational” planning was created and tasked to DSOP. 
The conflating of the terms “strategic” and “operational” has hindered DSOP since its inception and 
remains a significant problem. These are terms of art and those with background in planning understand 
clearly that they are separate and unique requirements. By merging these terms, DSOP is stranded in a 
“planning no man’s land” between high-level policy and strategy development and operational and 
tactical level planning. The impact of DSOP's planning efforts is uncertain to many in the interagency as 
plans are developed and then followed-up with little implementation or assessment oversight. As a result, 
DSOP’s function and relevance remain unclear to many, and the organization continues to experience 
difficulty in defining a planning output and an attendant review process that are acceptable to the 
interagency. 

We have a chance to refocus DSOP’s mission before the status quo becomes ingrained and irreversible. 
To do so DSOP should split into two distinct sub-sections: a branch that focuses on strategic plans and 
one that focuses on operational plans. This would immediately clarify NCTC’s role. It also helps 
determine the required personnel resources, as strategic and tactical planners will possess vastly different 
backgrounds and skill sets. 

The strategic part of DSOP should focus on high level CT policy, strategy, and resource allocation. It 
should lead the interagency policy- and strategy-making efforts, including those that require White House 
approval. In this capacity, it would not only guide and develop policies required to posture the 
government for terrorist threats, but also serve as an arbiter between departments and agencies. This 
element also would have an enhanced and more assertive role in re,source allocation and drive the primary 
input to the Office of Management and Budget (0MB) for resource CT prioritization and investments. 
While this mandate currently exists, DSOP’s role should be strengthened and enhanced to ensure that 
requirements are tied to strategic outcomes. 

The lowest ranking entity that should have veto authority over NCTC strategic level efforts is the 
National Security Council or an NSC Principals Committee. Of course, such a role will require a uniquely 
skilled cadre of planners that currently is not fully present at NCTC. But by clearly defining this 
requirement, a requirement clearer than “strategic operational planner,” the capability can be more easily 
filled and developed. Such a clear strategic role will empower NCTC as the lead government strategic CT 
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planning element. And its role in resource allocation will encourage interagency participation in its 
processes. 

A second part of DSOP should focus on operational plans against terrorist groups. Such a construct 
provides attainable goals — defeat of a group — and allows for ease of implementation. The functional 
approach of the NIP should be amended so that it can be executed geographically against identified 
groups. Whether justifiable or not, the Cold War-based national security infrastructure executes 
geographically, not functionally. U.S. efforts against these groups should be prioritized within the DSOP 
interagency process, with NCTC serving as the interagency arbiter, in close coordination with the 
National Security Council. 

And finally, to be effective, NCTC and DSOP must be able to credibly measure the results of the plans 
that the organizations formulate and help to implement. Evaluation and assessment are imperative for 
DSOP and the government writ large. Policies cannot be readjusted, plans cannot be updated, and 
resources cannot be reallocated, unless one knows what does and does not work. 

Authorities: 

The question of authorities is raised regularly in discussions regarding DSOP. The recent Project on 
National Security Reform (PNSR) study on DSOP offers a comprehensive assessment of this issue. Its 
comparison of authorities between the Office of National Drug Control Policy (ONDCP), DNI, and 
DSOP — three similarly chartered organizations — highlights the disadvantage from which DSOP operates 
and notes that DSOP is the only entity of the three “without authority over people or money.” 

Many cite DSOP’s explicit prohibition from directing operations as a key reason for its struggles, with 
some calling for empowering DSOP with additional operational authorities. This should not be done, as 
DSOP lacks the capability and capacity to assume such a role and would fall short of expectations. Any 
changes to operational authorities must be made in conjunction with wholesale revisions to the entire 
United States CT apparatus. 

With no authority over personnel, resources or operations, DSOP has a limited ability to compel 
interagency participation and thus remains a relatively powerless organization. There is no “penalty” to 
interagency entities that decide not to participate in NCTC planning processes. This ultimately hinders 
DSOP’s ability to develop effective CT policy, implement plans, influence operations, and assess 
progress. It also relegates DSOP to the unenviable role of leading process-orientated approaches to 
substantive problems. Departments and agencies that actually control operations, personnel and resources 
address substantive CT problems under their own authorities and well beyond the control of NCTC. This 
fundamental disconnect marginalizes DSOP’s role in the CT community. 

What interagency power DSOP does possess comes directly from its relationship with the National 
Security Council staff and, ultimately, the president. This relationship, codified in IRTPA, remains 
DSOP’s primary source of authority and has been critical in preserving its role in the counterterrorism 
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enterprise. However, the definition of this relationship is personality dependent. And DSOP’s ability to 
drive interagency plarming is based on the ebb and flow of guidance from the NSC. As a result, some 
view DSOP’s dc facto role as a simple staff extension of the NSC. This role is useful, but limiting, as it 
keeps NCTC from truly becoming the leading national counterterrorism planning entity. It also subjects 
DSOP to the exigencies of the day and weakens NCTC independence. 

To solve this problem the authorities issue must be addressed across the entire government CT enterprise. 
As recommended in the PNSR report, the president and Congress should both undertake efforts to 
evaluate the full scope of the CT enterprise and codify roles and missions across the interagency 
community. Part of this effort would include clarifying DSOP’s mission and authorities. 

Specific to DSOP, it should be given authority to influence both resources and personnel. I will discuss 
personnel in a few moments. Regarding resources, DSOP should be given some authority to control and 
allocate funds to the various departments and agencies involved in counterterrorism. This would not 
mean, for instance, that DSOP would fully control federal allocations to these entities. But it would give 
DSOP a powerful lever by which to incentivize interagency cooperation; quite simply, (he departments 
and agencies that took an active, productive role in the interagency planning process would have a greater 
say in budget allocations. This authority also would provide DSOP with a dynamic process to adapt both 
strategic and operational plans to the ever evolving terrorist threat. 

Personnel: 

The issue of personnel remains a significant factor limiting the evolution and ultimate effectiveness of 
DSOP. To succeed NCTC must have the right talent. A clear mission with ample authority rings hollow if 
the appropriate personnel are not brought together to execute what is required. 

DSOP has been hindered by the lack of planning talent since in its inception. Unlike its analytic and 
knowledge management counterparts in NCTC, no standing cadre of interagency counterterrorism 
planners existed from which a terrorism specific capability could be created. When NCTC’s Directorate 
of Intelligence was created, it was able to pull from a large collection of trained personnel skilled and 
experienced in basic analytic techniques and, to a lesser degree, interagency collaboration under the 
legacy Intelligence Community rubric. The same held true for the knowledge management personnel 
whose technology and data basing skills were directly transferrable to NCTC’s mission. This was not the 
case for DSOP. Few departments and agencies conducted strategic or operational planning and those that 
did utilized very different models. This made it even more difficult for NCTC to design its planning 
products. Not only did they lack planners internally who understood plan design, but also the interagency 
as a whole did not understand or embrace the need for comprehensive planning efforts. This problem — 
the lack of an interagency planning model or culture — still exists today. 

While the process of building this capacity has begun, it has been slowed by two key factors — lack of 
interagency participation and high personnel turnover. 
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First, the interagency must become fully invested in NCTC and the DSOP concept. Being fully invested 
includes not only recognizing and embracing DSOP’s missions and authorities but also, and most 
importantly, detailing the appropriate number and type of personnel to DSOP, and ensuring robust 
participation in DSOP planning efforts. The old adage that “plans are nothing; platming is everything" is 
only valid when those that are conducting the planning are actually involved in the execution of those 
plans. Since DSOP does not execute plans, it is imperative that its efforts include robust participation by 
those departments and agencies that have CT implementation authorities. This has not been the case to 
date and is very problematic. 

To address this issue, the interagency must be compelled to participate. While the Goldwater-Nichols Act 
is a sometimes over-used example, it demonstrates the effect legislation can have in mandating 
coordination across disparate departments. Congress must pursue legislation that compels the interagency 
to participate fully in DSOP’s process, including obligating personnel resources. Such a commitment to 
interagency planning is required if the government is going to be equipped to address the proliferation of 
transnational threats. 

Participation in interagency planning entities such as DSOP must be made a part of both the government’s 
and Intelligence Community’s human capital system. Personnel, panicularly those with operational 
experience, must be rewarded through pay and promotion incentives to serve in such entities as DSOP. As 
with Goldwater-Nichols, only radical legislative reform will break down bureaucratic resistance and 
change the government’s approach to these issues. 

Second, personnel turnover at DSOP must be limited. This will occur in part by changing the perceptions 
regarding the value and credibility of DSOP through mission and authority refinement. Beyond this, the 
government in general and DNI/NCTC specifically must design a standing career pipeline for interagency 
CT planners. This will incentivize talent to pursue careers in interagency planning and assignment to 
interagency organizations such as DSOP, A true and credible planning element would in turn produce 
better strategies and draft and implement more effective plans. This level and culture of interagency 
planning is required to drive and ensure operational cooperation. As the December 25 plot demonstrated, 
the global terrorist threat demands this type of collaboration. 

I would be happy to elaborate on this and other issues during questions. Thank you, again, for inviting me 
to speak today, and 1 look forward to your questions. 
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Post-Hearing Questions for the Record 
Submitted to the Honorable Jeffrey H. Smith 
From Senator Susan M. Collins 

“The Lessons and Implications of the Christmas Day Attack: 
Intelligence Reform and Interagency Integration” 
March 17, 2010 


I. In the Intelligence Reform Act, we gave the DNl fairly significant authority over 
DoD acquisitions of “major systems” funded by the NIP, In fact, the DNI and the 
Secretary of Defense serve as joint milestone decision authorities to judge the 
progress of these programs against their management plans. 

Following passage of the Intelligence Reform Act, Congress added a requirement 
for “major systems” acquisitions in the Intelligence Community: namely that the 
DNI produce an independent cost estimate before seeking funding for a “major 
system” acquisition when the full-life cycle cost of the program exceeds 
$500,000,000. For “major systems” to be acquired by an element of the 
Intelligence Community within DoD, the cost estimate must be prepared by an 
entity jointly designated by the Secretary of Defense and DNI. 

This joint designation authority was important so that the DNI could insist on the 
entity that would perform the cost estimate, instead of relying on a cost estimate 
produced by the program manager for the major system. These program manager 
cost estimates have historically underestimated the cost of these systems, often 
leading to explosive cost growth in programs. 

What has been the difficulty in implementing this provision? 


The response to this Question for the Record was not received at time of printing. 
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Opening Statement of Chairman Joseph I. Lieberman 
Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process. 

April 21, 2010 Hearing 

This is the fifth in a series of hearings our Committee has held to examine 
our intelligence and security systems that - despite ail we’ve done to strengthen 
them - allowed Umar Farouk Abduimutallab to board a U.S.-bound airliner and 
attempt to blow it out of the sky over Detroit last Christmas Day. 

I want to welcome our witnesses here today, each of whom has a critical role 
to play in helping ensure that this type of failure does not happen again. I’d also say, 
each of whom has become quite familiar to our committee. 

The purpose of this hearing is to review the enhancements to our visa 
security system that have been made over the last few years, the last five years 
particularly, but specifically to get a progress report on enhancements that have 
been put in place post-Christmas Day, including changes in how the State 
Department processes and disseminates information it receives about terrorism in 
its consulates abroad, and also to have a good discussion about what additional 
changes may be needed. 

The failures that allowed Abduimutallab to board Northwest Flight 253 are 
by now familiar to us all; warnings from the father which went unheeded, threats 
from Yemen which were not run to ground, and information in different databases 
that was still not connected. 

However, one of the most frustrating failures was one that would seem to 
have been easiest to avoid, which is the misspelling of Abdulmutallab’s name 
during a check of the State Department’s visa database, which led the government 
to believe that he did not have a visa and so did not pose an immediate threat. 

1 think we all need to understand that, while America has been and remains 
probably an open country that welcomes visitors, international travel is a privilege 
in our time and not an absolute, unlimited right. 

My concerns about the security of the visa process were one of the reasons 
that we advocated giving the Department of Homeland Security more authority 
over the visa-issuing process during the debate and legislative action during which 
we actually created the department. The events of Christmas Day, I must say, have 
brought me back to some of those ideas. 

Nine years after September ll"' we still do not have an automated system in 
place to check for revoked visas as individuals board airplanes. 
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I understand that State and DHS are working to accomplish this in an 
expeditious manner and I hope to hear reports on that today. 

When the Department of Homeland Security was created, Congress- as an 
another example of the overlap of the two departments and what we can do to 
deepen it and expedite it- Congress included a provision establishing the Visa 
Security Program, and giving DHS the authority to set visa policy, and to deploy 
law enforcement officers to consulates in order to oversee the visa-issuing process 
because of its post-9/1 1-added security dimension. 

The idea was to ensure that security considerations were given the weight 
they deserve in visa-issuance. Eight years later. I’m sorry to come to the conclusion 
that the program has not been a priority for either department. I’d like the 
witnesses to comment on that. 

Here’s why I reach that conclusion; DHS and the State Department have 
identified 57 high-risk consular posts around the world- that’s out of a total of 200 
posts that issue visas. But only 14 of those have received, or had stood-up in them. 
Visa Security Program offices. 

The President’s fiscal year 2011 budget submission does not include any new 
money for continuing to expand this vital program. 

I understand that one of the main impediments to expanding the program, 
aside from funding, has been reluctance by some of our ambassadors to allow the 
Visa Security Program offices to be established at their posts, and I’d like to hear 
about that if that is true. 

I gather on at least seven separate occasions, ambassadors have told the 
Department of Homeland Security that they would not support expansion of the 
VSP at their embassy. 

And some of those posts are ones that are really key in fighting against 
terror, such as the United Kingdom, Turkey and Indonesia. 

It was not our intention when we put this provision in The Homeland 
Security Act to give ambassadors veto power over this important program. 

So, I look forward to hearing from the witness and to working with DHS and 
DOS and our colleagues on Foreign Relations to ensure that the VSP program does 
move forward. 

Finally, 1 am heartened that, for travelers from Visa Waiver countries, the 
Department of Homeland Security has now fully implemented the Electronic System 
for Travel Authorization - which is known as ESTA - and is making progress in 
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signing the international information sharing agreements that are required by law. 
That’s a significant accomplishment. 

The Christmas Day attack- attempted attack- has underlined for us ail the 
importance of effectively sharing information. I believe that expanding this 
information sharing to include our allies should be one of the Department of 
Homeland Security’s main priorities moving forward, and so 1 hope the Department 
will expedite implementation of the agreements to ensure that information is being 
shared in real time. 

Securing our homeland is now really a global enterprise. It begins well before 
people come to the United States, and that’s why it’s so important that State and 
Homeland Security are working closely and effectively together. 

Senator Collins? 
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Opening Statement of 
Senator Susan M. Collins 

“The Lessons and Implications of the Christmas Day Attack: Securing the 

Visa Process” 

Committee on Homeland Security and Governmental Affairs 
April 21, 2010 

★ ★ ★ 

Today’s hearing will examine the fundamental question of why the 
Christmas Day bomber, Umar Farouk Abduhnutallab, was allowed to retain 
his visa, even after his father had informed the American Embassy in Nigeria 
of his Islamist extremist connections. 

From my perspective, the State Department had sufficient information 
to revoke Abdulmutallab’s visa. State Department officials already had 
decided to question him about his ties to extremists if he chose to renew his 
visa. That he could have been deemed a threat to the United States in the 
future based on his extremist ties, but not a sufficient current threat defies 
both logic and common sense. Had the State Department taken this action, it 
would have prevented him from traveling to the United States. This was a 
missed opportunity to stop the terrorist more than a month before his flight. 

At the very least, Abduhnutallab should have been required to come to 
an embassy and explain his activities before he was allowed to travel to the 
United States, The State Department has this authority. In fact, the 
Intelligence Reform Act protects the Department from lawsuits when its 
officials revoke a visa for a visa holder overseas. But the State Department 
failed to act. 

Visa holders with possible connections to terrorism should shoulder 
the burden of proving they do not intend to harm this nation or its citizens. 
If they cannot meet this burden, then we cannot take the risk of permitting 
them the privilege of traveling to our country. 

Following the attempted attack on Christmas, the Intelligence 
Community has reviewed the visas of all persons listed in the broadest 
terrorist database, known as TIDE, to determine whether or not they should 
be permitted to retain their visas. In my judgment, they should keep their 
visas only in exceptional circumstances Uiat are carefully considered by the 
State Department, Intelligence Commtmity, and Department of justice. 
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Essential policy questions include; Is there now an ongoing policy to 
check the TIDE list for individuals who hold U.S. visas? What is the 
Administration’s current policy on the revocation of the visas held by these 
individuals? What is the policy on visa revocation for individuals on the 
terrorist watchlist? 

Revoking the visas of suspected terrorists is, however, only the first 
step. The Department of Homeland Security also should confirm the validity 
of the visa of every foreign passenger who attempts to board an airplane to 
this country rather than waiting until his arrival in our country. There does 
not appear to be a technological barrier since DHS already confirms whether 
a passenger is on the No Fly or Selectee list in this manner. 

I also want to know how the State Department will ensure that minor 
misspellings do not prevent its officers from discovering immediately that a 
suspected terrorist has a valid visa, as initially happened with 
Abdulmutallab. Computer algorithms have been around for decades that 
can find close name matches to tmcover a misspelling, and the State 
Department should expeditiously adopt such tools. 

hi general, the Department of Homeland Security must provide greater 
oversight of the visa issuance and revocation process, as it was authorized 
to do in the Homeland Security Act of 2002. That Act required DHS to 
deploy trained visa security officers to overseas consular posts, but DHS has 
only reached 14 of the 57 high-priority foreign posts - with plans to reach 
another four. Why has the joint effort of DHS and the State Department to 
expand this program been so slow? 

One important way that DHS is enhancing the security of the visa 
process is through the implementation of a requirement that Visa Waiver 
Program travelers receive an electronic travel authorization by providing 
information to DHS for vetting in advance of travel. This additional step 
should add a security layer for travelers from countries that currently are 
not required to obtain a visa. 

As we know, terrorists will continue to seek to exploit any 
vulnerabilities in oiu visa system. We must continue to strengthen our visa 
issuance and revocation process. Since this is a primary means of 
preventing terrorists from traveling to our nation, it must work effectively. 
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TESTIMONY 

OF 

DAVID HEYMAN 

ASSISTANT SECRETARY - POLICY 
U.S. DEPARTMENT OF HOMELAND SECURITY 

Chairman Lieberman, Senator Collins and other distinguished Members, thank you for 
the opportunity to appear before the Committee to discuss the Department of Homeland 
Security’s (DHS) work in the area of promoting and overseeing secure travel to the 
United States. 

Targeting terrorist travel is one of the most powerful weapons we have to counter the 
ability of terrorists to operate. Travel security begins with international travelers 
obtaining legitimate identity documents from national authorities. Should a visa be 
needed, the international traveler applies for one at a U.S. Embassy or Consulate and 
undergoes a personal interview and checks against law enforcement, terrorism, and 
immigration databases. Travel security also includes passenger and baggage screening, 
before and during travel, flight security through air marshals, hardened cockpit doors, as 
well as other measures. Finally, it includes passport control and customs and 
immigration inspection upon arrival (or prior to departure in certain locations). Every 
step along this pathway presents a vulnerability to would-be attackers, who must come 
out of the shadows and interact with security personnel at ports of entry and abroad. 

Foreign travelers to the United States come to the attention of U.S. officials either by 
applying for a visa at a U.S. Embassy or Consulate or by traveling to the United States 
under a visa-free program, one of which, the Visa Waiver Program (VWP), requires 
advance authorization to travel. The Department of State is responsible for the day-to- 
day operations of visa issuance. DHS’ role in visa policy and guidance is outlined in 
Section 428 of the Homeland Security Act of 2002 (HSA), which gives the Secretary of 
Homeland Security the authority to issue regulations with respect to the granting or 
refusal of visas. The attempted attack by Umar Farouk Abdulmutallab on December 25, 
2009, was one more reminder of the importance of ensuring that visa screening 
procedures utilize tools to counter terrorism; to that end, screening must include 
functionally related measures such as document verification capabilities and enhanced 
international information sharing. Taken as a whole, these procedures help ensure not 
only the integrity of our borders and immigration system, but also the security of the 
traveling public and the global air transportation system. 

The first part of travel security is the authorization step, which is the focus of this 
hearing. My colleague. Assistant Secretary John Morton, U.S. Immigration and Customs 
Enforcement (ICE), will testify on DHS’ Visa Security Program and other DHS 
initiatives to effectively screen large numbers of individuals well in advance of travel to 
the United States. Ambassador Janice Jacobs, Assistant Secretary for Consular Affairs at 
the Department of State, will discuss the visa issuance process. For my part, I will limit 
my testimony to the VWP, the program administered by DHS under Section 217 of the 
Immigration and Nationality Act (INA), as amended. The VWP currently allows citizens 
from 36 countries to travel to the United States without a visa and, if admitted, to remain 
in our country for a maximum of 90 days for tourist or business purposes. 
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Some have argued that travel under the VWP carries inherent and inevitable risks not 
found in visa travel. We would argue that the VWP drives international travel security 
initiatives and enhances law enforcement and security cooperation with foreign 
governments while promoting legitimate trade and travel. I will elaborate on the merits 
and security value of the program in several critical respects throughout this hearing. 

Today I would like to: 1) provide a brief overview of the VWP’s security benefits; 2) 
discuss how DHS and its partners are working with VWP countries to ensure their 
compliance with the information sharing requirements of the “Implementing 
Recommendations of the 9/11 Commission Act of 2007" (9/11 Act); 3) highlight our 
progress to date in that endeavor — along with some of the remaining challenges; 4) 
provide an update on our efforts to evaluate the overstay rates of VWP countries; and 5) 
outline where we see the program going in the future. 

I) VWP Security Benefits 

The VWP is an important tool for increasing security standards, advancing information 
sharing, strengthening international partnerships, and promoting legitimate trade and 
travel to the United States. The VWP was first authorized by Congress as a pilot 
program in 1986 to facilitate low-risk travel to the United States, boost international trade 
and cultural links, and promote more efficient use of consular resources. Since the 
program’s inception. Congress and the Executive Branch have worked together to 
implement a number of security enhancements. Immediately after 9/11, for example, 
new requirements were put in place to tighten passport security standards and increase 
the frequency in which countries are formally reviewed for their designation status. 

The 9/1 1 Act transformed the VWP from a program that evaluated security threats 
broadly on a country-by-country basis into one that has the added capability to screen 
individual travelers for potential threats that they may pose to the security or welfare of 
the United States and its citizens. In addition, the 9/1 1 Act mandated more robust 
information sharing between the United States and its VWP partners. Since the passage 
of the 9/1 1 Act, DHS and its partner agencies have worked diligently to implement the 
new requirements. 

Some have also argued that the program has deficient security measures in place and that 
each individual VWP country’s security risks need to be thoroughly reviewed. In fact, 
because of the 9/1 1 Act and pre-existing statutes, that’s exactly what we are doing. DHS, 
for example — in cooperation with other departments and agencies — conducts intensive 
biennial reviews of VWP countries. Often these reviews include site-visits to the country 
being evaluated so that DHS can observe, among other things, the country’s border and 
passport security procedures. 
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A critical innovation of the 9/1 1 Act was the requirement for the Electronic System for 
Travel Authorization (ESTA), which allows for the pre-travel and recurrent screening of 
VWP travelers to the United States, Since ESTA became mandatory for all VWP 
travelers in January 2009, DHS has taken a measured approach to ESTA compliance and 
has worked to make the implementation of ESTA as smooth as possible for VWP 
partners, travelers, and stakeholders. In January 2010, DHS transitioned from informed 
compliance to enforced compliance for ESTA. This transition focused on repeat 
offenders — those travelers who have previously arrived at a U.S. port of entry under the 
VWP without an ESTA approval. DHS informed air carriers that effective March 20, 
2010, they would be subject to significant administrative fines for carrying non-compliant 
ESTA passengers to the United States. 

The ESTA screening process is providing tangible security benefits, such as identifying 
matches to the Terrorist Screening Database maintained by the Federal Bureau of 
Investigation’s Terrorist Screening Center (TSC) and more than 5,700 lost or stolen 
passport (LASP) matches. ESTA provides DHS with the capability to conduct advance 
screening of VWP travelers. This is critical because it enables DHS to preclude some 
travelers who are ineligible for the VWP from initiating travel to the United States. 
Travelers whose ESTAs are denied must undergo the visa application process. 

As of April 7, 2010, more than 1 8 million ESTA applications have been processed. In 
most cases (more than 99.5 percent overall), ESTA provides an immediate determination 
of eligibility for travel under the VWP. Overall compliance by VWP travelers is 
extremely high. Notably, since DHS transitioned from informed to enforced compliance 
in the last three months, the average ESTA daily compliance rate for all VWP travelers 
has increased by approximately six percent and is likely to continue to increase. The 
ESTA compliance rate is currently above 97 percent. 

The security benefits of the VWP are many and mutually reinforcing. The VWP requires 
bilateral information sharing arrangements regarding the exchange of terrorism screening 
information and the possible perpetrators of other serious crimes, as well as the sharing of 
LASP information. Moreover, there are higher standards for transportation security, 
aviation security, border security, and document integrity for VWP countries than for 
countries that do not participate in the program. DHS, with the support of the 
Departments of State and Justice and the Intelligence Community, reviews these 
standards and capabilities on a regular basis as a condition for continuing designation in 
the program. No other mechanism provides DHS with the opportunity to regularly 
conduct as broad and consequential inspections of foreign security standards as does the 
VWP. 
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It is important to note that DHS conducted such inspections well before the 12/25 
incident and we will continue to do so. To complement these efforts, DHS has developed 
a continuous and vigorous monitoring process to ensure awareness of changing 
conditions in VWP countries, including regular communication with the relevant U.S. 
and foreign embassies for updates of law enforcement or security concerns related to the 
VWP. 

II) Status of VWP Information-Sharing Agreements 

Ox’erview 

The 9/1 1 Act requires that VWP countries enter into agreements with the United States to 
share information regarding whether citizens and nationals of the country represent a 
threat to the security or welfare of the United States and its citizens, and information on 
LASPs. This emphasis on information sharing with trusted international partners is 
especially critical in the aftermath of the failed terrorist attempt to bring down Northwest 
Flight 253 on December 25, 2009. 

DHS, with the support of the interagency, has determined that the preferred mechanisms 
to meet the information sharing requirements with VWP countries, per the 9/1 1 Act, 
include: a bilateral Homeland Security Presidential Directive-6 (HSPD-6) arrangement to 
exchange terrorism screening information; a bilateral Preventing and Combating Serious 
Crime (PCSC) Agreement to exchange information on possible perpetrators of serious 
crimes; and an exchange of diplomatic notes memorializing the intent to report LASP 
data according to INTERPOL’S standards. Pre-existing arrangements with some VWP 
countries that allow for the exchange of equivalent information are reviewed by an 
interagency working group and may be deemed sufficient in place of HSPD-6, the PCSC, 
or the LASP diplomatic note. The nine countries that were designated after the 9/1 1 Act 
came into force were required to meet the Act’s information-sharing requirements in 
advance of VWP designation, as will any other countries designated in the future. 

Progress to Date and Plans to Move Forward 

Currently, our primary focus as it relates to the VWP is bringing the 27 pre-2008 VWP 
countries into compliance with the 9/1 1 Act information sharing requirements by 2012. 

To date, the Department — in cooperation with its partner agencies — has made substantial 
progress in this endeavor. For example: 

• Almost all VWP countries have now concluded an exchange of diplomatic 
notes with the United States expressing their intent to report LASP data to the 
United States via INTERPOL or other acceptable mechanism. We are 
confident that we will be able to complete the exchange of diplomatic notes 
with the remaining VWP countries in the coming months. 
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• PCSC Agreements — which establish the framework for a new method of law 
enforcement cooperation by providing each party electronic access to their 
fingerprint databases on a query (hit/no hit) basis — have been signed with 14 
VWP countries: the Czech Republic, Estonia, Finland, Germany, Greece, 

Italy, Latvia, Lithuania, Hungary, Malta, Portugal, South Korea, Spain, and 
Slovakia. Negotiations to conclude additional PCSC Agreements are under 
way and DHS fully expects to sign several new agreements in the next few 
months. Given the sensitive nature of these discussions, I would be happy to 
provide any additional details in a follow-up closed session. 

• Details regarding HSPD-6 Arrangements are classified. The State Department 
leads the diplomatic outreach and conducts negotiations together with the 
TSC, which is the implementing agency. The State Department and TSC have 
a standing offer to provide classified briefings to Members on HSPD-6 
progress. 

In an effort to bring each VWP country into compliance with the 9/1 1 Act’s information 
sharing requirements, the U.S. government (USG), through a White House interagency 
policy committee, has developed and adopted a compliance strategy that ties completion 
of the 9/1 1 Act requirements to each country’s biennial review of continuing VWP 
eligibility. While the dates of expected compliance vary depending on where each 
country falls in the review cycle, all countries are expected to be fully compliant by no 
later than June 2012. Last month, all VWP posts were instructed by the Department of 
State to demarche their host governments on the applicable compliance deadlines. 

The interagency compliance strategy calls for a series of measures that, beginning six 
months prior to the date of expected compliance, may be taken by the USG to apply 
pressure on countries that resist entering into good faith negotiations to conclude these 
agreements. While DHS prefers to work with VWP countries so as to maintain their 
designation, we will not hesitate - in consultation with other relevant agencies - to 
implement corrective actions or other measures as necessary, including possible 
probation or termination. 

Remaining Challenges 

Despite our progress to date in reaching information-sharing agreements with the pre- 
2008 VWP countries, work remains to be done. DHS — in cooperation with the 
Departments of State and Justice — has invested considerable resources over the past two 
years in negotiating and concluding PCSC Agreements. The PCSC Agreement requires 
intensive face-to-face discussions with foreign governments to explain the Agreement in 
detail and address each country’s concerns. 

Signing a PCSC Agreement is only one important part of the process. Implementation of 
the 14 PCSC agreements that have been signed is legally and technologically complex. 

For example, most VWP countries require parliamentary ratification for the agreement to 
take effect. Technologically, a common IT architecture must be developed to allow the 
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United States and each of its participating foreign partners to query each other’s 
fingerprint database automatically. The technical architecture now being developed for 
Germany will be replicated with other VWP countries. We estimate that the exchange of 
biometric data with Germany will begin this fall. DHS expects that process to proceed 
rapidly and has begun discussions on implementation with a number of countries. 


III) Overstays 

DHS has until now refrained from disclosing and using overstay rates to help determine 
VWP eligibility because precise rates could not be accurately calculated. However, our 
systems, particularly our collection and verification of biographic departure records for 
air travelers, have now improved to the point where we are increasingly confident in the 
reliability of the data. I am pleased to report that preliminary data strongly indicate that 
VWP travelers are not a significant source of overstays. 

Using standard automated protocols to compare departure data with prior arrival records 
and immigration status changes, US-VISIT has calculated that in FY 2009, 3 1 out of 36 
VWP countries had overstay rates that were well below the two percent disqualification 
rate threshold that may lead to a country being placed on probation. US-VISlT is 
conducting a manual review of overstay records from the five countries that, using 
automated protocols (but not manual verification), yielded an apparent overstay rate over 
two percent. Thus far, this in-depth manual review has been completed for two countries 
and revealed overstay rates below two percent. 

Manual reviews of automated overstay records conducted by US-VISIT in the past have 
consistently shown that a significant percentage of the apparent overstays had in fact 
departed the United States within the authorized period of admission or had otherwise 
lawfully adjusted their status in the United States. We are conducting further manual 
reviews for other countries to reach a point where we are confident that our evaluation is 
valid. At that point we will likely be in a position to release overstay rates for each VWP 
country and to begin to use this data to inform VWP decisions. 

IV) Future of the VWP 

DHS believes that the current security and information-sharing requirements for VWP 
countries provide the USG with sufficient and timely information to prevent entry and, in 
the vast majority of cases, travel to the United States of individuals who would try to 
exploit the program to do our country harm. As noted above, our primary objective at 
this time is to complete the required information-sharing agreements with all the pre- 
2008 VWP countries as expeditiously as possible. 

Given the security benefits of VWP to the United States and the program’s important role 
in strengthening international partnerships and travel security standards, DHS would 
support a carefully managed expansion of the VWP to select countries that meet the 
statutory standards and are willing and able to enter into a close security relationship with 
the USG and, particularly, DHS. 
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At present, most of the countries that have expressed an interest in VWP designation 
have visa refusal rates higher than three percent or other concerns that would have to be 
mitigated prior to designation. DHS and the Department of State continue to consult with 
trusted international partners to determine whether VWP designation is possible in the 
future, DHS and its partner agencies are also pursuing, as feasible, VWP-style 
information-sharing agreements with countries that are currently ineligible for the VWP 
but may qualify for the program within the next five years. 

Because DHS has not yet notified Congress that a biometric air exit system is in place, 
any significant expansion of the VWP is unlikely at present. The 9/1 1 Act allows the 
Secretary of Homeland Security to waive the low nonimmigrant visa refusal rate 
requirement (less than three percent) for those countries with refusal rates between three 
and 10 percent who also meet other requirements. However, the waiver authority has 
been suspended because the Secretary did not notify Congress that a biometric air exit 
system was in place by June 30, 2009. This means that countries interested in joining the 
VWP must once again meet the less-than-3-percent refusal rate requirement until DHS 
implements a biometric air exit program. 

As we know, no single security solution on its ovm will completely address the challenge 
of preventing mala fide individuals from traveling to the United States. Travel security 
systems of mutually reinforcing layers — involving such features as rigorous visa issuance 
standards, the use of visa security units, the screening of passengers through automated 
targeting systems, and forward-deployed border and immigration security officers— are 
critical in our efforts to thwart the travel of terrorists and other dangerous people. The 
VWP is of course a vital part of a robust travel security system for many reasons: the 
ESTA requirement; the mandatory bilateral information sharing arrangements regarding 
potential terrorists and criminals; sharing of LASP data; thorough inspections of VWP 
countries’ transportation, aviation, border control, and travel document security 
standards; and vigorous, ongoing monitoring of changing conditions in VWP countries. 

Chairman Lieberman, Senator Collins and other distinguished Members, thank you for 
the opportunity to appear before you today and for your consideration of this important 
topic. I would be happy to answer any questions that you might have. 
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Chairman Lleberman, Ranking Member Collins, and distinguished Members of the 
Committee, thank you for the opportunity to address you today on the security of the 
visa process. As a result of the terrorist attack on Flight 253, the President ordered 
corrective steps to address systemic failures in procedures we use to protect the people of 
the United States. Secretary Clinton reiterated this direction when she stated, “we all are 
looking hard at what did happen in order to improve our procedures to avoid human 
errors, mistakes, oversights of any kind. We in the State Department are fully committed 
to accepting our responsibility for the mistakes that were made, and we’re going to be 
working hard with the rest of the Administration to improve every aspect of our efforts.” 
In the months following this attack, the Department of State has reviewed its Visas Viper 
reporting requirements as well as its visa issuance and revocation criteria, and introduced 
technological and procedural enhancements to facilitate and strengthen visa-related 
business processes. 

Our immediate attention was on addressing the deficiencies identified following the 
attempted attack on Flight 253. In the case of Umar Farouk Abdulmutallab, on the day 
following his father’s November 19 visit to the Embassy, we sent a cable to the 
Washington intelligence and law enforcement community through proper channels (the 
Visas Viper system) stating that “Information at post suggests [that Farouk] may be 
involved in Yemeni-based extremists.” At the same time, the Consular Section entered 
Abdulmutallab into the Consular Lookout and Support System database known as 
CLASS. In sending the Visas Viper cable and checking State Department records to 
determine whether Abdulmutallab had a visa, Embassy officials misspelled his name, but 
entered it correctly into CLASS. As a result of the misspelling in the cable, information 
about previous visas issued to him and the fact that he currently held a valid U.S. visa 
was not included in the cable. At the same time, the correctly-spelled CLASS lookout 
was shared automatically with the primary lookout system used by the Department of 
Homeland Security (DFIS) and accessible to other agencies. On the basis of this CLASS 
entry Abdulmutallab was identified by DHS Customs and Border Protection (CBP) for 
secondary screening had the flight landed normally in Detroit. Additional reporting on 
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this case carried the correct spelling, with additional reports reaching the same file in 
Washington. 

After reviewing these events, we took immediate action to improve the procedures and 
content requirements for Visas Viper cable reporting to call attention to the visa 
application and issuance material already present in the data that we share with our 
national security partners. In cabled instructions to the field, all officers were instructed 
to include complete information about all previous and current U.S. visa(s) in Visas 
Vipers cables. The guidance cable included specific instructions on methods to 
comprehensively and intensively search the database of visa records so that all pertinent 
information is obtained. I can confirm that these new requirements have been followed 
in all Visas Viper cables submitted since December. 

In addition to these changes, we have reviewed the procedures and criteria used in the 
field to revoke visas and we are issuing new instructions to our officers. Revocation 
recommendations will be added as an element of reporting through the Visas Viper 
channel. In a March 22 cable to the field, we reiterated our guidance on use of the broad 
discretionary authority visa officers have to deny visas under section 2 1 4(b) of the 
Immigration and Nationality Act with specific reference to cases that raise security and 
other concerns. Instruction in appropriate use of this authority has been a fundamental 
part of officer training for several years. 

The State Department has broad and flexible authority to revoke visas and we use that 
authority widely to protect our borders. Since 2001, we have revoked 57,000 visas for a 
variety of reasons, including over 2,800 for suspected links to terrorism. We have been 
actively using this authority as we perform internal reviews of our data against updated 
watchlist information provided by partner agencies. For example, we are re-examining 
information in our CLASS database regarding individuals with potential connections to 
terrorist activity or support for such activity. We continue to review all previous Visas 
Viper submissions and cases that other agencies are bringing to our attention from the No 
Fly and Selectee lists, as well as other sources. In these reviews, we have identified cases 
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for revocation and confirmed that substantial numbers of individuals in these cases hold 
no visas, and of those few who did, a significant portion had visas that were revoked prior 
to the current review. We recognize the gravity of the threat we face and are working 
intensely with our colleagues from other agencies with the desired goal that no person 
who may pose a threat to our security holds a valid visa. 

Revocation is an important tool in our border security arsenal. We will use revocation 
authority prior to interagency consultation in circumstances where we believe there is an 
immediate threat. At the same time, expeditious coordination with our national security 
partners is not to be underestimated. There have been numerous cases where our 
unilateral revocation without interagency coordination would have disrupted important 
investigations that were underway by one of our national security partners. They had the 
Individual under investigation and our revocation action would have disclosed the U.S. 
Government’s interest in the individual and ended our colleagues’ ability to quietly 
pursue the case and identify terrorists’ plans and co-conspirators. 

Had these Visas Viper and revocation refinements been in place in Abuja on November 
20, 2009, the actions taken by the officer, and the outcomes from those actions would 
have changed in the following ways; 

• The consular officer would transmit a Visas Viper cable - as was done in the 
Abdulmutallab case - but, as mandated by our updated procedures, the officer would 
use our robust search engine to uncover Abdulmutallab’s visa record in the database 
of visa records and report that information in the cable. 

• The consular officer would enter a P3B (possible terrorist) entry into the Consular 
Lookout and Support System (CLASS, our automated repository of watchlist 
information) - as was done in the Abdulmutallab case. 

• The Department would review the Visas Viper Cable upon receipt and, following 
expedited consultation with our interagency partners, revoke Mr. Abdulmutallab’s 
visa, consistent with our post- 12/26 policy that no one with a P3B entry holds a valid 
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visa. This revocation likely would occur on the day the Visas Viper cable is 
transmitted. 

In addition to these changes in Visas Viper procedures, we immediately began working to 
refine the capability of our current systems. For visa applications, we employ strong, 
sophisticated name searching algorithms to ensure matches between names of visa 
applicants and any derogatory information contained in the 27 million records found in 
CLASS. This strong search capability has been central to our procedures since 
automated lookout system checks were mandated following the 1993 World Trade Center 
bombing. We are using this significant experience with search mechanisms for visa 
applications to improve the systems for checking our records of visas issued. 

The Department of State has been matching new threat information with our records of 
existing visas since 2002. We have long recognized this function as critical to the way 
we manage our records and processes. This system of continual vetting has evolved as 
post 9/1 1 reforms were instituted and is now performed by the Terrorist Screening Center 
(TSC). All records added to the Terrorist Screening Database are checked against the 
Department’s Consular Consolidated Database (CCD) to determine if there are matching 
visa records. Matches are sent electronically from the TSC to the Department of State to 
flag cases for visa revocation. All such cases are carefully reviewed and most are 
revoked. Sometimes additional information is required from partner agencies. In 
addition, we have widely disseminated our data to other agencies that may wish to learn 
whether a subject of interest has a U.S. visa. Cases for revocation consideration are 
forwarded to us by DHS/Customs and Border Protection’s (CBP) National Targeting 
Center (NTC) and other entities. Almost every day, we receive requests to review and, if 
warranted, revoke visas for potential travelers for whom new derogatory information has 
been discovered since the visa was issued. Our Operations Center is staffed 24 hours per 
day/7 days per week to address urgent requests, such as when the person is about to 
board a plane. In those circumstances, the State Department can use its authority to 
prudentially revoke the visa and prevent boarding. 
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Since the Presidentially-ordered Security Review, individuals have been added to the 
Terrorist Screening Database, No Fly, and Selectee lists to counter the specific 
vulnerability observed on December 25, 2009. The number of revocations has increased 
substantially as a result. As soon as information is established to support a revocation, an 
entry showing the visa revocation is added electronically to the Department of State’s 
lookout system and shared in real time with the DHS lookout systems used for border 
screening. 

Consular officers refused over 2 million visas out of some 8 million applications in 
FY2009. No visa is ever issued without it being run through security checks against our 
partners’ data, including screening applicants’ fingerprints against U.S. databases as well. 

Even as we instituted immediate measures, we planned for the future, incorporating new 
technology, increasing data sharing and enhancing operational cooperation with partner 
agencies. We have a record of quickly adapting and improving our procedures to 
respond to security imperatives. We have a highly trained global team working daily to 
protect our borders and fulfill the overseas border security mission and other critical tasks 
ranging from crisis management to protection of American interests abroad. Within the 
Department we have a dynamic partnership between the Bureau of Consular Affairs and 
the Bureau of Diplomatic Security, the Office of the Coordinator for Counter Terrorism, 
and the Bureau of Intelligence and Research that add valuable law enforcement and 
investigative component and intelligence analysis to our capabilities. We use these 
strengths to address the continuing security threats. 

The Department has a close and productive partnership with DHS, which has authority 
for visa policy. Over the past seven years both agencies significantly increased 
resources, improved procedures, and upgraded systems devoted to supporting the visa 
function. DHS receives all of the information collected by the Department of State 
during the visa process. DHS has broad access to our entire CCD, containing 136 million 
records related to both immigrant and nonimmigrant visas and covering visa actions of 
the last 13 years. Special extracts of data are supplied to elements within DHS, including 
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the Visa Security Units (VSUs) of Immigration and Customs Enforcement (ICE). These 
extracts have been tailored to the specific requirements of those units. 

We are working closely with ICE Visa Security Units (VSUs) established abroad and 
with domestic elements of DHS, such as CBP’s National Targeting Center. Pursuant to 
an October 2004 Memorandum of Understanding between the Department of State and 
the U.S. Immigration and Customs Enforcement, Visa Security Unit (ICE/VSU) on the 
Administrative Aspects of Assigning Personnel Overseas, and National Security Decision 
Directive 38 (NSDD-38) we work collaboratively with DHS to determine where the 
establishment of a VSU is appropriate based on a number of factors, including the 
effectiveness of alternative arrangements for DHS staff, available space at the embassy, 
support capabilities, and security concerns. 

VSUs currently operate at 14 visa adjudicating posts in 12 countries. Since January 19, 
2010, we received requests from DHS’s Immigration and Customs Enforcement to open 
four additional VSUs and to augment staff at two existing VSUs. The Chiefs of Mission 
at those respective posts approved the four new VSUs and one request for expansion; 
with one request for expansion pending. Later this year, a joint State Department 
(consisting of officers from the Bureaus of Consular Affairs and Diplomatic Security)- 
DHS team will visit more Foreign Service posts to consider the establishment of 
additional VSUs. 

DHS has access to U.S. passport records, used by CBP to confirm the identity of citizens 
returning to the U.S. We developed new card-type travel documents that work with the 
automated systems CBP installed at the U.S. land borders. We are collecting more 
information electronically and earlier in the process. Expanded data collection done in 
advance of travel will give DHS and partner agencies richer information and more time 
for analysis. 

We make all of our visa information available to other involved agencies, and we 
specifically designed our systems to facilitate comprehensive data sharing. Other 
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agencies have immediate access to over 13 years of visa data, and they use this access 
extensively. In November 2009, more than 16,000 employees of DHS, the Departments 
of Defense (DOD) and Commerce, and the FBI made 920,000 queries on visa records. 

We embrace a layered approach to border security screening and are fully supportive of 
the DHS Visa Security Program. 

The Department of State is at the forefront of interagency cooperation and data sharing to 
improve border security, and we have embarked on initiatives that will position us to 
meet future challenges while taking into consideration our partner agencies and their 
specific needs and requirements. We are implementing a new generation of visa 
processing systems that will further integrate information gathered from domestic and 
overseas activities. We are restructuring our information technology architecture to 
accommodate the unprecedented scale of information we collect and to keep us agile and 
adaptable in an age of intensive and growing requirements for data and data sharing. 

We proactively expanded biometric screening programs and integrated this expansion 
into existing overseas facilities. In partnership with DHS and the FBI, we established the 
largest biometric screening process on the globe. We were a pioneer in the use of facial 
recognition techniques and remain a leader in operational use of this technology. In 
2009, we expanded use of facial recognition from a selected segment of visa applications 
to all visa applications. We now are expanding our use of this technology beyond visa 
records. We are testing use of iris recognition technology in visa screening, making use 
of both identity and derogatory information collected by DOD. These efforts require 
intense ongoing cooperation from other agencies. We successfully forged and continue 
to foster partnerships that recognize the need to supply accurate and speedy screening in a 
24/7 global environment. As we implement process and policy changes, we are always 
striving to add value in both border security and in operational results. Both dimensions 
are important in supporting the visa process. 

The Department of State is an integral player on the border security team. We are the 
first line of defense. Our global presence, foreign policy mission, and personnel structure 
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give us singular advantages in executing the visa function throughout the world. Our 
authorities and responsibilities enable us to provide a global perspective to the visa 
process and its impact on U.S. national interests. While national security is paramount, 
the issuance and refusal of visas has a direct impact on foreign relations as well. Visa 
policy quickly can become a significant bilateral problem that harms U.S. interests if 
handled without consideration of foreign policy impacts. The conduct of U.S. visa policy 
has a direct and significant impact on the treatment of U.S. citizens abroad. The 
Department of State is in a position to anticipate and weigh those possibilities. 

We developed and implemented intensive screening processes requiring personal 
interviews, employing analytic interview techniques, incorporating multiple biometric 
checks, all built around a sophisticated global information technology network. This 
frontline of border security has visa offices present in virtually every country of the 
world. They are staffed by highly trained and multi-lingual personnel of the Department 
of State. These officials are dedicated to a career of worldwide service and provide the 
cultural awareness, knowledge and objectivity to ensure that the visa function remains the 
frontline of border security. 

In addition, we have 145 officers and 540 locally employed staff devoted specifically to 
fraud prevention and document security, including fraud prevention officers at overseas 
posts. We have a large Fraud Prevention Programs office in Washington, D.C. that 
works very closely with the Bureau of Diplomatic Security, and we have fraud screening 
operations using sophisticated database checks at both the Kentucky Consular Center and 
the National Visa Center in Portsmouth, New Hampshire. Their role in flagging 
applications and applicants who lack credibility, who present fraudulent documents, or 
who give us false information adds a valuable dimension to our visa process. 

The Bureau of Diplomatic Security adds an important law enforcement element to the 
Department’s visa procedures. There are now 75 Assistant Regional Security Officer 
Investigators assigned to 73 consular sections overseas specifically devoted to 
maintaining the integrity of the process. This year, the Bureau of Diplomatic Security 
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approved up to 48 additional investigator positions to work in consular sections overseas. 
They are complemented by officers working domestically on both visa and passport 
matters. These Diplomatic Security officers staff a unit within the Bureau of Consular 
Affairs that monitors overseas visa activities to detect risks and vulnerabilities. These 
highly trained law enforcement professionals add another dimension to our border 
security efforts. 

The multi-agency team effort on border security, based upon broadly shared information, 
provides a solid foundation. At the same time we remain fully committed to correcting 
mistakes and remedying deficiencies that inhibit the full and timely sharing of 
information. We have and we will continue to automate processes to reduce the 
possibility of human error. We fully recognize that we were not perfect in our reporting 
in connection with the attempted terrorist attack on Flight 253. We are working and will 
continue to work not only to address that mistake but to continually enhance our border 
security screening capabilities and the contributions we make to the interagency effort. 

We believe that U.S. interests in legitimate travel, trade promotion, and educational 
exchange are not in conflict with our border security agenda and, in fact, further that 
agenda in the long term. Our long-term interests are served by continuing the flow of 
commerce and ideas that are the foundations of prosperity and security. Acquainting 
people with American culture and perspectives remains the surest way to reduce 
misperceptions about the United States. Fostering academic and professional exchange 
keeps our universities and research institutions at the forefront of scientific and 
technological change. We believe the United States must meet both goals to guarantee 
our long-term security. 

We are facing an evolving threat. The tools we use to address this threat must be 
sophisticated and agile. Information obtained from these tools must be comprehensive 
and accurate. Our criteria for taking action must be clear and coordinated. The team we 
use for this mission must be the best. The Department of State has spent years 
developing the tools and personnel needed to properly execute the visa function overseas 
and remains fully committed to continuing to fulfill its essential role on the border 
security team. 
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INTRODUCTION 

Chairman Lieberman, Ranking Member Collins, distinguished Members of the 
Committee: 

On behalf of Secretary Napolitano, thank you for the opportunity to discuss the 
international efforts of U.S. Immigration and Customs Enforcement (ICE) to protect national 
security and prevent terrorist attacks. Today, I plan to discuss the Visa Security Program (VSP) 
in the context of the 9/1 1 Commission’s findings, which emphasized the importance of our 
immigration system more thoroughly vetting individuals entering our country and developing 
functional counterterrorism measures. 

Within the Department of Homeland Security (DHS), ICE’s VSP is one of a number of 
programs designed to protect the homeland and identify individuals who present a risk before 
they can harm the United States. The VSP places a DHS law enforcement officer (i.e., an ICE 
special agent) in a United States embassy to work collaboratively with Department of State 
(DOS) consular officers and Diplomatic Security Agents to secure the visa adjudication process. 
Before describing the VSP, our budget, the plans for expansion, and challenges of expanding, let 
me describe ICE’s international efforts more generally. 

ICE’s Presence Overseas 

ICE, as the second largest federal investigative agency, has a significant international 
footprint. ICE, through our Office of International Affairs (OlA), has 63 offices in 44 countries, 
staffed by more than 300 personnel. ICE personnel in these offices collaborate with foreign 
counterparts in joint efforts to disrupt and dismantle transnational criminal organizations 
engaged in money laundering, contraband smuggling, weapons proliferation, forced child labor. 
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human rights violations, intellectual property rights violations, child exploitation, and human 
smuggling and trafficking, and facilitate repatriation of individuals with final orders of 
deportation. 

In fiscal year (FY) 2009, ICE opened offices in: Amman, Jordan; Brussels, Belgium; 
Cartagena, Colombia; Guayaquil, Ecuador; and Jakarta, Indonesia and continued to expand its 
coordination with U.S. military commands, specifically United States Southern Command 
(SOUTHCOM), United States African Command (AFRICOM), and United States European 
Command (EUCOM). In FY 2010, to increase our overseas presence and advance the efforts to 
investigate crimes that reach beyond our borders, ICE is proposing to open offices in 
Afghanistan, Israel, Vietnam, and Yemen. 

ICE’S OIA is responsible for administering and staffing the VSP. 

The Visa Security Program 

During the creation of DHS, Congress gave DHS some oversight responsibilities for the 
visa process. Specifically, Section 428 of the Homeland Security Act (HSA) of 2002 authorized 
the Secretary of Homeland Security to: administer and enforce the Immigration and Nationality 
Act (INA) and other laws relating to visas; refuse visas for individual applicants in accordance 
with law; assign DHS officers to diplomatic posts to perform visa security activities; initiate 
investigations of visa security-related matters; and provide advice and training to consular 
officers. In short, the HSA directed DHS to assist in the identification of national security threats 
to the visa security process. 

The visa adjudication process is often the first opportunity our government has to assess 
whether a potential visitor or immigrant presents a threat to the United States. The United States 
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Government has long recognized the importance of this ftmction to national security. DHS 
regards the visa process as an important part of the border security strategy, and VSP is one of 
several programs focused on minimizing global risks. The VSP relies on trained law 
enforcement agents to look at an applicant in greater depth and examine their social networks 
and business relationships with a goal of developing information previously unknown to the 
United States Oovemment to assess whether individual applicants pose security threats to the 
United States. ICE agents assigned to Visa Security Units (VSU) are professional law 
enforcement agents who focus on selected applicants and any connection the applicants may 
have to terrorism. 

In the context of the visa security process, they begin by reviewing documents submitted 
by applicants, and reviewing the results of automated checks (from the Consular Lookout and 
Support System (CLASS), and others). To conduct a thorough investigation, an ICE agent 
assigned to a VSU must have the ability to interview the applicant of concern and must be 
exposed to local information to understand whether the applicant’s affiliations raise any 
particular flags. Each individual VSU, with input from DOS, develops a targeting plan, based on 
assessed conditions and threats. Depending on the nature of the concern that an applicant poses 
a threat, the ICE agent’s investigation may be complex and in-depth, in some cases taking 
months to complete. Of course, not every investigation lasts months. ICE agents assigned to the 
VSP are experienced law errforcement agents who have spent years developing interview, 
interrogation, and other skills while investigating crimes in the United States. 

DHS does not participate in all visa adjudication procedures; rather, DHS becomes a part 
of the process following initial screening of an applicant. As such, where VSU’s are present. 
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DOS consular officers and ICE agents must establish effective and productive partnerships in 
order to enhance the security of the visa process. 

VSP efforts complement the consular officers’ responsibility for interviewing the 
applicant, reviewing the application, and supporting documentation and conducting automated 
screening of criminal and terrorist databases, with proactive law enforcement vetting and 
investigation. In carrying out this mission, ICE special agents conduct targeted, in-depth law 
enforcement-focused reviews of individual visa applications and applicants prior to issuance, as 
well as recommend refusal or revocation of applications when warranted. 

ICE now has VSU’s at 1 4 high-risk visa adjudication posts in 1 2 countries. While I can 
not identify the specific posts in this forum, I will gladly brief the members and staff of this 
committee in a classified or law enforcement sensitive setting at a later date. At these 14 posts, 
in FY 2009, ICE agents screened 904,620 visa applicants and with their DOS colleagues 
determined that 301,700 required further review. Following investigation, in collaboration with 
their DOS colleagues, ICE recommended refusal of over 1,000 applicants. In every instance, 
DOS followed the VSU recommendation and ultimately refused to issue the visa. VSP 
recommendations have also resulted in DOS visa revocations. 

Expansion of the Visa Security Program 

Under the direction of the Homeland Security Council, beginning in May 2008, ICE and 
DOS collaborated on the development of the VSP Site Selection Methodology. In brief, the 
process for selecting a particular site for a VSU begins with an ICE site evaluation, which 
involves a quantitative analysis of threats posed and site assessment visits. The DHS formal 
nomination process follows, involving an analysis of ICE’s proposals by DHS. Then, the 
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National Security Decision Directive-38 (NSDD-38) process, a mechanism that gives the Chief 
of Mission in a particular post control over the size, composition, and mandate of full-time 
staffing for the post, commences within DOS. Only once the Chief of Mission has approved an 
NSDD-38 request can ICE begin deployment. 

ICE continues to look for opportunities to establish ofHces overseas to screen and vet 
additional visa applicants at high-risk visa issuing posts beyond the 14 posts at which we are 
currently operating. The FY 2010 budget designated $7.3 million to sustain and expand the 
VSP. With this funding level, ICE estimates that it can deploy to four additional posts. ICE has 
been conducting site visits and facilitating the NSDD-38 process in an effort to determine 
whether it would be beneficial to expand VSP operations to additional high-risk visa 
adjudicating posts. Based on collaborative site selection methodology with DOS, ICE conducted 
additional classified threat assessments on four posts in preparation for joint VSP-DOS site visits 
to embassies/consulates abroad. The VSP program has continued to grow since its inception. 
While ICE is continuing to expand the program, further expansion is contingent on ICE’S 
dedicating existing overseas funding to these efforts and approval of NSDD-38 requests at the 
posts in question. 

ICE will continue moving forward to deploy new offices to the highest risk visa 
adjudicating posts worldwide as resources allow, and will continue to conduct joint site visits 
with DOS to create opportunities for deployment. Moreover, ICE recognizes that the VSP is but 
one relatively small component in the nation’s counterterrorism strategy. My counterparts at 
DOS and I are engaged now in a process of determining a common strategic approach to the 
broader question of how best to collectively secure the visa issuance process. We look forward 
to continuing to report back to you with updates on this process. 
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Recent Successes 

To put the VSP discussion in perspective, I offer two brief examples of the results of 
including ICE in the visa process. In September 2008, DOS raised concerns about visa 
applicants sponsored by an international non-govemmental sports group. ICE investigated and 
determined that the majority of past applicants sponsored by the group remained in the 
United States beyond their period of admission, and that the sport group’s president had three 
previous visa denials, with one on national security grounds. ICE disseminated information 
about potential future applicants throughout DHS and to DOS visa-issuing posts. This equipped 
CBP Inspectors stationed at airports and the border and DOS consular officers with detailed 
information about the sports group to prevent future use of the club as a mechanism to gain entry 
into the United States, and to prevent national security threats from exploiting the scheme to gain 
entry. 

Secondly, in July 2009, again while examining visa applications, ICE agents identified an 
Iranian national who applied for a visitor’s visa to come to the United States to attend an 
information technology (IT) conference on behalf of his employer. Although the Security 
Advisory Opinion (SAO) process did not reveal a basis to find the Iranian national ineligible, 
ice’s review revealed that the Iranian national’s employer — on whose behalf he was attending 
the IT conference — ^is an Office of Foreign Assets Control (OFAC)-designated organization 
allegedly used by the government of Iran to transfer money to terrorist organizations, including 
Hezbollah, Hamas, the Popular Front for the Liberation of Palestine-General Command and 
Palestinian Islamic Jihad. 

The visa applicant himself stated that he planned to attend the IT conference to explore 
the purchase of technology for his employer. While attending the conference alone did not 
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render the Iranian national inadmissible, the combination of attending on behalf of his employer 
(an OFAC-designated entity) and the stated purpose to “explore purchasing options” for IT 
equipment constituted reasonable grormds for denial of the visa. Therefore, ICE recommended 
that DOS deny the visa on national security grounds, in accordance with the INA, as his purpose 
for coming to the United States was to possibly procure IT equipment for a designated OF AC 
organization. DOS concurred with ICE’s recommendation and denied the visa. 

I offer these examples to illustrate in real terms the benefit of a strong working 
relationship with DOS, and how the partnership advances the goal of preventing those who may 
intend to harm the United States from using a visa to enter our nation. 

The Visa Security Program ’s Security Advisory Opinion Unit (SA OU) 

The Security Advisory Opinion (SAO) process is the mechanism administered by DOS, 
supported by other government agencies, to provide consular officers advice and background 
information to adjudicate visa applications abroad in cases of security or foreign policy interest. 
In May 2007, Congress mandated the creation of a Security Advisory Opinion Unit (SAOU) 
within the VSP. VSP now supports the SAO process and the SAOU’s findings are incorporated 
into the overall SAO recommendation used by consular officers to adjudicate targeted visa 
applications of national security or foreign policy interest. 

The SAOU is currently operating a pilot program that screens visa applicants and 
communicates any potential admissibility concerns to DOS. The SAOU currently has co-located 
personnel at the Human Smuggling and Trafficking Center (HSTC), the National Targeting 
Center-Passenger (NTC-P), both located in the National Capital Region, and also has persotmel 
assigned to the National Counterterrorism Center (NCTC). The integration of the SAOU into 
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these centers allows for real-time dissemination of intelligence between the various stakeholders 
in the visa adjudication process. 

CONCLUSION 

I would like to thank the Committee for the opportunity to testify today and for its 
continued support of ICE and our law enforcement mission. In partnership with the State 
Department and other vital partners, I will continue collaborating to ensure the security of the 
visa while maintaining a fair and efficient process for legitimate visitors and immigrants to enter 
the United States. 

I would be pleased to answer questions you may have at this time. 
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Post-Hearing Questions for the Record 

Submitted to the Honorable David F. Heyman and the Honorable John T. Morton 
From Senator Joseph I. Lieberman 


“The Lessons and Implications of the Christmas Day Attack: 
Securing the Visa Process” 

April 21, 2010 


Question#: 

1 

Topic: 

expansion 

Hearing: 

The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process 

Primary: 

The Honorable Joseph I. Liebemian 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: In the eight years since the creation of the Visa Security Program, only 14 of 
the more than 200 consular posts that issue visas have received Visa Security Units. A 
joint DHS-State study resulted in a plan for implementing the program at all 57 high risk 
consular posts by 20 1 3 . Given the slow pace of implementation, and the fact that the 
FY201 1 budget does not include any new funding for continuing to expand the program, 
this no longer seems likely. 

When do you believe that the Visa Security Program will be deployed to all of the 57 
high-risk posts identified by the joint DHS-State review? 

Response: The U.S. Immigration and Customs Enforcement (ICE) Visa Security 
Program (VSP) has continued to expand since its inception. Future expansion and the 
rate of expansion are dictated by several factors. Additionally, beginning in May 2008 
and under the direction of the Homeland Security Council, ICE and DOS collaborated on 
the development of the VSP Site Selection Methodology. The process for selecting a 
particular site for a Visa Security Unit (VSU) begins with an ICE site evaluation, which 
involves site assessment visits and a quantitative analysis of potential threats. The DHS 
formal nomination process follows, involving a DHS analysis of ICE's proposals. Then, 
DOS commences the standard National Security Decision Directive-38 (NSDD-38) 
process, a mechanism that gives the Chief of Mission, as the President’s representative, 
control over the size, composition, and mandate of full-time mission staffing for all U.S. 
Government agencies. Once the Chief of Mission has approved an NSDD-38 request, 
ICE can begin deployment. ICE continues to look for appropriate posts at which to 
establish VSUs. ICE has been conducting site visits and facilitating the NSDD-38 
process in an effort to expand VSP operations to additional high-risk visa adjudicating 
posts beyond the 14 posts at which ICE VSP is currently operating. 
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Question: What are the main reasons for the slow pace of expansion? 

Response: ICE has deployed consistent with available resources; in addition, although 
ICE may identify a possible site for deployment, as with any other overseas office, it is 
necessary that the Chief of Mission at that site approve the request. 

While ICE’S cooperation with COM’s has been largely successful, each request 
represents an individual negotiation with a particular embassy based, for example, on the 
location’s particular space and resource constraints as well as prevailing security 
concerns. ICE continues to coordinate site selections and visits to posts under 
consideration for ICE deployment in order to consult with the Chiefs of Mission. 
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Question#; 

2 

Topic; 

Strategic plan 

Hearing; 

The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process 

Primary; 

The Honorable Joseph I. Lieberman 

Committee; 

HOMELAND SECURITY (SENATE) 


Question: In 2005, GAO reviewed the Visa Security Program and concluded that “DHS 
has not developed a strategic plan outlining the Visa Security Program’s mission, 
activities, program goals, and intended results for operations.” GAO also faulted DHS 
for not keeping track of important performance measures related to the Visa Security 
Program. In 2008, the DHS OIG noted that ICE needed to enhance the “recording, 
tracking, monitoring, verification, analysis, and reporting of visa security activities.” 

Does ICE or DHS have a strategic plan in place today that addresses the programs’ 
mission, activities, goals, and intended results? If so, please share it with the Committee. 
If not, please explain why not and when such a plan will be put in place. 

Response; Since the 2005 GAO report, ICE developed the Visa Security Program (VSP) 
Expansion Plan in February 2007, which serves as a strategic framework for the VSP and 
outlines expected expansion plans for the next five years, including preliminary budget 
projections. (Per your request, a copy is enclosed.) The ICE Assistant Secretary, 
Department of Homeland Security (DHS), the Homeland Security Council, and the 
Office of Management and Budget (0MB) approved the plan in 2007. In addition, the 
National Strategy for Homeland Security, issued in October 2007, includes expanding 
law enforcement personnel overseas whose role would be to focus on assessing national 
security threats and fraudulent documents used in the visa application process. VSP 
expansion is also supported in the National Counterterrorism Center’s (NCTC) National 
Implementation Plan for The War on Terror. 

Question: Does ICE collect performance measures and data on the reasons why Visa 
Security Units have recommended that consular officers deny visas? In other words, for 
terrorism-related reasons versus concerns about an intending immigrant? If so, please 
provide the Committee with a detailed analysis of the reasons for visa denial 
recommendations made by VSP officers, broken down by post and by year. 

Response: In February 2010, ICE began implementing a robust set of performance 
measures to demonstrate the VSP’s impact. Monthly reports that track over 65 measures, 
two of which are Government Performance and Results Act of 1 993 (GPRA) metrics, 
identify the number of instances in which an ICE special agent recommended refusal of a 
visa application, resulting in a consular officer’s decision to deny a visa. As noted in the 
2008 Office of the Inspector General (OIG) report on the VSP, ICE’s previous VSP case 
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management system had a number of limitations. This deficiency has since been 
corrected by the development of a new case management system. In conjunction with the 
Department of State (DOS), ICE developed an updated system which is a web-based, 
globally accessible system that will provide the necessary analytical, reporting, and data 
storage capabilities the program requires. Deployment of this system began in February 
2010 and will be complete in the summer of 2010. 

In light of the challenges that Visa Security Units faced due to the limitations of the 
legacy VSP tracking system, the process to obtain the number of visa denials by officers 
by reason broken down by post is impractical and would yield unreliable results. The 
newly deployed case management system has addressed this shortcoming and these 
numbers will be available going forward, but the statistics are not available retroactively, 
“Recommended Refusals” by post are included below. 

By mutual agreement with DOS, VSP officers deployed abroad do not recommend 
refusals to DOS based on § 214(b) of the Immigration and Nationality Act (IN A), which 
addresses intending immigrants. Such adjudications are made by individual consular 
officers adjudicating cases at post. VSP officers routinely provide information to 
consular officers that relates to intending immigrants and INA § 214(b) and consular 
officers may make § 214(b) determinations based on information provided by VSP 
officers. VSP refusal recommendations may include other sections of the INA except for 
§ 214(b). 


VSP RECOMMENDED REFUSALS TO DOS BY POST FY 2007 - 2009 


POST 

FY 07 TOTAL 

FY 08 TOTAL 

FY 09 TOTAL 

Abu Dhabi 

95 

122 

238 

Amman 

0 

0 

5 

Cairo 

262 

236 

24 

Caracas 

16 

49 

53 

Casablanca 

0 

3 

98 

Dhahran 

2 

2 

0 

Dubai 

35 

100 

159 

Frankfurt 

0 

0 

60 

Hong Kong 

5 

14 

5 

Islamabad 

5 

19 

68 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00495 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 





488 


Question#: 

2 

Topic: 

Strategic plan 

Hearing: 

The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process 

Primary: 

The Honorable Joseph I. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Jakarta 

0 

0 

14 

Jeddah 

0 

0 

0 

Manila 

283 

299 

153 

Montreal 

14 

14 

109 

Riyadh 

39 

37 

33 

Totals 

756 

895 

1027 


Question: Does DHS believe that it needs enhanced authorities to be a more effective 
partner with State in the Visa Security Program? What specific authorities do you 
believe are needed? 

Response: DHS has a close cooperative relationship with the Department of State. At 
this time, DHS has not identified the need for enhanced authorities relating to the Visa 
Security Program. 
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Committee: 

HOMELAND SECURITY (SENATE) 


Question: The 9/1 1 Commission noted that every interface with a government official is 
an opportunity to catch a terrorist, and the visa waiver program eliminates a number of 
steps that most travelers to the United States have to go through. In order to address this, 
this Committee implemented a number of changes to the program including requiring 
enhanced information sharing and the creation of the Electronic System for Travel 
Authorization. 

The Committee is concerned about the number of visa waiver nations that have yet to 
sign agreements with the United States to share biometric criminal information and 
terrorist watchlist information. Can you describe for the Committee what the obstacles 
are to continuing to expand these agreements? 

The Committee is even more concerned that, although in the past few years we have 
signed agreements with some 15 nations to date, we have yet to actually implement even 
one of these agreements. This means that we are not actually sharing the information we 
have agreed to share — at least not electronically. Can you explain to the Committee why 
these agreements have yet to be actually implemented? Does DHS have a timeline for 
implementing these agreements? If not, what steps is DHS taking to ensure that these 
agreements are implemented in an expedited manner. 

Response: The '"Implementing Recommendations of the 9/1 1 Commission Act of 2007 " 
(9/1 1 Act) requires that Visa Waiver Program (VWP) countries enter into an agreement 
with the United States to share information regarding whether citizens and nationals of 
the country represent a threat to the security or welfare of the United States and its 
citizens. The Department of Homeland Security (DHS), with the support of interagency 
partners, has determined that the preferred mechanisms to meet the information sharing 
requirements include a bilateral Homeland Security Presidential Directive-6 (HSPD-6) 
Arrangement to exchange terrorism screening information and a bilateral Preventing and 
Combating Serious Crime (PCSC) Agreement to exchange information on possible 
perpetrators of serious crimes. Details regarding HSPD-6 Arrangements are classified. 
The State Department leads the diplomatic outreach on HSPD-6 and conducts 
negotiations together with the Terrorist Screening Center (TSC), which is the 
implementing agency for the Arrangement. The State Department and TSC have made a 
standing offer to conduct a classified briefing for Members and staff on the HSPD-6 
program. 
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DHS and the Department of Justice (DOJ) have the lead for negotiating PCSC 
Agreements. Concluding these agreements usually involves a lengthy process that 
presents several inherent challenges. For example, in most cases, finalizing a PCSC 
Agreement requires intensive, face-to-face discussions in order to: explain the Agreement 
in detail and highlight the unique benefits it offers; address concerns raised by the foreign 
government (usually involving data privacy and redress procedures for the country’s 
citizens); ensure that requested changes to the Agreement adhere to U.S. taws and 
policies; and answer other complex legal and technical questions, among other issues. 
Negotiations can also be time-consuming because they normally require the participation 
and final approval of two to three different foreign government ministries. Moreover, 
concluding a PCSC Agreement can be politically sensitive for foreign governments, as 
final approval often requires parliamentary ratification. The ratification process often 
entails the public release of the Agreement. 

In an effort to bring each VWP country into compliance with the 9/1 1 Act’s information 
sharing requirements, the U.S. government (USG), through a White House interagency 
policy committee, has developed and adopted a compliance strategy that ties completion 
of the 9/1 1 Act requirements to each country’s biennial review of continuing VWP 
eligibility. The interagency compliance strategy calls for a series of measures that, 
beginning six months prior to the date of expected compliance, may be taken by the USG 
to apply pressure on countries that resist entering into good faith negotiations to conclude 
information sharing agreements. While the dates of expected compliance vary depending 
on where each country falls in the review cycle, all countries are expected to be fully 
compliant by no later than June 2012. DHS prefers to work with VWP countries so as to 
maintain their designation, but is prepared - in consultation with other relevant agencies 
- to implement corrective actions or other measures as necessary, including possible 
termination. 

Implementation of the PCSC Agreements that have been signed is legally and technically 
complex. Most VWP countries require parliamentary ratification for the agreement to 
take effect. Technologically, a common Information Technology (IT) architecture must 
be developed to allow the United States and each of its participating foreign partners to 
query each other’s fingerprint database automatically. DHS and the DOJ are currently 
establishing the common technical architecture with Germany and DHS estimates that the 
exchange of biometric data with Germany will begin this fall. DHS assesses that once 
the common technical architecture has been established, it will allow the Department to 
proceed rapidly on implementation discussions with other countries. DHS has already 
begun preliminary discussions on implementation with a number of countries, including 
the Republic of Korea and Hungary. 
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The Honorable Claire McCaskill 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: The Visa Waiver Program is currently limited to an extent by the success and 
roll-out of the air exit system. For example, without an air exit system, the Secretary for 
the Department of Homeland Security (DHS) cannot provide a waiver to those countries 
that do not meet the 3% minimum requirement for a nonimmigrant visa refusal rate. I 
understand that there are two pilots that are being conducted. 

What is the status of these pilot programs? 

Response: Congress included a provision in the Consolidated Security, Disaster 
Assistance, and Continuing Appropriations Act, 2009 (Public Law 1 10-329) requiring 
DHS to test and provide a report assessing specific options with respect to collection of 
biometrics from most non-U. S. citizens exiting the United States prior to spending funds 
to implement the “final air exit solution” described in the notice of proposed rulemaking 
at 73 Fed. Reg. 22065 (Apr. 24, 2008) (US-VISIT Exit NPRM). 

Though no airline agreed to participate in a pilot, DHS completed pilots in two different 
settings at airports where passengers are already subject to the United States Visitor and 
Immigrant Status Indicator Technology Program’s (US-VISIT) entry requirements. Both 
pilots began on May 28, 2009 and concluded on July 2, 2009. The results of these pilots 
are contained in a report submitted to the House and Senate Committees on 
Appropriations, Subcommittees on Homeland Security on October 26, 2009. 

Sections 217(c)(8) and (i) of the Immigration and Nationality Act (INA) set forth 
biometric air exit requirements specific to the Visa Waiver Program. Under section 
21 7(c)(8), the Secretary of Homeland Security may waive the low nonimmigrant visa 
refusal rate requirement for designation as a program country if certain conditions are 
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met. That authority came into effect in 2008 upon certification by the Secretary that an 
air exit system was in place that could verify the departure of not less than 97 percent of 
foreign nationals who exit through airports of the United States. The waiver authority 
was suspended when the Secretary was unable to notify Congress that the air exit system 
met the biometric requirements in section 217(i) by June 30, 2009. 

DHS is examining the results of the US-VISIT Exit pilots required by Public Law 1 10- 
329 and other related pilots and considering options for a path forward with regard to 
collection of data of non-U.S. citizens exiting the United States. As part of that analysis, 
DHS will evaluate the impact of such decision making on the safety and security of the 
United States, cost-related concerns, as well as other considerations, such as the authority 
of the Secretary to waive the low nonimmigrant visa refusal rate requirement to designate 
additional Visa Waiver Program (VWP) countries. 

Question: What is the roll-out plan for the air exit system and what are the associated 
costs? 

Response: DHS has performed significant planning and testing over the last several years 
examining possible solutions for integrating biometric exit requirements into the 
international air departure process. Detailed descriptions of the options and costs are 
included in an economic analysis to accompany DHS’ proposed rule for biometric exit 
published in the Federal Register on April 24, 2008 at 73 FR 22065. In short, however, 
DHS has examined a variety of collection agents (whether government or commercial 
carrier) and locations (whether airline gate, TSA checkpoint, or airline check-in counter). 
Depending on the option chosen, the estimated costs are between $3 and $9 billion over a 
ten year period. 

Question: Are these costs included in the FYl 1 President’s Budget? 

Response: Cost effectiveness and efficiencies are among the critical factors that will 
contribute to the decisions we make on implementing a new biometric air exit program. 
DHS has not made any decisions at this time and is still examining options for biometric 
exit to include all comments received from the proposed rule and the results of the 2009 
exit pilots. DHS will not submit appropriations requests until we are certain that we have 
identified a viable path forward for implementing biometric exit in the air, sea, and land 
environments. Future funding requests for biometric exit will be produced during the 
formal administration budgeting cycle as appropriate. 

Question: What is the contingency plan if the air exit system is not feasible or 
affordable? 

Response: DHS is currently examining options in order to meet the statutory requirement 
to create a biometric exit program. DHS will continue to keep Congress informed of all 
developments in its analysis. 
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Question#: 

5 

Topic: 

MOU 

Hearing: 

The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process 

Primary: 

The Honorable Claire McCaskill 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: On September 28, 2003, then-Secretary of State Colin Powell and then- 
Secretary of Homeland Security Thomas Ridge signed the memorandum of 
understanding (MOU) implementing §428 of the Homeland Security Act of 2002, The 
MOU described each department’s responsibilities in the area of visa issuances. Among 
its major elements, the MOU stated that the Department of State (DOS) may propose and 
issue visa regulations subject to Department of Homeland Security (DHS) consultation 
and final approval. 

How many of these major visa regulations have been approved since 2003? What were 
they? 

Has DHS and DOS had any disagreements over any of the regulations? What was the 
outcome? 

Response: Section 428 (b) of the Homeland Security Act of 2002 (HSA) (6 U.S.C. 236 
(b)) provides that the Secretary of Homeland Security is “vested exclusively with all 
authorities to issue regulations with respect to, administer, and enforce the provisions of 
[the Immigration and Nationality Act], and of all other immigration and nationality laws, 
relating to the functions of consular officers of the United States in connection with the 
granting or refusal of visas., ..” Under paragraph 2 of the Memorandum of Understanding 
Between the Secretaries of State and Homeland Security Concerning Implementation of 
Section 428 of the Homeland Security Act of 2002 (MOU), the Department of Slate may 
propose and issue visa guidance subject to DHS consultation and final approval, except in 
those areas that are the specific responsibility of the Secretary of State as set forth in the 
HSA or other applicable authorities as specified in the MOU. 

Since 2003, the Department of State has published 184 visa-related regulations and 
notices requiring DHS consultation and final approval. These regulations are included as 
an attachment. 

The DOS consults with DHS both directly and through the Office of Management and 
Budget’s interagency review process when promulgating visa-related regulations. In this 
manner, DHS is afforded the opportunity to comment, and DOS responds to DHS’s 
concerns. 
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List of Published Regulations from 2003 until today from Directives 
Management in 22 CFR 


For 2003: 

• Final Rule 22 CFR Part 9 National Security Information Regulations 
4/7/2003 


• Proposed Rule 22 CFR 96 Hague Convention on Intercountry Adoption; 
Intercountry Adoption Act of 2000 9/2/2003 


• A-RPS-IPS proposed rule 22 CFR 171 Availability of Info to Public 
4/2/2003 


• A-RPS-IPS proposed rule 22 CFR 9 National Security Information 4/7/2003 


• CA-OCS-PRI direct final rule 22 CFR 32 Stolen Vehicles - Mexico 
5/12/2003 


• CA-VO final rule 22 CFR 41.24 DOCUMENTATION OF 
NONIMMIGRANTS UNDER THE IMMIGRATION AND 
NATIONALITY ACT, AS AMENDED - ADDITIONAL 
INTERNATIONAL ORGANIZATION 5/23/2003 


• CA-VO final rule 22 CFR 41.107(c)(1) visa fee waivers for UN observer 
missions 3/7/2003 

• CA-VO final rule 22 CFR 42.21 Documentation of Immigrants Under the 
Immigration and Nationality Act, as Amended - Immediate Relatives 
Immediate Relatives 3/7/2003 


• CA-VO final rule 22 CFR 42.72(e) Elimination of Extended Visa Benefits 
3/14/2003 
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• CA-VO final rule 22 CFR 42.74(b) Replacement Visas 3/7/2003 


• CA-VO-L-R final rule 22 CFR 41 Suspension of Transit Without Visa 
Program 3/7/2003 


• CA-VO-L-R final rule 22 CFR 41 .12 Visa Categories 3/7/2003 


• CA-VO-L-R final rule 22 CFR4L1 12(d) Automatic Visa Revalidation 
8/11/2003 

• CA-VO-L-R interim rule 22 CFR 41.647 Documentation of Nonimmigrants 
Under the Immigration and Nationality Act, as Amended — Victims of 
Severe Forms of Trafficking in Persons 6/19/2003 

• C.A-VO-L-R interim rule 22 CFR41.102 Documentation ofNonimmigrants 
Under the Immigration and Nationality Act, As Amended; Personal 
Appearance 6/18/2003 

• CA-VO-L-R interim rule 22 CFR 41.102 Personal Appearance Waiver 
6/18/2003 


• CA-VO-L-R interim rule Electronic Diversity Visa Petition 8/12/2003 


• EB-TRA final rule 22 CFR 89 Foreign Prohibitions on US Longshoremen 
Work 12/2/2003 


• PM-DDTC final rule 22 CFR 126 ITAR 12/1 1/2003 


• PM-DTC final rule 22 CFR 1 26 AES ITAR 1 0/9/2003 
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• PM-DTC final rule 22 CFR 1 20 ITAR DDTC Realignment 9/29/2003 


• PM-DTC final rule 22 CFR 120 ITAR DTC Reorganization 1/31/2003 

• CA Final Rule 22 CFR 41.12 Visas Documentation of Nonimmigrants 
Under the Immigration and Nationality Act 8/5/2003 

• Final Rule 22 CFR Part 9 National Security Information Regulations 
4/7/2003 


• Proposed Rule 22 CFR 96 Hague Convention on Intercountry Adoption; 
Intercountry Adoption Act of 2000 9/2/2003 

For 2004 

• A-OPE Proposed Rule 48 CFR Parts 619, 625, 628, and 652 DOSAR 
12/1/2004 


• A-RPS-IPS final rule 1400-AB85 22 CFR 171 Availability of Information to 
the Public 10/13/2004 


• CA-EX final rule 22 CFR 22 CA-EX final rule 1400-AB94 entire with table 
9/1/2004 

• CA-EX Interim Rule 22 CFR 22 Schedule of Fees for Consular Services; 
Exemption from the Nonimmigrant Visa Application Processing Fee for 
Family Members of Individuals Killed or Critically Injured While Serving 
the United States 8/18/2004 

• CA-PPT interim rule 22 CFR 51 Passport Procedures — Amendment to 
Passport Regulations 2/1 8/2004 


• CA-PPT interim rule 22 CFR 51 Both Parent Passport Approval 10/6/2004 


• CA-PPT proposed rule 22 CFR 51 Electronic passport 12/13/2004 
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• CA-VO final rule 22 CFR 22 Schedule of Fees for Consular Services, 
Department of State and Overseas Embassies and Consulates 1 2/15/2004 


• CA-VO-L-R interim final rule 22 CFR 41.42 Crew List Visa Elimination 
1/16/2004 


• ECA-EC-AG Final Rule 22 CFR 62 Participation in the Exchange Visitor 
Program as Professor and Research Scholar 1 2/17/2004 

• G-TIP Final Rule 22 CFR 96 International Trafficking in Persons ; 
Interagency Sharing of Information and Coordination of Activities 1 1/23 

• PM-DDTC Interim Rule 22 CFR Parts 122 and 129 ITAR Fee Change 1 1/23 

• PM-DTC Final Rule 22 CFR 126 Amendment to the International Traffic in 
Arms Regulations 2/1 1 

• PM-DTC Final Rule - 22 CFR Parts 121 and 123 Amendment to the 
International Traffic in Arms Regulations: United States Munitions List 
3/30/2004 

• PM-DTC Interim Rule 22 CFR Parts 1 22 and 1 29 Amendment to the 
International Traffic in Arms Regulations: Registration Fee Change 12/3 

For 2005 

• A-OPE final rule 48 CFR Parts 601, 61 1,619, 622, 628, and 652 DOSAR 
1 1/29/2005 


• CA VO Final rule 22 CFR nomenclature changes INS-DHS 3/24 
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• CA-EX final rule 22 CFR 98 Intercountty Adoption — Preservation of 
Convention Records 8/19 

• CA-OCS final rule 22 CFR 98 Intercountry Adoption 8/19 


• CA-PPT proposed rule 22 CFR 51 Electronic Passport 2/1 1 

• CA-PPT final rule 22 CFR 51 Electronic Passport 10/25 

• CA-PPT final rule 22 CFR 5 1 New Passport Amendment Policy 9/8 

• CA-VO-L-R final rule 22 CFR 4 1 Visas; Treaty trader, Treaty investor, or 
Treaty alien in a specialty occupation 6/29 

• CA-VO-L-R final rule 22 CFR 41 Documentation of Nonimmigrants Under 
the Immigration and Nationality Act, as Amended — ^Student and Exchange 
Visitor Information System (SEVIS) 2/10 

• CA-VO-L-R final rule 22 CFR 41 Documentation of Nonimmigrants Under 
the Immigration and Nationality Act, as Amended— Irish Peace Process 
Cultural and Training Program, Q Classification 10/6 

• CA-VO-L-R interim rule 22 CFR 40 Aliens Inadmissible Under the 
Immigration and Nationality Act — Unlawful Voters 6/14 

• CA-VO-L-R final rule 22 CFR Chapter I Nomenclature Change Reflecting 
Department of Homeland Security 3/28 

• CA-VO-L-R proposed rule 22 CFR 41 Documentation of Nonimmigrants 
Under the Immigration and Nationality Act, as Amended — Air Transit 
Program 5/9 
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• CA-VO-L-R proposed rule 22 CFR 42 Hague Convention on Intercountry 
Adoption Act of 2000; Consular Officer Procedures in Convention Cases 
12/16 


• Ca-VO-L-R 22 CFR 40 Aliens Inadmissible Under the Immigration and 
Nationality Act — Unlawful Voters 5/13 

• ECA final rule 22 CFR Part 62 Participation in the Exchange Visitor 
Program as Professor and Research Scholar 5/13 

• ECA-EC-AG final rule 22 CFR 62 Research Scholar 2/8 

• G-TIP final rule 22 CFR 96 International Trafficking in Persons: 
Interagency Sharing of Information and Coordination of Activities 9/30 

• L-EMP final rule 1400-AC09 Removal of 22 CFR Part 10 11/3 


• PM-DTC final rule 22 CFR Parts 122, 129 Amendment to the International 
Traffic in Arms Regulations: Registration Fee Change 10/7 

• PM-DTC final rule 22 CFR 126 ITAR amendments 7/6 


• PM-DTC final rule 22 CFR 1 26 Amendment to the International Traffic in 
Arms Regulations: Section 126. l(i) 8/23 

• PM-DTC final rule 22 CFR Parts 120, 123, 124, 126, 127 Amendment to the 
International Traffic in Arms Regulations: Port Directors Definition, NATO 
Definition, Major Non-NATO Ally Definition, Recordkeeping 
Requirements, Supporting Documentation for Electronic License 
Applications, 8/22 
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• RM final rule 22 CFR Part 1 7 Overpayments From the Foreign Service 
Retirement and Disability Fund 12/29 

• RM final rule 22 CFR 34 Debt Collection 1 2/29 
For 2006 

• A-ISS-IPS-IP Proposed Rule 22 CFR Part 9 National Security Information 
Regulations 1/09/2006 

• A-ISS-lPS-IP Proposed Rule 22 CFR Part 171 Search Fees in Freedom of 
Information Act Cases 1 0/20 

• A-OPE Final Rule 48 CFR Parts 601, 61 1, 619, 622, 628, and 652 
Department Of State Acquisition Regulations 6/13 

• A-OPE Final Proposed 48 CFR Part 601 Department Of State Acquisition 
Regulations 12/15 

• CA-EX Interim Final 22 CFR Part 5 1 Passport Procedures-Amendment to 
Passport Regulations 5/19 


• CA-EX FINAL 22 CFR Part 5 1 Passport Procedures-Amendment to 
Restriction of Passports Regulation 9/29 


• CA-OCS Final 22 CFR Part 96 Intercountry Adoption Implementation 
2006-01-09 

• CA-OCS-CI Final Rule 22 CFR Part 99 Intercountry Adoption Reporting on 
Non-convention and Convention Adoptions of Immigrating Children 6/23 
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• CA-OCS-PRI Final Rule 22 CFR Part 97 Intercountry Adoption Certificates 
10/27 


• CA-OCS-PRI Final Rule 22 CFR Part 42 Hague Convention on Intercountry 
Adoption 05/26 

• CA-OCS-PRI Proposed Rule 22 CFR Part 5 1 Passport Regulations 10/230 

• CA-OCS-PR] Proposed Rule 22 CFR Part 72 Overseas Death and Estate 
Procedures 10/19 


• CA-PPT-PAS Proposed Rule 22 CFR Parts 22 & 5 1 Card Format Passport 
Changes to Passport Fee Schedule 10/1 1 

• CA-VO-L-R Final Rule 22 CFR Part 41 Documentation of Nonimmigrants 
under the Immigration and Nationality Act 8/2 1 

• CA-VO-L-R Final Rule 22 CFR Part 41 Documentation of Nonimmigrants 
Under-Irish Peace Process 5/2 

• CA-VO-L-R Final Rule CFR Part 41 Documentation of Nonimigrants- 
Waiver of Personal Appearance 12/13 

• CA-VO-L-R Final Rule 22 CFR Parts 40, 41, and 42 Nomenclature Changes 
Reflecting Creation of Department of Homeland Security 6/5 

• CA-VO-L-R Interim Rule 22 CFR Part 40 Aliens Inadmissible Under the 
Immigration and Nationality Act — Traffickers in Persons 1/9 

• CA-VO-L-R Proposed Rule CFR 22 Part 40 Hague Convention on 
Intercountry Adoption 06/13 
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• ECA-EC Final Rule 22 CFR Part 62 Au Pair Exchange Programs 6/1 

• ECA-EC Final Rule 22 CFR Part 62 Secondary School Student Exchange 
Program 3/27 

• ECA-EC-PS Proposed Rule 22 CFR Part 62 Exchange Visitor Program 
Training and Internship Program 3/31 

• VO- Final Rule 22 CFR 41 Documentation of Nonimigrants-Waiver of 
Personal Appearance 1 1/2 

• G-TIP Final Rule CFR Part 96 TIP Interagency Sharing Move 03/02 

• L-T Proposed Rule 22 CFR Part 181 Publication Coordination and 
Reporting of International Agreements- Amendments 05/1 1 

• L-T Final Rule 22CFR 1 8 1 Publication, Coordination, and Reporting of 
International Agreements-Amendments 09/01 

• PM-DTCC Final Rule 22 CFR 122 & 129 Registration Fee Change 01/13 

• PM-DTCC Final Rule 22 CFR 120-130 Amendments to the International 
Traffic in Arms Regulations 04/07 

• RM-DCFO-FPRA-FPMC Final Rule CFR 1 7 Overpayments From the 
Foreign Service Retirement and Disability Fund 03/27. doc 

• RM-DCFO-FPRA-FPMC Final Rule 22 CFR 34 Debt Collection 03/27 
For 2007 
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• A-ISS-IPS-PP Final Rule 22 CFR 9 National Security Information 
Regulations 5/3 1/2007 

• A-TSS-IPS-PP Final Rule 22 CFR 171.14 Search Fees in Freedom of 
Information Act Cases 10/05 

• A-OPE Final Rule 1 400-AC34 48 CFR Parts 60 1 -653 DOS AR Technical 
Amendments 7/08 


• A-OPE Proposed Rule 22 CFR Parts 639 and 652 DOSAR Security Issues 
for Information Technology Systems 6/6 

• A-OPE-FA Final Rule 22 CFR Part 60 1 Department of State's 
Implementation of 0MB Guidance on Nonprocurement Debarment and 
Suspension 02/05 

• A-OPE Proposed Rule 48 CFR Parts 604-637-652 DOSAR HSPD 
Implementation 11/14 

• CA-EX Interim Final Rule CFR Part 22 Schedule of Fees for Consular 
Services Department of State 12/14 

• CA-EX Interim Final Rule CFR Part 41 Visas-Documentation of 
Nonimmigrants Under the Immigration and Nationality Act 12/18 

• CA-OCS-PRI Final Rule 22 CFR Part 99 Intercountry Adoption - Reporting 
on Non-Convention and Convention Adoptions of Immigrating Children 
02/26 


• CA-OCS-PRI Final Rule 22 CFR Part 72 Death and Estates 02/22 
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• CA-PPT-LA Final Rule 22 CFR Parts 22 and 5 1 Card Format Passport 
Changes to Passport Fee Schedule 12/21 

• CA-PPT-LA Final Rule 22 CFR Part 51 Passports (Final Global PPT Regs) 
11/13 


• CA-PPT-LA Interim Final Rule 1400-AC23 22 CFR Part 51 Passports ( 
WHTI Surcharge Increase) 1 2/6 

• CA-PPT-LA Interim Final Rule 1400-AC39 22 CFR Parts 22 and 51 
Expedite Passport Fee Rule 08/13 

• CA-PPT-LA Proposed Rule 1400-AC28 22 CFR Part 51 Passports 03/01 

• CA-PPT-LA Proposed Rule 1400-AC41 22 CFR Parts 22 and 5 1 Security 
Surcharge 1 1/28 

• CA-VO-L-R Final Rule 1400-AB49 22 CFR Part 41 Visas-Documentation 
of Nonimmigrants under the Immigration and Nationality Act, As Amended 
12/26 


• CA-VO-L-R Final Rule 1 400-AC40 Hague Convention on Intercountry 
Adoption-lntercountry Adoption Act of 2000-Consular Officer Procedures 
in Convention Cases 1 0/23 


• CA-VO-L-R Final Rule No RIN CFR 22 Parts 41 and 42 Classification 
Symbols Revised 10/16 

• ECA-EC-ECD Interim Final 1 400- AC 1 5 22 CFR Part 62 Exchange Visitor 
Program -Trainees and Interns 06/14 
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• ECA-EC-EVP Final Rule 1 400-AC29 22 CFR Part 62 Exchange Visitor 
Program -Sanctions and Terminations 12/14 

• EC A-EC-ECD Proposed Rule 1 400-AC30 22 CFR Part 62 Exchange Visitor 
Program -Secondary School Students 05/24 

• ECA-EC-EVP Final Rule 1400-AC38 22 CFR Part 62 Exchange Visitor 
Program - Fees and Charges for Exchange Visitor Program Services 10/30 

• ECA-EC-EVP NPRM 1400-AC35 22 CFR Part 62 Post Secondary Student 
Intern 07/3 1 

• PM-DTC Final Rule No RIN 22 CFR Part 1 26 Amendment of the 
International Traffic in Arms Regulations Policy with Respect to Somalia 
02/05 


• PM-DTC Final Rule No RIN 22 CFR Part 1 26 Amendment of the 

International Traffic in Arms Regulations Policy with Respect to Vietnam 
02/05 


• PM-DTC Final Rule No RIN 22 CFR Part 126 Amendment of the 
International Traffic in Arms Regulations -UN Embargoed Countries 12/1 1 

• PM-DTCM Final Rule No RIN 22 CFR Part 127 Voluntary Disclosures 
12/07 

• PM-DTCP Final Rule No RIN 22 CFR Part 121 Amendment to the 
International Traffic in Arms Regulations-Designation of Missile 
Technology Control Regime Annex 7/31 

• PM-DTCP Final Rule No RIN 22 CFR Part 121 and 123 Amendment to the 
International Traffic in Arms Regulations-US Munitions List 7/1 1 
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• PM-DTCP Final Rule No RIN 22 CFR Part 124 Amendment to the 
International Traffic in Arms Regulations Regarding Dual and Third 
Country Nationals 11/19 

• PM-DTCP Final Rule No RIN 22 CFR Part 126 Amendment to the 
International Arms Traffic in Arms Regulations - United Nations 
Embargoed Countries 10/12 

For 2008 

• C A-EX Interim Final Rule 22 CFR Part 22 Schedule of Fees for Consular 
Services Department of State 01/21 

• CA-OCS-PRl Final 22 CFR Part 7 and Part 50 Board of Appellate Review; 
Review of Loss of Nationality 10/09 

• CA-OCS-PRl Final Rule 22CFR Part 94 Procedures for Children abducted 
to the United States 09/19 


• CA-OCS-PRI Interim Final 22 CFR Part 7 and Part 50 Board of Appellate 
Review; Review of Loss of Nationality 07/15 

• CA-OCS-PRI Interim Final Rule 22CFR Part 94 Procedures for Children 
abducted to the United States 1 0/27 

• CA-PPT-LA Final Rule 22 CFR Part 51 Passports ( Final Global PPT Regs) 
01/17 

• CA-VO-L-R Final Rule 22 CFR Part 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended 
01/15 

• CA-VO-L-R Final Rule 22 CFR 42 33 Electronic Diversity Visa 12/12 
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• CA-VO-L-R Final Rule 22 CFR Part 41 Visas - Aliens Inadmissible Under 
the Immigration and Nationality Act -Traffickers in Persons 08/21 


• CA-VO-L-R Final Rule No RIN 22 CFR Part 4 1 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended 
Exempt Burmese Diplomats 09/25 

• CA-VO-L-R Final Rule 22 CFR Part 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended 
JADE Act 08/1 5 

• CA-VO-L-R Final Rule No RIN 22 CFR Part 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended- 
Fingerprints 6/20 

• CA-VO-L-R Final Rule 22 CFR Part 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended- 
Photo Requirement 02/27 

• CA-VO-L-R Final Rule 22 CFR Part 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended- 
Procedure for Notifying the Beneficiary 

• CA-VO-L-R Final Rule 22 CFR Part 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, As Amended- 
Offer Completely Electronic Application Procedure 

• CA-VO-L-R Final Rule 22 CFR Parts 40 and 41 Visas-Documentation of 
Nonimmigrants under the Immigration and Nationality Act, as Amended 
03/17 

• CA-VO-L-R Final Rule 22 CFR Parts 40 Uncertified Foreign Flealth-Care 
Workers 1 0/09 
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• CA-VO-L-R Final Rule CFR Parts 41 & 42 Visas-Documentation of 
Immigrants and Nonimmigrants-Visa Classification Symbols 04/24 

• ECA-EC-AG Final Rule 22 CFR Part 62 Final Rule Post Secondary Student 
Intern 06/13 


• ECA-EC-AG Final Rule 22 CFR Part 62 Exchange Visitor Program - Au 
Pairs 6/13 


• ECA-EG-AG Final Rule 22 CFR Part 62 Exchange Visitor Program- 
Coliege and University Students_Student Interns 8/18 

• PM-DTC Final Rule 22 CFR Part 123 Amendment to the International Arms 
Traffic in Arms Regulations-Temporary Export Exemption for Body Armor 
08/18 


• PM-DTC Final Rule 22 CFR Part 123 Amendment to the International 
Traffic in Arms Regulations- North Atlantic Treaty Organization (NATO) 
03/20 


• PM-DTC Final Rule 22 CFR Part 1 26 Amendment to the International Arms 
Traffic in Arms Regulations - Sri Lanka 03/19 

• PM-DTC Final Rule 22 CFR Part 121 Amendment to the International 
Traffic in Arms Regulations - Rwanda 09/22 

• PM-DTC Final Rule 22 CFR Part 121 Amendment to the International 
Traffic in Arms Regulations - The US Munitions List 08/28 
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• PM-DTC Final Rule 22 CFR Part 121 Amendment to the International 
Traffic in Arms Regulations-Section 125.4(b)(9) Export Exemption for 
Technical Data 08/28 


• PM-DTC Final Rule 22 CFR Part 126 Amendment to the International Arms 
Traffic in Arms Regulations- Eritrea 08/28 

• PM-DTC Final Rule 22 CFR Part 126 Cancer Drugs ITAR Change 09/15 

• PM-DTC Final Rule 22 CFR Parts 121 and 129 Amendment to the 
International Traffic in Arms Regulations - Registration Fee Change 09/22 

• PM-DTC Interim Final Rule 22 CFR Parts 1 22 and 129 Amendment to the 
International Traffic in Arms Regulations - Registration Fee Change 06/01 

For 2009 

• A-OPE Final Rule DOS AR HSPD- 1 2 8/28. doc 


• CA-VO-L-R Final Rule 22 CFR 42 33 Electronic Diversity Visa 03/09 

• CA-PPT Final Rule Parts 22 & 5 1 CFR Passport Procedures-Amendment to 
Expedited Passport Processing Regulation 7/20 

• CA-VO-L-R Final Rule 22 CFR Parts 22 & 5 1 CFR Visas-Documentation 
of Nonimmigrants Under the Immigration and Nationality Act - As 
Amended; Requirements for Aliens in Religious Occupations 10/1 

• CA-VO-L-R Final Rule 22 CFR Parts 41 & 42 Visas Documentation of 
Immigrants and Nonimmigrants —Visa Classification Symbols 1 1/20 
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• CA-EX Final Rule Schedule of Fees for Consular Services, Department of 
State and Overseas Embassies and Consulates-Surcharge Increase 06/26 

• CA-EX Proposed Rule Schedule of Fees for Consular Services- 
Nonimmigrant Visa Application and Border Crossing Card Processing Fees 
12/9 


• CA-VO-L-R Final Rule 22 CFR 41 Foreign Officials of Immediate Family 
Members, As Amended 7/1 7 

• Proposed Rule 22 CFR Part 22 Schedule of Fees for Consular Services, 
Department of State and Overseas Embassies and Consulates - Machine 
Readable Visa 12/9 

• ECA-EVP Final Rule AuPair 3/16 


• ECA-EVP Proposed Rule 22 CFR Part 62 Exchange Visitor Program - 
Subpart A, General Provisions 9/17 

• ECA ANPRM Rule 22 CFR 62 EVP-Secondary School Students 8/27 


• PM-DDTC Final Rule 22 CFR Parts 123, 124,126 and 129 Amendment to 
the International Traffic in Arms Regulations: Congressional Certification 
Regarding South Korea 7/28 

• PM-DDTC Final Rule 22 CFR Part 126 Amendment to the International 
Traffic in Arms Regulations: North Korea 1 1/24 

• PM-DDTC Final Rule 22 CFR Part 120 Amendment to the International 
Traffic in Arms Regulations: Defense Service Definition 6/15 
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• PM-DDTC Final Rule 22 CFR Part 125 Amendment to the International 
Traffic in Arms Regulations: Section 125.4(b)(9) Export Exemption for 
Technical Data 1 1/2 

• PM-DDTC Final Rule 22 CFR Part 1 26 Amendment to the International 
Traffic in Arms Regulations: transfer programs and foreign owned military 
aircraft and naval vessels 1 1/13 

For 2010 through May 26'^ 

• CA-EX Proposed Rule RIN 22 PART 22 Schedule of Fees for Consular 
Services-Department of State and Overseas Embassies and Consulates- 
Adjustments in Current Fees for Consular Services; COSS Study 02/04 

• CA-EX Proposed Rule RIN 22 PART 22 Schedule of Fees for Consular 
Services-Department of State and Overseas Embassies and Consulates- 
Supplemental Proposed Rule (1400-AC57 & 1400 AC58) 3/19 

• CA-EX Interim final rule 22 CFR Part 22 Schedule of Fees for Consular 
Services, Department of State and Overseas Embassies and Consulates - 
Nonimmigrant Visa and Border Crossing Card Application Processing Fees 
5/17 


• ECA Proposed Rule 22 CFR 62 EVP - Secondary School Students 4/27 

• PM-DDTC Final Rule PARTS 1 24- 1 26- 1 29 ITAR-Congressional 
Certification Regarding South Korea 3/24 

• PM-DDTC Final Rule PARTS 124-126-129 ITAR-Removing Requirement 
for Prior Approval Relating to Significant Military Equipment 3/24 

• PM-DDTC Final Rule RIN PART 120 Amendment to the International 
Traffic in Arms Regulations-Commodity Jurisdiction 01/25 
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• PM-DDTC Final Rule RIN PARTS 120-121-123-126 Amendment to the 
ITAR_North Atlantic Treaty Organization Definition and Other 
Administrative Corrections 02/19 


• PM-DDTC Final Rule RIN PART 126 Amendment to the International 
Traffic in Arms Regulations_Sri Lanka 02/02 
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Question#; 

6 

Topic: 

intell 

Hearing: 

The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process 

Primary; 

The Honorable Claire McCaskill 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: Mr. Russell E. Travers, the Deputy Director, of Information Sharing and 
Knowledge Development, National Counterterrorism Center (NCTC), Office of the 
Director of National Intelligence testified to the Homeland Security and Governmental 
Affairs Committee (HSGAC) on March 10, 2010 that NCTC is having some success with 
some departments and not so much success with others in “ingesting” intelligence 
information that could help secure our country. 

Are you having any issues in accessing the information you need to carry out your 
security investigations of the visa application process effectively? If so, what issues are 
you having? 

How would you recommend fixing the issues? 

Response: The Visa Security Program (VSP) recently placed personnel at the U.S. 
Customs and Border Protection’s (CBP) National Targeting Center and at the National 
Counterterrorism Center (NCTC) to enhance access to and sharing of information. VSP 
continually seeks better access to information and has recently participated in NCTC’s 
Inter-Agency Coordination Group to improve VSP’s access to FBI data. Access to 
CBP’s Passenger Name Record data has also proven valuable in the past. Additionally, 
VSP continues to modernize its case management system and is seeking to automate 
links with the Department of State and to expand the scope and quality of data against 
which visa applicants are checked. 


VerDate Nov 24 2008 


09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00521 


Fmt6601 Sfmt 6601 


P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 




514 


Post-Hearing Questions for the Record 

Submitted to the Honorable David F. Heyman and the Honorable John T. Morton 
From Senator Susan M. Collins 

“The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process” 

April 21, 2010 


Question#: 

7 

Topic: 

TIDE 

Hearing; 

The Lessons and Implications of the Christmas Day Attack: 

Securing the Visa Process 

Primary: 

The Honorable Susan M. Collins 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: Under current law, including section 428 of the Homeland Security Act of 
2002, does the Secretary of Homeland Security have the authority to establish a visa 
policy that would require that the visas of all persons in the TIDE database be revoked 
pending further investigation? 

Response: Section 428(b)(1) of the Homeland Security Act provides that the Secretary of 
Homeland Security “shall have the authority to refuse visas in accordance with law and to 
develop programs of homeland security training for consular officers (in addition to 
consular training provided by the Secretary of State), which authorities shall be exercised 
through the Secretary of State, except that the Secretary shall not have authority to alter 
or reverse the decision of a consular officer to refuse a visa to an alien . . . 

In September 2003, Secretary of Homeland Security Ridge and Secretary of State Powell 
signed a memorandum of understanding (MOU) regarding the implementation of Section 
428 of the Homeland Security Act. Under the MOU, “DHS will have authority to issue 
or approve (hereinafter ‘final responsibility over’) visa guidance, except for those matters 
that are the specific responsibility of the Secretary of State as prescribed in section 
428(c)(2) and (d)(2) of the Act, in existing statutes related to foreign policy or 
management of the visa process, in future statutes. Presidential proclamations and 
executive orders. . . .” DHS is required under the MOU to provide notice to DOS when it 
begins drafting rules, policies or procedures affecting the visa process and also must offer 
DOS the opportunity to consult regarding security, legal, operational, resource, or foreign 
policy or foreign relations issues. The MOU expresses a preference for joint DHS-DOS 
rulemakings that affect the visa process. 

In response to the December 25, 2009 attempted bombing, on December 27, 2009, 
President Obama ordered reviews of airport security measures and watch-list policies to 
determine if there are specific areas that warrant change or significant modifications. 

DHS is working with inter-agency partners to re-evaluate the criteria and processes used. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Daniel K. Akaka (#1) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

I am a strong supporter of the Visa Waiver Program (VWP), which facilitates and 
encourages foreign travel to the U.S. for both business and pleasure. Waiving the 
visa requirement for low-risk, high-volume countries may reduce the workloads in 
these particular consular offices and allow for a concentration of consular 
resources for the greater-risk nations in the visa process. 

Has the VWP allowed the Department of State to shift attention from 
high-volume/low-risk nations to greater-risk nations? If so, please describe how 
the Department is handling this shift in terms of additional workforce training and 
language proficiency skills at these new posts? If not, please discuss why you 
believe this is, as well as how the Department is planning for any anticipated 
changes in workload. 

Answer; 


Yes, the VWP has allowed the Department to shift resources to better 
manage visa volume and risk. Each year the Bureau of Consular Affairs conducts 
a review of workload and staffing at our consular sections overseas. We take into 
consideration the types of consular work conducted at post, its complexity, and the 
security environment. We use this review to conduct a repositioning exercise 
whereby we transfer consular positions from sections that show a surplus of officer 
staff to consular sections that are understaffed. 
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In recent years, the majority of the positions that we have repositioned come from 
posts that have recently entered the Visa Waiver Program. For example, 13 
consular positions have moved, or are being moved, out of Seoul, Korea, to other 
consular sections. The position typically moves when the incumbent officer at a 
post departs at the end of his/her scheduled tour. 

The Bureau of Consular affairs also participates in a Department-wide review of 
language designations for existing positions and recommends changes as 
appropriate. When a consular position is repositioned to a new consular section, 
the appropriate language designation for the position is added. For example, one 
of the positions in Seoul has been repositioned to the Consulate General in Ciudad 
Juarez. The position in Ciudad Juarez requires fluency in Spanish. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#1) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

Unlike many other countries that have a dedicated consular function, consular 
officers at the State Department are generally junior Foreign Service officers in 
their first or second deployment. The Committee is concerned that we are sending 
these junior Foreign Service officers to adjudicate visas in high-risk posts, in parts 
of the world where we know full well that the threat of Islamist extremism is 
pervasive and there are terrorists probing our defenses constantly trying to get 
through. 

Can you explain to the Committee the rationale behind sending junior Foreign 
Service officers to adjudicate visas at high-risk posts? 

Answer : 

The Department believes that filling Consular Officer positions from the 
wider Foreign Service Officer workforce is the best means of placing highly 
qualified, highly trained, and highly motivated professionals in visa adjudication 
positions around the world. In their careers. Foreign Service Officers serve in 
variety of posts and gain valuable professional experience working in different 
countries and gaining facility in a host of languages. Officers beginning their 
foreign affairs careers are fully prepared and closely supervised by experienced 
officers who review adjudications every day and contribute their years of 
experience to the mentoring and supervision of those entry-level officers. 
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Consular officers have the foreign language skills necessary to stay abreast 
of local trends and conduct visa interviews: 1,067 of our consular officer positions 
require fluency in one of 65 local languages. Each consular officer is required to 
complete the Department’s 3 1-day Basic Consular Course at the National Foreign 
Affairs Training Center prior to performing consular duties. The course places 
strong emphasis on border security, featuring in-depth interviewing and 
namechecking technique training, as well as fraud prevention. Officers who 
choose consular work as their career path receive continuing education, including 
courses in analytic interviewing, fraud prevention, and advanced security 
namechecking. 

We support consular officers with additional personnel, the latest 
technology, and access to advanced screening tools and information systems. In 
the field, consular officers are supported by 3,953 locally engaged staff and 75 full- 
time Assistant Regional Security Officer Investigators - soon to increase by up to 
48 additional positions —specifically devoted to maintaining the integrity of the 
visa process. Seven Regional Consular Officers, who are experienced visa 
adjudicators and managers, use regular visits and daily electronic contact to 
provide an additional level of oversight, mentoring, and guidance to small, isolated 
consular sections in various regions. Experts in the Bureau of Consular Affairs in 
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Washington, D.C., provide legal, regulatory, and policy support to the field. We 
also have a large Fraud Prevention Programs office that works very closely with 
the Bureau of Diplomatic Security, and we have fraud screening operations using 
sophisticated database checks at both the Kentucky Consular Center and the 
National Visa Center in Portsmouth, New Hampshire. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph 1. Lieberman (#2) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

How do the security measures for issuing visas that are in place at the 57 high-risk 
consular posts jointly identified by DHS and State differ from those at other posts? 

Answer : 

We provide the same high level of security and screening of all visa applications, 
regardless of the level of risk assigned by the interagency process to a particular 
consular post. All visa applications are adjudicated according to the law, taking 
into account the circumstances of the alien as well as any information made 
available by any of the relevant U.S. government agencies at the time of the visa 
application. Applicants’ names and biometric data are run against DHS’s 
Automated Biometric Identification System (IDENT), the FBI’s Integrated 
Automated Fingerprint Identification System (lAFIS), and facial recognition 
software, as well as against the Consular Lookout and Support System (CLASS), 
which contains data provided to the State Department from law enforcement and 
intelligence databases. Regulations pertaining to the Advisory Opinion and 
Security Advisory Opinion processes are uniform across all of our consular posts. 
Consular officers at all posts receive briefings and work cooperatively with 
political, economic, security, and other colleagues at post to ensure wide 
dissemination threat and other information. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#3) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

When a consulate learns that a person may be linked to terrorism, they send a 
“Visas Viper” cable to the National Counterterrorism Center. In the 
Abdulmutallab incident, the Visas Viper cable from the U.S. Embassy in Abuja 
contained sparse details about the information the post received from Mr. 
Abulmutallab’s father. The only person at the Embassy to interview the father was 
reportedly a CIA agent assigned there. 

Had a Visa Security Unit been stationed in Nigeria, would the ICE agents assigned 
there have been involved in the interview with the father and the cables that were 
subsequently sent out? 

Answer : 

Given the nature of the original meeting with the father, it is a fair assumption that 
an ICE agent would not have been involved. An ICE agent would have received a 
copy of the Visas Viper cable, which was communicated widely throughout the 
USG law enforcement and intelligence community, including ICE, in Washington. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#4) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

Please provide the Committee with any documents State has that detail the exact 
changes to the Visas Viper process that have resulted from the President’s Review. 

Answer : 

The following are provided: 

STATE 132497: VISAS VIPER - INCLUDING VISA INFORMATION 

STATE 002602: REQUEST FOR POSTS TO HOLD EAC MEETINGS TO 
REVIEW TERRORISM ISSUES INCLUDING VISAS VIPER 

STATE 047555: NEW POLICIES AND PROCEDURES ON THE VISAS 
VIPER INTERAGENCY TERRORIST REPORTING PROGRAM 

9 FAM 40.37 and exhibits updated 


(Please note that some of these items are sensitive and not for public release.) 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph 1. Lieberman (#5) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

The Committee continues to be concerned that we do not have an automated 
system for ensuring that a traveler’s visa status is verified electronically as they 
check in for their flight. Although the airlines are charged with checking a 
traveler’s documents, but obviously in the case of a revoked visa the document 
does not tell the whole story. This is disconcerting because it means that a traveler 
with a revoked visa could board an airplane to the United States. 

Is all visa revocation information immediately made electronically 
available/accessible to airlines and CBP officers? 

Answer : 

We work closely with CBP to ensure that airlines are aware of any travelers 
with revoked visas prior to boarding. When the State Department revokes a visa, a 
“VRVK” revocation code is entered into the Consular Lookout and Support 
System (CLASS), our online repository of visa lookout records. The VRVK entry 
automatically replicates to DHS’s equivalent TECS lookout database. Currently, 
as part of its enhanced “No Board’’ initiative, DHS CBP uses these VRVK records, 
among other lookout codes, to advise airlines that certain passengers should not be 
boarded on flights bound for the United States. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph 1. Lieberman (#6) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

What is the current timeline for having an electronic visa revocation check done as 
passengers board an airplane? 

Answer : 

The State Department supports ongoing CBP efforts to implement an 
updated, universal electronic system of notification to airlines. We respectfully 
refer you to CBP for more specific information. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#7) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

Please provide the Committee with a copy of the President’s Directive for Visa 
Revocations and with any other documents explaining changes to the visa 
revocation process that have resulted from the President’s Review. 

Answer : 

In the Presidential Memorandum Regarding Ithel 12/25/2009 Attempted 
Terrorist Attack , issued on January 7, 2010, the President directed the Department 
of State to review visa issuance and revocation criteria and processes, with special 
emphasis on counterterrorism concerns, and determine how technology 
enhancements can facilitate and strengthen visa-related business processes. 


Since the Presidential ly ordered Security Review, which directed multiple U.S. 
Government agencies to take actions to enhance the security of the American 
people, there were exigent changes in the thresholds for adding individuals to the 
Terrorist Screening Database (TSDB), No-fly, and Selectee lists, and the number 
of revocations increased substantially as a result. Since the 12/25 attack we have 
revoked hundreds of visas under P3B (prospective terrorist) grounds because the 
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aliens’ names were added to the above-referenced databases. Given the fluid 
nature of the exigent changes referred to above, we cannot say with precision how 
many of these revocations directly resulted from the TSDB scrub. However, we 
can say that the vast majority of the revocation subjects - which included in 
addition to the “scrub,” normal referrals from posts, the Terrorist Screening Center, 
and Customs and Border Protection - were individuals who met TSDB criteria. 


We are providing the following documents to you under separate cover as these 


items are not for public release. 

PRESIDENTIAL MEMORANDUM REGARDING 12/25/2009 
ATTEMPTED TERRORIST ATTACK 

STATE 047555: NEW POLICIES AND PROCEDURES ON THE VISAS 
VIPER INTERAGENCY TERRORIST REPORTING PROGRAM 

STATE 11763: POST-DECEMBER 25 PRUDENTIAL VISA REVOCATIONS 

(Note: the above is a classified cable and will need to be forwarded accordingly.) 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00534 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



527 


Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#8) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

The Committee has long advocated for increased intelligence and information 
sharing between federal agencies. Tremendous strides have been taken in this 
arena by State and DHS, and consular officers check a wide range of databases 
when making their determinations. Nevertheless, the Committee has been made 
aware of complaints from consular officers that there are some databases that they 
do not have full access to. Does the Department of State believe that it has access 
to all of the law enforcement and watch list information it needs to properly 
manage the visa process? 

Answer : 

Consular officers have access to all of the law enforcement and watchlist 
information they need in order to properly screen visa applicants. Names of visa 
applicants are checked against the Consular Lookout and Support System 
(CLASS), which has over eleven million records from the FBI, six million from 
the Department of Homeland Security (DHS), and over 400,000 names of known 
or suspected terrorists (KSTs) from the Terrorist Screening Center. Visa applicant 
fingerprints are searched against the DHS Automated Biometric Identification 
System (IDENT) fingerprint system, which contains all available fingerprints of 
KSTs, as well as fingerprints of wanted persons and immigration law violators. 
Visa applicant fingerprints are also checked against the FBI lAFIS fingerprint 
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system, which contains over 50 million criminal history records. The checks 
against CLASS, IDENT, and lAFIS are folly automated components of the visa 
issuance process. All consular posts now have access to CBP’s Arrival and 
Departure Information System (ADIS) and we are working with DHS for wider 
access to CLAIMS and ENFORCE. Sometimes screening checks may find a 
reference to a record that is not folly available yet online, but such records can be 
obtained through an email request. While this is not a visa screening vulnerability 
because the lookout record is contained in the screening system, we are continuing 
our system integration efforts to make all such background records available online 
to eliminate the need for such email requests. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#9) 
Senate Committee on Homeland Security 
April 21,2010 


Question : 

Regarding the Visa Security Program, what information (automated or otherwise) 
is available to ICE agents, but not to consular officers, during the visa adjudication 
process? 

Answer : 

We are unaware of any database that an ICE agent would check that would 
contain data not available to a consular officer. We know that ICE agents screen 
visa applicant names against the DHS TECS system, but according to longstanding 
cooperation between CLASS and TECS management, any records in TECS that 
would have a bearing on visa eligibility should already be transferred to CLASS 
through fully automated data transfer processes currently in effect on the 
CLASS-TECS interface. The information sharing process put in place following 
the September 11, 2001, terrorist attacks requires a full sharing of relevant 
information by all agencies. 

Consular officers have access to a wide range of interagency material. In 
addition to a search of the Consular Consolidated Database conducted to find any 
previous visa applications, consular officer screening of visa applicants consists of 
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four major components. First are name checks against the Consular Lookout and 
Support System (CLASS), which has over eight million Department of State 
(DOS) records, over eleven million records from the FBI, six million from the 
Department of Homeland Security (DHS), and over 400,000 names of known or 
suspected terrorists (KSTs) from the Terrorist Screening Center. Secondly, visa 
applicant fingerprints are searched against the DHS IDENT fingerprint system, 
which contains all available fingerprints of KSTs, as well as fingerprints of wanted 
persons and immigration law violators. Visa applicant fingerprints are also 
checked against the FBI lAFIS fingerprint system, which contains over 50 million 
criminal history records. Third, photos of visa applicants are checked against the 
DOS Facial Recognition System, which contains over 100,000 photos of KSTs 
received from the Terrorist Screening Center, in addition to over 85 million photos 
of previous visa applicants. Fourth, for cases of special concern consular officers 
must send a Security Advisory Opinion request to Washington to be reviewed by 
the Department of State and law enforcement and intelligence agencies. 


s 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#10) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

In the eight years since the creation of the Visa Security Program, only 14 of the 
more than 200 consular posts that issue visas have received Visa Security Units. A 
joint DHS-State study resulted in a plan for implementing the program at all 57 
high risk consular posts by 2013. Given the slow pace of implementation, and the 
fact that the FY201 1 budget does not include any new funding for continuing to 
expand the program, this no longer seems likely. 

When does State believe that the Visa Security Program will be deployed to all of 
the 57 high-risk posts identified by the joint DHS-State review? 

Answer : 

The schedule for Visa Security Unit (VSU) deployment is subject to budget 
and resource realities. We understand that in FY 2010, ICE received funding that 
will be used to deploy to four additional posts this year as well as to expand 
positions in two existing posts. (The requisite National Security Decision 
Directive 38 (NSDD-38) requests for the four new VSUs and one of the two 
expansion requests have been approved by the posts’ Chiefs of Mission.) For FY 
2011, the President has requested the same level of funding and resources as FY 
2010, which will cover existing VSUs, (including the planned locations and 
positions from the FY 2010 expansion), and will establish a new office in Saudi 
Arabia. We were advised that ICE is continuing Visa Security Program (VSP) 
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deployment in accordance with its five-year VSP Expansion Plan, which received 
approval and support across the Department of Homeland Security, the Department 
of State, and the White House Homeland Security Council. For additional 
information regarding VSP expansion, we refer you to DHS/Immigration and 
Customs Enforcement. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#11) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

What are the main reasons for the slow pace of expansion? 

Answer ; 

The schedule for Visa Security Unit (VSU) deployment is subject to budget 
and resource realities. We understand that in FY 2010, ICE received funding that 
will be used to deploy to four additional posts this year as well as to expand 
positions in two existing posts. (The requisite National Security Decision 
Directive 38 (NSDD-38) requests for the four new VSUs and one of the two 
expansion requests have been approved by the posts’ Chiefs of Mission.) For FY 
201 1, the President has requested the same level of funding and resources as FY 
2010, which will cover existing VSUs, (including the planned locations and 
positions from the FY 2010 expansion), and will establish a new office in Saudi 
Arabia. We were advised that ICE is continuing Visa Security Program (VSP) 
deployment in accordance with its five-year VSP Expansion Plan, which received 
approval and support across the Department of Homeland Security, the Department 
of State, and the White House Homeland Security Council. For additional 
information regarding VSP expansion, we refer you to DHS/Immigration and 
Customs Enforcement. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Joseph I. Lieberman (#12) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

It is our understanding that a number of Ambassadors have notified DHS in the 
past several years that they would not endorse a VSP office at their Embassy. 
Please provide the Committee with an explanation of each instance since the 
creation of the program that this has occurred. Additionally, please provide a 
detailed explanation of what State plans to do in the future to ensure that the 
program is expanded to all 57 high risk posts in an expedited manner. 

Answer : 

ice’s initial difficulties in delineating a unique mission for its VSU 
program, considered by individual Chiefs of Mission (COM) in the context of their 
NSDD-38 responsibilities, led COMs in Kuala Lumpur, Nairobi, London, and 
Astana (for Istanbul) to resist the placement of VSUs at their missions. In Manila, 
Islamabad, and Jakarta initial COM reservations were overcome and VSUs were 
established. Often the justification put forward by ICE focuses heavily on other 
ICE responsibilities and not on the VSP. 

In Kuala Lumpur, the COM denied an NSDD-38 request for three officers to 
supervise or conduct criminal investigations. Kuala Lumpur is a low-fraud post, 
and law enforcement and security personnel at post are not aware of visa security 
issues that could engage three criminal investigators. In addition, the Malaysian 
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government does not permit U.S. law enforcement officers to conduct independent 
investigations of Malaysian citizens. Any such investigations would have to be 
conducted jointly, and the Malaysians would be unlikely to do so without existing 
evidence of criminal activity. 

In Nairobi, DHS requested two VSU positions, while the COM asked ICE to fill a 
long- vacant GS-1 4 position and said he would reassess the VSU request after one 
year. In January 2008, the COM initiated a proposal to abolish the still-vacant 
GS-1 4 position. In May 2008, ICE informed the COM that it was closing the ICE 
operation because the COM had not approved the two VSU positions; ICE decided 
to close the operation after determining that it could not cover its operations in 
Nairobi with its single existing position. 

In London, initial difficulties in defining the unique roles and responsibilities of the 
Visa Security Program have been overcome, and a VSU is due to open this year. 

In early June a joint DOS-DHS team visited Ankara (as well as Beirut, Lebanon) to 
discuss the establishment of a VSU in Ankara and/or Istanbul. 

Regarding fiirther expansion of the program, the Department of State works 
collaboratively with DHS pursuant to an October 2004 Memorandum of 
Understanding between the Department of State and the U.S. Immigration and 
Customs Enforcement, Visa Security Unit (ICE/VSU) on the Administrative 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00543 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



Aspects of Assigning Personnel Overseas, and NSDD-38 to determine where the 
establishment of a VSU is appropriate. Department officers are assigned to work 
with ICE on site selection and setting up VSUs overseas, as well as navigating the 
interagency process for establishing new positions overseas. Over the years, the 
Department has gone to extraordinary lengths to support ICEA^SU expansion, 
including sending senior consular and diplomatic security officers on visits to posts 
to help ICE officers explain their mission to Chiefs of Mission. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Susan M. Collins (#1) 
Senate Committee on Homeland Security 
April 21, 2010 


Question ; 

Your statement discussed the government’s review of the terrorist screening 
database (TSDB) after the attempted attack on December 25, 2009, to identify 
individuals with valid U.S. visas that should be revoked. The GAO has informed 
the Committee that 1,150 persons identified in this review had valid visas. Please 
confirm the number of individuals on the TSDB who had valid U.S. visas that the 
review identified, provide the number of individuals who had their visas revoked 
as a result of this review, and provide an explanation for why any individuals on 
that list have visas that have not been revoked (e.g., waivers for law enforcement 
or other investigative reasons). 

Answer : 

The action cited above concerns an interagency review of all visa holders 
listed in the Terrorist Identities Datamart Environment (TIDE) database, which 
feeds the TSDB. All of these individuals were temporarily placed on the No-Fly 
List pending “deep-dive” reviews of each case by the intelligence and law 
enforcement communities. Visa revocation recommendations are made by the 
TSC to the State Department on a case-by-case basis as the deep-dive reviews are 
completed. In many instances, the intelligence review has led to the individual 
being downgraded from the No-Fly List to Selectee or another status. These lists 
are under constant review and are changing frequently, so any statistics represent a 
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“snapshot” in time. We refer you to the Terrorist Screening Center for the most up 
to date reports on this ongoing interagency effort. 

Between December 26, 2009, and June 2, 2010, the Department revoked 
over 630 visas on terrorism-related grounds. The revocation subjects included 
referrals from posts abroad, the Terrorist Screening Center, and Customs and 
Border Protection in addition to cases associated with the post- 12/25 review effort. 

There are several reasons why an individual may by included in the TSDB 
and still hold a valid visa, including: 1) law enforcement or other investigative 
concerns, 2) recent completion of an interagency Security Advisory Opinion with a 
review of all available information included in TIDE, 3) granting of a DHS waiver 
of ineligibility, and 4) activity or conduct that would warrant watchlisting in the 
TSDB might not reflect a threat and be considered sufficient to justify denial of a 
visa or admission to the U.S. under the Immigration and Nationality Act (INA). 

It should be noted that the TSDB watchlist is not, and was never intended to 
be, an exclusion list precluding entry to the United States. It is intended to alert 
screening agencies that there is information in the U.S, government’s possession 
that should be reviewed as part of the screening process. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Susan M. Collins (#2) 
Senate Committee on Homeland Security 
April 21,2010 


Question ; 

Your testimony referred to cable guidance to consular posts on the new procedures 
to be followed in submitting Visas Vipers from consular posts. Please provide a 
copy of this guidance. 

Answer : 

The following documents are provided to you under separate cover. 

STATE 132497: VISAS VIPER - INCLUDING VISA INFORMATION 

STATE 002602: REQUEST FOR POSTS TO HOLD EAC MEETINGS TO 
REVIEW TERRORISM ISSUES INCLUDING VISAS VIPER 

STATE 047555; NEW POLICIES AND PROCEDURES ON THE VISAS 
VIPER INTERAGENCY TERRORIST REPORTING PROGRAM 

(Please note that some of these items are sensitive and not for public release.) 

9 FAM 40.37 and exhibits updated 

(Please note that some of this guidance is sensitive and not for public release.) 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Susan M. Collins (#3) 
Senate Committee on Homeland Security 
April 21, 2010 


Question ; 

You testified that software upgrades on State Department computers at consular 
posts will contain algorithms to implement “fuzzy logic” so that name searches 
will automatically produce similar name spellings in the Department’s Consular 
Consolidated Database. Please provide the timeline for implementing this 
upgrade. 

Answer : 

New visa applicants are automatically searched against the Consular 
Consolidated Database (CCD) to determine if they have previous visa applications 
on file. In order to enhance this process, the Bureau of Consular Affairs developed 
a modification to apply a fuzzy logic to these searches of the CCD. The fuzzy 
logic has now been deployed and is in use worldwide for automated searches of 
records in the CCD for all visa applicants. For searches outside the context of a 
visa application, Consular Officers have been instructed to use our “Person Finder” 
fuzzy search application. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Qaire McCaskill (#1) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

In your opening testimony, you mentioned that the Department of State (DOS) is 
hiring 48 additional investigator positions to work in consular sections overseas. 
Are any of these investigators going to the 57 high-risk posts identified by DOS 
and the Department of Homeland Security (DHS) under the Visa Security Program 
(VSP)? If so, how many of them will be going to the remaining 43 high-risk posts 
where Immigration and Customs Enforcement (ICE) investigators are currently not 
present? If there are DOS investigators going to any of the 43 high-risk posts 
where ICE currently is not present, what are the specific issues with getting ICE 
investigators to those locations? 

Answer: 


The Department of State’s Diplomatic Security Service (DSS) previously has 
established 75 special agent positions located in the consular sections at 71 U.S. 
Embassies and Consulates. These 75 DSS Special Agents are referred to as 
Assistant Regional Security Officer-Investigators (ARSO-1). This year, DSS has 
funding for up to 48 additional ARSO-I positions. 


Of the current VSU posts, ARSO-ls are located in 1 2 of the 1 4 established VSUs. 
By the end of 2010 we will have ARSO-I positions established in the remaining 
two (Saudi Arabia and Hong Kong). Of the new VSUs due to open later in 2010, 
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ARSO-Is are assigned to Tel Aviv, Sana’a, and London, and an ARSO-I position 
in Jerusalem has been established and paneled. 

Regarding the projected VSU country list, DSS already has ARSO-I positions 
established in Turkey, Colombia, India, Mexico, Brazil, China, Peru, Thailand, 
Nigeria, Russia, Bangladesh, Kenya, Malaysia, Ecuador, Ethiopia, Paraguay, and 
South Africa. Currently, the Bureaus of Diplomatic Security and Consular Affairs 
are coordinating on the assignment of A/RSO-Is at posts in the remaining high-risk 
countries, including Algeria, Kyrgyzstan, Qatar, Tajikistan, Sudan, Kuwait, 

France, Bosnia, Uzbekistan, Tunisia, and possibly Berlin (in addition to the ARSO- 
I currently assigned to Frankfurt). 

Regarding further expansion of the Visa Security Program (i.e., assigning ICE 
investigators to more high-risk posts), the Department of State works 
collaboratively with DHS pursuant to an October 2004 Memorandum of 
Understanding between the Department of State and the US. Immigration and 
Customs Enforcement, Visa Security Unit (ICE/VSU) on the Administrative 
Aspects of Assigning Personnel Overseas, and NSDD-38 to determine where the 
establishment of a VSU is appropriate. Department officers are assigned to work 
with ICE on site selection and setting up VSUs overseas, as well as navigating the 
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interagency process for establishing new positions overseas. Over the years, the 
Department has gone to extraordinary lengths to support ICE/VSU expansion, 
including sending senior consular and diplomatic security officers on visits to posts 
to help ICE representatives explain their mission to Chiefs of Mission. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Claire McCaskill (#2) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

What is the difference between the Department of State (DOS) investigators and 
Immigration and Customs Enforcement (ICE) investigators? Please explain. 

Answer: 


Department of State’s Diplomatic Security Service (DSS) Special Agents are 
federal law enforcement officers who have statutory authority to investigate cases 
of passport and visa fraud, domestically and overseas, DSS Special Agents are 
located in more than 200 overseas U.S. missions and in 23 domestic field offices. 


As employees of a foreign affairs agency, DSS Special Agents serve at least half of 
their careers in the Regional Security Offices of our overseas U.S, missions. As 
the law enforcement and security branch of the U.S. Department of State, DSS 
Special Agents develop key professional relationships with our foreign law 
enforcement partners, not only to ensure the safety of our mission employees, but 
to also conduct passport and visa criminal investigations and provide training. 

ARSO-I statistics from FY2004-2009: 
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Arrests 3,024 

Lookouts entered 7,706* 

Visas refused/revoked 12,428* 

Passport/Consular Report 
of Birth Abroad (CRBA) denied 935* 

Foreign officials trained 20,290 


*Through criminal investigations, ARSO-Is developed information used by 
consular officers to adjudicate the refusal of passports/CRBAs; to place lookouts in 
CA databases; and to adjudicate the refusal or revocation of visas. 

ARSO-Is are DSS Special Agents assigned to work with consular sections, with a 
predominant responsibility to conduct criminal investigations of passport and visa 
matters. In addition to basic agent training at the Federal Law Enforcement 
Training Center and DSS Training Center, ARSO-Is receive more than one year of 
specialized training (foreign language, country area studies, the Basic Consular 
Course, Regional Security Officer Course, ARSO-I Course, and asset forfeiture 
training) prior to overseas assignments. 

Regarding ICE investigators assigned to U.S. missions, the MOU between the 
Secretaries of State and Homeland Security implementing Section 428 of the 
Homeland Security Act of 2002 states that DHS employees assigned to overseas 
posts under section 428(e) perform the following duties: 
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• Advise consular officers regarding specific country threats relating to the 
adjudication of individual visa applications or classes of applications. 

• Review any such applications, either on the initiative of the DHS employee 
in accordance with procedures prescribed by DHS or upon request by a 
consular officer or other person charged with adjudicating such applications. 
The actions may include, but are not limited to, providing input to or 
recommending security advisory opinion requests based on their expertise. 

• Conduct investigations with respect to consular matters under the 
jurisdiction of the Secretary of Homeland Security. 

These activities are carried out in coordination with Consular Officers and 
Diplomatic Security Special Agents assigned to post, under the authority of the 
Chief of Mission. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Claire McCaskill (#3) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

In the hearing, you stated that there have been instances where the Chief of the 
Mission has denied requests for a Visa Security Program (VSP). Please list the 
specific reasons for those instances. In each case, how are the investigative 
services currently being handled? 

Answer : 

ice’s initial difficulties in delineating a unique mission for its VSU 
program, considered by individual Chiefs of Mission (COM) in the context of their 
NSDD-38 responsibilities, led COMs in Kuala Lumpur, Nairobi, London, and 
Ankara (for Istanbul) to resist the placement of VSUs at their missions. In Manila, 
Islamabad and Jakarta initial COM reservations were overcome and VSUs were 
established. Often the justification put forward by ICE focuses heavily on other 
ICE responsibilities and not on the VSP. 


In Kuala Lumpur, the COM denied the NSDD-38 request for three officers 
to supervise or conduct criminal investigations. Kuala Lumpur is a low-fraud post, 
and law enforcement and security personnel at post are not aware of visa security 
issues that could engage three criminal investigators. In addition, the Malaysian 
government does not permit U.S. law enforcement officers to conduct independent 
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investigations of Malaysian citizens. Any such investigations would have to be 
conducted jointly, and the Malaysians would be unlikely to do so without existing 
evidence of criminal activity. 

In Nairobi, DHS requested two VSU positions, while the COM asked ICE to 
fill a long-vacant GS-14 position and said that he would reassess the VSU request 
after one year. In January 2008, the COM initiated a proposal to abolish the still- 
vacant GS-14 position. In May 2008, ICE informed the COM that it was closing 
the ICE operation because the COM had not approved the two VSU positions; ICE 
decided to close the operation after determining that it could not cover its 
operations in Nairobi with its single existing position. 

In London, initial difficulties in defining the unique roles and responsibilities 
of the Visa Security Program have been overcome, and a VSU is due to open this 
year. In early June a joint DOS-DHS team will visit Ankara (as well as Beirut, 
Lebanon) to discuss the establishment of a VSU in Ankara and/or Istanbul. 

The schedule for Visa Security Unit (VSU) deployment is subject to budget 
and resource realities. We understand that in FY 2010, ICE received funding that 
will be used to deploy to four additional posts this year as well as to expand 
positions in two existing posts. (The requisite National Security Decision 


VerDate Nov 24 2008 09:31 Oct 05, 201 1 Jkt 056838 PO 00000 Frm 00556 Fmt6601 Sfmt 6601 P:\DOCS\56838.TXT SAFFAIRS PsN: PAT 



549 


Directive 38 (NSDD-38) requests for the four new VSUs and one of the two 
expansion requests have been approved by the posts’ Chiefs of Mission.) For FY 
2011, the President has requested the same level of funding and resources as FY 
2010, which will cover existing VSUs, (including the plarmed locations and 
positions from the FY 2010 expansion), and will establish a new office in Saudi 
Arabia. We are advised that ICE is continuing Visa Security Program (VSP) 
deployment in accordance with its five-year VSP Expansion Plan, which received 
approval and support across the Department of Homeland Security, the Department 
of State, and the White House Homeland Security Council. For additional 
information regarding VSP expansion, we refer you to DHS/Immigration and 
Customs Enforcement. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Claire McCaskill (#4) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

On September 28, 2003, then-Secretary of State Colin Powell and then-Secretary 
of Homeland Security Thomas Ridge signed the memorandum of understanding 
(MOU) implementing §428 of the Homeland Security Act of 2002. The MOU 
described each department’s responsibilities in the area of visa issuances. Among 
its major elements, the MOU stated that the Department of State (DOS) may 
propose and issue visa regulations subject to Department of Homeland Security 
(DHS) consultation and final approval. 

How many of these major visa regulations have been approved since 2003? What 
were they? 

Has DHS and DOS had any disagreements over any of the regulations? What was 
the outcome? 


Answer ; 

See the attached list of 1 84 visa regulations approved since 2003. We have had no 
disagreements with DHS with respect to any of these regulations. 
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Questions for the Record Submitted to 
Assistant Secretary Janice L. Jacobs by 
Senator Claire McCaskill (#5) 
Senate Committee on Homeland Security 
April 21, 2010 


Question : 

Mr. Russell E. Travers, the Deputy Director, of Information Sharing and 
Knowledge Development, National Counterterrorism Center (NCTC), Office of 
the Director of National Intelligence testified to the Homeland Security and 
Governmental Affairs Committee (HSGAC) on March 10, 2010, that NCTC is 
having some success with some departments and not so much success with others 
in “ingesting” intelligence information that could help secure our country. 

Are you having any issues in accessing the information you need to carry out your 
security investigations of the visa application process effectively? If so, what 
issues are you having? How would you recommend fixing the issues? 

Answer : 

All applicants for U.S. visas are screened against biographic name-checking 
systems and biometric verification databases. In this way, the Department of State 
can tap into the collective resources of our partners in the intelligence community, 
law enforcement, and the Department of Homeland Security to ensure that any 
relevant information is taken into consideration when making visa decisions. In 
each of the past several years, this vigorous vetting of every visa application has 
identified over 250,000 visa applicants who require additional security screening 
conducted via the interagency Security Advisory Opinion process before a visa can 
be issued. The efficacy of this layered screening process depends upon 
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information collected, analyzed and disseminated by the U.S. government law 
enforcement and intelligence communities. As with any process involving so 
many records and individual travelers, a small number of adjudications require 
extra effort to complete - a process facilitated by the positive working 
relationships among our interagency partners. 

Moving beyond our efforts to adjudicate individual cases to overall process 
improvements, we support and participate in the ongoing interagency initiative 
established and conducted by the National Security Staff to refine and enhance the 
namechecking and watchlisting processes. With regard to the NCTC specifically, 
we note that NCTC has full access to the Consular Consolidated Database (CCD) 
containing all U.S. visa records, and that the Department of State’s newly revised 
guidance on Visas Viper procedures was reviewed by NCTC personnel before it 
was disseminated to the field. The Department maintains a continuing and 
productive dialogue with NCTC and our other interagency partners on border 
security issues. 


o 
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